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Foreword

This collection of research contributions documents the scope of topics in-
vestigated by researchers at and connected to the Center for Digital Tech-
nology and Management (CDTM) in Munich. It shows the effective col-
laboration between various scientific disciplines and, in turn, demonstrates 
the potential of interdisciplinary work in a field that is of utmost impor-
tance for the socio-economic future all over the globe. 

Digital technology determines today’s world and will be one of the key 
technologies of the future. Non-stop technological change demands con-
stant innovation at tremendous speed. While information technology offers 
great opportunities, it poses quite a few challenges to managers. The abil-
ity to integrate business and technology decisions will become a crucial 
core competence. 

Consequently our vision was to create CDTM as an innovative cross-
disciplinary institution qualifying promising students for their further 
managerial career in nowadays business environment. It offers an experi-
ence that opens new ideas, new views, new opportunities by combining the 
abilities of business administration, computer science and electrical engi-
neering students. 

CDTM, an interdisciplinary establishment of education and research, 
was founded in 1998 as a joint venture between the Technische Universität 
München and the Ludwig-Maximilians-Universität München. Building on 
the specific strengths of both universities, the CDTM provides highly 
qualified and ambitious students with an excellent honour’s academic edu-
cation in the field of Technology Management. Since 2004 it is part of the 
newly founded Bavarian Elite Study Program (see www.cdtm.de). 

As a research institution it focuses on topics around the development 
and application of digital technologies, closely cooperating with industry 
partners within the TIME sector (Telecommunication, Information Tech-
nology, Media, and Entertainment). 

Even eight years after its foundation the CDTM is unique in the German 
academic scene. The ongoing interest of the industry and the students are 
indicators of its promising strategic positioning and its enduring success. 



VI      Foreword 

We wish the CDTM, its staff, students, its graduates, and its partners a 
bright future in the fascinating field of digital technology and manage-
ment!

We thank all the authors for their valuable contributions, and in particu-
lar Dr. Eva-Maria Kern who with great enthusiasm managed to make this 
book become a reality. 

Manfred Broy  Jörg Eberspächer Arnold Picot 

Founding Professors of CDTM 

Munich, March 2006 



Preface

Digital Technology plays an important role in today’s world. Successful 
technology development, introduction and management are not only a 
question of technical issues. Due to their complexity a close cooperation 
between various scientific disciplines is required to discuss meaningful as-
pects, arising consequences, chances and risks from manifold points of 
view as a base for the development of adequate solutions. 

The aim of this anthology is to highlight a selection of current research 
topics in the field of digital technology and management, which are inves-
tigated in the scientific environment of the Center for Digital Technology 
and Management.

The book is structured in six chapters in which the following topics are 
discussed:

Digital Technology and Management: This chapter deals with the de-
sign of the innovation process. One paper describes a systematic ap-
proach  for an efficient and user oriented development process. Two 
contributions deal with the problem how to integrate customers success-
fully in the innovation process by using a specific toolkit or as active 
participants in user communities. Another paper describes an approach 
of preparing IT students for their future job by engaging them in a dis-
tributed software engineering course. 

Digital Rights Management (DRM): Intellectual property right is a re-
search issue closely connected to innovation processes and their results. 
One paper describes the effects of DRM on software innovation in Open 
Source and proprietary software development processes. Additionally, 
an architecture for a DRM framework based on OpenTC is introduced. 

IT Service Management (ITSM): Providers of connectivity and value-
added services in the IT domain must adopt a service-oriented view of 
their operations to improve their customer relationships. IT Service 
Management has become an important part of this strategy. The contri-
butions in this chapter explain the technical components for implement-
ing ITSM and describe two approaches to realize intra- and cross organ-
izational ITSM. 
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Future Communication Networks: The rapidly evolving network tech-
nologies play a key role in information management. Beside technologi-
cal characteristics cost aspects become more and more relevant. Key 
trends of future communication networks are described and an approach 
to cost-efficient core networks is introduced. 

Mobile Services: Many applications used by end consumers are based 
on mobile services. Therefore users need to be integrated in the innova-
tion process. The contributions in this chapter describe a toolkit archi-
tecture for involving  users in service creation and an approach for using 
their knowledge in the development of mobile games. Another paper 
describes  the use of ontologies in  virtual organizations and distributed 
teams.

Location Based and Ubiquitous Services: A recent focus in the domain 
of digital services is on the development of context sensitive and ubiqui-
tous services. This chapter provides a critical discussion of  the business 
potentials of RFID (Radio Frequency Identification Devices), introduces 
a novel approach to ubiquitous location-based service architectures and 
describes a test case for context-sensitive service provision. 

We hope that our book illustrates the variety of aspects, which have to be 
considered in the development and application of digital technologies - and 
therefore the strong need for interdisciplinary research in this scientific 
domain. We also hope that the articles demonstrate the interdisciplinarity 
of CDTM and its contribution to research in the field of digital technology 
management. We cordially thank all the authors for their articles. We 
would also like to express our thanks to Barbara Karg and Barbara Feß 
from Springer Verlag who supported us in the final phase to make this 
book a reality. 

Eva-Maria Kern  Heinz-Gerd Hegering Bernd Brügge 

Editors

Munich, March 2006 
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1  Introduction 

In many technical products, software plays a dominant role today. In cars, 
for instance, this applies even to the extreme. Today software in cars is a 
dominant factor for the car industry, bringing various problems but being 
nevertheless decisive for innovation and competition. 

Software construction develops continually into a key technology of the 
21st century for engineering complex technical systems. More and more 
critical infrastructures are crucially depending on the reliable functioning 
of software. Today the reliability of software is often insufficient. Never-
theless, software intensive systems in avionics show impressive reliability. 
However, this is only achieved by high efforts and costs according to care-
ful quality assurance and system redundancy aiming at error tolerance. 

Over the past years, we have witnessed a slow but steady decrease in the 
gap between the theoretical and practical sides of the software engineering 
community. We are confident that this trend will continue and will accel-
erate improvements in the state of software engineering practice and the-
ory. 

The continued doubling of computing speed and memory capacity every 
18 months according to Moore’s law and the improvement in the capacity 
of communication links implies that the only constancy for large distrib-
uted systems, technology, tactics and doctrine may well be the idea that 
change is always inevitable. The dynamic aspect of systems is not sup-
ported by current practice and is seldom emphasized in current research.  
Software evolution research is extremely important for achieving modifi-
able and dependable systems in the future. Improved methods for reengi-
neering are also needed to bring legacy systems to the condition where 
they can benefit from improvements in software evolution technology. 

Thirty years ago, when the term software engineering was coined, there 
was lack of theoretical foundation for many practical concepts in comput-
ing. That is no longer true. A solid body of foundational work is available 
now that addresses many challenging issues related to software and com-
puting, including: 

Specification and modelling techniques for requirements,
specification and modelling techniques for systems and data, 
models and logical calculi for concurrent, distributed, and real time sys-
tems,  
logical concepts related to interactive systems, and 
formal models of programming language semantics with a variety of in-
ference systems as well as
formal models for implementation infrastructure in terms of hardware.
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The challenge is to put these results to work, to develop theories that better 
support engineering needs, and to improve practice. This will require co-
operation and a concerted effort from both theoreticians and practitioners. 
We will need advances in education and improvements in theoretical ap-
proaches to meet the increasing demand of practical engineering for com-
puter software. To be attractive to practitioners, formal methods, mathe-
matical foundations and automated engineering tools need to provide 
return on investment. These approaches must be cost effective to success-
fully compete with other development methods, and the benefits they pro-
vide in terms of software quality must have sufficient economic value to 
justify investment in them. 

These goals require some uncomfortable changes in the research com-
munity. Mathematical elegance is not enough for the success of an engi-
neering theory: applicability, tractability, and ease of understanding are of-
ten more important in practice than logical completeness or conceptual 
elegance of the principles that guarantee the soundness of the methods. We 
must carefully separate the application of mathematics to demonstrate the 
soundness of a formal software model or to construct automated tools for 
engineers from the formal models that will be used “by engineers as design 
representations”. 

Foundations of software engineering cannot be studied in isolation 
without precise knowledge of the current state of the art and feedback from 
practice if we are to have practical impact. The different aspects of techni-
cal, educational, and management issues are so closely intertwined in 
software engineering practice that it is risky and ineffective to study and 
develop them in isolation if practical applicability is a prominent goal. 
This puts interdisciplinary requirements on researchers and lends impor-
tance to interactions between experts from different specialties. 

Fig. 1. The stack in software engineering 
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Software development capabilities lag far behind society's demands for 
better, cheaper, more reliable software. Since the gap is so large, and even 
widening, it is unlikely that "business as usual" will be able to meet this 
need. Engineering automation based on sound and scientific methods ap-
pears to be our best chance to close the gap. 

Software engineering being originally very much restricted to the idea 
of programming develops more and more into a universal discipline of sys-
tems engineering. 

2  The Structure of Software Engineering 

As shown in Fig. 1 software engineering techniques need a variety of in-
gredients including: 

Foundations formed by a universal mathematical system model that de-
fines what a system essentially is, as well as basic its notions such as 
component, interface, composition, decomposition, architecture, ways to 
represent systems by mathematical models leading to a theory of the 
system model. 
The system model should offer and support essential system views: 

Data model, 
state and state transition model,
interface (users’ view), 
distribution and structure (architecture), 
process and interaction.

The system model has to be extended to domain specific issues such as 
real time, mobility, exception handling etc. 
Based on the system model methodological foundations such as step-
wise property refinement, implementation, changing levels of abstrac-
tions showing essential properties such as modularity of refinement. 
Based on the system model more pragmatic, intuitive description tech-
niques should be introduced such as diagrams, tables and tuned formal-
isms. 
A development process should be defined and justified by the theory of 
the system model. 
Tool support should be provided and justified by the theory of the sys-
tem model. 
For individual application areas the system model should be extended to 
more sophisticated aspects such as performance, quality of service, real 
time etc. 
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This way a rich software engineering technology is created always justi-
fied on scientific grounds where at the same time it has to be validated by 
practical experiments and experience. Only by gathering experimental and 
heuristic data we are able to understand the benefits and drawbacks of the 
individual methods. 

In the remainder of the paper we mainly concentrate on issues of soft-
ware technology and do not treat issues of practical experiments, experi-
ence, or management. 

3  Hot Spots in Software Technique 

Studying large software projects we easily recognize always the same 
critical points: 

Requirements
Architecture
Management of change
Quality and reliability

A systematic model-based development process effectively supports all 
these issues. 

4  Modeling in Software Engineering 

In a systematic development of distributed interactive software systems we 
work with a basic system model and description techniques providing spe-
cific views and abstractions of systems such as their data, interfaces, dis-
tribution, process, interaction, and state transitions. Each of these views is 
helpful and has its place in the systems development process. The devel-
opment of systems concentrates on working out these views that lead step 
by step to an implementation. For large systems, the development is car-
ried through several levels of abstraction. Clearly, working with different 
system views and abstractions supports the entire spectrum between top-
down and bottom-up approaches to system development; this is necessary 
for scalable and realistic development processes. The system model we 
work with allows us to relate all the artifacts we produce during systematic 
development. 

Whatever conceptual system model we use in software development we 
need a mathematical system model as a basis for justifying the methods 
and design patterns we rely on. Just as the physicist relies on a thorough 
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mathematical foundation to describe, quantify, and understand phenomena 
of the complex “real world”, the software engineer must be able to found 
modeling and design decisions made for complex software systems on a 
solid basis – instead of on quicksand. 

5  The Strive for Quality 

Software development always means creating a formal model – be it at the 
level of code and machines or at a very abstract logical level. It is a com-
monplace by now that apart from very specific small projects modeling at 
the code level does not suffice. 

Software is complex, error prone, and costly. Quality management 
(QM) is one of the three key issues in the magic triangle of cost, quality, 
and time. Quality is never an unconditional value. Achieving a high level 
of quality for software systems we have to solve two major problems: 

Quality requirements engineering (QRE): Specification of quality as-
pects and attributes of a software product.
Quality assurance (QA): Guarantee of specified quality aspects and at-
tributes by the development process.

Higher quality is never for free! Every decision of the inclusion of quality 
requirements may increase the costs and is to be justified in the application 
scenario. Issues of QRE can be put into the following categories:  

Functional requirements (behavioral requirements): Properties of soft-
ware related to its behavior, its offered services, and its performance.  
Product requirements: Properties of software related to its representation 
and documentation as well as the way of its realization and distribution.  
Process requirements: Properties of the software development process.  

Making requirements precise always leads into a modeling task. If we can-
not quantify, model, specify, give test cases, and verify a requirement, then 
it is dubious whether it is of any value or relevance. 

6  Real Life Software Quality 

Although it is not a secret that many commercial software projects and 
products suffer from poor quality it cannot be overstressed how far away 
most real life and even large-scale software projects are from implement-
ing acceptable quality standards.  
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While some spectacular software bugs, like the overflow that caused the 
ARIANE 5 rocket failure, became widely visible and lead to an increased 
awareness for specific techniques in certain situations (e.g. rigorous testing 
of critical systems and advanced verification techniques) the bulk of com-
mercial software still seems to be built with little quality considerations in 
mind. We draw this conclusion from our own personal experiences as well 
as statistical material. 

6.1 Functionality and Correctness 

The Standish Group reports on software project cancellations, and cost 
overruns in 80% of the cases are well known. According to these empirical 
studies, more than 30% of the projects investigated produced software that 
provided at most 50% of the originally specified functionality. In addition 
to this, one can expect that many of the 80% cancelled and late projects 
had severe quality deficits, too. 

The issue of functionality and correctness is of course crucial. But what 
does complete functionality and correctness mean precisely? One could 
argue that all of the stated requirements (and no others) had to be imple-
mented the way they were specified. This road leads to the techniques that 
our colleagues in formal methods develop; i.e. develop a precise formal 
specification and then do a formal, or even automated verification of the 
implementation against the specification. Though this sounds promising, it 
underestimates the most important issue: getting the right requirements and 
getting them right. Only after the functional requirements are appropriate 
and formalized verification becomes an issue. But since we do not really 
know how to judge whether we got “the right requirements” and due to the 
inherent troubles to confirm the validity of a requirements specification 
against the actual desires of users providing correct functionality remains a 
challenge.

6.2 Maintainability 

Even in the rare cases that a software project could be considered success-
ful according to these criteria, that is complete functionality in time and 
budget, the quality of the outcome deserves a second, separate look.  

The bulk of the costs for a software system – 80% – does not go into ini-
tial development but into maintenance. Because of this, the maintainability 
of a software system is of paramount importance to many organizations 
whose processes depend on software.  Despite of this fact, our survey on 
software maintenance practices in 2003 revealed that 70% of the partici-
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pating software organizations did not regard the maintainability of the 
software they produce at all. 

To us, it is still a mystery how large companies deliberately mobilise 
capital over and over again to replace old “legacy” systems with new ones. 
As a matter of fact, some of the new systems expose many of the undesir-
able properties of a typical “legacy” system, just after being released. 

6.3 Efficiency and Performance 

Efficiency is another example for frequent shortcomings though process-
ing speed and memory consumption are rather intuitively comprehensible.  
At least three large scale commercial projects are known to the authors 
where the performance of the software is unacceptable for delivery. In all 
of these three cases, it is tried to solve this problem by switching to more 
powerful hardware; hence, without tackling the root of the actual quality 
shortcoming. 

Again, the reason for this is a lack of understanding what software qual-
ity is, what the criteria are and how it can be influenced. 

6.4 Possible Explanations 

Why is it that the need for quality is widely known and accepted but qual-
ity seems to be missing in practice?  

First of all, quality costs. Higher efficiency and increased security may 
easily multiply development costs. At the same time our software engi-
neering discipline is still unable to answer basic economic questions such 
as “how much more costs 10% increased processing speed?” or “how 
many more bugs will be detected before shipping if we increase our testing 
efforts by 20%”. Other industries are able to precisely explain the in-
creased price and its corresponding benefit. For example, a 3 litre car may 
cost 3.000$ more than its 2 litre counterpart. You therefore receive a 20% 
improvement in acceleration and a 30mph increased top speed. 

Since we are unable to reason about the costs and benefits of software 
quality in a similarly precise way it is not surprising that the average soft-
ware customers is usually unwilling to accept explicit charges for quality 
issues. As a consequence, quality requirements remain often unspecified 
though the target quality profile depends on the individual needs of the us-
ers of the software system and the specification of the quality requirements 
was obviously part of a proper requirements engineering process.  

Another major source for quality shortcomings is the simple fact that we 
still do not know what the right criteria for high quality software are. For 
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example, it is accepted that GOTO is harmful. But, does a comprehensive 
documentation really increase program comprehension? Does UML mod-
elling contribute to better architectures? We argue that most of the rules 
commonly used during quality management have not been derived from a 
quality goal but selected for one of the following two reasons: 1) seen 
elsewhere … so it cannot be wrong or 2) easy to check. Consequently, 
many of the common rules hardly match the actual quality needs. Since 
most software developers are aware of the little impact of these rules, they 
simply ignore them.  

In fact, many software organizations frankly admit that the primary pur-
pose of their quality management efforts is to get an ISO 9000, CMM, or 
some other certificate that can be used as a selling point. The actual im-
provement of the quality of their products plays a secondary role. Though 
this attitude tastes bitter it is indeed comprehensible considering the debat-
able impact of the existing quality guidelines. 

It should not be left unmentioned that there are of course many other 
reasons for the lack of quality in software products, such as weak qualifi-
cation of development personnel, which we do not elaborate in greater de-
tail, here. 

7  The Situation in Practice 

In practice, many methods for modeling and specification have been sug-
gested (SA, SADT, SSADM, SDL, OMT, UML, ROOM, ...). Of course 
the design of universal modeling languages is a great idea. A closer look 
shows, however, how ad hoc most of these “methods” are. At best, they re-
flect deep engineering insights in engineering particular applications. But 
never have they been justified on the basis of a comprehensive mathemati-
cal foundation. Thus we run into endless discussions what an obscure 
graphical or textual phrase could “really” mean. As a result, tool support is 
shallow, development steps are ad hoc and descriptions are ambiguous. A 
bad example is UML with its statecharts dialect with its endless discus-
sions about its semantics. We claim that identifying and exploiting me-
thodical potential present in modeling gain lots of benefits; this requires a 
look beyond the individual syntax and isolated semantics of a given nota-
tion. A solid mathematical basis is a significant aid in discovering such po-
tential, and in justifying the value of corresponding methodological sug-
gestions.

Moreover, often the suggested methods are too weak and offer only lit-
tle help. A striking example is the situation of modeling and specifying in-
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terfaces of classes and components in object oriented modeling techniques 
in the presence of call backs – where “specifying” means not only to list 
all methods and attributes, but a precise description of their functioning. 
None of proposed so-called practical methods around gives convincing an-
swers to that question. 

A third example is concurrency and cooperation. Most of practical 
methods especially in object orientation seem to live in the good old days 
of sequential programming and do not properly address the needs of highly 
distributed, mobile, asynchronously cooperating software systems. 

What is needed beyond innovative engineering methods is a systematic 
collection of heuristic data to learn from these about their efficiency and 
effectiveness. Only this way we achieve controlled learning curves. 

8  Reducing Complexity 

One of the biggest problems in software industry today is the overwhelm-
ing complexity of the systems they face today. How can we reduce com-
plexity?  

Of course, we can use classical techniques from software engineering, 
which is structuring, separation of concerns, and abstraction. Structure is 
what we have achieved if we get an appropriate architectural view with the 
levels as described above. Abstraction is what we gain if we use models. 
Model orientation remains one of the big hopes for the software industry to 
improve its situation. 

A key issue is process orientation and software development processes. 
So far the processes in the software industry are not adapted to the needs 
of software intensive systems and software engineering. Process orienta-
tion will introduce a much higher awareness for processes. 
A good example is the introduction of Spice and CMMI techniques into 
the software industry, which already has helped a lot to improve the com-
petencies there. 

Actually, a deep process orientation on the long run would need a well-
understood handling of the product models. The product data of course 
need a comprehensive coherent and seamless model chain. 

9  Academic Contribution 

In academic research we find a concentration on formal methods. There 
we find logic based system models and verification techniques. Much con-
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centrates on logical theories for system and program modeling including a 
particular notation (“syntax”), rules for manipulating it (“deduction rules”) 
and a notion of model (“model theory”). This has often been criticized as 
purely theoretical and not practically applicable work. This criticism is 
valid as far as proponents of formal methods have claimed that their logi-
cal theories can be applied immediately as engineering methods. This is a 
claim that is nearly always unjustified. 

However, seeing adequate logical and mathematical theories as the sci-
entific basis of engineering methods including specification and modeling 
techniques, methods, design patterns, process models, and support tools 
makes them a key contribution to software development as an engineering 
discipline. For that, we have of course to find out the most appropriate 
theories, as well as where and how they apply. 

Good examples for those achievements are models of time. While not 
being available 20 years ago we have now a rich body of time models at 
hand and also logical methods for their usage in specification. 

10  The Research Challenges 

Much has been achieved in researching logical and mathematical models 
of programs, software, and systems. Much of it is fractional and incom-
plete. Here are three major challenges for researchers: 

Enlarging the models to fields not properly covered yet like perform-
ance, security, resource requirements etc.
Evaluating and comparing existing logical methods to identify which 
are most appropriate for what.
Combining existing approaches into comprehensive foundations as a ba-
sis for engineering approaches. 

In fact, we can achieve a lot more along these lines. 

11  The Practical Challenges 

The practical challenges are obvious: design practical modeling and speci-
fication methods on the basis of a well-worked out theory, implement tools 
with deep and comprehensive support.  

Only if we do that and gain practical experience with the application of 
such methods we can go to the necessary trial and error loops. This way 
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we get the needed feedback from practice to guide and inspire the aca-
demic research. 

We can and should dream of much more powerful tools, precise and 
nevertheless readable specifications and a flexible toolbox of models, nota-
tions, and methods based on well-understood theories. 

12  Conclusion 

Software intensive systems need a much more systematic development ap-
proach based on well-worked out, well-chosen scientific foundations and 
validated engineering principles. Model oriented approaches contribute 
here.

The conclusion is straightforward: we need a much deeper and more in-
tensive interaction between researchers in the foundations, the designers of 
practical engineering methods and tools, and the programmers and engi-
neers in charge of the practical solutions. 
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1  Introduction 

The considerably fast-paced diffusion of information technology through-
out the last decade has had not only a huge impact on how companies op-
timize their businesses by leveraging the potential IT offers, but also had 
vast implications on the types of product and service concepts created and 
offered to market actors (Grover et al. 1994, 1998; Weill and Broadbent 
1998; Powell and Dent-Micallef 1999). The diffusion of products that rely 
on software rather than on material components has gained significant 
momentum (Fichmann 2000; Naher et al. 2002). In fact, a whole new class 
of products has evolved which can be referred to as digital services. A 
digital service includes characteristics of both, immaterial services and ma-
terial products. Although a digital service is based on software and, thus, 
constitutes a product with respect to design and development activities, it 
also shows inherent characteristics of a service when it comes to its com-
mercialization and consumption.1

It has been recognized by academics and practitioners alike that the path 
to the development of successful need-oriented products and services in-
cludes an involvement of customers in the development process (e.g. 
Sioukas 1995; Neale and Corkindale 1998; Campbell and Cooper 1999; 
Brockhoff 2003; Callahan and Lasry 2004). 

However, collecting customer needs can be very costly and time-con-
suming as these needs are often subtle, complex, and not stable (Thomke 
and von Hippel 2002). Traditional approaches for involving customers in 
software development mainly focus on collecting customer needs effi-
ciently by various means during requirement analysis, but suffer from 
various shortcomings when required to trigger true innovation as they put 
customers into a rather passive, creativity-hindering role. 

Recently, research in the field of innovation theory suggested that cus-
tomers themselves might be a unique and fruitful source of innovative 
ideas. Instead of generating ideas for innovative products in-house and as-
signing an evaluator role to customers, companies may want to enable 
them to design, create, and adapt their own products according to their 
very needs. This approach has become known as user innovation (von 
Hippel 1998). 

This article elaborates on the background of user innovation and sug-
gests its application to the development of immaterial software, particu-
larly digital services. Digital services created according to the proposed 
approach can be expected to fulfil customer requirements more accurately, 
                                                     
1 A comparison of general differences between products and services can be found 

e.g. in (Storey and Easingwood 1998) or (Venkatraman and Dholakia 1997). 
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to be more innovative, and to follow a cheaper and faster development 
process than possible with traditional software engineering methods. 
Above all, their development is less risky. 

2  Digital Services and Innovation 

In this article, a digital service is defined as an abstract concept that is real-
ized by a software entity. This entity is the specific piece of software that 
implements a digital service. A digital service itself can be considered as a 
resource characterized by the abstract set of functionality that is provided 
to the service consumers. Software constituting the technical basis of such 
a digital service consists of a set of communication interfaces, application 
logic, and metadata. To illustrate this distinction between a service's ab-
stract functionality and its realization, one may consider a digital service as 
being implemented by a certain software entity one day (e.g. written in a 
specific programming language), and a different software entity (e.g. writ-
ten in a different programming language) realizing the same functionality 
the other day. Digital services are consistently realized by electronic 
means: No human interaction is necessary on the service provider's side to 
facilitate any provision or consumption process. Services are provided and 
consumed exclusively electronically. No media or individual discontinuity 
appears.

With the vast diffusion of information technology, digital services are 
rather ubiquitous nowadays. This evolution goes along with the transfor-
mation from an economy focused on the production of material goods to 
an information- and service-oriented economy (Houghton and Sheehan 
2000). A prototypical example for the latter is the mobile telecommunica-
tion industry where service providers offer intangible mobile digital ser-
vices to their customers. Whereas this industry has experienced strong 
growth during the last couple of years, a recent slowdown mainly caused 
by market saturation has put industry into a state of tough competition 
(Beaubrun and Pierre 2001; Doganoglu and Grzybowksi 2005). A business 
strategy for companies acting in such highly competitive market environ-
ments and aiming at achieving sustainable economic success is to innovate 
constantly (Downes 2002). Product innovation implies differentiation 
which may lead to sustainable competitive advantage (Porter 1998). Inno-
vation can be considered as the power of the engine of the economic value 
chain. New and innovative products, however, have to meet actual cus-
tomer needs in order to be really successful. Hence, it is particularly im-
portant for companies providing digital services and facing cut-throat 
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competition to find ways to quickly and efficiently develop services that 
are both truly innovative and highly customer need-driven. 

Innovation can be defined as any idea, practice, or object that is per-
ceived as new by an individual or other unit of adoption within the relevant 
environment (Biemans 1992; Rogers 2003). The original concept of inno-
vation, as introduced by Schumpeter, designates innovation as the activity 
of developing an already invented element into a commercially useful ele-
ment that is accepted in a social system, for instance, a company or a soci-
ety (Schumpeter 1939). Innovation implies a change in the economic 
environment, or a change in the behavior of consumers. The distinction be-
tween invention and innovation is important to note. Whereas invention 
denotes the creation of an idea of how to do or to make something, innova-
tion refers to the act of making this idea real and putting it into practice 
(Ruttan 1959). Correspondingly, the result of innovation is a new product, 
service, or process - or a qualitative change in an existing product, service, 
or process which constitutes a substantial difference as compared to the 
previous state. 

The question now is how true innovation could be achieved in the de-
velopment of digital services. In today's innovation literature the school of 
thought that regards customers as the primary source for true innovation 
has gain momentum (von Hippel 2005). If one accepts the corresponding 
premise that the most innovative ideas originate from customers, it seems 
reasonable to assign customers an active role in the innovation process. 
However, even though the involvement of customers in the development 
of material products has been explored extensively in literature, the inte-
gration of customers in the development of intangible digital services is an 
almost unexplored field (Magnusson et al. 2003). 

3  Modern Product Development 

In the following, it is examined, firstly, how customer-oriented develop-
ment of innovative products is conducted in the field of material products 
and, secondly, which problems occur and how these problems can be 
solved. This discussion will serve as the rational basis for investigating the 
application of respective methods to trigger innovation in the development 
of intangible software-based digital services. 
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3.1 Traditional Approaches of Customer Involvement 

It is crucial for companies to learn about user needs first in order to be able 
to develop adequate products. A company may want to find out as much as 
possible about these needs when aiming at bringing a successful product to 
the market. Various methods can be used by companies to collect need in-
formation from users. The selection of a specific method depends on the 
type of product to be developed. Generally two forms of customer in-
volvement can be distinguished: a company may simply want to listen to 
customers, for instance by conducting interviews, or it may want to estab-
lish a closer connection to its customers by directly interacting with them 
(Jeppesen 2002). 

Listening to customers limits their role to being simple information pro-
viders. A passive role is assigned to them. Examples are interviews, quali-
tative surveys, quantitative surveys (Woodruff and Gardial 1996) or focus 
groups (Krueger 1994). Besides surveys, interviews and focus groups, a 
number of other methods of listening to customers to stimulate innovation 
can be exercised in the course of product development. For instance, the 
collection of consumer complaints can serve as an indicator for product 
flaws and may give impulses to add innovative features. 

The direct interaction with customers involves mostly advanced users. 
Those are users who recognize benefits, shortcomings, and problems with 
a product or a technology faster and more accurately than mainstream cus-
tomers. The approach of interacting with advanced users is similar to the 
listening to customer approach, but differs in the fact that it lets users gen-
erate innovative ideas rather than letting in-house product developers do it 
(Jeppesen 2002). A well known method involving advanced users is the 
lead user method (von Hippel 1986; Herstatt and von Hippel 1992). Lead 
users are advanced users who face needs that will become general in a 
market, but face them months or years before other market actors encoun-
ter them. Since lead users are familiar with conditions that lie in the future 
for most others, they can serve as a need-forecasting resource during prod-
uct development. Moreover, lead users often attempt to fill the need they 
experience and, thus, might provide innovative product concepts as well. 

3.2 Problems with Traditional Approaches of Customer 
      Involvement 

Whereas traditional approaches employed in the process of innovative 
product development proved to be valuable and sufficient in the past, with 
respect to today's market characteristics they are often not. Since many 
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markets today are characterized by heterogeneous user needs and, thus, 
heterogeneous user demand, companies are increasingly moving towards 
serving markets of one instead of serving mass markets. Consequently, 
companies adapt their production processes in order to produce customer-
unique products rather than standardized mass products. Traditional meth-
ods of understanding and responding to customer needs, however, were ef-
fectively designed for homogeneous markets (Franke and Schreier 2002). 
Studies have shown that ideas and products created by utilizing traditional 
methods are rarely breakthroughs (Eliashberg et al. 1997). The respective 
results may be too ambiguous or overly simplistic (Jeppesen 2002). In 
general, traditional market techniques often fail, since they do not stimu-
late and foster a user’s creativity which, as described above, may be an ex-
cellent source for innovative ideas. 

The most severe problem for the development of innovative products 
though, remains to find out how future customer needs for innovative 
technical products can be identified with this technological environment 
constantly changing (von Hippel 1988). Changing technological conditions 
cause user needs to change as well. This complicates the integration and 
realization of an innovative product in case the specific realization process 
takes a long time to be accomplished (Reichart 2002). 

Another fundamental problem of innovative product development is re-
lated to the users' experiences with currently available products. Users se-
lected to provide input data to market analyses in the product development 
context have an important limitation: Their insights into new product or 
service needs and potential solutions are constrained by their own real-
world experience (Hondrich and Vollmer 1983). Their personal context is 
considered as a very limited frame of reference which hinders them from 
generating highly innovative ideas (Ulwick 2002). This phenomenon is of-
ten referred to as functional fixedness, a term coined by Adamson 
(Adamson 1952). His empirical studies have demonstrated that once a cer-
tain object or process is familiar to a user, this experience will limit his ca-
pability to think of new, innovative ways to handle the object or process. 
Hence, users steeped in the present are unlikely to generate novel product 
concepts which differ from actual solutions (von Hippel 1988). Moreover, 
it often is questionable whether customers know exactly what they are 
looking for. In fact, customers may not be aware of their own needs; or 
customers may not fully understand their needs until they try out proto-
types to explore exactly what does, and does not work for them (Thomke 
and von Hippel 2002). But even if customers do know what they need, 
they may not be able to describe or encode their needs precisely enough 
for the manufacturer to produce the respective product (von Hippel 1998). 
They rather have problems giving the manufacturer a clear and complete 
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picture of what they want. Particularly in high-technology markets, cus-
tomers may often not have enough knowledge and experience to define a 
product specification that corresponds exactly to their needs (Huffman 
1998). Generally, it seems to be very difficult to translate need-related in-
formation into solution related information, such as a product development 
specification (Urban and Hauser 1993). 

3.3 The Information Problem of Modern Product Development 
      and its Solution 

Frequently, customer needs fall into the class of sticky information, which 
is defined as information that is costly to transfer, to acquire, and to use at 
a new location (von Hippel 1994). The degree of information stickiness 
corresponds to the incremental expenditure required to transfer it to a 
specified locus in a form that is usable by a given information seeker. In-
formation stickiness is low, when this cost is low. Accordingly it is high, 
when this cost is high. As particularly information used in problem solving 
activities is highly sticky (von Hippel 1998), the need information called 
upon by product developers can only be transferred at high costs. In the 
worst case, the need-information is so sticky, that “unsticking” the infor-
mation, i.e. reducing the stickiness of this information, and transferring it 
to another locus is hardly possible at all. This may be particularly the case, 
when users are not even aware about their own needs at all as mentioned in 
the last section. Besides the fact that the process of transferring, i.e. col-
lecting, user needs is costly, it may also be imprecise and error-prone when 
dealing with very sticky information: User needs may be misinterpreted by 
the manufacturer leading to products which, as a consequence thereof, will 
fail in satisfying these needs. Research has shown that particularly infor-
mation used in technical problem solving, i.e. problem solving occurring 
during the innovation of technical products, is often sticky (Pavitt 1987; 
Nelson 1990). 

The solution to this problem is to simply shift the locus of problem solv-
ing activity, or at least some part of it, to the locus of the sticky informa-
tion (von Hippel 1998). The overall product development task could be 
partitioned into subtasks, whereas each subtask is either assigned to user or 
manufacturer-based problem solvers. Subtasks requiring local sticky 
manufacturer information (as how to actually produce a product) are as-
signed to the manufacturer. Subtasks requiring local sticky user informa-
tion (as what are the user's needs and wishes) are assigned to the user. 
Hence, the costly transfer of the respective sticky information can be by-
passed giving rise to cheaper and faster product development resulting in 



24      B. Kirchmair 

products or services which truly satisfy the users' needs and which even 
have the potential to be really innovative.   

This promising idea of repartitioning product development tasks is the 
grounding reasoning behind a product development strategy actively em-
ployed by an increasing number of companies: letting user innovate. 

3.4 The Concept of User Innovation and Toolkits 

User innovation is about managing the development process of innovative 
products in a flexible way by assigning innovation related design tasks to 
the user. The concept’s goal is to provide customers with enough creative 
freedom to design custom products that, first, truly satisfy their needs and, 
second, are potentially innovative. In contrast to established mass customi-
zation systems (Piller 2001), users are not restricted to a couple of alterna-
tives to choose from, rather they are equipped with such powerful design 
tools that true innovation becomes possible - ideally without overstraining 
them with the tools' potential complexity (Maes 1994). Such tools allow 
users to convert their ideas into products which then are producible by the 
manufacturer. According to the thoughts outlined above, manufacturers of 
a particular type of product are the locus of expertise with respect to prob-
lems common to many designs. Users, however, possess the deepest un-
derstanding of a particular application. Therefore, it is reasonable to out-
source innovation-related tasks of the product development process 
directly to users. 

A proper tool for user innovation would shield users from technical de-
tails of the production process, but would provide functionality to allow 
them to drive innovation. Von Hippel and Katz (2002) concretize this no-
tion by introducing the toolkits for user innovation approach.  

Generally, toolkits for user innovation are coordinated sets of user-
friendly design tools that enable users to develop new product innovations 
by themselves (von Hippel and Katz 2002). Accordingly, those toolkits 
support the repartition of innovation-related problem solving tasks and 
provide users with corresponding co-design means. Within their fields of 
use they give users real design freedom which may result in new innova-
tive solutions. A toolkit for user innovation should encompass five impor-
tant elements as identified by von Hippel in several exploratory studies 
(von Hippel 1999): 

First, a toolkit should allow customers to run complete cycles of trial-
and-error learning. A user designs a first solution which is then built (or 
simulated by software). The user may find flaws of his newly designed 
product by using it (or using the simulation thereof). Then a properly 
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designed toolkit would enable the user to refine his design, which is 
then instantly built and can be tested and evaluated again. These cycles 
can be repeated until the user is satisfied with the new product. Hence, 
the entire iterative design process including testing, evaluation, and the 
incorporation of any necessary improvements can be carried out by the 
user himself. No sticky need information has to be costly transferred be-
tween the manufacturer and the user at all. The information remains so-
lely at the user locus. 
Second, the resulting custom user design shall be producible by the 
manufacturer without requiring revisions by manufacturer-based engi-
neers. This implies that the language of such a toolkit must be translat-
able automatically and error-free into the language of the intended pro-
duction system at the conclusion of the user's design work (von Hippel 
and Katz 2002). This aspect is essential as otherwise the manufacturer 
had to manually imitate the user's design by using the language of the 
respective production system. This process would be error-prone and 
could even result in a loss of user-defined requirements for the product. 
Third, a toolkit should provide libraries of commonly used design ele-
ments to make the initial design work easier and to prevent users from 
having to start from scratch with each new design or refinement thereof. 
Thus, users do not have to do everything on their own wasting time and 
resources, but rather are able to focus their creative work on those as-
pects of a product or service that are really novel. One may even think 
of providing users with standard design templates as a starting point for 
further design work.
Fourth, it should offer users a concrete delimited solution space that en-
compasses the designs they want to create. With respect to production 
process constraints, economic production of custom products is only 
achievable when a custom design falls within the pre-existing capabili-
ties and degrees of configuration freedom built into a given manufac-
turer's production system (von Hippel and Katz 2002). This is termed 
the solution space offered by that system. Hence, a toolkit has to con-
strain the users' design freedom to ensure resulting designs are indeed 
producible.
Fifth, a toolkit should be intuitively usable by users. Users should be 
able to express their needs in a highly intuitive manner. This can be 
achieved by allowing users to work with an easy to understand design 
language – or even their own design language. 

Empirical studies on successful real world projects indicate that this ap-
proach can indeed be very efficient in triggering innovation in modern 
product development. To better understand how toolkits for user innova-
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tion work and how they benefit the development of innovative products, 
the Nestle USA Food Services Division’s ingredients toolkit for custom 
food design shall be introduced.

One of Nestle's businesses includes the production of custom food, e.g. 
custom sauces, for restaurant and food chains. If a customer is in need of a 
new sauce differing from existing sauces say in flavor, color, or consis-
tency, the proceeding to create this new sauce is usually as follows: the 
chain's executive chefs compose the new sauce by using common food in-
gredients available to individual customers and restaurants and restaurant-
style cooking equipment. Afterwards they hand this sauce over to Nestle 
Food Services and ask them to produce the sauce they have designed. 
However, this proceeding gives rise to several problems encumbering the 
seamlessly integration between innovation and production processes: Be-
ing an industrial food producer, Nestle can only use ingredients that are 
obtainable in quantity at a consistent quality. These ingredients may possi-
bly not taste the same as those used by the executive chefs to mix their 
sauce. With industrial ingredients differing in taste and plenty of other at-
tributes from the restaurant ingredients, the resulting sauce may most 
probably differ from the chefs' creation as well. Therefore, Nestle cannot 
simply reproduce the chefs' recipe as-is under factory conditions. Instead, 
the production chefs carefully analyze the customer's sauce and then try to 
make something which approximates the taste and texture of the original 
sauce by using their factory ingredients and methods. However, the prob-
lem persists: the chain's chefs are seldom satisfied with the initial version 
of the factory sauce. Longsome and costly iterations of this production-
and-evaluation process are necessary. The design of truly innovative 
sauces is hindered. This is where the toolkit approach came into play. Nes-
tle simply assembled a set of standard industrial food ingredients as each 
of them being the factory version of an ingredient traditionally used by 
chefs during recipe development. Of course these factory ingredients differ 
slightly from the fresh ingredients, but these differences are discovered 
immediately via learning by doing. So the chefs can adapt the sauce to 
their taste and particularly can be sure that the final result, the sauce Nestle 
produced according to their recipe, will taste exactly the same as their 
sauce prototype. In sum, the application of the toolkit approach to the do-
main of custom food resulted in more satisfied customers, shortened the 
time of custom food development from an average of 26 weeks to three 
weeks, and gave rise to innovative sauces (von Hippel and Katz 2002). 
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4  Modern Software Development 

Starting from the raised question of how true innovation could be achieved 
in the development of intangible software-based digital services, it was 
shown in the previous section how innovation is fostered in the develop-
ment of material products. The user innovation approach was introduced as 
a very promising strategy for triggering innovation in the context of mate-
rial products.  

However, as explored in more detail in this chapter, the development of 
innovative software as an intangible product suffers from similar problems 
as the development of material products does in respect of innovation mat-
ters. Interestingly, just as traditional product development methods have 
certain shortcomings in stimulating true innovation, software development 
methods commonly used today have so as well. Why this is the case, why 
those methods may not be able to cope with the stressed necessity of trig-
gering true innovation and, consequently, why the need for a new alterna-
tive, or complementary, approach is given, shall be outlined in the follow-
ing.

4.1 Traditional Approaches of Customer Involvement 

As much as the development of material products relies heavily on consid-
ering customer needs and wishes, the development of successful software 
as an intangible product does so as well. Hence, it is reasonable to involve 
customers at a very early stage in the software development process for the 
purpose of minimizing risk and reducing costs. The earlier in the develop-
ment process a software system is changed, the easier and cheaper these 
changes can be realized: The complexity and, thus, the costs of incorporat-
ing changes into a software system increases exponentially with the sys-
tem's development progress. The earlier customers get involved, the lower 
the probability that significant changes are necessary later on and the lower 
the risk that their expectations and requirements are not met in the end.  

However, as it is the case with material product development, involving 
customers solely during the first stages of a development project leaves 
several issues unaddressed. First, customer requirements for a software 
system often change or evolve during the course of a system's develop-
ment, which makes them a moving target difficult to capture and to track. 
This is especially true for long lasting development projects due to a sys-
tem's complexity and size or due to a changing technological environment. 
Second, customers might not have a clear understanding of their own 
needs and, hence, of the requirements for a specific software. The problem 
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of sticky information is also highly relevant in this context. Another prob-
lem relates to the fact that customer requirements have to be captured in an 
unique and precise manner in order to prevent misunderstandings between 
customers and developers. 

For those reasons, the elicitation of customer requirements solely in the 
initial phase of a development process, as suggested by software develop-
ment process models2 such as the basic waterfall model (Royce 1970), is 
not recommended. The basic waterfall model is a structured, strictly se-
quential, and non-iterative model that breaks the development process 
down into several phases as shown in Fig. 1. Only when one phase is com-
pleted, the next one can begin. Any analysis of customer requirements is 
conducted solely within the first phase. After the completion of that phase, 
no changes to the identified set of requirements are allowed.  

Modern software development process models already take problems 
outlined above into account and allow for customer integration at several 
points during the development process. Boehm's spiral model (Boehm 
1988) or the Rational Unified Process (Kruchten 1999) in conjunction 
with rapid prototyping (Thomke 1998) are popular examples for such 
models. 

Fig. 1: The waterfall model 

                                                     
2 The main function of a software development process model is to establish the 

phases in which major tasks are performed within a software development pro-
ject, and to establish the transition criteria for proceeding from one task or phase 
to the next (Pawlowski 2001). 
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Latter, rapid prototyping is a widespread approach to rapidly generate pro-
totypes3 of a system that then can be tested and validated against the spe-
cifics of an use environment in an iterative process. This iterative process 
constitutes one form of experimentation and can be regarded as a four step 
iterative learning cycle as visualized in Fig. 2. 

Fig. 2: The four step learning cycle 

In the design phase, requirements are identified. In the construction phase, 
these requirements are incorporated into a physical or virtual prototype. In 
a third step, the run phase, the prototype is evaluated in a real or simulated 
use environment. Finally, in the analysis phase, the evaluation results are 
analyzed to determine whether additional modification and, thus, addi-
tional iterations are necessary. By conducting such experiments, informa-
tion is collected about both the requirements for new functionality and the 
adequacy of possible designs. Furthermore, an iterative verification of 
whether the software meets the customer's expectations is conducted. 

By considering this information throughout the remainder of the devel-
opment process, uncertainties and, hence, risk can be minimized, the over-
all project costs reduced, and the development time shortened (Thomke 
and Bell 2001). It is recognized that rapid prototyping often is more bene-
fiting than other techniques of other phase-oriented software development 
process models. Customer needs can be met more accurately and even the 

                                                     
3 A prototype is an experimental design or implementation of a system that incor-

porates those very aspects of the system that shall be evaluated by a target audi-
ence.
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problem of sticky information can be solved to a certain degree by increas-
ing the number of prototyping iterations. 

However, a problem that still remains unaddressed is the precise and 
formal capturing of user requirements. By increasing the number of itera-
tions, the problem of bad defined requirements is not really solved. Even 
though requirements are approximated through iterations, the fundamental 
problem of bad specification still remains the same. Moreover, in the con-
text of digital service development, the question can be raised whether the 
approach of rapid prototyping embedded in a phase-oriented development 
process does provide developers and users with enough freedom to actu-
ally achieve true innovation.  

4.2 Problems with Traditional Approaches of Customer 
      Involvement 

In general, the newer models introduced above are recognized as being 
well suitable for integrating customers into the software development proc-
ess. Still they suffer from drawbacks similar to those, traditional methods 
for involving customers in material product development face when it 
comes to promoting innovation. 

True innovation requires the support for trial-and-error cycles (Baron 
1988; Tyre 1995) to allow for learning by doing (Rosenberg 1982). In the 
course of traditional rapid prototyping techniques, a prototype is generated 
by developers, which is presented to and evaluated by customers who may 
then suggest improvements leading to a new prototype generation cycle. 
This proceeding involves an ongoing interaction between software devel-
opers and customers and implies shifting problem solving back and forth 
between these two instances during each trial-and-error cycle. As it is the 
case in material product development, this shifting is costly and inefficient. 
Customers have to articulate their requests for changes explicitly and in a 
manner developers are able to understand. Generally, this implies that it is 
not easily possible for a user to experiment with different variants of a 
software's functionality in an ad-hoc manner. Rather, a prototype has to get 
modified and rebuilt by software developers every single time the cus-
tomer wants to try out something new, even if it is only a minor or tempo-
rary change to the software. Hence, the flow of consecutive learning by 
doing is broken and innovation is slowed down in the best case, or even 
made impossible in the worst case – but constrained in any case as, in fact, 
it is exactly this process of easily conducted instant and continuing modifi-
cation and verification of new functionality that fosters innovation.  
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Another problem affects the selection of user groups for evaluating a pro-
totype. The environments in which digital services are provided may be 
characterized by heterogeneous and constantly changing user needs. This 
gives rise to the question of how to select a proper user group efficiently 
when there is a diverse mass of users with slightly different needs. Select-
ing a too narrow or too broad group may hinder innovation as well. 

By considering these problems with involving customers in the software 
development process when aiming at innovation, it gets obvious that a new 
approach is needed.

4.3 Solving the Problem of Innovation Inefficiencies 
 in Digital Service Creation 

In chapter 3.4, the toolkit for user innovation approach as recently em-
ployed to leverage the potential of user innovation in the development of 
material products was introduced. So far, this approach has mainly been 
applied to the development of material goods and products like industrial 
food, embedded chips or kite-surfing, even though there is a huge potential 
in utilizing this approach for the development of innovative intangible 
products such as software, and particularly digital services. Subsequently, 
it is shown how this approach can solve the problem of innovation ineffi-
ciencies in the development of digital services.  

Even though it seems to be a long way from innovative food design in 
the custom food industry to a solution for the problem of innovation ineffi-
ciencies in the software industry, the application of the toolkit approach to 
the development of innovative digital services is well reasoned.  

Intuitively, one can consider a complex service as consisting of several 
less complex services which are composed in some way. Provided that 
each of these single services as well as their composition is executable, a 
user might get easily enabled to compose a service on his own by giving 
him access to proper tools. One of the current paradigms in software engi-
neering states that the reuse of certain pieces of software is desirable. Re-
use across software systems is possible whenever redundancy of particular 
aspects is inherent to these systems. Services, when broken down to single 
functional units, are often characterized by redundancy. For instance, mo-
bile services involving positioning and tracking of user locations make use 
of certain positioning functionality which is essentially the same in all ser-
vices. Hence, it suggests itself to operationalize this redundancy in the de-
velopment of digital services by making these redundant functionalities 
available as toolkit module libraries. If then a method for describing such 
compositions of functionalities is utilized that is so fundamental that it is 
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suitable to capture any service in many service domains, the respective 
toolkit would be highly generic and applicable to many different instances 
of digital services.

Besides fostering innovation, a toolkit can also serve as an excellent 
means to ship around the problem of collecting user requirements and cap-
turing them explicitly in an unique and formal manner: By utilizing the 
toolkit approach, software developers may acquire a user's need informa-
tion and requirements for a service implicitly without forcing him to spec-
ify his needs explicitly in a formal way. This is because all user require-
ments are already contained in the user's service design that he creates. 
Thus, this service design can be expected to fulfil his very needs quite ac-
curately. From a service design a detailed and formal requirement specifi-
cation can then be derived. This specification could be modified by in-
house software developers to whatever extent required. For instance, there 
might be certain refinements necessary such as incorporating security or 
safety features. In case a user creates an obviously new and innovative ser-
vice whose high potential for market success is recognized by the provider, 
this service might serve as a basis for continuing product development ef-
forts resulting in a final service which then can be offered to a major mar-
ket.

Another advantage of the proposed approach relates to the risk of failure 
and associated costs in the development of software. Those are barriers for 
innovation. It may simply not be affordable for a company to generate an 
arbitrary number of "hit or miss" development projects in the hope that 
there will be an innovative output sometime. Rather, usually new devel-
opment projects are preceded by a phase of precise planning and risk as-
sessments. A toolkit, on the other hand, once implemented, enables users 
to try out new ideas and create new services on a large scale with virtually 
no consequential costs for the toolkit provider. The risk of failure in the 
development of a new digital service is, in fact, shifted to customers who 
use the toolkit and invest their own time and resources. A comparison be-
tween a traditional prototype-based development approach and the toolkit 
for user innovation approach for digital service creation is illustrated in 
Fig. 3. 
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Fig. 3: Digital service creation: traditionally and by utilizing the suggested toolkit 
for user innovation approach 

5  Summary 

This article sought to answer the question of how true innovation could be 
achieved in the development of intangible software-based digital services. 
And, consequently, what software engineering can learn from modern 
product development. For this purpose, it was examined how customer-
oriented development of innovative products is done in the field of mate-
rial products. Traditional approaches of customer involvement in devel-
opment and innovation processes in the context of material products suffer 
from various shortcomings when it comes to fostering true innovation. Re-
lated problems include the problem of functional fixedness and the infor-
mation problem of modern product development. The concept of user in-
novation was introduced as a means to tackle those problems. User 
innovation refers to innovations developed by consumers and end users, 
rather than manufacturers. 

It was shown that modern software development models suffer from 
similar shortcomings as the development of material products does when it 
comes to innovation matters. True innovation is often hindered due to 
costly and error-prone communication and information transfer processes 
between customers who articulate requirements and software engineers 
who implement corresponding functionality in prototypes.  

As a solution to the identified problems and challenges, an adoption of 
the toolkit for user innovation approach for the development of digital ser-
vices was suggested. Toolkits for user innovation are integrated sets of de-
sign, prototyping, and testing tools intended for use by end users. Non-
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specialist users are enabled to create high-quality, producible custom solu-
tions that exactly meet their needs and are potentially highly innovative.  

Applying the toolkit approach to the development of digital services 
may result in software that, first, fulfils user requirements more accurately 
(increasing customer satisfaction and minimizing risk), second, is more in-
novative (rising its potential for market success), and, third, is cheaper and 
faster to produce (shortening time-to-market).  
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1  Introduction  

Rather recently, the widely discussed example of software development in 
open source projects has intensified research in the economic field of pub-
lic goods. Lerner and Tirole (2002, p.198) bring forward a puzzle that an 
increasing body of literature aims to understand and explain: “Why should 
top-notch programmers contribute freely to the provision of a public 
good?”. Scholars argue theoretically1 and provide empirical evidence2 that 
innovators derive various and additional benefits from their innovative ac-
tivity than the primarily monetary ones postulated in traditional economic 
theory. Indeed, studies, also covering other industries than software, find 
that user communities emerge, which exhibit a mix of benefits such as 
reputation effects and reciprocity among contributing users. In the context 
of this article, user communities are understood to be innovation communi-
ties, meaning “nodes consisting of individuals or firms interconnected by 
information transfer links which may involve face-to-face, electronic, or 
other communication” (von Hippel 2005, p.96).3 The benefits inherent in 
such communities are generally argued to provide the answer to the eco-
nomic puzzle stated. 

A current phenomenon in practice has found considerably less attention 
in literature so far but might upset the incentive system found to work for 
innovative communities. Commercial firms increasingly develop business 
models in order to capitalize systematically on innovative activity of user 
communities. In early 2005, for example, the technology firm Sun Mirco-
systems Inc. released the source code of its commercial operating system 
Solaris to the programming community (Shankland 2005a). By doing so, 
the firm attempts to tap on an enormous development pool that user com-
munities provide and aims at substituting internal development effort. 
Similar business models exist and become especially interesting if they 
change the notion of open access to property that prevails in open source 
communities (Weber 2004). If firms take openly accessible innovations 
from a user community and put them in their private domain, it may dis-
rupt the community's stable incentive system. Specifically, if benefits of 

                                                     
1 See for example Johnson (2001), Harhoff et al. (2003), Mustonen (2003) and von 

Hippel and von Krogh (2003). 
2 See for example Hars and Ou (2001), Ghosh et al. (2002), Franke and von Hip-

pel (2003), Hertel et al. (2003), and Lakhani and Wolf (2003). 
3 Those communities often exhibit qualities of communities of a more traditional 

definition, i.e. understanding networks as “networks of interpersonal ties that 
provide sociability, support, information, a sense of belonging, and social iden-
tity” (Wellman et al. 2002, p.4). 
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the innovative activity in the community are perceived to be distributed 
unfairly between the contributors and the commercial firm, users may turn 
away. Fairness in this context is defined in reference to economics litera-
ture which considers “fair” agents to be averse against cooperation settings 
with inequitable benefit distribution (Fehr and Schmidt 1999). 

The survey described in this article aims at contributing to a first under-
standing of both aspects brought forward in this introduction. Both the mo-
tives and the perception of fairness of contributors to a user community 
with an adjunct commercial firm shall be studied. It shall be examined to 
what extent members of this community are similarly motivated as con-
tributors to open source projects and whether they find benefits to be dis-
tributed fairly.  

The article proceeds as follows. In a first step, a literature review sum-
marizes findings of empirical studies on open source communities. It fol-
lows a section with a case study of StataCorp, the vendor of a statistical 
software package, and its user community. The section also contains an 
explanation of the method used to examine the user community in more 
detail as well as descriptive results and discussion of the participants’ mo-
tives and perception of fairness. The article ends with a conclusion and 
outlook for further research areas. 

2  Motives to Contribute in Open Source Communities 

Theoretical papers and empirical studies of open source projects show that 
determinants of motivation can be both extrinsic and intrinsic.4 This sec-
tion provides a short overview of both forms of motives in open source 
communities.5

Generally, the primary example of extrinsic motivation is monetary 
compensation. In fact, Lakhani and Wolf (2003) find in a study of 684 
open source developers that approximately 40% of the contributors receive 
some form of monetary compensation for their work on open source pro-
jects. This confirms a previous study by Hars and Ou (2001) with similar 

                                                     
4 A common categorization of motivational determinants is to distinguish between 

extrinsic and intrinsic motivation (Osterloh and Frey 2000). Agents are extrinsi-
cally motivated, if the activity allows for indirect compensation (primarily 
through monetary rewards). If an agent acts due to his immediate need satisfac-
tion and the activity is valued for its own sake, one speaks of intrinsic motiva-
tion (Lakhani and Wolf 2003).  

5 See Brügge et al. (2004) for a detailed overview of empirical studies on the de-
terminants of motivation of contributors to open source projects. 
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findings and results reported by Hertel et al. (2003) on contributors to the 
Linux kernel. However, the three reported studies do not find that mone-
tary rewards directly motivate developers to contribute. Determinants of 
monetary compensation also rank last in a study by Henkel and Thies 
(2003). A second extrinsic determinant of motivation is personal use of the 
contribution. As Raymond (1999, p.32) states: “Every good work of soft-
ware starts by scratching a developer’s personal itch.” Empirical evidence 
for this statement is brought forward by Lakhani and Wolf (2003) who re-
port that 58% of their study's respondents regard “user need” as the most 
important reason for contributing to open source projects. Career ad-
vancement is a third determinant argued to be important for contributors 
(Lerner and Tirole 2002). However, Henkel (2003) concludes after review-
ing several empirical studies that Lerner and Tirole's (2002) emphasis on 
this aspect might be too strong.6 A final extrinsic determinant stems from 
skill improvement through active peer-review. Contributions to open 
source projects are typically subject to intense peer review both before and 
after a submission. For example, Ghosh et al. (2002) find in their study of 
2784 developers that the most important reason (78.9% of respondents) is 
to learn and develop new skills. 33.7% of the contributors report that the 
reason for joining was to improve products of other developers. An earlier 
study by Hars and Ou (2001) confirms these findings. 

There also exist various studies that examine contributors' intrinsic de-
terminants of motivation. Intrinsic motivation can be distinguished in en-
joyment and obligation based motivation (Lindenberg 2001). The former is 
in detail studied by Lakhani and Wolf (2003). First, the authors find that 
creativity is the single most important reason why programmers contribute 
to open source projects.7 Second, fun appears to be particularly important 
for contributors who program to improve their skills and for intellectual 
stimulation (Lakhani and Wolf 2003).  

If individuals act on the basis of principle or are socialized to act ac-
cording to a group norm, one speaks of obligation or community based in-
trinsic motivation (Lindenberg 2001). In this category, reciprocity has 
been proposed to play an important role (Kollock 1999). In their study on 
contributors to the Apache Usenet, Lakhani and von Hippel (2000) find 
that reciprocity is the most important reason for users to provide answers. 

                                                     
6 Empirical studies have found determinants such as “professional status” (Lak-

hani and Wolf 2003) and “improve my job opportunities” (Ghosh et al. 2002) to 
rank quite low among other determinants. 

7 In the same study as cited above, 44.9% of the respondents regard the following 
reason to be important: “Project code is intellectually stimulating to write” 
(Lakhani and Wolf 2003). 



Motives and Perception of Fairness in Commercial User Communities      43 

Contributors either have been helped in the past or expect others to help 
them in turn in the future. An unconditional determinant of motivation, al-
truism, is empirically examined by Hars and Ou (2001). However, this de-
terminant ranks in the lower third of alternatives provided in the question-
naire. On a related note, community identification is of relatively low 
importance to contributors in the same study (Hars and Ou 2001). Lakhani 
and Wolf (2003) provide differing results. In their study, 83% of the re-
spondents agree with the statement that the hacker community is a primary 
source of their identity (Lakhani and Wolf 2003). Community related mo-
tives rank in the mid-field in the study by Ghosh et al. (2002). Finally, 
reputation within the community is investigated in various studies. Ray-
mond (1999) observes that contributors have a strong strive for “ego satis-
faction”. Hars and Ou (2001) find empirical evidence for this claim. In 
their study, “peer recognition” ranks third among eight reasons to contrib-
ute to open source projects (Hars and Ou 2001). Absolutely contrary to this 
finding is the result reported by Ghosh et al. (2002). The authors find that 
reputation is of low importance to contributors. Only 9.1% of the respon-
dents see reputation in the community as one of their four most important 
reasons why they joined an open source project (Ghosh et al. 2002). Repu-
tation effects in the community also rank low in the study by Lakhani and 
Wolf (2003) and Henkel and Thies (2003). Table 1 again lists the determi-
nants described above. It was shown that career advancement, monetary 
compensation and altruism are not major determinants of motivation in 
open source projects. Strong influence, however, was observed for per-
sonal use, skill improvement through active peer-review, fun, creativity 
and reciprocity. Other determinants, such as community identification and 
reputation, seem to matter in some studies whereas they do not in others.8

Table 1. Determinants of motivation in open source projects9

extrinsic motivation intrinsic motivation  
active peer-review enjoyment-based fun / flow 
career advancement  creativity 
monetary compensation obligation-based altruism 
personal use  community identification 
skill improvement  reciprocity 
  reputation 
                                                     
8 Note that studies of motives of open source contributors exhibit an inherent sub-

jectivity of the respondents' assessments, self-serving biases and low response 
rates (Lerner and Tirole 2004). As a consequence, it is no surprise that self-
reported motivations vary considerably across studies. 

9 The categorization of this section and of Table 1 is based on Lakhani and Wolf 
(2003).
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3  Survey on StataCorp’s User Community 

3.1 Motivation and Object of Study 

This survey of StataCorp’s user community aims at contributing to the un-
derstanding of user communities which exhibit a strong and vivid interac-
tion with a commercial firm. There are two sets of questions which shall 
be explored specifically. First, the motives of Stata contributors are exam-
ined analogously to studies of open source communities. Are contributors 
similarly motivated in both settings? For successful communities, this is 
expected to be true. And, furthermore, do signaling effects within the 
community or in relation to the firm hosting the community play an impor-
tant role? Second, the concept of fairness in the sense of inequity aversion 
shall be tested exploratively in this setting. Do contributors indeed per-
ceive benefits to be distributed fairly and, thus, contribute freely? 

The Stata user community was chosen and is an appropriate object to 
study in the context of this article because the vibrant community interacts 
closely with the commercial vendor of the statistical software, StataCorp. 
The case study of the following section will show the modular concept of 
the software. Whereas the majority of add-on modules are simply shared in 
a user-maintained online-repository, StataCorp selects particularly success-
ful modules and integrates them in subsequent versions of the software. 
Thus, it is a good example of the integration of innovations from an open 
to a proprietary innovation system. Though limited to a single case and to 
solely contributing users, the following case and explorative empirical 
study provide first insights in the incentive structure of users as well as 
their perception of fairness. 

3.2 StataCorp and Its User Community 

StataCorp, based at College Station (Texas/USA) and located near the 
Texas A&M campus, has been a leader in developing statistics, graphics, 
and data-management solutions for over 20 years. Since 1984, the com-
pany produces and distributes the statistical software package Stata. Origi-
nally designed by William Gould as a DOS program, Stata is now avail-
able for a variety of operating systems and marketed to a diverse set of 
customers. It caters primarily academics and researchers in health sciences, 
social sciences and econometrics (Baum 2002). Version 8.1 added a com-
pletely new graphics subsystem with powerful control over publication-
quality graphs as well as enhanced “menu-and-icon” functionality. This 
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extends the former command-line mode of operation and places Stata on 
an “interesting middle ground” (Baum 2002, p.3) between predominantly 
“menu-and-icon”-based and “command-line”-based systems.10

A highly frequented medium of the Stata community is the mailing list 
called Statalist, which was initiated in 1994 and currently has over 1,500 
subscribers.11 The mailing list is hosted at the Harvard School of Public 
Health and used to ask for and provide help on general statistics or Stata 
specific questions. Contributions are very frequent and it is not uncommon 
that help-seekers receive extensive answers (often with exemplary code) 
within hours. Statalist is also used to announce and distribute user-written 
modules to the statistics package, so-called ado-files.  

Since 1997, ado-files distributed via Statalist are collected and supplied 
for download by another user initiative. The so called “Boston Archive” is 
stored on RePEc (Research Papers in Economics) servers and can be ac-
cessed via two web-based services (IDEAS and EconPapers). In addition, 
the browser functionality of Stata allows users to directly search and install 
ado-files within Stata.12 As of end of 2003, the Boston archive consists of 
836 packages of ado-files contributed by 131 Stata users.13

The process of publishing ado-files on Boston Archive is as follows. 
Stata contributors send their written ado-file to the maintainer of the ar-
chive who uploads it to the RePEc repository. The program must be docu-
mented with appropriate help files and may be accompanied by additional 
files such as a sample dataset. There is no review of the file's functionality 
and the material in the archive is warranted by their authors who are urged 

                                                     
10 Former are represented amongst others by Stata's broadly based competitors 

SAS and SPSS and latter by extensible matrix languages like MATLAB and 
GAUSS. See Renfro (2003b) for a detailed categorization of statistical pack-
ages. A short historical overview and review of Stata's capabilities is provided 
by Renfro (2004a). 

11 See StataCorp web page: http://www.stata.com/statalist/; last accessed: 2006/03/ 
13. 

12 This procedure is encouraged by both prominent Stata users and StataCorp since 
it automatically places the ado-file in the correct directory and consequently 
prevents mistakes in the installation process of downloaded add-ons. 

13 The data was retrieved from Boston Archive via the IDEAS web interface. The 
archive provides information on the date of contribution, the contributor's name, 
e-mail-address and institution. Ado-files added between 1997/02/06 and 
2003/12/31 were considered. Files stored in the archive but not in ado-file for-
mat were excluded. 



46      P. Mayrhofer  

to correct appearing deficiencies. Once it is uploaded to the archive, the 
ado-file's availability is announced via Statalist.14

Apart from Boston Archive, there exist two more ways to grant other 
users access to personally developed programs. First, users may provide 
their ado-files on personal web pages. Some selected of these private re-
positories are linked to on StataCorp's web page. Analogously to the pro-
cedure described above for Boston Archive files, any directory with public 
access rights can be accessed within Stata, which eases the integration of 
these personal repositories for other users. It has to be noted, that in many 
cases, the most sophisticated ado-files published via personal web pages 
are also contributed to Statalist and are consequently stored on Boston Ar-
chive. Second, ado-files are distributed via StataCorp's journal publica-
tions. The Stata Technical Bulletin (STB) served as a means of distributing 
new commands via diskettes between 1991 and 2001. In the last years of 
its publication, however, the distribution of ado-files was mainly per-
formed via the web and as a result, the editors, predominantly Stata users 
who are also prominent contributors to Statalist, decided to reorganize the 
publication. Stata Journal (SJ), which is also published by StataCorp and 
edited by Stata users, succeeded STB and is now a quarterly publication 
with focus on more substantial articles on statistics rather than small pro-
grams.15

3.3 Survey Method and Response Rate 

The choice of survey method fell on an Internet-based questionnaire be-
cause it is argued that virtually all Stata users have access to the Internet 
and possess an e-mail-account. The questionnaire was online from No-
vember 1st, 2004 until December 31st, 2004. The majority of the closed 
questions cover the respondents' motives as well as their perception of Sta-
taCorp. Those questions are presented in five-point rating-scales. Further-
more, within the questionnaire, respondents are given the option to provide 
their name as used on Boston Archive. The name is used to match data of 
the archive with the one collected via the Internet-survey. Finally, no re-
wards or gifts besides a synthesis of the study's results were offered. 
                                                     
14 See the web page “Submitting and retrieving materials from the SSC Archive” 

for further details: http://www.repec.org/bocode/s/sscsubmit.html (last accessed: 
2006/03/13). 

15 See StataCorp web page: http://www.stata-journal.com/editors.html for a list of 
the editors (last accessed: 2006/03/13); http://www.stata-journal.com/sjfaq.html 
#stb for FAQs concerning Stata Journal and Stata Technical Bulletin (last acces-
sed: 2006/03/13). 
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The final mailing-list consisted of 120 entries and the questionnaire pro-
duced 53 responses. With 110 invitations delivered successfully, the re-
sponse rate is at 48.18%. A more detailed examination of the responses 
shows that only eight Stata users did not provide their name for a matching 
of the survey's results with data from Boston Archive.  

3.4 Survey Results and Discussion 

3.4.1 Stata Contributors and Their Use of the Community 

This section provides an overview of the contributors to Stata community 
as well as their use of the community's ado-files and services.  

Survey respondents are on average 41 years old and predominantly live 
in the developed Western world (52% of respondents from North America 
(US and Canada) and 44% from Europe). The majority of respondents 
work in academic institutions (62% of respondents). The second and third 
most frequently named employers are the government (15%) and inde-
pendent research organizations (10%). Their field of research or work is 
primarily in social science (46%) and health science (35%). Another 4% of 
respondents are engaged in natural sciences and 15% in other fields.

Furthermore, respondents are using Stata since eight years and on aver-
age 13 hours per week. They perform the considerably more challenging 
task of writing ado-files on average since six years and about four hours a 
week. The vast majority finds Stata easy to use (96% of respondents) and 
Stata commands easy to learn (94%). 51% of the respondents agree to the 
statement that “standard commands and ado-file programming are too lim-
ited” for some applications. Hence, 53% of the respondents have in the 
past used other programming languages for tackling problems not easily 
solved in Stata language. This suggests that Stata contributors exhibit a 
high level of skill. When asked to report on their level of skill, 43% of the 
respondents consequently claim to be advanced in both using Stata and 
programming ado-files. This is further underlined by 34% who are ad-
vanced in using Stata and intermediate in programming ado-files.  

There are various channels which Stata contributors use to access Stata 
related information. 77% are subscribed to Stata's mailing list and 38% 
read Stata News. StataCorp's publication, Stata Journal, is read by 66% of 
the respondents. Finally, a quite high 34% of respondents have attended 
Stata user meetings which are held in North America and many countries 
in Europe since 1997. This shows that Stata contributors are interested in 
keeping up-to-date in recent developments regarding Stata. 
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In a last step of this overview, the Stata contributors' use of Boston Ar-
chive as a repository for ado-files as well as their perception of the quality 
of ado-files shall be examined. Stata contributors have downloaded about 
18 (s.d.: 29.44; median: 10) ado-files in a 90-day period prior to the sur-
vey.16 The answers range from one to as many as 150 ado-files. 38% of the 
respondents have downloaded their last ado-file in the week prior to the 
survey and 9% even on the same day. This suggests a high usage of the ar-
chive's resources.  

3.4.2 Determinants of Motivation 

The questionnaire provided the participants of the survey with two lists of 
statements referring to their motivation to write and publish ado-files.17

Stata contributors were asked to refer their answers to the last incident they 
wrote and published an ado-file. This avoids undesirable “average percep-
tions” that may blur the results. Table 2 summarizes the results which are 
described in the following.  

Motives to write ado-files 
It becomes apparent that personal need is the strongest motive to write an 
ado-file. Statements A1 (“functionality not available in Stata”) and A2 
(“specific problem”) rank highest with means of 4.81 and 4.77 respec-
tively. Fun ranks third (A3) with a mean of 4.31. 50% of respondents 
chose “agree strongly” when answering to this statement. Furthermore, the 
motive of skill improvement (A4) exhibits a solid agreement with a mean 
of 4.02. Statement A5, which relates to current career effects, ranks last 
with a mean of 2.21. 

                                                     
16 s.d. abbreviates standard deviation. 
17 The participants were asked to indicate to what extent they agree or disagree 

with the statements. They were provided with a five-point rating scale ranging 
from 1 (“disagree strongly”) to 5 (“agree strongly”). A sixth option for “Don't 
know” was provided but excluded when computing the statistics of Table 2). 
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Table 2. Determinants of motivation to (A) write and (B) publish the ado-file last 
contributed to the community 

  n mean s.d. strong
agreement 

(A) I wrote this particular ado-file because ...      
... Stata didn't offer the functionality. (A1)  53 4.81 0.44 83.02%
... I had a specific problem. (A2)  53 4.77 0.51 81.13% 
... it is fun for me to program ado-files. (A3)  52 4.31 0.88 50.00% 
... by doing so, I improve my Stata knowledge. 
(A4)  53 4.02 0.84 26.42% 
... by doing so, I can show my employer that I am 
productive. (A5)  53 2.21 1.28 5.66% 

      
(B) I published this particular ado-file because ...      
... I want to do something for the community per 
se; no reward needed. (B1)  52 4 0.86 28.85% 
... I like to be an active member of the Stata 
community. (B2)  51 3.84 1.01 31.37% 
... I hope somebody else will contribute too. (B3)  52 3.75 0.97 19.23%
...others then have the opportunity to improve 
it or report bugs. (B4)  52 3.73 0.97 21.15% 
... I want to communicate with like-minded 
people. (B5)  52 3.67 0.98 21.15% 
... you only get something when you give 
something yourself. (B6)  51 3.51 1.08 13.73% 
... I hope that my developments are integrated 
in future releases. (B7)  52 3.4 1.07 15.38% 
... I want to appear as a good member of the 
community. (B8)  52 3.21 1.14 7.69% 
... gaining prestige within the community is 
important to me. (B9)  52 3.21 1.26 13.46% 
... it is beneficial for my professional status. 
(B10)  50 2.74 1.32 8.00% 
... it increases my attractiveness for future 
employers. (B11)  51 2.49 1.36 7.84% 
... publishing modules makes me known at 
StataCorp. (B12)  51 2.47 1.21 1.96% 
notes:  - five-point rating scale: 1 strongly disagree; 5 strongly agree 

- variation in n due to missing answers in some items. 

Motives to publish ado-files 

Surprisingly, altruism is the highest ranking motive for publishing the last 
ado-file (statement B1; mean: 4). This is startling when considering other 



50      P. Mayrhofer  

studies of open source projects in which altruism seems to be of lower im-
portance. Clear indication is also brought forward for the feeling of be-
longing to a community, which ranks high among the statements provided. 
Stata contributors like to be active members of the community (statement 
B2; mean: 3.84) and to communicate with like-minded people (statement 
B5; mean: 3.67). As expected, reciprocity (statements B3 and B6) is im-
portant for Stata contributors. However, it also becomes apparent that 
agreement to these motives is less strong than to the ones pointed out 
above. Even though reciprocity ranks third and sixth among twelve mo-
tives, agreement to the statements is only moderate (compare means of 
3.75 and 3.51 respectively). Furthermore, reputation in the community 
plays a minor role (statements B8 and B9; mean: 3.21 (both)). Finally, mo-
tives regarding potential signals sent to current and future employers rank 
last. Current career effects, represented by statement B10 (“beneficial for 
professional status”; mean: 2.74), is of equally low importance as future 
career effects (B11; “increased attractiveness for future employers”; mean: 
2.49) and recognition from the commercial entity (B12; “makes me known 
at StataCorp”; mean: 2.47). 

Discussion

The above presented results show that solving a personal need and altru-
ism18 are the most important determinants of motivation to contribute to 
Stata's user community. The high importance of these two determinants is 
somewhat startling in the light of past empirical studies on open source 
software. However, considering the characteristics of Stata contributors 
and their differences to purely open source projects, these results are sen-
sible. Stata contributors predominantly use Stata in order to solve statisti-
cal problems in their respective field of science or work. Stata is the means 
to an end. If a Stata user encounters a problem, which cannot be solved 
with Stata's standard functionality, he develops a solution in form of an 
ado-file. Publishing the ado-file on Boston Archive incurs low costs of ef-
fort and competitive disadvantage. Consequently, the “costs of altruism” 
are quite low. The results concerning the other determinants studied are 
conform with surveys examining motivation in open source communities. 
Thus, these findings confirm the expectation that the incentive system of a 
user community remains predominantly unaltered in its most important de-
terminants.  

                                                     
18 Note that altruism is a determinant that may be particularly affected by biases 

known as “self presentation” and “social desirability” (Bortz and Döring 2002). 
Respondents are inclined to give answers that make themselves look “good” or 
which they believe to be the most accepted ones. 
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Another important finding of this section is the low importance of signal-
ing for future career effects in the Stata community. This is contrary to an 
intuitive expectation as well as findings of Jeppesen and Frederiksen 
(2004) who provide empirical evidence that contributors in firm-
established user communities do care about recognition from the firm. This 
expectation turns out to be not the case among respondents answering to 
the questionnaire. A reason for the low importance of signaling can be 
seen in the specific characteristics of the community. Stata community is 
primarily frequented by users in need for sophisticated statistical methods. 
However, the users in the community are not primarily statisticians inter-
ested in the method itself. Rather, they are experts who use statistics to 
produce results in a variety of unrelated fields. Thus, writing ado-files as a 
signal for their primary field of work is not likely. One exception, how-
ever, remains: academics may signal their ability on the academic labor 
market. Stata users from one university may recognize the strong statistical 
competencies of a colleague in a related field. An analysis of the variable 
“attractiveness for future employers”, in fact, provides evidence for this 
proposition. Academics see this motive to be more important (mean: 2.77; 
s.d.: 1.41; median: 3) than non-academics (mean: 2.05; s.d.: 1.19; median: 
2). The difference is statistically significant at the ten per cent level. How-
ever, it has to be noted that a mean of 2.77 expresses a weak disagreement 
with the statement regarding the motive to increase one's “attractiveness 
for future employers”. 

3.4.3 Description and Discussion of Perception of Fairness 

In this section, it shall be examined whether Stata contributors in fact view 
the benefits to be distributed fairly between StataCorp and the community. 
Both data from closed and open questions is utilized. In the questionnaire, 
participants of the survey were asked to indicate to what extent they agree 
or disagree with the statements listed in Table 3. The statements aim at 
measuring the perception of StataCorp's commercial interest in user writ-
ten ado-files. Apparently, the respondents welcome StataCorp's approach. 
57% strongly agree with the statement that this strategy helps to improve 
the product (mean: 4.49; s.d.; 0.67; median: 5). Furthermore, almost 
equally strong agreement is indicated for the statement that it is a fair deal 
because both parties benefit from it (mean: 4.27; s.d.: 0.7). 

Finally, reversely formulated respondents exhibit disagreement with the 
statement that they are annoyed by StataCorp's strategy (mean: 1.89; s.d.: 
1.9; median: 1). 
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Table 3. Perception of StataCorp’s Commercial Interest in User Contributions 

 obs. mean s.d. median strong  
agreement 

I am glad because it helps to improve the 
product. 

53 4.49 0.67 5 56.60% 

It is a fair deal with them – both the users 
and StataCorp gain from incorporating ado-
files in new versions. 

51 4.27 0.7 4 41.18% 

I am annoyed because they take user con-
tributions and make money with it. 

53 1.89 1.9 1 0.00% 

The relatively high standard deviation suggests, however, that there are 
larger differences in this response than in the ones before. And indeed, six 
respondents (11.32%) report that they somewhat agree to being annoyed 
because StataCorp makes money with user contributions. Disagreement to 
the other two statements is practically non-existent. 

These quantitative results are supported by additional remarks which re-
spondents stated when asked for their opinion on StataCorp benefiting 
from the community's work. For example, one respondent simply states: 
“It is a brilliant design. Neither SAS nor SPSS easily allow people to con-
tribute to their packages”. Another respondent has a similar attitude by re-
ferring to the fair licensing policy offered by StataCorp as opposed to SAS 
and SPSS. He believes that StataCorp cares very personally about their 
product and, thus, he is happy to contribute code. “In short, everybody 
wins” finds another respondent and notes that StataCorp benefits from the 
users' free labor which allows the company to grow more quickly. This, he 
believes, in turn benefits the community. Finally, one respondent points 
out that StataCorp can incorporate ado-files as long as the price of the 
package remains unaffected by user written add-ons. 

The results presented in this section indeed provide evidence for the 
proposition that contributors in successful communities find benefits to be 
equally distributed between the community and the firm. This is a promis-
ing finding for companies pursuing business models which rely on the de-
velopment effort of an external community. It suggests that, if done cor-
rectly and with appropriate measures of compensation, user communities 
are manageable. 

However, there is one evident and important caveat to this study. By in-
cluding only users who have contributed in the past, one can not know 
whether there are users who decided not to contribute due to their percep-
tion of fairness. Consequently, this study needs to be extended to non-
contributing users in order to get a comprehensive understanding. In addi-
tion, problems of self-reporting biases do also apply here.  
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4  Conclusion and Outlook 

Motives of Stata users to contribute to the community were shown to be 
similar to the ones found in studies of open source projects. The determi-
nants personal use and altruism were identified to be most important. 
However, the empirical results do not provide evidence for the proposition 
that signaling effects to future employers and the firm hosting the commu-
nity are more pronounced in a firm-user community setting. The empirical 
study furthermore showed that the vast majority of Stata contributors feel 
treated fairly by StataCorp. 

These findings have implications for firms in product industries that ex-
hibit a high degree of modularization of the product as well as clearly de-
fined interfaces and standards between core products and additional mod-
ules. It appears that, if done correctly, an open innovation and proprietary 
model may coexist and a user community may be managed by a firm. If 
this was found true in a variety of settings, firms could begin to explore 
new arrangements of value creation and develop business models relying 
on the external development efforts of an adjunct user community. In any 
business model, management will certainly have to consider a fair distribu-
tion of the benefits. This implies understanding the needs and expectations 
of the firm’s users as well as internal processes that succeed in economi-
cally fulfilling these expectations.  

Whereas the findings of this paper provide first insights, there are vari-
ous further aspects to investigate. An extension of this particular study, i.e. 
including Stata users who have not contributed in the past, appears to be 
rewarding and is currently pursued. Additional empirical studies of cases 
similar to Stata's community are important in order to validate the findings 
of this article and to examine its potential of generalization. The concept of 
fairness, as exploratively introduced in this article, is in need of further 
theoretical development. Finally, an aspect, which was only considered to 
a minor degree in this article, concerns the commercial entity in such a 
user community. In order to allow a user community to innovate, the firm 
has to provide an interface. However, this implies a higher degree of open-
ness of the firm's closed and proprietary innovation process. The firm's or-
ganizational setup and the impact of differing intellectual property regimes 
pose manifold research questions for further investigation as well as 
managerial challenges in this respect. 
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1  Introduction 

Nowadays, academic education is not only expected to teach abstract sci-
entific working methods. In fact, it is desired that students become pre-
pared for working in real companies, on real projects. For this reason, 
pedagogy has developed various problem-oriented and situation-oriented 
approaches to teach students the necessary problem solving and group in-
teraction skills. 

Constructivist paradigms, for example, aim at teaching such problem 
solving skills by embedding the whole educational process into real-life 
situations and problems, thus dissolving the common distinction between 
the lecture and the corresponding exercises. 

One particularly successful concept for teaching based on authentic ac-
tivities and natural social interaction is cognitive apprenticeship. Cognitive 
apprenticeship requires a close master-novice relationship between the 
teacher and the students. However, such a structure is costly in terms of 
time and personal care. We investigate how to apply this method to teach-
ing software engineering in the university environment, where a teacher 
typically faces several dozens, if not hundreds, of students.  

We start with the assumption that cognitive apprenticeship is applicable 
even in large academic courses if we enable communication between 
course participants. To realize communication between all participants, we 
envision a computer aided learning environment that encourages students 
to dynamically form groups during the lecture on a demand basis. In these 
groups the instructor, a teaching assistant, or even a fellow student may 
play the role of the expert (“master”) for a certain period of time. Due to 
its focus on practical issues, software engineering has a great demand for 
distinct problem solving skills – not only because programming computers 
is a structured process in itself, but also because building large and com-
plex systems requires an engineering approach as well.  

The skills that are considered relevant depend on the concrete goals of 
the individual course. However, the ability to analyze and design complex 
systems by collaborating with other members in distributed teams is 
clearly an important skill for computer scientists. As cross-cultural and in-
ter-regional teams become common practice in the design of software sys-
tems, we want to provide the students with an opportunity to gain experi-
ence with this style of work while still enrolled in the university. Given the 
importance (and difficulty) of sharing design ideas, we emphasize the shar-
ing of high-level views in the context of a distributed class: In the course 
on “Design Patterns for Mobile and Distributed Applications”, organized 
by ETH Zürich and the Center for Digital Technology & Management 
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(CDTM) we try to test the ideas of cognitive apprenticeship in an aca-
demic course, including remote student collaboration in a distributed set-
ting. Such a course requires specialized tool support for realizing such sce-
narios and our goal is to leverage the start-up investment in tools into an 
improved teaching scenario in the future. 

2  Pedagogical Background and Related Work 

As a pedagogic methodology, the psychologists Collins, Brown, and 
Newman coined the term “cognitive apprenticeship” (Collins et al. 1989). 
The original objective was to teach problem-solving skills by assigning 
exercises based on real-live problems to the students. As such, cognitive 
apprenticeship lives in the tradition of constructivist approaches and situ-
ated learning and is one of the major responses to the problems of tradi-
tional frontal lectures (Krapp and Weidemann 2001, pp 603–646). 

The educational principles of cognitive apprenticeship can be traced 
back to a centuries-old Japanese educational tradition that roots in such di-
verse pursuits as martial arts, flower arranging, and puppetry: The educa-
tional three-staged shu-ha-ri process (Cockburn 2002, p 17). Shu-ha-ri lit-
erally means ‘embracing the form’, ‘diverging from the form’, and 
‘discarding the form’, where the term form (Japanese: kata) denotes a sin-
gle exercise and the “most visible representation of a school’s knowledge 
packaged into one seemingly simple set of movements or concepts” (Ta-
kamura 1986). 
The pervasiveness of shu-ha-ri in Japanese culture can be seen in many 
plots of martial arts movies: An initially clumsy student is forced by his 
(rarely her) master to train (apparently useless) exercises (shu), such as 
coloring fences, carrying stones, or polishing an automobile (of course to 
the advantage of the master who desires a clean home or car). After an ini-
tial crisis the student begins to understand and starts to use the experience 
actively, even trying out some variations: The student makes progress be-
cause the ha-level has been entered. In the end, the student succeeds over 
the master and becomes a master on his own – ready to accomplish the 
task he failed to do in the very beginning and which initially made him to 
call on his master. Only after undergoing the complete process the student 
is capable to teach these ideas to other students; he then becomes a teacher 
– a sensei, or “one who has gone through before.” 

Traditional methods to teach handcrafts are based on the same principle. 
The master (expert) builds up an educational relationship with an appren-
tice (novice) who has to pass three stages: the cognitive stage, the associa-
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tive stage, and the autonomous stage (shu, ha, and ri). In traditional hand-
crafting, the master-apprentice relationship was usually one-to-one or at 
most one-to-few due to the intensive and time-consuming care the master 
must give to the novices. 

Modern pedagogy takes up the very same fundamentals of shu-ha-ri and 
teaching handcrafting. The cognitive apprenticeship approach was formu-
lated with the initial goal to improve the teaching quality of reading, writ-
ing, and mathematics in public schools. Like education in traditional hand-
crafting, this approach is deeply rooted in an intense teacher-student 
relationship; however, class size now becomes a big problem: To monitor 
and coach students and their cognitive processes, courses should be 
smaller than they often are. To overcome this drawback, some pedagogues 
have proposed using technology to replace the teacher’s role or to aid the 
teacher in creating simulated and authentic examples (Cleary and Schank 
1995).

Our work is based on the assumption that constructivist approaches – 
especially cognitive apprenticeship – and cooperative learning are benefi-
cial to the purpose of academic education. A meta-analysis of 43 studies 
verified the positive effects of problem-oriented teaching claimed in con-
structivist theories (Dochy et al. 2003). Cooperative learning techniques 
were also subject to various studies that demonstrated that intensified and 
active communication between peer students leads to so-called co-
cooperation processes that activate learning processes (Fischer 2001). 

In the context of e-learning numerous applications have been developed 
to increase the involvement of students in lectures. For example, the ETH
Lecture Communicator allows instructors to conduct instant in-class sur-
veys where students can fill out online questionnaires with their wireless 
notebooks or PDAs and see the result of the survey in real-time on the 
presentation screen (Gross et al. 2003). Since its first release in 2003, the 
ETH Lecture Communicator has been successfully used in several courses 
at ETH. 

Another application that aims at facilitating more efficient and more 
stimulating modes of learning is Lifenotes (Kam et al. 2005). Lifenotes en-
ables students to interact with each other by taking lecture notes coopera-
tively. Lifenotes also augments student note-taking by providing instructor 
slides in the background to annotate. However, Lifenotes allows only free-
form annotations on presentation slides. 

The Tablet PC-based Classroom Presenter combines the survey ap-
proach of the ETH Lecture Communicator with the possibility to annotate 
presentation slides in Lifenotes (Anderson et al. 2006). In this setup, both 
the instructor and the students use Tablet PCs to write questions that are 
sent to all students. They then can send back their handwritten (or drawn) 
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solutions. The instructor can view all responses, select one or more, dis-
play them to the class, and annotate them with ink as they are being dis-
played.  

The Ubiquitous Presenter enhances Classroom Presenter by common 
web technologies to support non-Tablet PC users and to improve student 
control (Wilkerson 2005). Students using the Ubiquitous Presenter can 
participate by using a standard web browser; furthermore, an archiving ca-
pability allows the instructor to publish the annotated slides on a portal 
page after the lecture took place. 

GroupUML aims to enable distributed collaborative UML modeling 
(Boulila et al. 2004). A user interface similar to CASE tools allows soft-
ware engineers or students in different locations to model UML class dia-
grams collaboratively on a shared space. The shared model can be anno-
tated by pen, but the application doesn’t support shape recognition or other 
advanced pen-tailored input modes. GroupUML is designed for SMART-
Board input devices, but may also be used with Tablet PCs. 

3  Design on a Napkin: When Software Engineers Learn 

The Institute of Electrical and Electronics Engineers (IEEE) defines soft-
ware engineering as the “application of a systematic, disciplined, quantifi-
able approach to the development, operation, and maintenance of soft-
ware” (IEEE 1990). At first, it seems that such a “purely” technical disci-
pline has not much in common with a social science like pedagogy; but at 
a closer look, both disciplines, pedagogy and software engineering, can 
complement each other quite well in the field of education: 

Pedagogy developed sophisticated process models of how students 
learn, and it provides concrete means for designing courses to teach 
them; 
Software engineering provided broad experience with different process 
models for software development; it researched their effects on staying 
in time and budget while meeting project objectives; furthermore, soft-
ware engineering can provide software support for implementing educa-
tion processes. 

However, the commonalities between students learning subject matter and 
developers programming software are much deeper than the above list may 
indicate. The computer scientist Peter Naur described the mental processes 
of a software developer during designing and coding a program as a proc-
ess of building up a personal theory of the problem and its solution (Naur 
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1992). Problems arise when no appropriate theories exist: Programmers 
can hardly communicate about the same issues and ambiguities occur eas-
ily.

In this sense, one crucial task in software development is to build up 
theories about the application and solution domain, i.e., to learn, the soft-
ware engineers must construct knowledge. The resulting system then re-
flects the knowledge of the programmers regarding the application do-
main; for this reason, software has also been called executable knowledge 
(Armour 2003).

It is this fundamental relation between learning and software engineer-
ing that motivates us to explore the pedagogic paradigms and to develop 
educational software tools that can be used in software development pro-
jects. Often, software development is described as a highly formalized 
process incorporating well-defined phases and carefully designed and 
documented work products. In contrast Al-Rawas and Easterbrook show in 
a field study that communication often happens informally and therefore 
remains undocumented (Al-Rawas and Easterbrook 1996). Informal 
knowledge that is transferred in coffee breaks or drawn on a napkin usu-
ally does not find its way into any knowledge management system. 

The desire for formalized processes led to a vast variety of both process 
definitions, such as the Unified Process, and specified notations for work 
products, such as the Unified Modeling Language (UML). These ideas 
also influenced today’s curricula in software engineering: Most curricula 
aim at teaching students skills for creating specifications and mechanical 
drawings. But there is also a pressing need for software architects who can 
actually analyze requirements, design software, and manage progress – all 
highly creative tasks. 

4  A Plan for Action 

In software engineering, where problem solving skills are especially im-
portant, a situated learning environment is beneficial for both students and 
instructors: The students do not only receive factual knowledge but are re-
quired to use it for solving practical tasks; the instructor on the other hand 
must carefully prepare the topic and provide a clear outline to the students 
– a chance to externalize and stabilize expert knowledge.  

The learning experience can be further intensified by alternating the as-
signments of the instructor role and by supporting direct collaboration be-
tween the students; students then not only learn from the instructor, but 
also from each other. In turn, the teaching activity directly leads to the 
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creation and improvement of practical experiences for the instructor 
(Krapp and Weidemann 2001, p 385). 

We are offering such a distributed education scenario in a joint course 
“Design Patterns for Mobile and Distributed Applications”, organized co-
operatively by ETH Zürich and CDTM. Students from different disci-
plines, as well as from different countries, will collaborate locally and re-
motely to learn about the design of mobile applications. By realizing this 
joint course we intend to verify the following four hypotheses: 

1. Students benefit from being actively involved in the teaching process. 
Skilled students can discuss advanced topics with each other and help 
less experienced students with basic problems. In addition,  carefully 
mixed groups support the exchange of lecture-relevant information 
between all participants. We expect that this will improve their prob-
lem solving skills. 

2. Flexible mentoring settings, where not only the teacher can teach a 
student but also students can help each other, facilitate the direct ex-
change of knowledge between students. This exchange is expected to 
have a positive learning effect and may reduce the instructor’s work-
load.

3. The offer of cutting-edge technology in students’ education raises 
their motivation, especially in engineering disciplines and adds fac-
tual knowledge that they can apply directly. 

4. The experience we will gain during the development of the course in-
frastructure and the evaluation of the results will help to pave the way 
for other teachers to start similar classes; and it will help with packag-
ing a software toolkit that supports preparing and conducting such fu-
ture courses. 

Through this course we intend to develop, apply, and evaluate techniques 
that support cooperative learning in different mentoring settings. By men-
toring setting we mean the expert-novice relationship between the instruc-
tor and the student (or groups of students) that exists for a certain period of 
time with the purpose of transferring a defined set of skills and knowledge. 
The instructor is believed to have a deeper knowledge of the particular 
subject matter that has to be transferred to the students. This knowledge 
stems either from prior experience or is gained as a result of preparing the 
topic. By mentoring, the instructor teaches the student this knowledge and 
trains them to apply it in different scenarios. The mentoring relationship is 
dynamic; it can change depending on time or subject. Imagine, for exam-
ple, a seminar-style course, where each student must research a certain 
topic and present the results to the others. In this case, all students play the 
role of the expert during one lecture when they present their topic. 
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5  Software for Education: Supportive Technology 

The realization of a distributed course as the one described above requires 
the employment of specialized software tools: Tools that help with manag-
ing all the distributed resources like students, student groups, and learning 
material, as well as tools that enable students to communicate and collabo-
rate efficiently, be it locally or remotely. The toolkit contains existing off-
the-shelf software, such as content management solutions, standard video 
conferencing software, and the ETH Lecture Communicator, as well as 
custom software for specific collaboration purposes where no standard so-
lution is yet available. Defining the requirements and specifications for this 
software toolkit is an important aspect of this distributed course. 

In a university environment one can distinguish two types of collabora-
tion between the lecturer and the students: Synchronous (real-time) col-
laboration during live events such as lectures, exercises, or office hours; 
and asynchronous collaboration in between the live events. In practice, of 
course, hybrid forms such as asynchronous communication in a lecture ex-
ist as well. Synchronous as well as asynchronous collaboration has been 
researched for decades: In the field of computer supported collaborative 
work (CSCW), numerous text- and form-based interfaces have been pro-
posed, implemented, and tested (Krapp and Weidemann 2001, p 639).  

Real-time collaboration in graphical (“diagram-based”) environments 
for computer-mediated learning, however, is still not well explored. One 
reason is that it makes high demands on compute times and usability. Con-
trolling the application must integrate seamlessly into the collaborative 
workflow even when multiple persons concurrently draw on the same 
document. For this, human-machine interfaces must be both intuitively un-
derstandable and intuitively usable. 

Tablet PCs and pen-based user interaction can provide such an interface: 
The users draw with real pens on the screen that acts as virtual paper. 
Drawing with a pen is a well-known metaphor. Advanced Tablet PC appli-
cations provide means for handling strokes as graphical input, recognizing 
strokes as geometric objects such as rectangles or connections between ob-
jects, and recognizing special pen-gestures to trigger the most important 
editor or application specific actions and provide fast access to workflow 
control and collaboration features. 

While intuitive user interfaces are necessary for real-time collaboration, 
they are not sufficient for a successful employment of such technology in a 
real course. An important question that also must be resolved is what type 
of communication protocols can effectively been used between the instruc-
tor and the students during a lecture. Imagine, for example, a frontal lec-
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ture attended by more than thousand students. Should the protocol be 
based on a public electronic whiteboard that everybody is allowed to use at 
any time? Or should the protocol be based on a forum with moderator that 
grants exclusive access to the forum? Furthermore, should the protocol 
make it possible for the students to dynamically form small working 
groups for discussing the – ongoing – lecture? How could this be accom-
plished without disturbing the others or keeping the noise level low? 

Fig. 1 shows the pen-based application Brainchild1 (currently under de-
velopment). In Brainchild, the presenter (the instructor, a teaching assis-
tant, or a student) selects one slide at a time to be shared with the audience. 
All participants then can edit (i.e., draw on) the slide jointly with their pen-
based application. Changes on the slides are traced for each participant, 
that is, students and instructor can simultaneously enter their remarks onto 
the slide during the discussion. Because the pen position of each partici-
pant is displayed as a small pen icon on all screens, everyone is kept in 
sync about what the others are doing; so even vague references like “that 
box over there” are clarified. 

Brainchild allows the formation of a peer-to-peer network: Students can 
organize themselves without a central authority involved. This approach 
also works in ad-hoc networks – networks that rely only on the end-user 
devices instead of a given infrastructure such as base stations or routers. 
As a result, off-campus scenarios become realistic: Students can partici-
pate in the lecture regardless of their current location. 

The application is intended to support different diagram styles, suited 
for different purposes. For example, in a project course a mind-mapping 
editor can be used collaboratively to generate ideas in the early stages of 
the project. More specialized diagram editors, such as for UML class dia-
grams, then supplement the mind maps for discussing more detailed issues 
later in the project. 

In a distributed lecture the students can form and break up learning 
groups dynamically, even when there is no public network infrastructure 
available.

                                                     
1 visit http://wwwbruegge.in.tum.de/static/projects/brainchild for details 
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Fig. 1. Screenshot of Brainchild during an ongoing discussion showing the main 
controls: The pens denoting the current mouse positions of the collaborating par-
ticipants (in the drawing); the slides list containing the prepared presentation (on 
the right); and controls for selecting the diagram style and scrolling (bottom left), 
saving and streaming the application (bottom center) and choosing line thickness 
and color (bottom right) 

6  Concluding Remarks 

Constructivist theories, with cognitive apprenticeship as one prominent ex-
ample, are pedagogic responses to problems arising from pure frontal lec-
turing. In these theories, situated learning environments are set up for 
teaching problem solving skills by requiring students to work on realistic 
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problems. As a technical discipline, software engineering requires struc-
tured approaches to problem solving and therefore students need to train 
these particular skills. The distributed course “Design Patterns for Mobile 
and Distributed Applications”, organized jointly by ETH Zürich and 
CDTM, requires students from different disciplines to form local and re-
mote teams to cooperatively solve practical problems. The students are 
supported by software tools that allow in-class communication, remote and 
local collaboration, recording of design ideas, and management of course 
resources. The experience we gain by conducting and evaluating this 
course will help us in improving subsequent courses, may animate other 
teachers to start similar – distributed – classes in the longer run, and will 
provide students with a unique learning experience before starting their 
professional careers. 
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1  Introduction 

In order to avoid an undersupply of immaterial goods (e.g. content or 
software) and to reach a balance between the creator’s interest (control of 
property rights) and the interest of the public (access to an immaterial 
product as a public good), the government has various possibilities to fos-
ter innovation. Governmental action can supply the public good through a 
governmental agency; it can induce production of the public good by pay-
ing the inventor ex ante; it can reward the inventor ex post for providing 
the public good; it can create and enforce institutions in order to protect the 
inventor against imitation or undue competition; or it can assist the inven-
tor in designing devices that increase the excludability of the immaterial 
good (e.g. Fisher 2004).  

Following the latter two paths, governments have installed the institu-
tions of copyright and patent right. As a result, the creator is granted the 
exclusive right to benefit from the fruits of his or her invention for a cer-
tain period of time, whereas the public profits by obtaining access to the 
intellectual good. This “natural” property right of one’s own ideas goes 
back to the Venetian Statute of 1474 when the first patent rights were 
granted (http://en.wikipedia.org/wiki/Patent). 

This article focuses on digital rights management and its impact on in-
novation and competition in the software sector. Due to the variety of po-
tential innovators in this area, such as proprietary software firms, open 
source software firms, complementary asset owners and even code devel-
oping software users, one can assume that software innovation is not only 
triggered by commercial motivations, such as the prospect of monetary and 
material benefits from innovation, but also by access to, and experimenting 
with information and its application, as well as non-commercial motiva-
tions such as the pleasure of having created and implemented something 
new and useful (Brügge et al. 2004; Picot and Fiedler 2006). 

Digital Rights Management (DRM) prohibits all production or distribu-
tion of circumvention devices intended to bypass copy protection of com-
puter programs (Picot and Fiedler 2004a). It consists of the definition and 
enforcement of property rights (e.g. copy right and contract law) by means 
of mandatory technology routines on the one hand and of enforcing law 
(such as the Digital Millennium Copyright Act (DMCA) and the EU Di-
rective 2001/29 EG) on the other. Thus, DRM helps, at comparatively low 
costs, to define and enforce rights on digital goods according to the right-
holders preferences. Hence, according to economic theory, DRM should 
foster innovation in the area of software due to more complete definition 
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and enforcement of rights and, thus, increased commercial motivation 
(Coase 1960). 

On the other hand, contrary to traditional copyright and patent law, the 
combination of DRM technologies and legal norms like the Digital Mil-
lennium Copyright Act does not grant first sale, fair use and first sale 
rights to the public (Picot and Fiedler 2003). DRM systems enable right 
holders to protect their material in a way that has never been possible with 
copyright law alone (e.g. Chicola et al. 1998; Lessing 2001; Bechtold 
2002). Therefore, the combination of DRM technology and law can effec-
tively stop public access to useful information. This concern is even added 
to when we take into consideration the fact that software has inherent posi-
tive network externalities that tend to lead towards the creation of natural 
monopolies (see e.g. Microsoft products such as Windows, Excel and 
Powerpoint). Once a product or system sets a de-facto standard, Digital 
Rights Management enhances this effect by making it even more difficult 
for new firms to attack. As monopolists do not have to defend themselves 
against competitors, the incentive for investment in research and develop-
ment seems in turn very low (e.g. Shavell and v. Ypersele 2001). Thus, 
Digital Rights Management threatens to lock out other potential innovators 
in the IT sector, such as small proprietary software firms, open source 
software firms, developing software users and complementary asset own-
ers, thereby reducing competition for monopolists and leading to even less 
innovation in the software area. (Lessig 2001; Picot and Fiedler 2004b; 
Samuelson and Scotchmer 2001). 

Thus, DRM seems contradictory: it appears to provide an incentive for 
the development of software and, at the same time, to hinder access from 
competitors as well as non-commercially oriented innovators, thereby po-
tentially reducing innovation. To resolve this conflict, there is a very vivid 
debate among the different stakeholders regarding the potential pros and 
cons of Digital Rights Management regarding software innovation as well 
as the optimal legal design of DRM.  

Therefore, we would like to analyze the effects of Digital Rights Man-
agement on software innovation in more detail. 

The remainder of this paper is organized as follows: Section two gives 
basic information on Open Source Software (OSS) and DRM. Section 
three analyzes the effects of Digital Rights Management on Open Source 
and proprietary software developers and section four concludes this article.  
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2  Open Source Licensing and Digital Rights Management 

2.1 Open Source Software Licensing and Innovation 

Open Source software (OSS) is a fascinating phenomenon in many re-
spects (Lakhani and Hippel v. 2000; Kuan 2000; Lerner and Tirole 2002; 
Krogh 2003; Brügge et al. 2004). It allows the merging of competition and 
collective ownership, the integration of the consumer into the generating 
process of the product, the participation of individual programmers as well 
as of large corporations, the simultaneous pursue of competition and co-
operation, the pooling of altruistic preferences with calculated economic 
benefits. Lakhani et al. (2002) found out that approximately 50% of all 
OSS code stems from profit oriented firms, while another 50% comes from 
non-commercial developers such as students, system administrators and IT 
Managers who work on the development of Open Source software in their 
spare time. 

While the roots of Open Source software lead back to the 1960s, the 
concept itself officially exists only since 1998, when the Open Source Ini-
tiative (OSI) was founded. According to the OSI, software can only be 
designated as Open Source software if it is protected by a license that is 
acknowledged by the OSI.  

Regarding the importance of the Open Source licenses, Bruce Perens 
(1999) states the following: 

„The volunteers who made products like Linux possible are only there, and the 
companies are only able to cooperate, because of the rights that come with Open 
Source. The average computer programmer would feel stupid if he put lots of 
work into a program, only to have the owner of the program sell his improvement 
without giving anything back. Those same programmers feel comfortable contrib-
uting to Open Source because they are assured of these rights: The right to make 
copies of the program, and distribute those copies; the right to have access to the 
software’s source code, a necessary preliminary before you can change it; the right 
to make improvements to the program.” 

Similarly Bob Young (1999) from Red Hat points out: 
“If Red Hat builds an innovation that our competitors are able to use, the least 

we can demand is that the innovations our competitors build are available to our 
engineering teams as well.” 
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In order to become acknowledged by the Open Source Initiative as an 
Open Source software license, a license must fulfil ten requirements (see 
www.opensource.org for an overview of the criteria). 1

58 licenses have been certified by OSI until September 2005. Among 
the most popular OSS-licenses are GNU General Public License (GPL), 
GNU Lesser/Library General Public License (LGPL), Berkeley Software 
Distribution (BSD) and Artistic License. Fig. 1, which is based on the in-
formation of the largest Open Source Portal “SourceForge.net”2 shows that 
the frequency of adoption of the various types of OSS-Licenses varies re-
markably. 

One explanation of the frequency of use of the various license models is 
the pattern of rights that are granted with a specific model.  

All the licenses have in common that they entitle the right holder or the 
user of the software respectively to read, use, change and distribute the 
source code of the software without any restriction. Among others, this 
implies that every programmer processing an OSS can make the software 
available for distribution. Furthermore, this concept involves that other 
software connected with OSS programs without being an integral part of 
the OSS program may remain proprietary. 

However, Open Source software licenses differ with respect to regula-
tions on whether they can be integrated with proprietary software, whether 
modifications must be revealed in case of distribution and whether they 
grant certain rights to the original developer. 

As Fig. 1 shows, with a usage rate of 69%, the GNU GPL is by far the 
most frequently used license. In 1989 Richard Stallman created the GPL in 
order to protect software that had been created within his GNU-Project 
from commercial “hijacking” (http://www.gnu.org/press/2001-05-04-
GPL.html). The key idea of GPL is to prevent an open software code from 
being made proprietary. If a GPL protected software is integrated in a non-
GPL-protected software, the entire new software package must be fully 
handled under GPL-conditions. This characteristic is often referred to as 
“viral”.
                                                     
1 These criteria are: free redistribution of the software, access to the source code, 

the possibility to modify the source code, integrity of the author’s source code, 
no discrimination against persons or groups as well as fields of endeavour, dis-
tribution of license, the license must not be specific to a product or restrict other 
software and the license must be technology-neutral. 

2 SourceForge.net contained on September, 20 2005, 67.580 OSI-approved-
Projects. Please note that this information on frequency does not involve any 
weight regarding the economic or technical relevance of the projects. Projects 
like Linux and Apache have their own websites and are not included in Source-
Forge.net. 
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Fig. 1. Frequency of adoption of 10 most popular OSS-Licenses according to 
SourceForge.net (n=67.580 projects) 

The second most popular license, the Lesser/Library General Public Li-
cense (LGPL), was originally developed in order to grant libraries in-
volved in the GNU-project a less rigorous protection when using proprie-
tary programs in connection with GNU programs. Thus, software that is li-
censed under the LGPL may be connected with proprietary software and 
distributed without an OSI license. 

While GPL and LGPL prohibit the integration (after a possible modifi-
cation) in proprietary software and further distribution of the new software 
package as a proprietary good, the third group of OSI licenses, the so 
called BSD type-licenses and the Artistic license allow a strong degree of 
property rights appropriation.  

A fourth group of OSI approved licenses reserve particular rights to the 
original right holder. Examples for this group are the MPL (Mozilla Public 
License) and SPL (Sun Public License). The following table depicts the 
main differences between the most often applied OSS-licenses (Fig. 2). 

All things considered, the license that allows for the least personal ap-
propriation of property rights and the highest amount of external effects is 
the GNU GPL while the license that allows for the most personal appro-
priation of property rights and only small external effects is the BSD-type 
license. Given the fact that the one in wider usage is the more open GPL, 
one can assume that innovating and creative actors are not solely moti-
vated by commercial preferences, but also by other motives. 
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Fig. 2. Characteristics of OSS-Licenses (following Perens 1999) 

Several studies reveal that people developing Open Source software have 
commercial as well as non-commercial motivations (e.g. Fiedler 2004; 
Brügge et al. 2004 for a summary on the motivations of Open Source 
software developers). 

Non-commercially oriented actors develop Open Source software main-
ly for the benefit of improved software functionality, the wish for learning 
and development, peer recognition as well as altruistic preferences like be-
ing a “good citizen” in the OSS community. 
Profit oriented actors participate in the development of Open Source soft-
ware because they wish to set a standard, reduce maintenance cost, in-
crease sales of complements, increase pricing pressure on competitors, and 
also learn, develop and a acquire a higher reputation in the OSS commu-
nity (Henkel 2004). 

Since the GPL does not allow for personal appropriation, it has a greater 
appeal to developers with non-commercial preferences, whereas BSD type 
licenses appeal more to profit-oriented actors. This is exemplified by the 
change from the GPL to the more proprietary oriented LGPL in January 
2002 in the context of the project “Mono”, which led to an investment of 
source code from Hewlett Packard as well as Intel (see Pal and Madanmo-
han 2002 ; Lerner and Tirole 2002). 

Lerner and Tirole (2005) found out by analysing 40.000 OSS projects, 
that Open Source projects oriented towards non-commercial end-users 
tend to have more open licenses like the GPL, while projects oriented to-
wards developers and designed to run on commercial operating systems 
are more likely to have BSD type licenses.  
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Thus, depending on the preferences of the innovator, licenses like the GPL 
that do not allow for personal property rights, can have positive or negative 
consequences on the degree of innovation. Developers with non-com-
mercial preferences are motivated to innovate by the GPL, whereas actors 
with commercial preferences have a reduced incentive for innovation by 
such a restrictive license and prefer the BSD. 

2.2 Digital Rights Management  

Digital Rights Management aims at increased security and correctness for 
holders and users of digital goods’ property rights, by employing technical 
components enforced by legal measures, like copyright and patent law, 
with the objective to help reduce external effects. 

Technical Digital Rights Management systems fulfil the following three 
tasks: 1) encryption and decryption, 2) authenticity and 3) the definition 
and enforcement of rights. DRM technology can consist of a pure software 
solution, as well as of a combination of software and hardware approaches. 
A lot of competing technological DRM solutions exist, ranging from pure 
software on an OSS-basis, to a hardware-based industry solution where 
every authentication costs money. So far, no standard application has 
emerged. 

Theoretically, any technology managing to accomplish the above stated 
tasks can be considered a Digital Rights Management technology. How-
ever, DRM technology is understood in business practice as a technology 
based on mandatory software and hardware routines, which allow the law-
ful owners to define and enforce rights associated with a good on a manda-
tory basis.  

Examples for this are SIMlocks, which prevent customers from switch-
ing mobile carriers, and "software use controls”, which let the company 
decide what software is allowed to run on the customers hardware device, 
and are used in cell phones or game consoles (see Lessig 2001; 
https://www.trustedcomputinggroup.org for further examples). 

DRM technologies are protected by accompanying legal measures such 
as the Digital Millennium Copyright Act (DMCA) and the EU Directive 
2001/29 EG, which had to be transformed in national law by all EU states 
and led to § 95a UrhG (German Copyright Law) in Germany. §95a section 
1 prohibits factual circumvention of DRM-components and section 3 pro-
hibits the production and distribution of devices for a circumvention of 
these components (Bechtold 2002, 2003). These provisions refer to classi-
cal protected good like text, music and films. With regard to software, 
German copyright law prohibits circumvention of protection measures in 
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§69a-g and §87a-e UrhG (Copyright Law). These regulations prohibit all 
production or distribution of circumvention devices intended to bypass 
copy protection of computer programs. 

Violation of the mentioned provisions in German copyright law can lead 
to administrative or criminal penalties depending on the specific facts of 
the case and the importance of the violation (see § 108b and §111a UrhG).  

This brief sketch of DRM technology and enforcing legal measures in-
dicates that DRM helps to define and enforce rights of digital goods ac-
cording to the right-holders preferences with comparatively low costs. 
Thus, the emergence of positive externalities can be avoided efficiently 
and, according to theory, innovation in the area of digital assets should be 
fostered.

On the other hand, contrary to traditional copyright and patent law, the 
combination of DRM technologies and legal norms like the Digital Mil-
lennium Copyright Act do not grant first sale, fair use and first sale rights 
to the public3. DRM systems enable right holders to protect their material 
in a way that has never been possible with copyright law alone (e.g. 
Chicola et al. 1998; Lessig 2001; Bechtold 2002). Other than copyright or 
patent laws, which, together with the above stated norms, enable the access 
of the public to copyrighted works, the combination of DRM technology 
and law can effectively stop public access to useful information. Many au-
thors state their concern that this could lead to a gradual concentration 
around certain trusted DRM-platforms which couldn’t be bypassed be-
cause of mandatory routines under the sole control of the original rights 
holder (e.g. Chicola et al. 1998; Gillmor 2002). 

In the following, we want to take a brief look at potential effects of 
DRM on innovation in the software area, specifically Open Source soft-

                                                     
3 See Committee on Intellectual Property Rights and the Emerging Information In-

frastructure (2000) and Picot; Fiedler (2003) for a more detailed explanation. 
“Fair use” refers to the right to reproduce at least some limited portion of a 
copy-righted work for legitimate purposes, including critical commentary, sci-
entific study, or even parody or satire. In other words, fair use enables an agent 
to quote from previous works in order to comment or report news about them. 
The “first sale” rule is a limitation on the right of rights holders to control copies 
of their works that have been distributed to the public. This rule stipulates that 
the first sale of a writer’s copy to a member of the public “exhausts” the rights 
holder’s ability to control further distribution of that copy. Thus, a library is free 
to lend or even rent or sell its copies of books to its members. Bookstores, art 
galleries, and auction houses also depend on it, as does the practice of sharing 
copies of books or magazines with friends or of giving purchased books to 
friends. 
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ware developers and firms whose business model is mainly based on pro-
prietary software. 

3  Digital Rights Management and Software Innovation 

3.1 Impacts of Digital Rights Management on Open Source 
Software Developers 

As stated before, Open Source software developers consist of a variety of 
agents such as students, IT and system administrators, software users and 
profit oriented soft- and hardware firms.  

Since developers with non-commercially oriented preferences explicitly 
value the openness of Open Source software, one can assume that DRM 
technology that helps to enforce property rights doesn’t appeal to these 
kinds of Open Source developers and, thus, will not enhance innovation 
coming from them. 

However, in the case of commercially oriented OSS developers such as 
Hewlett Packard, IBM, Novell/SuSe, Red Hat and Sun, consequences for 
the degree of innovation are less obvious. Theoretically, DRM has the po-
tential to lead to increased security for the OSS developer through better 
transparency regarding the developers involved; contributions of these de-
velopers and congruence with provisions of software licenses can be better 
ensured; thus, DRM could be beneficial for software development even in 
OSS-environments. Bruce Perens (Perens 1999), founder of GNU/Linux-
distribution Debian and a leading promoter of Open Source software, once 
acknowledged certain advantages of rights management technologies: 

“Having good identification of the people who submit software and modifica-
tions is our best defence, as it allows us to use criminal law against the perpetra-
tors of Trojan horses. While I was manager of the Debian GNU/Linux distribu-
tion, we instituted a system for all of our software maintainers to be reliably 
identified, and for them to participate in a public-key cryptography network that 
would allow us to verify whom our software came from. This sort of system has to 
be expanded to include all Open Source developers.” 

Linus Torvalds (Torvalds 2003), founder of the Linux kernel, once stated 
similarly: 

“In short, it’s perfectly ok to sign a kernel image – I do it myself indirectly 
every day through the kernel.org, as kernel.org will sign the tar-balls I upload to 
make sure people can at least verify that they came that way. Doing the same thing 
on the binary is no different: signing a binary is a perfectly fine way to show the 
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world that you’re the one behind it, and that you trust it. And since I can imagine 
signing binaries myself, I don’t feel that I can disallow anybody else doing so.”  

However, critics state that the granted monopoly rights from patent and 
copyright laws, in combination with DRM systems, only raise entry barri-
ers for innovators without adding value for society (e.g. Kitch 1986; Lessig 
1999, 2001). DRM increases transaction costs for Open Source software 
developers through (frequent) costs of authentication for Open Source-
engineering-activities.

One can assume that, if the developer abandons the use of Digital Rights 
Management authentication, the capability of participation in software de-
velopment, interoperability, cloning and reverse engineering is restricted 
(e.g. Gilmore and John 2001; Samuelson and Scotchmer 2001). Thus, 
Digital Rights Management bears the potential to lock out competition and 
can result in a smaller amount of innovation in the software area. 

In addition, commercial Open Source developers mostly benefit from 
selling complementary assets and services or setting a standard, in short 
from constantly adding to already developed software. This reflects the in-
cremental nature of the lion’s share of software development. The role of 
DRM, on the contrary, is to protect the status quo, thus making it difficult 
to continue developing existing software. It is therefore highly question-
able whether Open Source software developers have an increased motiva-
tion for software development due to improved rights management possi-
bilities offered by DRM. On the contrary, Digital Rights Management 
seems to conflict with the aims of OSS developers and thus not to be bene-
ficial for the motivation to invent software. 

3.2 Impacts of Digital Rights Management on Proprietary 
Software Companies 

At first glance, since protecting digital content in the Internet is becoming 
increasingly difficult, DRM, by helping with the protection of digital 
goods, seems to heighten the probability of an invention’s commercial ex-
ploitation leading to a higher motivation for invention. Also, as innova-
tions involve a high degree of uncertainty regarding the estimation of costs 
incurred and of future demand as basis for cash flows (Landes and Posner 
1989), there is apparently a higher potential in large companies to convert 
ideas into products, since those companies have the means to fund re-
search. At the same time, it is necessary to remember that software devel-
opment is, in truth, relatively low in capital needs and therefore has rela-
tively low entry barriers. Therefore, the probability to realize an idea in the 
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field of software development does not necessarily increase with the vol-
ume of funds available. 

Nevertheless, considering the commercial motivation for invention, 
DRM seems to lead to a higher level of innovative activity by commercial 
software firms, which is especially important for costly innovations.  

However, immaterial resources like software have inherent positive 
network externalities that tend to lead towards the creation of natural mo-
nopolies (see e.g. Microsoft products such as Windows, Excel and Power-
point)4.  Once a product or system sets a de-facto standard, Digital Rights 
Management enhances this effect by making it even more difficult for new 
firms to attack. As monopolists appear not to have to defend themselves 
against competitors, the incentive for investment in research and develop-
ment seems in turn very low (e.g. Shavell and Ypersele 2001).  

Therefore, DRM seems to be Janus-faced: it provides an incentive for 
the development of software and it leads to a stand still once a company 
has acquired a certain position. 

Now, some may argue that without DRM, new innovators can enter the 
market, but without protection of their goods they are not motivated to do 
so. Even though this cannot be excluded from the outset, there are results 
which refute that argument. For instance, Cohen and Levinthal show that 
companies invest in research and development even if they know that imi-
tators will also benefit from their invention. They explain this with the in-
terest of the firm to enhance its absorptive capacity (Cohen and Levinthal 
1990). Bloom and Griffiths report that higher education accounts for about 
one fifth of all R&D done (Bloom and Griffith 2001). This sort of inven-
tion is motivated by a love of knowledge, by satisfaction gained from puz-
zle-solving and most of all by the desire to establish priority and status 
(Dixon and Greenhalgh 2002).  

The innovation effect of mandatory Digital Rights Management on pro-
prietary software companies is conflicting. On one hand it could be ex-
pected that a lower imitation potential can lead to increased motivation for 
proprietary software companies. On the other hand one can assume that 
DRM has a considerable lock out potential for competitors and thus that 
software protected by efficient DRM could lead to less innovation by pro-
prietary software companies and by independent software developers as 
well.

                                                     
4 see Zerdick et al. 2000, pp. 107f. for the Laws of Sarnoff and Metcalfe 
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4  Conclusion 

Innovation is crucially connected to the advantage an innovator expects 
from the creation. However, the expected gain differs depending on the in-
novator’s preferences. Non-commercially oriented software developers or 
scientific researchers expect an increase in reputation and attention for 
their works. Commercial companies on the other hand expect profitgen-
erating opportunities, but not necessarily only from the software itself but 
also from complementary assets. Therefore, systems enforcing personal 
property rights are beneficial for inventors wanting an exclusive rights po-
sition. At the same time such systems often raise entry barriers for innova-
tors with non-commercial interests and are, thus, obstructive to inventors 
interested in wide and fast distribution of their ideas.

However, governmental intervention with intellectual property law does 
not reflect this open preference structure of innovators, but is still designed 
in a way that only accounts for the interest of commercially oriented ac-
tors. In areas such as software development, where little financial re-
sources are needed, and knowledge is more important for the development 
of something new, this could be more inhibiting than stimulating for so-
cially beneficial innovation and diffusion of knowledge. To foster innova-
tion of digital assets in the areas of business information and technology 
open interfaces, open standards and minimal costs for licensing seem a 
necessary and important ingredient to allow a socially beneficial degree of 
innovation. This is especially true in the field of cross sectional software 
and file formats like operating systems and office applications. Therefore, 
in those areas, governments should not exclusively protect the inventor 
against competition and assist him in deploying devices that increase ex-
cludability, but also provide sufficient and reliable room for free exchange 
of ideas among those who prefer this kind of innovative collaboration. 
Whether and under what circumstances the invention should be supplied 
by governmental bodies, whether the government should pay the inventor 
ex ante to produce an innovation or reward the inventor ex post for the 
provision is a question that cannot be answered in the context of this con-
tribution. The work of Open Source software developers does not only 
contribute to innovation in the Open Source area but also to innovation of 
proprietary software firms via an increased competition and learning po-
tential. Overall, to spur innovation, intellectual property law must allow for 
the participation of various agents, not only commercially oriented ones. 
This seems especially important in areas where not traditional financial re-
sources, but intellectual capital and individual motivation are key for inno-
vation.
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1  Introduction 

Digital Rights Management (DRM) systems govern the use of content by 
describing per-user rights in machine-readable licenses and enforcing them 
by using cryptographic methods. The public’s conception of the term 
“DRM” today does not extend beyond a copy-protection system of the 
content industry. DRM systems are seen as means to just restrict copying 
and sharing of multimedia content and are thus viewed negatively. Much 
of the negative impression comes from the fact that current systems offer 
very little transparency and convenience to the user. One way leading into 
the future for DRM could be to foster standardization for DRM and the in-
troduction of trusted computing. Along those lines we propose an approach 
for DRM towards the introduction of a standardized license-processing 
core that is open to the public and common to a variety of DRM-related 
applications. We hope that the trusted environment, in which the DRM 
core and applications are executed, together with the open architecture, 
will help to introduce clarity and convenience in the DRM process and 
thus give a positive spin to the topic. 

2  Digital Rights Management 

Since the advent of digital media formats users have enjoyed the possibil-
ity to make lossless copies of their media data such as music, images, 
video and the like. Also, Audio CDs don’t wear out by playing them, 
which is a big change compared to the user experience with vinyl records. 
The distribution of digital content has also significantly changed the land-
scape of the content industry since going digital has become the motto of 
the day, mainly because the digital technology allows to decouple the dis-
tribution technology from the service offered. Telephone networks are not 
limited to offer analog voice services, but can also distribute any type of 
digital content including music and video. If producing seamlessly identi-
cal copies of content is combined with the distributing the corresponding 
bits over widely available data networks we arrive at situation of uncon-
trolled private sharing of digital media which causes dramatic financial 
losses to content owners and distributors. Media houses publish and dis-
seminate reports and spread-sheet calculations that are meant to prove that 
the ongoing violation of copy-rights as committed by millions of users at-
tached to the Internet is going to kill their business and, which is much 
worse, the business of all content creators, artists, composers etc.. The In-
ternational Federation of the Phonographic Industry (IFPI) issued a Com-
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mercial Piracy Report 2005 where one can read quite dramatic statements 
such as “One in 3 discs sold worldwide is a pirate copy.“ or “Illegal music 
traffic in 2004 is worth US $4.6 billion.“ or “In 31 countries, fake re-
cordings outsell the legitimate alter-native.“ The creators of content de-
serve a fair remuneration of their work and that is what media companies 
and their organizations are determined to fight for.  

One means of accomplishing their mission is to apply various forms of 
copy-protection mechanisms to audio CDs, DVDs, such that making cop-
ies of CDs is not feasible any-more. Digital Rights Management (DRM) is 
a more general concept, which allows for rights holders to the content to 
control the use of digital content throughout its entire lifecycle, a concept 
that goes far beyond a bland copy protection mechanism. In other words, 
DRM represents a technology that ensures that digital content is consumed 
by the end user only in accordance with copyright laws and with the con-
sent from the holder of the rights to the content. The content owner can is-
sue a license that is associated with the content, and which describes how 
the user may consume the intellectual property of the content owner. In re-
turn, DRM is advertised to represent an approach that allows for the devel-
opment of entirely new business models and remuneration mechanisms for 
a variety of uses of digital media and for trading digital goods in general. 
The content owner can issue a license that restricts the rights of a user. Re-
stricting the rights to access to digital media is not necessarily a bad thing, 
if the associated price is reduced accordingly. However, DRM is suffering 
from a number of problems. Consumers do not embrace the idea of DRM, 
which causes problems of acceptance. The same applies to the open source 
community, who dismiss and combat the entire idea of DRM as an attack 
to free speech and democracy, inhibiting innovation and the spread of cul-
ture and new ideas. Practically deployed DRM systems demonstrate a 
number of conceptual shortcomings and technical defects, which further 
fuel the criticism of the technology. On the other side, the content industry 
is determined to build up DRM empires to protect their markets and busi-
ness models. The jurisdiction is contemplating on how to adopt copyright 
laws to successfully cope with the challenges posed by digital technology. 
New players enter the markets who start to position themselves in the 
scene claiming a share of the business, notably the companies developing 
and deploying DRM systems. 

Will DRM eventually solve the problems associated with the trade of 
digital media and digital goods? As it turns out, the DRM topic comes in 
the shape of a three legged stool, the legs being labelled business, law and 
technology as depicted in Fig. 1. 
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Fig. 1. The three legged stool of DRM 

Any workable solution to DRM needs to balance those three domains, ar-
riving at a solution that all stake holders involved can easily agree to. After 
all, DRM is not a concept for law enforcement but a means to do business 
between stake holders. If the power between content owners and consum-
ers is out of balance no sustainable market will evolve. 
In this article we try to discuss a few of the issues around DRM and we try 
to present an idea and a concept that we hope can contribute to a more 
amenable solution for DRM systems. 

3  Digital Rights Management Technology 

There are already a number of DRM systems in the market such as Win-
dows Media DRM, Apple iTunes and Real Network’s Helix DNA DRM. 
Besides those proprietary systems there exist standardization efforts to 
produce DRM standards such as the system specified by the Open Mobile 
Alliance (OMA DRM), the standardised components from MPEG-21 and 
proposals made by the Digital Media Project (DMP), to name a few. DRM 
promises to offer more control and more flexibility over the trade with 
digital goods for the rights holders. Take as an example the Windows Me-
dia DRM system. The WM-DRM home page solicits its solution with 
statements such as “WM-DRM enables content service providers to offer
new business models…”, or “Content providers can remain confident that 
their digital media files will stay protected, no matter how widely they are 
distributed.“ There are also promisses being made that claim that DRM 
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provides benefits to consumers such as expressed again by Windows Me-
dia DRM: “WM-DRM ensures that consumers will be able to enjoy even 
greater flexibility and choice by allowing them to acquire and/or transfer 
their subscription content to the devices of their choosing.“

3.1 Principle of DRM Systems 

The technical details of proprietary DRM systems are not published. How-
ever, all DRM systems are working according to the same basic principle 
that is depicted in Fig. 2. A content creator issues a piece of content, e.g., a 
piece of music, and sends the file in an unprotected media format to the 
Packager . The Packager takes the unprotected media data and produces 
an encrypted media  data along with a corresponding key . The en-
crypted media data is forwarded to the Distributor while the key is for-
warded to the License Issuer. The Distributor offers the encrypted content 
via a mechanisms of content distribution to the Consumer, who can, e.g. 
download the encrypted content from a server . The License Issuer takes 
the encryption key necessary to decrypt the protected content and wraps it 
into a license. The license contains a description of the rights that the con-
tent owner wants to be granted to the consumer if he buys the license. If 
the Consumer wants to have access to the encrypted music, she needs to 
pay the License Issuer  in order to receive a license , which contains 
the key for decryption. 

Fig. 2. Principle operations of a DRM system 
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After this process has been completed, the Consumer can decrypt and en-
joy the digital content. In Fig.3 Apple iTunes is shown as an example for 
an existing DRM system.  

Fig. 3. Example for an existing DRM System - Apple Fairplay (iTunes) 

It becomes apparent that this DRM system mainly acts as a key manage-
ment system, using a hierarchy of three encryption keys, the Master Key, 
the System Key and the User Key. In Fig. 3, Apple’s DRM system used 
for the iTunes/iPod System is schematically depicted. Apple call the DRM 
system “Fairplay”, a name that indicates the fair terms that are supposedly 
supported. Looking at the Fairplay it becomes apparent that this DRM 
mainly consists of a key management system. The encryption uses the 
symmetric encryption standard AES with a key length of 128 bits. The ex-
ample also reveals that iTunes delivers the music files (compressed with 
AAC) to the consumer along with the keys for decryption. 

3.2 Describing the Managed Rights – the License 

The rights that a content owner is willing to grant to a consumer are de-
scribed in a license that the consumer needs to accept and conform to in 
order to consume digital goods. A license is issued for each consumer in-
dividually and is therefore a personalized contract between the content 
owner and the consumer. For the user to accept the license terms it needs 
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to be presented in human readable form. For the use in a DRM sys-tem the 
license needs to be processable by a machine and therefore a machine 
readable language is used to represent the license. There are several Rights 
Expression Languages in existence the Open Mobile Alliance has picked 
up ODRL as a starting point for standardization to create the OMA REL 
specification. MPEG has chosen Content-Guard’s XrML language as the 
basis to specify MPEG-21 REL. Both languages are expressive in the 
sense that they are able to express a wide range of rights and conditions in 
order to facilitate current and future business model in need of a Rights 
Expression Language. Typical examples for rights which can be associated 
with digital content in a meaningful way are Modify, Enlarge/Reduce, 
Move, Adapt, Embed/Extract, PlayPrint, Execute, Install/Uninstall, Delete. 

4  Problems with DRM 

If illegal copying of media data is the problem, is DRM the answer? To a 
large extend the necessary technology is readily available and this should 
pave the way for the deployment of DRM. However, there seem to be a 
few problems with DRM that are widely discussed. Those problems can be 
divided into two main categories – problems with the acceptance of DRM 
by consumers and technical problems. In this section we will discuss a few 
of those problems. 

4.1 Acceptance Problems 

Over the years, consumers got used to deal with media and digital media in 
particular. Many of those uses go along with a common understanding of 
what it means to “buy media”. It causes problems with the acceptance of 
DRM if those traditional uses of media shall not be permissible anymore. 
Any DRM solution that does no longer support common uses with media 
will have acceptance problems. Examples for traditional uses of digital 
media are: second hand trading with CDs, shifting digital media on port-
able devices or other devices within a household, sharing content with 
friends and family or making a private copy etc. Today, most existing 
DRM systems collide with those traditional forms of usage which creates a 
certain uneasiness within consumers. 

One way to improve this situation out could be if under the regime of 
DRM new business models are offered that appear attractive to consumers. 
For example, consumers might be accepting a restriction of the permissible 
rights if the price for the content is adjusted accordingly. No one has made 
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a profit by setting a price that is higher than people are willing to pay, and 
price ultimately depends on competition. If it comes to trading digital me-
dia there are three dimensions of competition: competition in content, 
competition in set of rights offered to user, competition in convenience of 
access.

Typical rights a consumer acquires in terms of a license from a 
download music store are to playback a certain piece of music a certain 
number of times (mostly unlimited playback on a computer), or that the 
consumer can burn a song onto a CD a certain number of times (3-10). It 
often is also allowed to transfer songs onto a portable player. However, the 
number of portable players may be limited and the players must be com-
patible with the format offered by the music store. Those rights cover the 
needs of typical user. She can listen to the music on her computer, in her 
car or while jogging. But it may turn out that other uses of media are sup-
pressed, such as borrowing content to a friend, resell content, re-use the 
music while creating e.g. one’s own slide show, creating your own party 
remix etc. This is perceived as a lack of comfort. Circumvention of those 
restriction expressed in the license is problematic from a legal perspective. 
Another source of acceptance problems are the licensing terms. Take as a 
prominent example the following excerpt from Apple’s iTunes license 
(paragraph 13b): „Removal of Apple Content or Other Materials.… Apple 
and its licensors reserve the right to change, suspend, remove, or disable 
access to any products, content, or other materials comprising a part of 
the Service at any time without notice. In no event will Apple be liable for 
the removal of or disabling of access to any such Products, content or ma-
terials under this Agreement. Apple may also impose limits on the use of or 
access to certain features or portions of the Service, in any case and with-
out notice or liability.“

This means that whatever I have bought at some point of time, I may not 
own anymore in the future. Nobody will inform me if there occurs a 
change in the license and the company will not be liable. That’s certainly 
different from what a common person associates with the term “buying”. It 
is also in strong contrast to the advertisement statement on iTunes’ Web 
site, which states: “.. now features music videos and TV shows to buy and 
own forever.“ 

Another perceptual weakness of DRM is that every paying customer is 
per default considered a potential criminal and thief and that all in all it is 
the honest consumer who runs in problems with the DRM system, who ex-
periences the mentioned limitations. Customers of the “illegal alternative” 
via peer-to-peer networks don’t suffer from those weaknesses. In sum-
mary, one cannot but agree that the negative connotation with DRM is jus-
tified if seen from a consumer perspective. 
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4.2 Technical Problems 

Besides the acceptance problems there are also technical problems that 
need to be overcome before DRM can widely succeed. Those technical 
problems are on a conceptual level and not simple implementation issues 
that will go away as the products out there will be updated. For once, there 
is the need that any device must be trusted, that is, a trusted player must 
not be able to create an unprotected copy of the protected content. There 
must be mechanisms to assert the trust in a device. For this purpose a pub-
lic key infrastructure is not in place, and even if it were, then it would be to 
expensive to be operated and additional problems will be incurred. The so-
lution taken on today is the concept of “security by obscurity”. For exam-
ple, the specification of Windows Media DRM is not published. As an-
other example, consider the Apple iTunes/iPod system, which is a closed 
system, that does not allow other manufacturers or content owners to 
freely use this platform. Another conceptual challenge is that the key for 
decrypting the protected content needs be delivered to the consumer some-
how. The key needs to be protected e.g. with another encryption mecha-
nism such that the user can’t have control over the content. But the key for 
the second line of defence also needs to be delivered somehow. In the end 
the ultimate key for decryption needs to be sitting somewhere on the users 
machine; it is only hidden somewhere on the machine. Therefore, there 
will be always individuals who will successfully spot the key and hack the 
system. Therefore, a hacked system needs to be updated in order to neu-
tralize such attacks – this again leads to further issues concerning long-
time compatibility and durability.  

One of the candidate remedies for this set of conceptual technical prob-
lems is trusted computing. However, trusted computing is currently also 
suffering from bad press and has an acceptance problem. Even if trusted 
computing may provide solutions to some of the more urgent computer se-
curity problems (viruses, Trojan horses, worms, spam, etc.) for and also 
for DRM there exists substantial distrust that it may be abused to a level 
where users loose control over their own computer system. Another conse-
quence is that in the context of trusted computing the Open Source Com-
munity is widely excluded, or rather excludes itself by rejecting any notion 
of DRM. This deplorable effect may inhibit innovation. 

4.3 Legal Issues with DRM Systems 

Besides the problems mentioned before there are also legal issues associ-
ated with the DRM topic. There are more legal issues that we can cover in 
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the article and the authors are certainly not sophisticated in legal matters. 
The examples brought up in this section mainly serve to demonstrate that 
there are numerous legal issues that go along with DRM. 

4.3.1 General Public License Version 3  

The General Public License (GPL) is the license under which most Open 
Source Software is released including e.g. Linux. Parts of the Open Source 
Community wholeheartedly reject DRM and call it the “Digital Restriction 
System”. Recently, a Version 3 of GPL has been proposed, which is now 
under debate. This new proposal makes it practically impossible to release 
DRM software as Open Source Software under GPL v3. This is only pos-
sible if the user herself is allowed to modify the source code of any DRM 
component. But such a modified DRM software basically means that there 
is no functional DRM at all. This is no artefact, but again reflects the 
tough-minded opinion of the Open Source Community about DRM. 

4.3.2 SONY Root Kit 

Sony BMG has recently gained some dubious fame by introducing to the 
music CD market a more than questionable approach to DRM in the form 
of a Root Kit. When running a CD on a computer a piece of software is in-
stalled on the consumers machine, even if he denies to accept the license 
terms. This software is typically invisible to the user, it cannot be unin-
stalled and it can communicate to a central server of Sony if connected to 
the net. This way it creates a major security vulnerability for the user’s ma-
chine, since hackers have started to exploit this vulnerability for installing 
malicious software. From a legal point of view this is a case of computer 
sabotage, such that several users have filed a lawsuits against. For this case 
there exists now a settlement agreement, but Sony has made a number of 
startling statements in this context (“Consumers don’t know what a Root 
Kit is. So why should they care about it ?”), which again do not help DRM 
to find more acceptance among consumers. 

4.3.3 Real Networks vs. Apple – the Harmony System  

Real Network’s own DRM system labeled Helix tried to offer interopera-
bility with the existing major DRM systems. Real licensed Microsoft’s 
Windows Media DRM and integrated it successfully. Apple did not agree 
to license their Fairplay system. As a response, Real circumvented the 
Fairplay system such that Helix could also utilize Apple’s iPod platform. 
Real also threatened to license their Helix technology to other companies. 
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Apple responded by changing the firmware of the iPod to close their DRM 
system. It took a while but Real succeeded again to by-pass those changes. 
The case between Real Networks and Apple is an interesting case, since 
this represents an approach of one company (Real Networks) seeking to 
achieve interoperability with another companies’ systems with a dubious 
outcome. 

5  Basic Features of a Fair DRM System 

After we discussed a long list of negative aspects and problems of DRM 
the question is if there is a future for DRM.  DRM works to defend the in-
terests of content owners, who have full control of licensing terms and who 
dictate the conditions for the trade.  So far the interests of consumers have 
not been taken into account to a satisfactory level. In order to gain accep-
tance DRM systems need of support fairness in the sense that the consum-
ers aspects need to be respected to a higher degree. We believe that there is 
a chance for DRM to take off if the future solutions incorporate features 
that support such a kind of fairness. What are the basic fairness features fu-
ture DRM system should support? The restrictions imposed by the license 
should not be visible for the standard consumer. The consumer should be 
free to choose the content and the playback devices independent of each 
other. The business models offered to consumers should be transparent and 
provide a clear value proposition, the price for digital content should be 
commensurate with the rights granted in the licensing terms.  

After all we should keep in mind that digital media like music or movies 
are mainly entertainment material and that DRM is not supposed to en-
force copyright legislation for altruistic reasons. Also, the value of digital 
media differs to a large degree depending on the content. It doesn’t seem 
to be reasonable to dedicate a heavy duty protection system for a piece of 
music or a movie that only a few people are interested in. Finally, it needs 
to be acknowledged that there will never be a 100% secure solution for 
DRM. As stated earlier, finding balanced and workable solutions for DRM 
is not a merely technical issue. 

6  Standardisation – a Road to Fair DRM Systems? 

It is interesting to analyse to what extend the struggle between proprietary 
DRM systems interferes with the competition in the market place. In the 
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long run it may turn out to be politically much more important to ensure 
competition than securing rights.  

From this point of view competition may be ensured by standardising 
the DRM, which will eliminate competition in the provision of the DRM 
system. But what is the alternative? A proprietary system would privilege 
those who control it, which will inhibit competition. If there is an open and 
non-proprietary standard for DRM this will facilitate competition. Con-
sider MPEG, TCP/IP or GSM as representatives of such open standards, 
which definitely have created markets full of competition. But watch out – 
open standards need work and a lot of balance checking. 

The benefits of standardisation are rather obvious. All content-producers 
and device manufacturers are producing for one standard. This helps to re-
duce cost for development and to reduce the risk of making wrong deci-
sion for any particular technology. Consider the situation as it was prevail-
ing for media streaming, where most web sites need to offer their video 
clips in three different streaming formats (Real, Windows Media, Quick-
time). Producing devices which support multiple formats and technologies 
always will cost extra. There is also this complementarity between devices 
and content. A device manufacturer wants to build a device that can play a 
lot of content and content creators are interested to produce in a format for 
which there are many devices available. 

6.1 Interoperability for DRM Systems 

Achieving interoperability is one of the major reasons to create standards. 
A standard specifies technology for use in devices. If the devices are im-
plemented according to the standard specification, all devices irrespective 
of the specific manufacturer are working more or less in the same way, or 
at least in a specified way. This implies that devices originating from dif-
ferent manufacturers can exchange data without interrupting the intended 
functionality offered by the device. If this sort of exchangeability is 
achieved, we call the individual devices “interoperable.” Note that interop-
erability does not imply that the products of all manufacturers are identi-
cal. This would preclude competition, which is not the intention of any 
standard. However, there must be a minimum set of rules that every device 
is complying to, such that products originating from different companies 
can work together in a seamless fashion. That’s what a user expects from 
her cell phone or TV set, or even from the paper she puts into a printer or 
copy machine; that is, irrespective of who has manufactured the phone, the 
user would like to be able to place or receive calls without even thinking of 
the type of telephone her communication partner on the other end is using.  
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End-to-end format, services, and device interoperability are desirable 
goals, both for end users and others involved in the digital content life cy-
cle. Normative specifications for end-to-end interoperability are the prov-
ince of various standards bodies - many such efforts are in progress at this 
time, e.g. Open Mobile Alliance [8] or MPEG-21 [2]. Degrees of end-to-
end interoperability are possible within a particular industry segment, con-
sumer demand and new business opportunities frequently introduce a re-
quirement for interaction with systems built on different agreements and 
standards. Full interoperability can be addressed in several different ways, 
which we explore in the following sections [9]. 

6.1.1 Full Format Interoperability 

Full format interoperability expects that the interchange representation of 
the digital content can be consistently processed based on agreement be-
tween all participants in the value chain. The audio CD and the DVD are 
good examples. All participants (creators, distributors, manufacturers, etc.) 
use the same data representation, encoding, protection scheme, trust man-
agement, key management, etc. Full format interoperability usually entails 
robustness criteria and a certification regime to establish trustworthiness 
and security of conformant implementations. 

6.1.2 Connected Interoperability 

Connected interoperability builds on the expectation that consumers will 
have online access and relies upon online services, some of them possibly 
transformative or capable of complex negotiation, to solve interoperability 
problems in a transparent way. While different parties may do things in 
different ways, translations or bridges exist between the ways different 
parties perform DRM functions, and mutually trusted parties can perform 
these translations transparently, e.g. translation of licenses, as long as de-
vices are connected at least some of the time. 

6.1.3 Configuration-Driven Interoperability 

Configuration driven interoperability assumes that system components, 
possibly from different vendors can be downloaded and configured in real 
time at the consumer’s device or software application. This allows con-
sumer systems to effectively “acquire” functionality on demand in order to 
accommodate new formats, protocols, and so on. Ideally the consumer 
need not even be aware that the dynamic configuration is occurring. This 
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amounts to the emulation of the behaviour of many software music players 
that can host downloadable compression codecs. 

6.2 Standard Components for Full Format Interoperability  

6.2.1 Transport Formats, Compression, and Bulk Encryption 

Digital music and video require large amounts of data. For the foreseeable 
future, it will continue to require a noticeable amount of network band-
width, storage space, and computing power to move, manipulate, or trans-
form media content. An advantage of full format interoperability is to 
standardize a process that directly manipulates content bits. This includes 
transport (file) formats, compression (codec) formats, and bulk encryption 
of media bits for file download, Internet streaming, and broadband broad-
cast.

6.2.2 Content Key Distribution 

The most important part of cryptographic systems is key management. The 
content is no more secure than are the content encryption keys. Any secu-
rity analysis has to consider the possibility that clients will be compro-
mised. The goal of key management is to limit the potential damage result-
ing from a security attack by limiting the value exposed to individual 
clients. One simple strategy is to encrypt a commercial movie with many 
different sets of content keys, so that if an attacker obtains keys to one 
copy of the movie, he cannot reliably redistribute keys to all circulating 
copies of the same movie. In addition to keeping content keys confidential, 
DRM clients must also worry about keeping identity credentials (e.g., pri-
vate keys) secret. 

6.2.3 Trust Management 

No DRM system can operate without a means for establishing and verifing 
trust among the components. A hierarchical PKI model uses hierarchical 
certifications and anchors trust in a root certification authority. Public-key 
cryptography provides the technical means of verifying the integrity of 
certificates. Trust management decisions must be made on client devices 
and may be required more often than content access control decisions. 
Hence, the complexity of trust management operations is of concern. Pub-
lic-key cryptography operations, especially producing digital signatures, 
are computationally expensive. 
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6.2.4 Languages for Expression of Rights 

Content creators and consumers of content need to share a common license 
language for expressing the usage rules attached to content. As with trust 
management, the standardization of vocabulary and identifiers is probably 
more crucial than the choice of a specific language. Every DRM system in 
deployment has a means of expressing usage rules. The MPEG-21 Rights 
Expression Language [5]defines a vocabulary of media-related concepts 
and inherits by extension a larger vocabulary through the MPEG-21 Rights 
Data Dictionary [6]. There are many other rights expression formats in use. 

7  What’s the Role of Trusted Computing? 

OpenTC [1] is a project funded by the European Community that will pro-
vide an open-source framework for establishing trusted application envi-
ronments on free operating systems like Linux. In such a trusted environ-
ment, only certified, trustworthy applications are allowed to run. Trust in 
this environment is rooted on a Trusted Platform Module (TPM) [7], a 
hardware component that can securely store cryptographic keys and ensure 
integrity of the system. We aim to use such an environment for creating a 
DRM system which governs the use of all kinds of sensitive data, not just 
multimedia content [10]. An example for alternative uses of DRM is the 
medical sector, where patient records and related information have to be 
protected against unauthorised access. Without a trusted environment, at-
tackers may enter a computer system e.g. by using a virus or exploiting a 
security vulnerability to obtain unauthorised access to stored information, 
including sensitive data. In a trusted system, sensitive information is pro-
tected by encryption. The corresponding keys are stored within the TPM 
and are bound to a specific platform state (This procedure is called “seal-
ing” in the Trusted Computing Group nomenclature). Rogue software is 
never allowed to be executed in a trusted system and even if it were, it 
would alter the platform’s state, thus disabling access to the “sealed” keys. 

A trusted infrastructure on an open-source system may open the door for 
devising DRM systems providing two primary advantages: Transparency 
and interoperability. By introducing an open DRM core that is common to 
all applications, the DRM procedure becomes more transparent. This is in 
strong contrast to the current situation, where security is mainly based on 
obscurity, i.e. on keeping the function of the DRM system itself secret. 
This leads to proprietary applications to handle protected content and as a 
direct consequence thereof those applications preclude interoperability. 
Accordingly, many different systems and applications exist for performing 
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the same task, each one having its own ways for managing content and li-
censes. In contrary to that, an open architecture facilitates interoperability, 
because the DRM core uses standardised technology for license manage-
ment. Various elements of the MPEG-21 standard will be used to accom-
plish this mission [2]. Internally, the DRM core works with MPEG-21, so 
whenever licenses from external licensing domains are introduced to the 
system, e.g. licenses issued by OMA DRM [8] or Windows Media DRM, 
the DRM core translates them into an equivalent MPEG format so it can 
manage them. Such translations, although technically feasible, are facing 
trust problems. Since licenses are signed by the content owners or rights 
holders, a translated license must also be signed by a trustworthy entity. 
Such a signature is only possible when a trusted environment is present, 
like the one provided by OpenTC. The trusted environment is also benefi-
cial in cases where content reencryption is needed. 

MPEG-21 Rights Expression Language (REL) [5] is a language versa-
tile enough to accommodate functionality from various other rights expres-
sion languages. Thus, translations to and from other languages are possi-
ble, as long as they are based on the same principles. Such translations are 
needed when content needs to be transferred to external devices for render-
ing. The procedure can be made transparent to the user, who does not have 
to deal with trust issues, as they are automatically taken care of by the 
DRM core. 

8  A Concept for an Interoperable DRM System

We introduce a concept that is based on several services that we can expect 
from the OpenTC infrastructure: The TPM-Chip is the root of trust in the 
system and is used by OpenTC for building up a trusted environment for 
applications. Only certified applications are allowed to run in such a con-
text and they can rely on the fact that the underlying operating system with 
its modules and drivers are trusted, too. We assume that all data within the 
secure environment is protected against attacks, so no special care or en-
cryption in the user layer is necessary any more. The distributor of the op-
erating system decides which program is secure and which not, and pro-
vides relevant certificates. These certificates may also contain information 
about the capabilities of the application or the level of security it needs to 
perform particular actions. Depending on this information, OpenTC can 
restrict access to sensitive information or specific hardware components of 
the system. Thus, uncertified applications, including viruses, manipulated 
hardware drivers and other malicious code cannot start in a secure envi-
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ronment. This protection is transparent to the user, as the OpenTC infra-
structure takes care of it in the background without the need for user inter-
vention. The following diagram in Fig. 4 shows our currently planned ar-
chitecture with the above environment in mind. 

DRM-Core: 

…

File Access 

Standard 
Player 
(Legacy)

OpenTC 
Player 

IO-Socket

OMA

WMA 

OpenTC-TSS 

API

API

Secure User Space 
(Applications) 

OpenTC 
Infrastructure 

TPM 

Licence Parser

Key Store 

License 
Translation 
Manager

Fig. 4. Architecture for a DRM framework based on OpenTC 

The central component of the system is the DRM-Core. Its tasks are to of-
fer several services to the application layer regarding interpretation of li-
censes, as well as to provide the central key store for protected content. As 
it is a component used by several applications, it is placed within the 
OpenTC infrastructure. That way, it can be certified along with the system 
and be trusted by all applications. The Core consists of three basic parts: 
The license parser, the translation manager and the key store. 

The License Parser offers services regarding verification and interpreta-
tion of licenses. These services are central to any DRM process and are ac-
cessed from the outside by an API, which includes all functions that are 
necessary for an application to access a protected file. An OpenTC-
compatible player application can directly access the DRM-Core via the 
API to request access to protected content. The player has to provide its li-
cense, so the core can decide if the user has permission to access the data. 
If access is granted, the core returns the content key from the key store and 
the player can render the content.  Legacy players, which cannot access the 
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API directly, are also supported by our architecture. Players of that kind 
are not aware of the DRM-Core, but are favoured by users for whatever 
reason. These cases are handled by an IO-Socket interface, which handles 
the license authentication and interpretation transparently to the applica-
tion. For the player, the whole process is similar to a normal file access. 
The player only has to support the content’s type and be connected to the 
IO-Socket through a plug-in. The player receives the unprotected content 
from the socket and can render it. The IO-socket in this case converts and 
forwards requests through the API to the DRM-Core. Since all applica-
tions, including the legacy ones, run in the secured environment, handing 
out the content key or the decrypted content itself is no problem, since it is 
guaranteed that the applications will not misuse it. This is a great advan-
tage of having a trusted computing base. 

Internally, the core uses MPEG-21 as a DRM framework ([3], [4], [5], 
[6]). MPEG-21 also provides facilities for identifying content. Unique 
identifiers are used by the core to relate content with licenses and keys in 
the key store. Whenever foreign content enters the system, i.e. content pro-
tected with a license in a language other than REL, the license translation 
subsystem converts the external license to REL, so that it can be processed 
by the license parser. Since the core is trusted, the translation can also be 
trusted. The license translator uses an extensible architecture which utilises 
plug-ins for different license formats. Our prototype will support at least 
OMA licenses, while other common ones, e.g. Windows Media and 
iTunes, can also be supported if respective information is available. The 
translation manager can be requested to export an MPEG license into any 
other supported format. The import/export functionality of the DRM-Core 
provides interoperability with other systems. 

A particularly important component of the core is the key store. The key 
store contains the keys which were used to protect content in the system. 
The core ensures that a content key is given out only when a requested ac-
tion is allowed by the license. The key store is organised as a table which 
contains keys and unique content identifiers. The same identifiers are used 
in the licenses to reference content. Respective technologies are part of the 
MPEG-21 standard [3]. The key store is implemented as an encrypted file, 
which is decrypted by the core when a secure environment is established. 
This is done with the help of the TPM, which seals the key store master 
key, so that it can only be accessed in a particular system integrity state. 
The core itself is thus only able to retrieve the master key when the system 
is secure. 
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9  Conclusion

We believe that by using the advantages of a trusted computing environ-
ment, we can develop a successful DRM-System that supports transpar-
ency, interoperability and hence is a basis for building fair DRM services.

Interoperability is a particularly important argument, as the incompati-
bility problems of existing DRM-Systems are widely known to the public. 
A system that is based on standardised open technology like MPEG fulfils 
the basic prerequisites for interoperability and compatibility with other 
systems. It can perform conversions between different formats and support 
numerous multimedia players as well as external devices. 

Support of legacy software enables our DRM system to be integrated 
smoothly into an already existing system. By extending legacy players 
with a plug-in, they can also take advantage of the DRM-Core API and in-
terpret content licenses. 

Convenience is important in order for the system to be accepted by us-
ers. License management and interpretation, as well as content key man-
agement have to be transparent to the user. Since trustworthiness of the 
system is verified by the OpenTC infrastructure and declared to the DRM-
Core, all license management procedures are hidden from the user by the 
DRM-Core and the player application.  

Transparency is another important characteristic for wide acceptance. 
The whole system will be available as open-source. This does not mean 
that the system is less secure than other systems, because only certified 
DRM-Cores may be used. The advantage is that users can see exactly what 
happens with the licenses and the keys. The TPM-Chip just provides se-
cure storage of the key store master key; all other functionality is in the 
DRM-Core and can be verified in the sources. It can even be extended by 
the open-source community if the need arises. The role of the community 
is especially important here, not only for acceptance, but also since no 
other DRM system supports open operating systems. Linux will thus be 
trusted by content providers to handle protected multimedia content in a 
similar way as other operating systems. 
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1  Introduction  

The dictate of customer orientation has become ubiquitous with today’s 
providers of connectivity and value-added services in the IT domain. Cus-
tomers subscribe to services and are billed for service usage or the provi-
sioning of customized services. Thus, customers’ view on a provider’s 
products is from a service perspective. To approach customer orientation, 
the providers must in consequence adopt a service-oriented view of their 
operations.

However practical the service concept may be to customers, services are 
not atomic entities. They are provided through collaboration of multiple 
resources managed by the provider. Such resources include hardware 
(computing, storage and network elements) as well as software compo-
nents necessary to deliver the service. Conversely, the same resources are 
used to provide multiple kinds of services. 

The management of IT resources, as well as systems and networks built 
from them, has been an important area of research in the past years. The 
concepts that have been developed in these disciplines (Hegering et al. 
1999) have been implemented and allow a reasonably comfortable level of 
management for today’s IT infrastructures. Service management, however, 
poses new challenges that are being addressed in current research efforts. 
Three important issues raised by the transition to service management are 
discussed in this work. 

Fig. 1. The MNM Service Model – bird’s eyeview 

An important aspect that has to be considered in the context of service 
management – as opposed to resource management – is the interaction 
with customers. Fig. 1 shows a simplified version of the MNM Service 
Model (Garschhammer et al. 2001), which was developed in order to allow 
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a consistent, formal representation of services. In its lower part the figure 
shows the provider side being responsible for provisioning the service and 
operating the infrastructure that supports it. 

The service itself can be understood as a point of access for users, di-
vided into a usage interface and a management interface for the User and 
Customer roles’ use. Although we will focus on provider-side issues, mes-
sages from the customer side regarding the perceived status (e.g. malfunc-
tion, degradation) of a service play an important role. When a customer 
experiences problems with the service, the provider may be hard pressed to 
react quickly in order to honor the Service Level Agreements (SLA) in ef-
fect between customer and provider. A customer’s report results in a ser-
vice event for use in the provider side (see Section 3.1). It will not include 
the cause of the problem experienced or even the infrastructural compo-
nents causing it. Remember, the customer only has knowledge of the ser-
vice’s interface – she is agnostic regarding its implementation. Hence, ser-
vice events will only describe the effects of a (possible) problem in the 
provider’s domain. From multiple descriptions of effects, the provider 
must infer the actual cause of the problem, identify malfunctioning or mis-
configured resources and devise a problem solution. This process is by no 
means trivial. In large scale systems, its execution is impossible without 
appropriate tool support. The event correlation based approach discussed 
in Section 3.1 addresses the deduction of problem causes by means of 
user/customer feedback from a service management vantage point.  

IT service management requires the assessment of dependencies of a 
service on specific resources, resource interdependencies as well as the 
mapping of resources on the services provided. Most information models 
and protocols currently employed to manage resources lack the means to 
express interdependencies among the managed entities in an explicit man-
ner (e.g. McCloghrie et al. 1999; Case et al. 1996). Many state-of-the-art 
component-oriented management facilities are built upon this service ag-
nostic foundation. In consequence, the rudimentary support they provide 
regarding the needs of the management of IT services relies on manual 
configuration and expert knowledge. Section 3.2 presents an approach to 
extending existing information models to represent services. The intro-
duced concepts take into account (the issues of) interdependencies. Still, 
they allow continued use of the same, or similar, protocols and tools for 
the management of services as the ones currently employed in component 
and resource management. 

Automation support for service management requires the acquisition of 
management data from the infrastructure (monitoring data) as well as other 
data related to a service and its customers. The concepts developed in the 
domain of resource monitoring allow the surveillance of the systems em-
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ployed to provide a service, but without taking into account the require-
ments of service management as outlined above. However, attributes of 
services can be assembled from resource and network properties. There-
fore, it makes sense to maintain the large, expensive base of deployed 
monitoring tools and provide a means to aggregate the disparate, resource-
oriented data into service information. An architecture allowing the aggre-
gation of resource monitoring data while reusing existing management 
tools as data sources is presented in Section 3.3.

In the next section, we describe a management scenario that highlights 
the issues mentioned above in an operational environment. 

2  Web Hosting Scenario

The generic issues presented in the introduction are illustrated in this sec-
tion by means of a management scenario. The simplified real-world case 
described originates in the academic domain and helps identify challenges 
to an IT service provider from the service management perspective. The 
challenges posed by the scenario are identified and serve as a starting point 
for the following sections of this work. 

2.1 Scenario Description 

An organization would like to have their web sites hosted by a specialized 
web hosting provider. There are various reasons for outsourcing of this 
service to an external provider. The organization may lack experience in 
running their own server and therefore would like to concentrate on de-
signing the web site content. It may want to save costs in using an external 
provider as such a provider is able to share resources (servers, network 
connection) among customers. As a consequence, the provider can offer 
lower prices in comparison to the costs for a customer running its own 
server. In addition, provider offers on high availability solutions can be at-
tractive for customers if the availability of the pages is critical for their re-
lationship to their own customers.  

In general, customers’ quality demands for subscribed services are 
manifested in SLA guarantees. Example guarantees for the web hosting 
service are the availability of the service with respect to different time in-
tervals (e.g., daily basis, per month), page access times, and time con-
straints on the management of the service. The latter ones can be response 
times for answering queries and constraints for problem escalation proce-
dures.
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Fig. 2. Web hosting scenario 

Our web hosting scenario is depicted in Fig. 2 and organized according to 
the MNM Service Model’s distinction between customer, independent and 
provider sides of a service. The user, located on the customer side, ac-
cesses the web hosting service to view pages or to add, remove or update 
content. To implement the hosting, the provider uses a cluster of web serv-
ers to serve the customers’ content, a firewall to limit access to the pro-
vider’s network and a switch that connects the relevant resources in the 
provider domain. Besides managing these resources, the web hosting 
group uses the Domain Name System (DNS) service provided by another 
operations group within the provider’s domain. Since the web hosting ser-
vice relies on the DNS service, the latter is called a subservice.

The diagram’s most important aspects are the interdependencies of re-
sources and services. They are indicated by arrows pointing from the de-
pendent entity to the entity being depended on. There are different kinds of 
dependencies which have to be taken into account. Inter-service depend-
encies exist between services and subservices. In this scenario, the web 
hosting service is dependent upon a DNS service which is responsible for 
the address resolution. Both services and subservices are dependent on re-
sources like web servers, load balancers, and firewalls (service-resource 
dependencies). On the resource level, another kind of dependency exists 
which is primarily given by the network topology and devices (inter-
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resource dependencies). In conclusion, the web hosting service relies on 
resources, subservices (black arrows), as well as on the interactions of 
these entities that are modeled as interdependencies in the diagram (gray 
arrows). Note that the seemingly simple service in our scenario is com-
posed from four resources/subservices but exhibits ten dependencies of the 
types identified above. 

2.2 Challenges to Service Management 

To consistently provide the promised service quality, the provider faces 
several service management challenges. When the user experiences service 
degradation (e.g. web page delivery is slow) or malfunction (e.g. the ser-
vice is not reachable) she reports the issue to the provider. Compliance 
with the guarantees for the service quality makes it necessary for the pro-
vider to map the user’s report to problems on the resource level. For ex-
ample, if a hosted web page is no longer reachable, it has to be determined 
whether the problem is caused by web servers, firewall configuration, or 
network connectivity problems. 

Performing a manual diagnosis of the resources and their interdepend-
encies is costly in terms of service down time. This results in financial 
costs, especially if contractual penalties apply. Worse, chronically slow re-
sponse to customer complaints results in a loss of reputation in the market-
place for the provider in question. Therefore, it is desirable to automate the 
fault management for the services in order to support the time-critical 
process. A key challenge is to design a repository to store service man-
agement information which at present needs to be compiled from different 
sources. The provider has separate tools for server management, manage-
ment of the network, and firewall configuration. In addition, the informa-
tion displayed in Fig. 2, including the resources vital to the services and 
the dependencies among them, is typically managed using a separate tool, 
e.g. a CIM Object Manager (Distributed Management Task Force 2005). 
Considering the heterogeneous landscape of tools, it is difficult to maintain 
consistent service information in the management databases and correlate 
it with data gathered from management tools.  

One possible approach to meeting this challenge is the design of com-
pletely new, service-oriented management tools that retain the functional-
ity of existing, component-oriented tools and provide a service-oriented 
view of the provider’s assets. The implementation of this approach would 
imply complete substitution of existing tools. These “legacy” tools, how-
ever, constitute an expensive installed base of software and hardware. 
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They are tied to management knowledge in that administrators are trained 
to execute management processes with the aid of the tools. A viable ap-
proach should therefore supply a means to continued use of most, if not all, 
existing components. 

The desired service view should be provided in addition to – and not in-
stead of – the component and networks oriented view on management is-
sues.

3  Consolidating Service Information

In essence, a service view is produced by acquiring, filtering, aggregating 
and correlating resource-level data. Management facilities must therefore 
provide the corresponding functions. To allow integration (and thus con-
tinued use) of existing tools, these functions must be aligned along existing 
tool classes. 

This section describes the refinement of low-level data into service spe-
cific information from a functional perspective, while taking into account 
information modeling and data flow issues.  
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Fig. 3 gives an overview of the functional components aligned according 
to the Service Model described in the introduction (Fig. 1) and sketches 
data flow (solid lines) and actions (dashed lines). 

Notifications of service failure (or quality degradation) originating with 
the customer (service event) can be correlated to identify resources poten-
tially responsible for the malfunction (Section 3.1). To carry out this task, 
the Event Correlator component queries the Service MIB (Section 3.2) for 
service descriptions. A monitoring architecture is necessary for acquiring 
low-level data according to instructions given in a SISL document (Section 
3.3). This data is further filtered and aggregated to produce data structures 
containing data pertaining to a service. Such data structures must be com-
pliant to the information base defined for the service type at hand; they are 
used to update the attributes associated with monitored service instances or 
made available to management applications as rich events.

3.1 Service-Oriented Event Correlation  

The scenario presented in Section 2 as well as the concept map show the 
need to match high-level customer reports pertaining to service quality de-
gradations to the current situation on the resource level in order to identify 
malfunctioning resources. The methodology for matching these customer 
reports which is presented in the following is based on event correlation 
techniques (Hanemann and Sailer 2005). These techniques have been suc-
cessfully applied to network and systems management for several years in 
order to correlate events to retrieve meaningful information. 

The idea is to formalize customer reports into so called service events so
that they can be processed automatically later on. The service events differ 
from events which are found on the resource level (resource events) in 
several aspects. While resource events are usually defined by vendors of 
network equipment, service events are defined according to service level 
agreements. They refer to degradations of the service quality with regard 
to quality of service (QoS) parameters (i.e. a service can be available, but 
with a poor quality) in contrast to usual binary states in the resource man-
agement (e.g. interface up/down). A consequence of the quality aspect 
consideration on the service level is that these aspects have to be mapped 
onto the resource level. For example, the CPU load of a server can be high 
due to a large number of concurrent requests to the server. From a pure re-
source fault management perspective this cannot be regarded as an error 
since the server is actually operational. However, the increased response 
time to requests can endanger the agreed service levels.
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As a result of the examination of event correlation techniques (Hanemann 
and Sailer 2005) we have chosen a hybrid event correlation architecture 
(see Fig. 4). It consists of a rule-based reasoner and a case-based reasoner 
(compare Section 4.1). The idea behind this architecture is to combine the 
strengths of these approaches and to avoid their drawbacks.  

Besides of the existence of efficient correlation algorithms, the flexible 
representation of knowledge in the rules has led to the choice of a rule-
based reasoning module. The maintainability of the rules, which has been 
identified as a crucial issue for this technique, is ensured by the Service 
MIB that makes it possible to automatically derive the rules from the ser-
vice modeling. As the provider needs current information regarding the of-
fered services for the configuration management in any case the additional 
effort for the rule generation and maintenance is low. The automated deri-
vation of the rules ensures that unintended rule interactions become less 
likely in comparison to encoding the rules by hand.  

Due to the complexity of the service provisioning there are situations 
where the Service MIB and therefore the rules do not correctly reflect the 
current situation. As a consequence, a case-based reasoner is used to col-
lect those events that cannot be covered by the rules. In these cases the root 
causes have to be found by the operation staff. It is often helpful to match 
the current event to prior cases in order to adapt a previous solution.
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Events are received from different components. The Customer Service 
Management (Langer et al. 1998) is designed as an interface to the cus-
tomers for the exchange of management information and to allow custom-
ers to manage their services in a predefined manner. It is applied in this 
scenario to transform customer reports about service quality degradations 
into service events. Another source for service events is the QoS probing 
and measurement (Garschhammer 2004) which tests the service quality in 
regular time intervals assuming the perspective of a customer. This com-
ponent can also perform on demand tests to improve the correlation result. 
In addition, the resources have to be monitored resulting in the transfer of 
resource events to the service event correlator which are then correlated to 
the service events. 

A standardized exchange format should be used for the communication 
between service event correlation and monitoring, especially for specifying 
what needs to be monitored and for the transfer of the resource candidate 
list (see SISL description in Section 3.3.3).  

3.2 Service Management Information Base  

The primary aim of the Service Management Information Base (Service
MIB) is to provide management facilities with one single consistent repre-
sentation of service management information. From a functional point of 
view, it therefore acts as a repository that can be queried for real-time ser-
vice descriptions (Fig. 3). The Event Correlator component, for instance, 
relies on association information between services, subservices, and re-
sources (e.g., Web Hosting Service depends on DNS service). In a broader 
sense, a Service MIB represents an accurate model of the IT services pro-
vided, including all information deemed important to carry out service 
management tasks.

Similar to models used in software engineering to describe computer 
programs, a representation of an IT resource relevant to management 
(managed object) necessitates a number of concepts: Firstly, an Informa-
tion Model is required, which provides a formalism on how managed ob-
jects as well as relationships between managed objects are described. 
However, a model is of less long-term value if management data is repre-
sented in different ways – varying across different vendors, technologies, 
and product offerings (Black 1992). In order to achieve uniformity in the 
exchange of management information, the information model needs there-
fore to be complemented with standardized managed object definitions. 
Usually, these definitions contain generic management information, e.g., 
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information that is common to a class of objects and not bound to a spe-
cific product. 

In recognition of these facts, a number of management standards have 
been devised in the last decade (see detailed description in Section 4). 
These standards have been adopted by the vast majority of product vendors 
and thus significantly contributed to integrated network management ef-
forts. However, they do not apply equally well to the area of service man-
agement (Sailer 2005). The reason for this is that the abstraction of a set of 
(physical) resources into a service needs to be described explicitly within 
the model. For instance, the knowledge that the connectivity of the Web 
Hosting service is dependent on the connection status of the switch and 
firewall components is vital to fault detection, but cannot be expressed 
with state-of-the-art information models. Specifically, current models do 
not reflect how resource information is linked to services. 
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Fig. 5. Modeling of a service attribute (example) 

To address these issues, we introduce aggregation methods into the service 
models. The goal is to augment current information models in order to 
support service characteristics. Fig. 5 shows a simplified UML class dia-
gram of the Web Hosting service, which illustrates the following aspects: 

Service-resource dependencies. The knowledge that a service depends 
on a set of resources is expressed by the depends on relation (left-hand 
side of the figure). Modern information models usually incorporate 
means to express that kind of relationships, be it through association 
classes or table structures. However, they do not reflect how the service 
depends on the associated resources in terms of linking resource to ser-
vice attributes. 
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Aggregation instructions. Linkage of resource to service information is 
done through aggregation instructions (right-hand side of the figure). 
Aggregation instructions describe how service attributes are computed 
from a number of resource attributes; they are realized by Service MIB 
methods and designed in a way that allows for easy mapping to SISL 
expressions (see Section 3.3.3). The example shows an aggregation of 
the Web Hosting service’s conn attribute from the swConn and fwConn
attributes.

3.3 Technical Service View  

To compose an integrated view of the services’ state, the data gathered 
from system, network and application management tools needs to be com-
bined in such a way that it reflects the service. Since the same data may be 
relevant to several services, a monitoring architecture needs to allow flexi-
ble configuration. This includes temporal parameters like different sam-
pling intervals for the same data but for different services. Another re-
quirement is the creation of data clusters, as monitoring different services 
may require data from intersecting sets of resources. Since new services 
may require new sources of data, monitoring must be easily extensible 
while retaining the same interfaces for configuration and data transport. 
Fig. 6 shows a layered architecture designed with the above requirements 
in mind (Danciu and Sailer 2005). The layers are arranged according to the 
process of refining monitoring data into service information. The lower 
layers are responsible to encapsulate a heterogeneous landscape of data 
sources, while the higher layers provide aggregated information to service 
management facilities. In the following, we describe the layers and com-
ponents of the architecture in detail. 

Resource layer and platform specific layer. The lowest (resource) layer 
contains the data sources to be monitored. As suggested in the resource 
cloud, the data sources do not only differ in their set of attributes, but 
may include completely different types of objects. The multitude of 
management tools in the platform specific layer include integrated solu-
tions, such as off-the-shelf management tools as well as scripts pro-
duced by in-house administrators. In any typical scenario, operators 
complement integrated solutions with their own tools. 

Platform independent layer. The first step towards a homogeneous ser-
vice view is an architectural layer that hides the diversity of tools in the 
platform specific layer. In practice, this layer will consist of configur-
able adapters that interface tools in the platform specific layer or (not 
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shown in the diagram) even query resources directly. The use of adapt-
ers allows the conversion of the monitoring data gathered into a com-
mon format, as well as the integration of heterogeneous data sources. 
The adapters acquire and retransmit data according to a configuration 
given to them via a uniform interface. Any new data source can be in-
cluded by providing an adapter and a platform specific component (e.g. 
a management facility provided by a product vendor). 
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Fig. 6. Monitoring architecture for service data composition 

Integration and configuration layer. Adapter configuration is performed 
centrally in the integration/configuration layer. This layer is dominated 
by two components whose functional scope includes configuration and 
data composition. Both access the unified interface provided by the plat-
form independent layer. The Adapter Configurator performs adapter 
setup in response to configuration requests. These requests originate at 
the RichEvent Composer in accordance with the requirements of a ser-
vice monitoring task. The specification of these tasks is formulated in 
the specification language outlined later in this section. 
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Application layer. After having been configured, the adapters relay data 
to the composer where it is aggregated into enriched events and made 
available to the management application. Though the architecture has 
been designed with service management in mind, it is suitable for policy 
based management approaches relying on rich event transport, as well 
as for Grid scenarios (Hollingsworth and Tierney 2003), where informa-
tion from a multitude of heterogeneous data sources must be aggregated. 

3.3.1 Bottom-up Information Refinement  

The process of information refinement (as shown in the right hand part of 
Fig. 6) starts at the platform specific layer. The data gathered from the re-
source layer comes in different formats (syntax, encoding, numeric preci-
sion etc) and is brought into a consistent form by the adapters in the plat-
form independent layer. This normalized data is presented to the 
integration/configuration layer (the integration characteristic of this layer 
is the one relevant to information refinement) where it is aggregated 
according to an a priori specified format. The resulting data records can be 
transported as events or made available for client-side polling.

3.3.2 Top-down Aggregation Configuration  

In contrast to the bottom-up data refinement process, configuration of the 
monitoring architecture components and specification of the data to be col-
lected and aggregated is done in a top-down manner. An administrator or a 
management application (in our case, the event correlation engine) specify 
(by means of a formal language) what kind of resource monitoring data 
has to be gathered and how it should be aggregated to form data records. 
Such data can be pushed to a management application as rich events or 
made available in other ways. When transmitted as rich events, the circum-
stances when an event is transmitted need to be formulated in a condition 
statement. These circumstances can be determined by a point in time, a 
number of collected samples, a sample value crossing a threshold, etc. 
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        <resources>
                <resource id="swConn">
                        <source> switch </source>
                        <sourceAttrib>connectivity </sourceAttrib>
                        <interval> 10 </interval>
                        <type> boolean </type>
                </resource>
                <resource>
                <resource id="fwConn">
                        <source> firewall </source>
                        <sourceAttrib>connectivity </sourceAttrib>
                        <interval> 10 </interval>
                        <type> boolean </type>
                </resource>
        <function id="swFwConn">
                        <resourceRef> swConn </resourceRef>
                        <resourceRef> fwConn </resourceRef>
                        <method> AND </method>
                        <parameters>
                        <type> boolean </type>
                </function>
        </resources>
        <notifications>
                <condition id="timeout">
                        timeout{600}
                ...
                </condition>
        </notifications>
</aggregation>

<aggregation id="webhostingConn">
        <description>...</description>

Fig. 7. Basic SISL example 

3.3.3 SISL – A Language for Service Information Specification  

The Service Information Specification Language (SISL) (Danciu and 
Sailer 2005) was devised to address the specification needs outlined above. 
It enables management applications to request aggregated information in a 
declarative manner, in that it allows combination of attribute sets with ag-
gregation rules for management information. With SISL, rich events can 
be specified according to the dependencies between service information 
items. In consequence, the data records made available are constructed to 
correspond directly to service attributes (cp. Section 3.2).  
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SISL is a declarative, XML-based language suited for guiding the informa-
tion refinement process described above. Language constructs can be cate-
gorized as follows: 

Declarations of data sources and their attributes. In SISL, data sources 
are represented as <resource> definitions. These definitions compri-
se the name of the data source (source) and the attributes to be moni-
tored (sourceAttrib), along with a monitoring interval (inter-
val) and the attributes’ data type (type).
Aggregation instructions. Basically, rich events are an aggregation of a 
number of (resource) attributes. Instructions on how this aggregation 
should be performed, are included in <function> definitions. Functi-
ons in that sense are made up of a number of references to resource att-
ributes (resourceRef) and operations (method) to combine these 
attributes. At present, SISL supports arithmetical, logical as well as rela-
tional operations.  
Conditions regarding emission of events. In some cases, management 
applications may only want to receive events when certain conditions 
are fulfilled (e.g., load above threshold). This requirement is met with 
the <notifications> concept in SISL. It allows to define con-
straints for conditionally triggering rich events based on relational 
(equals, greater-than) as well as temporal (timeout, counter) expres-
sions.
Declaration of the resulting data record format. In general, rich events 
hold a number of monitoring samples originating from various data 
sources. SISL allows for flexible configuration of the amount of sam-
ples to be included in an event (<declaration> element). 

Fig. 7 illustrates a basic example of SISL focused on the connectivity of 
the Web Hosting service described in Section 2. In the example, the moni-
tored service is deemed to have proper connectivity if all connectivity-
related resource attributes show supporting resources to function correctly. 
Correspondingly, the connectivity attributes of the firewall and switch 
component are included in the aggregation element. The resources are 
tested periodically (every 10 seconds) and an event is triggered in the case 
of failure (timeout).

4  Related Work

In this section, the state-of-the-art in the industry and academia with re-
spect to the challenges identified in our scenario (compare Section 2) is 
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juxtaposed to the ideas presented in this chapter. General overviews of 
management disciplines, SLA Management, and monitoring can be found 
in (Hegering et al. 1999; Lewis 1999).  

4.1 Event Correlation

As mentioned in Section 3.1, event correlation techniques have proven to 
be useful for fault management in the area of network and systems man-
agement. Some details are given for rule-based and case-based reasoning 
in the following as these techniques have been selected for the service 
event correlator design. Other techniques of interest include the codebook 
approach (Kliger et al. 1995; Yemini et al. 1996) and model-based reason-
ing (Jakobson and Weissman 1993).

In rule-based reasoning (RBR, Jakobson and Weissman 1993; Lewis 
1999) a set of rules is used to actually perform the correlation. The rules 
have the form “conclusion if condition”. The condition contains received 
events together with information about the state of the system, while the 
conclusion may consist of actions which lead to changes of the system and 
can be input to other rules.  

The rules in an RBR system are more or less human readable, so that 
their effect is supposed to be intuitive. Fast algorithms like the RETE algo-
rithm (Forgy 1982) exist to actually perform the correlation. In practice, 
the rule sets may become quite large which may lead to unintended rule in-
teractions and makes it difficult to maintain the system. In addition, the 
system fails if an unknown situation occurs which has not been covered by 
the rules so far.

In contrast to other techniques the case-based reasoning approach (CBR, 
Lewis 1993, 1999) needs no prior knowledge about the infrastructure. It 
contains a database of cases which have occurred before, together with the 
identified root causes. While the first root causes have to be identified by 
hand, an automated matching to prior cases is performed in later stages. 
Therefore, the learning ability of this approach is an important advantage 
of this approach, although the correlation to the case database is less effi-
cient than other techniques.

4.2 Information Modeling

In the following, several information models are discussed with respect to 
their suitability for modeling service management information. The Com-
mon Information Model (Distributed Management Task Force 2005) in-
troduced by the Distributed Management Task Force is an object-oriented 
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information model that aims at providing a common way to represent in-
formation about networks and systems as well as services. The CIM Core 
Model contains the specification of the class service, which acts as a su-
perclass from which specific service classes (e.g. print service) can be de-
rived. Additionally, dependencies between services and other CIM ele-
ments (e.g., ServiceAffectsElement) are expressed by association classes. 
However, only few service attributes have been defined so far for the basic 
service class as well as associations pertaining to that class.  

The Internet Information Model (IIM, McCloghrie et al. 1999) designed 
by the Internet Engineering Task Force revolves traditionally around the 
Simple Network Management Protocol (SNMP, Case et al. 1996). This is a 
read/write, state based protocol for altering variables in a management in-
formation base (MIB) and is used by the vast majority of commercial 
products. Unlike more elaborate information models, the IIM offers neither 
object-oriented modeling features, nor does it support modeling of services 
in an explicit manner. However, isolated attempts have been made to 
model single service classes (Hazewinkel et al. 1999).  

As part of the New Generation Operations Systems and Software 
(NGOSS) program the TeleManagement Forum released a Shared Infor-
mation/Data (SID) model (TeleManagementForum 2003). It employs an 
object-oriented modeling approach and constitutes a framework for defin-
ing service management information from a business-oriented point of 
view. The use of object-oriented design techniques places it in the main-
stream of modern design concepts, and allows for reuse of existing model-
ing tools. SID offers the most promising modeling framework, but is cur-
rently in an early development stage.  

4.3 Commercial Tools

Starting from its traditional network management solutions HP has started 
to address service monitoring with its product Service Navigator. This 
product allows a provider to see dependencies in the service provisioning 
in a graphical manner. In Microsoft Windows environments it is also pos-
sible to extract the dependencies automatically from the operating system. 
The Business Cockpit tool gives an overview of the current compliance to 
SLA guarantees, while the Event Correlation Services (ECS) tool offers an 
event correlation on the resource level.  

HP’s ECS is rule-based similar to other tools like IBM Tivoli’s Enter-
prise Console (TEC). Exemptions with respect to the correlation technol-
ogy are Smarts (codebook approach) and Aprisma’s SpectroRX (case-
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based). In general, the event correlation which can be found in the industry 
can be classified as resource-oriented in our terms (compare Netcool04).  

Mercury Interactive provides an application called dashboard which
gives an overview about the fulfillment of SLAs. In addition, Mercury has 
analyzed a set of application protocols like SAP communication in order to 
be able to install virtual customers. These virtual customers perform typi-
cal user interaction with the application server and therefore check its 
proper operation from an external perspective.  

In summary, the tool support is focused on specific aspects of service 
management without offering an integrated solution.  

5  Conclusion

As IT services become commodities, providers are faced with new, greater 
management challenges. Customer demands paired with the need for cost 
efficient operations impose requirements that service providers are com-
pelled to meet.  

Providers need to react quickly to customer service requests and fulfill 
Service Level Agreements. To achieve these business goals, they require a 
base of management tools that integrate the interaction with customers and 
the management of infrastructure at an operational level.

In this chapter, we presented an approach to correlation of customer no-
tices into statements regarding managed infrastructure entities. With the 
aid of service oriented event correlation techniques failure or degradation 
of services can be attributed to single infrastructure elements, thus speed-
ing the identification and resolution of service problems.  

To facilitate reasoning based on service events, a formal description of 
the services provided to customers is necessary. A suitable representation 
of services is provided by the Service Management Information Base (Ser-
vice MIB). Services are represented as aggregations of information per-
taining to infrastructure elements as well as information from (e.g. cus-
tomer) management databases.  

These higher-order management concepts must be projected onto a 
technical management layer. For this purpose, we have proposed a dy-
namically configurable monitoring architecture. The monitoring frame-
work employed is capable of providing monitoring data in accordance to 
specifications given in the Service Information Specification Language 
(SISL).

In this chapter, the presentation of concepts has been organized in a top-
down manner, initiated by customer actions. However, problems originate 
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with the infrastructure and may sometimes be more quickly detected on a 
technical, operational level – before the customer becomes aware of a 
problem at all. For this reason, future work will address the integration of 
service impact analysis and recovery (Hanemann et al. 2005) into the de-
veloped framework. Service impact analysis aims at determining the im-
pact of one or more resource failures onto the offered services and the cor-
responding customer SLAs. The analysis results serve as a decision aid to 
select suitable recovery measures.  
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1  The Road Towards IT Service Management 

Originally, research in the still comparatively young discipline of IT man-
agement revolved around solving the technical issues that are brought on 
by the complexity, heterogeneity and distribution of IT infrastructure com-
ponents in typical IT provider scenarios. Consequently, up to the mid-
1980s advancements have been mainly limited to the field of network and 
system management, addressing technical integration issues. While the re-
sulting management systems have grown significantly in complexity, the 
focus of IT management has until recently stayed on the technology-
oriented view of the IT organization (ITO). 

However, in practice there is often quite some disparity between the 
ITO-view on the health and performance of its infrastructure and the user’s 
view of the reliability and quality of the services offered by the ITO. Vari-
ous initiatives in Quality of Service (QoS) management have attempted 
bridging this gap, defining QoS-parameters in a service- or user-oriented 
manner and mapping these to the parameters of technical infrastructures. 
Even though in practice, especially in IP-networks, many issues remain to 
be addressed, research QoS-management has brought forward many suc-
cessful concepts for solving quality issues for standardized telecommuni-
cations services (e.g. telephony, video-conferencing). Most representative 
of these projects is probably Asynchronous Transfer Mode (ATM), a net-
work technology that enables for its network connections the guarantee of 
meeting target values of basic QoS-parameters (e.g. delay, jitter, through-
put) which can be mapped to user-oriented QoS (e.g. perceived voice qual-
ity, video quality). 

In corporate scenarios however, the focus is more on complex enter-
prise services (e.g. e-business portals, enterprise resource planning, cus-
tomer relationship management services), than on communication and 
multimedia services. For these services, performance is not as big an issue 
as availability (“Availability matters above everything else” (Lee and Ben-
Natan 2002)). Yet, for these services, the situation has not improved in an 
analogous manner. On the contrary, the decentralization of IT in the 1980s 
and 1990s, followed by the demands for integrating IT systems with those 
of other departments, customers and suppliers at the height of the e-
business phase in the late 1990s and early 2000s, has brought an unprece-
dented complexity and often unreliability to these services – which at the 
same time have become more and more business-critical. Due to the enor-
mous heterogeneity of the underlying software and hardware infrastruc-
ture, a comprehensive technological solution, based on standardized man-
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agement interfaces, to the problems of enterprise services, seems to be far 
off in the future. 

This situation is not unlike the one in the early days of Software Engi-
neering, when there was widespread dissatisfaction of customers with the 
often unsuccessful outcome of large software development projects. The 
answer of the Software Engineering concept was to not rely solely on sup-
plying the programmer with advanced languages and productivity tools, 
but to also adopt and adapt engineering and project management methods 
for managing large development projects. The current shift in IT Service 
Management (ITSM) is quite similar: Here it is mostly corporation’s dis-
content with their internal IT provisioning, concerning a perceived lack of 
alignment to business goals and unsatisfactory transparency of costs and 
results, that drives the rising interest in organizational ITSM aspects. 

The following section will further motivate the need of organizational 
IT service management. Section 3 presents a comprehensive taxonomy for 
standards and approaches in the area of IT service management together 
with an outline of the most common standards. Section 4 concludes with a 
short summary and an outlook on further research issues. 

2  Why Infrastructure Management Just Won’t Do 

The in current practice and theory undisputed key to better alignment be-
tween business needs and IT efforts is Service Level Management (SLM) - 
the conclusion and management of Service Level Agreements comprising 
guarantees of meaningful service levels. The following paragraphs will de-
fine important SLM terms and argue, based on an exemplary discussion of 
the QoS-parameter availability, why service level compliance necessitates 
the consideration of organizational management aspects. 

SLM tries to achieve more customer-oriented IT service provisioning 
through negotiating, concluding, then continuously monitoring and adapt-
ing Service Level Agreements between the IT organization and its custom-
ers (Hegering et al. 1999; CCTA 2000; Lewis 1999). A SLA specifies the 
conditions of how an IT service is to be provided. In corporate scenarios, 
this IT service is usually requested by the customer organization to support 
one or more of its business processes (see Fig. 1). The customer organiza-
tion is primarily interested in the performance of its business process, 
which is measured by Key Performance Indicators (KPI). KPI is a term 
used to describe key figures and ratios relevant to a business process - e.g. 
lead time (or cycle time), i.e. the average time needed to complete a proc-
ess instance, from its triggering event to conclusion. The IT organization's 
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focus is however usually not on the performance of its customer's business 
process, but on managing its own infrastructure through controlling the 
quality-relevant parameters of its infrastructure components, i.e. the Qual-
ity of Device (QoD) parameters (Dreo Rodosek 2002). 
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Fig. 1. Basic SLM concepts (based on Lewis 1999) 

It should be noted, that for every quality aspect there are usually two fun-
damental types of performance parameters, serving different purposes: 
real-time status parameters and parameters encapsulating longer-term 
characteristics. For example for the aspect availability, a parameter can re-
fer to the current operational status of a component (“up” or “down”), or 
to the likelihood of it being available over a prolonged time interval, i.e. to 
its reliability (e.g. measured in mean time between failures). In the context 
of Service Level Management, we usually refer to the latter time-
integrated parameters. 

A SLA contains a description of the service and a definition of its func-
tionality. Especially in corporate scenarios, where often many applications 
and IT systems have been custom-developed over the years by dedicated 
internal system development organizations, the basic functionality of a 
service is, most of the time, relatively easily agreed upon. At the core of a 
SLA however, and usually posing the harder problems, is the definition of 
non-functional quality goals or service levels (see also Brenner et al. 
2006). Even before agreeing on a quality goal for an IT service, it is first 
necessary to agree on how the quality of the service can be measured. This 
is the problem of defining and measuring QoS parameters: They should be 
meaningful for the performance of the customer's business process, i.e. 
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every QoS parameter should have influence on at least one KPI of a cus-
tomer’s business process, otherwise its usefulness is questionable. If on the 
other hand poor IT performance influences customer-KPIs detrimentally, 
then this should be traceable by a QoS parameter. 

Specifying QoS parameters in the conclusion of a SLA requires a fair 
amount of effort and willingness to compromise of both parties involved: 
Neither the mapping of customer KPIs to QoS parameters, mainly the re-
sponsibility of the customer, nor the mapping of QoS parameters to com-
ponent parameters, a task required by the IT provider, is trivial. When pa-
rameter definitions are agreed upon, service levels can be defined by 
marked ranges of QoS parameters (see again Fig. 1). For instance, a ser-
vice level “gold” might define the acceptable range of the QoS parameter 
availability “greater than or equal 99.9%”. 

Of all QoS parameters, availability is in practice (Lee and Ben-Natan 
2002) and principle (an unavailable service cannot be attributed any other 
quality) the most fundamental and important one for enterprise services. 
For an IT organization to guarantee service levels, especially if the SLA 
specifies penalties for noncompliance, it must be able to predict what ser-
vice levels are achievable at what cost with reasonable precision. Tradi-
tionally, IT organizations have focused on improving availability through 
adapting their technical infrastructure, e.g. by using more reliable compo-
nents or building more fault-tolerant systems e.g. using automatic failover 
mechanisms. 

Consequently, predicting achievable service levels means mapping QoD 
parameters to QoS parameters, a task for which e.g. automation through 
the use of a quality management application integrated into a service man-
agement platform has been proposed (Dreo Rodosek 2002). 

Management of just technical aspects, as might be suggested by Fig. 1, 
is not sufficient for guaranteeing availability-related service levels though. 
Contributing to the calculation of overall service availability are not only 
technical factors, but also organizational conditions - we will see that the 
picture of service level management in Fig. 1 is still missing an essential 
part.

The common definition of availability is based on the two fundamental 
parameters mean time between failures (MTBF) and mean time to repair
(MTTR). Assuming continuous service time (i.e. no scheduled downtime) 
and MTBF being large compared to MTTR one comes to the familiar for-
mula (see e.g. OSI 1997): 

MTBF
MTTRMTBFtyavailabili

(1)
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For underlining the fact that MTBF and MTTR contribute to availability in 
equal measure, this can also be expressed as: 

MTBF
MTTRtyavailabili 1

(2)

For instance, halving MTTR will improve overall availability to the same 
extent as doubling MTBF. A prediction of achievable availability targets 
and the costs involved in achieving them, necessary for negotiating SLAs, 
must therefore take both parameters into account. Even though mainly in-
fluenced by infrastructure improvements, technical measures are often not 
the most efficient way (Scott 1999) to improve MTBF. But it is MTTR 
that is almost exclusively dependent on non-technical factors. 

Fig. 2 illustrates the parameters that time to repair (or downtime) is 
composed of: The detection time, i.e. the time until a service failure (or 
service incident) is registered, might be shortened by technical measures 
like the use of monitoring tools (although in practice many incidents are 
still first reported by users to the service desk). 

The activities for incident resolution, however, to the largest part in-
volve human intervention and their durations are dependent on the effec-
tiveness of the collaboration of the IT support staff. 

This means for achieving service level compliance, it is essential to 
manage these collaborative activities, i.e. the IT service management proc-
esses. The (averaged) parameters contributing to downtime, like response 
time, repair time, etc., are essential for the calculation of achievable avail-
ability-related service levels. 
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Fig. 2. Time parameters influencing availability 
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They constitute some of the central ITSM-KPIs of the IT organization’s 
processes, which (expanding on the concepts depicted in Fig. 1) we must 
include into the scope of service level management, as illustrated in Fig. 3. 

Efficient achievement of availability-related service levels cannot be 
done without organizational IT service management, nevertheless organ-
izational ITSM does not supplant technological service management, 
rather complements it. For instance, when deciding how to cost-effectively 
improve availability, organizational and technological measures must be 
weighed against one another. 
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Fig. 3. Mapping of ITSM KPIs to QoS Parameters 

IT service management must hence be based upon two pillars of equal im-
portance: a technological approach - and an organizational approach, based 
on principles of Business Process Management (BPM). So BPM, a con-
cept which has thrived since the late 1980s thanks to advancements in in-
formation technology, now is being applied to IT itself. 

The adoption of several BPM or TQM (Total Quality Management) re-
lated concepts, often in an adapted form, has been proposed for IT service 
management. Also new, specialized frameworks and collections of know-
ledge have been developed. Combined with the existing and continuously 
evolving standards for infrastructure-oriented IT management, this results 
in a large, hard-to-overview number of approaches and methods related to 
IT service management. The following section therefore will give an over-
view of the most common standards related IT service management and, 
while many standards address several aspects of ITSM, provide a simple 
taxonomy for classifying them by their main focus.  
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3  Survey of ITSM-related Standards and Methods 

Of the many methods and standard references in works on IT service man-
agement, some address mainly technical issues, others put more weight on 
organizational aspects. But this is not the only fundamental distinguishing 
characteristic: All methods implicitly or explicitly address some phase in 
the life cycle of a management solution in more detail than the other ones. 

This section will introduce a simple, generic life cycle model of man-
agement solutions and place existing methods and standards into a taxon-
omy based on the defined life cycle phases and their technical or organiza-
tional orientation. Most methods either do declare their relative position to 
only a few selected other approaches or, more often than not, not for any. 
When performed, the alignment is often done rather informally (eTOM 
2004b).

So while it might be difficult to exactly pinpoint the position of ap-
proaches in this taxonomy, even the approximate placement yields a much 
clearer and concise overview on the fundamental differences between the 
variety of methods in their overall orientation. Similar approaches to or-
ganize the quagmire of frameworks are for instance used in (Sheard 2001). 

The need to address the distinct phases of a continuous improvement 
life cycle in process management is undisputed. The same continuous im-
provement concept can in principle also be applied to technical manage-
ment - even though little guidance exists on this subject matter which is 
usually left to the operations team to decide on. 

There is a multitude of models for phases of process management, 
which are usually arranged in a continuous improvement wheel or a life 
cycle (see e.g. Neumann et al. 2003; Borghoff and Schlichter 2000; CCTA 
2000). Most specify between four and six phases, but many more could 
theoretically be identified, since the focus of the models varies considera-
bly: One phase in a specific model might map to two or more phases in 
another cycle, or not be present at all. For instance, the Deming Wheel 
(CCTA 2000) does not explicitly include process execution. 

A simplified, generic model limited to three basic life cycle phases is 
depicted in Fig. 4. 

During the Design phase an aspect of the management solution (e.g. 
process definition, traffic shaping policies, event correlation rules) is speci-
fied, if necessary implemented (not represented in this model by a dedi-
cated phase) and then carried out in the Execution phase. During process 
execution, relevant performance parameters are monitored and subse-
quently combined and summarized into performance indicators, represent-
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ing the quality of the management solution (e.g. process cycle time, aggre-
gate traffic throughput, success rate of event correlation). 
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Fig. 4. Generic management solution cycle 

These are then the basis of Analysis. Results of the analysis, e.g. evaluation 
to what extend the last change in management solution definition has been 
beneficial for the effectiveness and efficiency of the overall management 
effort are then, possibly together with changes in external factors, the basis 
for adjusting the solution design. 

The basic classification scheme for ITSM-related methods and standards 
depicted in Fig. 5 shows how some of the methods most often quoted in 
the context of IT service management relate to one another in terms of 
their main guidance focus. 

technological

Aspect

organzational

MNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMM

Design
planning

Execution
real-time control

Analysis
of-line control

technological

Aspect

organzational

MNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMMMNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMM

Design
planning

Execution
real-time control

Analysis
of-line control

Design
planning

Execution
real-time control

Analysis
of-line control

technological

Aspect

organzational

MNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMM

Design
planning

Execution
real-time control

Analysis
of-line control

technological

Aspect

organzational

MNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMMMNM
Service
Model

ARIS

UML

BPMN

Internet-Management

OSI-Management

MOF
eTOM/NGOSS

QoS-
Management

Six Sigma

ISO 20000
ITIL

CobiT
IT-BSC

eSCM

IST-CMM

Design
planning

Execution
real-time control

Analysis
of-line control

Design
planning

Execution
real-time control

Analysis
of-line control

Fig. 5. Main focus points of ITSM-related standards 

The lower an approach is positioned, the more technological its orienta-
tion, the more it is concerned with managing IT infrastructure by technical 
means. Accordingly a higher position indicates a more organizational ap-
proach to IT management. 
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Life cycle phases are shown in Fig.5 as differently colored, partly overlap-
ping areas. Most of methods putting most weight on Design give guidance 
on how to model solutions, e.g. specify modeling notations and rules. Also 
abstract design guidance, like collections of generic BPM principles might 
be located here. The main addressee of these methods is the designer of a 
management solution, albeit in many circumstances the design will be 
partly or completely done by the same personal that later has to use or exe-
cute the solution. 

Approaches concentrating on Execution mostly give relatively specific 
guidance on what is to be done during the day-to-day management oper-
tions. This guidance predetermines a lot of design choices, e.g. by provid-
ing frameworks, templates, protocol definitions etc. Guidance in this field 
could in principle be to a large part described using the standards located 
in the Design area, though in practice this is unfortunately seldom done. 

Methods for Analysis are concerned mostly getting an aggregate, com-
prehensive view of the state of management operations, evaluating the per-
formance of the management solution itself and thus laying the basis for 
future improvements. 

The remainder of this section will give an outline of the methods and 
approaches depicted in Fig. 5 and motivate their position in the taxonomy 
proposed above. 

ARIS (Scheer 1997) is a semi-formal technique and toolset for modeling 
business processes. In the context of ITSM, ARIS can be used for the de-
sign of management processes. ARIS uses various model types, most no-
tably Event-driven Process Chains (EPC), to describe processes. Even 
though ARIS models can be used as a basis for technical designs, it clearly 
focuses on organizational aspects. We therefore position this approach in 
the upper left corner of our classification scheme. 

Recently, the Object Management Group (OMG) released the final 
adopted specification of Business Process Modeling Notation (BPMN)
(BPMN 2006). The aim of BPMN is to provide means to comprehensively 
specify business processes using a graphical notation. OMG also provides 
a standard mapping of BPMN to BPEL (Business Process Execution Lan-
guage). BPMN is able to display organizational boundaries as well as fine 
grained process activities thus integrating organizational as well as techno-
logical aspects. The notation is used for the design of business processes. 
Accordingly, BPMN is displayed in the middle of the design area to indi-
cate its integrating approach. 

The Unified Modeling Language UML (Rumbaugh et al. 1998) has been 
developed to offer multiple means to support the technical design of appli-
cations. Organizational aspects are somewhat reflected in use case dia-
grams, but the main focus of UML lies on technical design of object ori-
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ented models. As a modeling technique UML obviously is suitable for the 
design of technical management processes as well as applications. As the 
modeling focus is rather technological than organizational driven, UML is 
positioned in the lower part of design area in our scheme. 

The MNM-Service-Model (Garschhammer et al. 2002) was developed to 
clearly depict the differences between service provisioning and service 
management and to delimit responsibilities in provider chains. The model 
may be used to analyze the design of a service (chain) in its operation. The 
model therefore is positioned in the overlapping area between design and 
execution phase in our model. As the model integrates technical as well as 
organizational aspects it is positioned right in the middle of our scheme to 
indicate its integrating focus. 

Concepts of OSI Management (OSI 1992) are often referenced in the 
area of management. Implementations of the OSI Management Standards 
however have never been widespread, despite their generally excellent 
conceptual quality. The standards give design as well as implementation 
guidelines and therefore could be used in the design as well as in the exe-
cution phase of our life cycle. OSI Management is based on “classical” de-
vice and component management. Even though its concepts may be used 
to describe more organizational focused concepts we position OSI Man-
agement in its original sense as a technical approach to service manage-
ment.

Of all the standardization efforts for IT Service Management, the IT
Infrastructure Library (ITIL) (Rudd 2004) has recently enjoyed the biggest 
popularity in Europe and is - at least there - now indeed a de-facto stan-
dard. The release of ISO 20000 (ISO 2005), which is based on the ITIL-
aligned BS15000 by the British Standards Institution (BSI) (Dugmore 
2004), will probably bring even wider adoption of ITIL in the industry. 

ITIL’s focus is on coordinating the collaboration of IT personnel on not 
completely pre-determinable tasks. ITIL therefore gives primarily guidance 
on processes for planning, supporting and controlling operational activities 
and infrastructure changes. Even though the processes outlined in ITIL 
need to be adapted to be applied in real world scenarios, it gives rather 
comprehensive guidance on objectives, activities and artifacts. While by 
supplying basic Key Performance Indicators (KPI) for every process it 
also provides some controlling advice, and also includes a brief introduc-
tion to modeling, these areas are clearly not its main focus. Accordingly 
we position ITIL as framework to support IT service management proc-
esses in their execution phase, though rather on the right rim as it stresses 
the need for continuous improvement through process analysis. While 
some basic technical aspects of supporting management systems are dis-
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cussed, the core of ITIL is its technology-agnostic business process guid-
ance, thus warranting its organizationally oriented position. 

ISO 20000 (see ISO 2005) enables the certification of IT organizations 
(similar to ISO 9000). While the purpose of ISO 20000 is evaluating ITIL-
aligned management solutions, its auditing is based on a different kind of 
analysis than the one described for the Analysis life cycle phase discussed 
above. An ISO 20000 audit verifies that all necessary prerequisites for 
quality-oriented IT service management, like well defined and documented 
procedures and responsibilities, are in place. ISO 20000 stresses the need 
for process analysis and prominently features the Deming cycle. However, 
in an audit, rather than evaluating actual KPI values and triggering a 
continuous improvement cycle, the continuous improvement process itself 
is evaluated. Since it is stressing continuous improvement and Service 
Level Management, i.e. alignment to customer (business) needs, it is 
therefore placed slightly higher and more into the Analysis area than ITIL. 

Microsoft Operations Framework (MOF) (MOF 2004) is based on ITIL, 
but is not committed to being technology-independent. MOF extends the 
ITIL process framework in its Process Model mainly by technology-
specific operations processes. It also adds a Risk Discipline and a Team
Model. MOF is rather well documented and for many processes contains 
somewhat more detailed process definitions than ITIL. It also proclaims it-
self to contain “prescriptive guidance”, rather than ITIL’s “descriptive 
guidance”, thus putting less weight on adaption and continuous improve-
ment of the management solution (albeit it stresses the continuous im-
provement of the service solution). Consequently it is linked to the execu-
tion phase of our life cycle. As it is somewhat more technology oriented 
than ITIL, MOF is positioned slightly lower in the center of the Execution
area.

The enhanced Telecom Operations Map (eTOM) (eTOM 2004a) defines 
all process elements necessary for service provisioning, for each of which 
however it describes only the “what”, not the “how”. Thus, it does (at least 
yet) not provide ready-made internal or cross organizational workflows or 
interfaces. But the eTOM can lend a common structure to organization-
specific workflows, significantly facilitate communications with customers 
and suppliers, and provide a basis for process automation efforts like the 
NGOSS initiative (NGOSS 2004), of which the eTOM forms an integral 
part. We see the NGOSS/eTOM approach supporting the (automated) exe-
cution of service management and provisioning processes and position 
these in the center of the Execution area. 

Together with SNMP (simple network management protocol) Internet-
Management (Case et al. 1990) became widespread in the area of systems 
management. The approach of Internet Management is to keep things as 
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simple as possible. The approach could be seen as adapted but light weight 
OSI Management with the prominent SNMP as the main but only contribu-
tion. Internet Management is clearly an approach to handle systems in op-
eration and is therefore positioned at the bottom of the Execution area. 

Six Sigma (Pande and Holpp 2001) is an approach in the (total) quality 
management domain. It was developed to analyze existing and already im-
plemented processes in order to define corresponding KPIs to build the ba-
sis for an impartial process analysis. Its major objective is to distinctively 
document every step of this analysis to ensure sound and unquestionable 
results. As this approach provides an assessment of the quality of existing 
processes it is positioned in the upper segment of our scheme, indication 
its relation to organizational aspects. Six Sigma is shown in the overlap-
ping area of Execution and Analysis to reflect its design to analyze imple-
mented processes. 

QoS Management as shown in our scheme is to understand as a concept 
with no corresponding standards. We see this concept as management 
strictly aligned to ensure the required quality of a technical service with 
QoS parameters bound to the quality of devices. As described in (Dreo 
Rodosek 2002) this approach spans the execution and the analysis phase of 
a service and its management solution. QoS Management is conducted on 
a very technical basis, the devices, but is aiming on more organizationally 
related optimization. Accordingly, QoS Management is positioned in the 
lower third of the overlapping between the Execution and the Analysis area 
of our scheme.

The objective of CobIT (see CobIT 2005) is to enforce IT governance. 
The framework provides means to ensure the alignment of IT and core 
business processes. It mainly focuses on analyzing existing IT processes 
and gathering information about their alignment to business objectives. 
Thus, it is more concerned with organizational than technical aspects. As it 
analyzes established processes in operation we position it in the upper 
segment of the Analysis area, in the vicinity of the Execution area to reflect 
this close relation.

The management concept Balanced Score Card (BSC) can be adapted 
to IT as well to build an IT-BSC (von Grembergen 2000). This approach 
uses a performance measurement system integrating various aspects of 
processes from costs to customer satisfaction. Measures are bound among 
each user to reflect complex relationships between performance indicators 
in an enterprise. The IT-BSC is a comprehensive method to analyze in de-
tail how business objectives are reflected in processes. As the IT-BSC only 
is a special form of the enclosing management concept Balanced Score 
Card it is positioned in our scheme as a high level analyzing technique. 
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An approach to assess a provider’s capabilities to provide IT service and to 
show rooms for improvement is the IT Services Capability Maturity Model
ITS-CMM (Clerc et al. 2004). Maturity is measured on a five level scale 
(note that unlike CMMI, ITS-CMM does as yet not support the continuous 
capability level representation). Each level represents a set of standard 
processes an enterprise has to implement to achieve this level. As the lev-
els are clearly defined, it is obvious which processes have to be imple-
mented next to reach a higher level. Thus, ITS-CMM provides assessment 
and guidance for improvement as well. As these guidelines are a direct 
outcome of the levels defined we see ITS-CMM as an analyzing technique 
concerned with processes. It is therefore positioned right in the middle of 
the Analysis area indicating that it is neither strictly technically nor strictly 
organizationally oriented. 

The scheme we present here and the positioning of each standard is con-
sciously fuzzy to ease its understanding and given a comprehensive over-
view. As can easily be seen, there is no standard spanning all life cycle 
phases but there are some approaches integrating organizational aspects as 
well as technological ones. Most standards focus on the execution phase of 
the life cycle and there are surprisingly few methods usable in the design 
phase.

One research issue therefore is the integration of different approaches to 
build up a chain of methodologies deployable over the whole life cycle 
without the need to use different models or description techniques in each 
life cycle phase. This integration could be driven by providing tools to 
support design and analysis for execution centric approaches like ITIL, 
eTOM or MOF. The issue is already covered in some approaches eTOM, 
for example, offers an addendum describing its relation to ITIL, but most 
approaches do not discuss this mapping issue at all. Another development 
will possibly be the extension of design techniques to deliver fine grained 
refinements which could be used straight forward to implement the execu-
tion phase. Summed up, the continuous improvement cycle deployed to 
service management poses a load of new research issues mainly resulting 
from the need for integration of many aspects mostly very different in their 
kind.

4  Conclusion 

Management of IT systems and infrastructures faces a shift towards organ-
izational management as technical potentials are fairly utilized. Conse-
quently, standards for IT service management available today cover organ-



When Infrastructure Management Just Won’t Do      145 

izational as well as technical aspects. As the idea of continuous improve-
ment gains increasing importance in IT service management, solutions and 
the standards they are based on have to be seen in close relation to the 
whole improvement life cycle.  

The presented taxonomy classifies existing standards and approaches in 
the area of IT service management relying on two fundamental characteris-
tics: the life cycle phase an approach addresses primarily, and whether it is 
more technically or organizationally focused. We use this taxonomy to il-
lustrate the relations between the various standards. 

Our survey showed a variety of standards deployable in specific seg-
ments of our taxonomy. However integral approaches (e.g. that cover the 
whole life cycle) are still missing. Further research will therefore focus on 
the integration of existing approaches to build a life cycle and aspect 
(technological or organizational) spanning set of standards and related 
tools.
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1  Introduction 

While network and system management have a long research tradition 
(Sloman 1994; Hegering et al. 1999) and are well reflected in the industry 
(Hewlett-Packard 2006; IBM 2006; BMC 2006; Computer Associates 
2006), the advent of Service-Oriented Architectures (SOA) (Birman and 
Ritsko 2005) led to a significant paradigm shift from classical device-
oriented IT-management to a more service-oriented approach. The reasons 
for this shift are manifold and are discussed in more detail in an accompa-
nying paper (Brenner et al. 2006): it is first a consequence of the liberaliza-
tion efforts witnessed in telecommunication markets and the technical 
convergence of computer networks and telecommunication systems (see 
e.g., Kaaranen et al. 2001; Kyun Kim and Prasad 2006). Second, the con-
stantly growing specialization of today’s enterprises is leading to dynamic 
collaboration patterns of inherently competitive organizations. For these 
collaborations to succeed, however, it is no more sufficient to provide a 
dependable infrastructure. Instead, members increasingly depend on guar-
antees regarding the qualities of the services they are relying on. Third, 
globalization effects require enterprises to permanently “re-adjust” them-
selves to their core competencies, as the ongoing discussions on business 
process re-engineering and process optimization show. Consequently, we 
are observing increasing efforts in outsourcing complete (or parts of) IT 
processes (Beaumont and Khan 2005) pushing the need of adequate cus-
tomer service management concepts to the fore (Langer 2001; Nerb 2001).  

As has been shown in (Dreo Rodosek 2002), IT service management ex-
tends the traditional device management in several aspects. Device-
oriented management focuses on the management of individual resources 
(e.g., network devices, end systems or applications), service management 
emphasizes on IT services such as Web services, Email services or Grid 
services instead. Consequently, device-oriented management answers 
questions of availability and reliability of single devices or of server load 
balancing. IT-service management, however, addresses issues of managing 
resources with respect to the delivered services according to management 
policies and Service Level Agreements (SLA) between the involved par-
ties.

The emphasis is thus on the detection of dependencies between services 
(see Fig. 1), on the adequate treatment of service quality issues, on the ad-
aptation of IT infrastructures, on the federation of services, on service de-
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ployment, on the virtualization of services, and on the dynamic and dis-
tributed service provisioning 1.

Subservice 1 Subservice 2

Resources

Service

Provider Customer

SLA

Domain A

Subservice 1 Subservice 2

Resources

Service

Provider Customer

SLA

Domain A

Fig. 1. Service dependencies 

Whereas device-oriented management is driven almost exclusively by a 
provider’s objectives, service management strengthens the customer’s role. 
For example, the notion of quality in device-oriented management scenar-
ios is provider-centric as it refers to the utilization of resources by observ-
ing Management Information Base (MIB) variables (e.g., CPU load, stor-
age utilization, software versions) of a particular device or component. The 
Quality-of-Service (QoS) level, however, is individually negotiated bet-
ween a provider and her customers and is manifested in SLAs. 

Service management within a single domain or organization is difficult 
enough; service management across organizational boundaries complicates 
the discussion further. Providers may genuinely cooperate or they may 
compete. In competing cases, providers may offer equivalent or similar 
services, calling for a notion of service similarity and for adequate metrics 
to decide which one to select. There may be varying understandings of 
service attributes, QoS-parameters, usage metering, or dependability char-
acteristics between different Service Providers, requiring a semantically 
sound treatment of service descriptions. Successful service provisioning 
(i.e., realizing a service upon a given infrastructure (Dreo Rodosek 2002)) 

                                                     
1 Note the n:m relationships between services, resources, and providers: one ser-

vice may be provisioned upon several resources and one resource may contrib-
ute to several services. One service may be provided by several providers while 
one provider may offer several services. 
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requires adherence to both local and global policies which, however, may 
change over time. Mechanisms to detect these changes and to resolve po-
tential conflicts with existing contracts and obligations are mandatory. 

IT-management has traditionally been discussed from a functional point 
of view following the FCAPS dimensions (fault management, configura-
tion management, accounting management, performance management, se-
curity management), or resource-wise (network management, systems 
management, database management, etc.), or sometimes vendor-related 
(HP Openview, IBM Tivoli, Oracle database systems, etc.). Standards for 
management (SNMP, CIM, etc.) as well as frameworks (policy-based 
management systems, event correlation systems, etc.) have evolved in a 
similar manner. Despite all the standards and frameworks in place, how-
ever, IT management is still a complex problem. Part of the reason is that 
the standards and frameworks were developed either to address a subset of 
management functionality/resources or were targeted at early-stage-
technologies. Additionally, systems and application developers used to 
think of manageability as a secondary aspect - next to core functionality. 
Although adequate standards for IT service management are just evolving 
from traditional management concepts, most of them are still in their in-
fancy. For example, service instrumentation technologies offered today, 
are still on a very basic level and the management view remains incom-
plete. It lacks critical information on the state of services while they are 
executing and on the messages that are travelling between various end-
points.

To overcome these difficulties a Web Services based approach to ser-
vice management seems promising. One reason is that existing manage-
ment standards (such as SNMP, CIM) are too low level to allow flexible, 
coordinated interaction patterns for the management of inter-organizational 
services. Such flexibility, however, is required for service partners to inter-
face with management applications for, e.g., inter-organizational resource 
monitoring in Grids, identity management in federated environments, or 
the formation of groups of collaborating resources across organizations. 
Although there exists a variety of distributed software platforms that could 
be useful to implement management applications, Web services technolo-
gies are maturing as the likely future platform for management services, 
for the same reason that other distributed applications use Web services to 
achieve platform independence and interoperability by exposing interfaces 
and hide implementations (OASIS 2005). 

The intention of this paper is not to provide a comprehensive tutorial on 
multi-institutional IT service management. Instead, we want to exempla-
rily explore some of the challenges associated with this topic in more de-
tail: the monitoring of resources across organizational boundaries, the co-
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operative management of identities in federated environments, and the 
management of Virtual Organizations in Grids. 

The remainder of the paper is structured as follows: section 2 introduces 
a scenario of dynamic Grids dedicated to crisis and disaster management. 
This scenario will serve as a reference model for subsequent sections as it 
exemplifies typical issues in service management across organizational 
boundaries. Section 3 addresses issues of orchestrating, monitoring and 
provisioning of services by closer looking at Federated Identity Manage-
ment, Grid monitoring, and management aspects of Virtual Organizations 
in Grids. Section 4 discusses a proposal for a management framework 
based on Web Services technologies. Finally, section 5 shortly summarizes 
this paper. 

2  The EmerGrid Scenario 

To further outline the complexity of IT service management across organ-
izational boundaries and to provide a reference example for subsequent 
discussions, we introduce the scenario of a fictitious Grid-based Emer-
gency handling and crisis management (EmerGrid). We first give a very 
short introduction to Virtual Organizations in Grids. We then describe the 
scenario in more detail and discuss some of the implications for inter-
organizational IT service management. 

2.1 Virtual Organizations in Grids 

Grid computing is an emerging computing paradigm which addresses the 
problem of coordinated resource sharing and problem solving in dynamic, 
multi-institutional Virtual Organizations (Foster et al. 2001). Technically, 
Grids provide an infrastructure for e.g., high performance computing and 
massive data handling by connecting a variety of heterogeneous resources 
(such as computing elements or storage elements) via high bandwidth net-
works. Although these resources are ‘owned’ by autonomous organiza-
tions, they may be ‘delegated’ by their owners to several, even overlap-
ping, Virtual Organizations (VO) according to various policies (see Fig. 2). 

Such an ownership/delegation pattern does not only cause unprece-
dented technical problems, as the literature on Grid Computing shows 
(Foster and Kesselman 2004), it also implies non-trivial organizational 
challenges. In order to solve these, Grids separate the traditionally fixed 
connections between resources and services and between services and Ser-
vice Providers. Core concepts Grids strictly adhere to are thus ‘virtualiza-
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tion’, ‘orchestration’, and ‘federation’. The creation of VOs, e.g., requires 
a homogenized view (i.e., virtualization) on heterogeneous resources, their 
coordination (i.e., orchestration) into objective-driven workflows, and the 
cooperation (i.e., federation) of the respective Service Providers for the du-
ration of a VO. 

Physical Organization

Virtual 
Organization

Virtual 
Organization

Virtual
Organization

Physical Organization
Physical Organization

Physical OrganizationPhysical Organization

Virtual 
Organization

Virtual 
Organization
Virtual 
Organization

Virtual
Organization

Virtual
Organization

Physical Organization
Physical Organization

Physical Organization

Fig. 2. VO concept 

It should be noted, though, that resources are not limited to physical ones 
(e.g., Storage Area Networks), they may also include logical ones (e.g., 
simulations packages), and even human ones (e.g., especially skilled per-
sonnel).

Service management relates to VOs in two ways: service management 
within organizations in order to support multiple VOs, and service man-
agement within an already established VO to provide correct services to its 
members. In both cases, although at different levels, service management 
not only has to enforce a set of policies as far as group membership, re-
source access, accounting, etc. are concerned, it will also be more and 
more decentralized and subject to virtualization efforts. 

2.2 Scenario Description 

EmerGrid (see Fig. 3) describes an as yet fictive crisis management sce-
nario addressing the correct and effective management of diverse crisis 
and disaster situations. EmerGrid has been inspired by the FireGrid sce-
nario Berry et al. 2005), the Next Generation Grid Disaster scenario 
(NGG2 2004), and by the health care scenario described in (Hegering et al. 
2003).
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Fig. 3. EmerGrid (adopted from (Berry et al. 2005)) 

A critical analysis of disasters such as the World Trade Centre collapse, 
the fires at the Mont Blanc tunnel, the Christmas Tsunami wave, the New 
Orleans Katrina flood, mass panic situations, or disastrous traffic accidents 
have revealed many mistaken decisions which have been attributed to a 
lack of information about the conditions within a fire or a flood and the 
imminent real world effects of the phenomenon. Grids offer a promising 
opportunity to significantly improve controlled interventions in such 
emergency cases by synchronizing on-the-spot data (typically read from 
sensors) with data base contents and high performance computing facilities 
for, e.g., simulating the behaviour of tunnel constructions under sudden 
exposure to explosives with their (sometimes unknown) chemical profiles 
(Berry et al. 2005). 

In case of emergent crisis events 2 the crisis response teams will sponta-
neously form a Virtual Organization within EmerGrid (EmerGrid-VO), ei-
ther instigated by a distinguished principal or automatically. Unfortu-
nately, however, it is a priori not known which Service Providers, resource 
owners, users, and administrators need to contribute to an EmerGrid-VO. 
Consequently, there may be several Service Providers who are able to of-

                                                     
2 or planned training manoeuvres 
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fer the required services in principal, others only under constraints, and 
again others completely unconditioned since they may be legally obliged 
to participate in EmerGrid. Discovering providers, selecting an optimal 
package from available, often similar, service offers, and negotiating ade-
quate SLAs is a crucial issue for EmerGrid. As the service landscape may 
change over time, EmerGrid has to ensure any provider’s commitment to – 
in the extreme case – long-lasting stable engagements. Should, however, 
the quality of a set of services or their providers’ reputation change over 
time, EmerGrid-VOs need to be re-configured on-the-fly replacing poorly 
performing services, dropping contract breaking Service Providers, and 
accommodating to new requirements reflecting situational changes within 
the crisis event.

Whenever members of an EmerGrid-VO interact with each other (en-
dogenous interactions) or interact with entities external to the VO (exoge-
nous interactions), issues of trust and reputation become evident. Not only 
is it necessary to both establish and monitor schemes of user authorization 
and authentication during the whole lifetime of an EmerGrid-VO, the 
choice of Service Providers to whom tasks may be assigned to, needs to be 
re-assured permanently as well. EmerGrid therefore incorporates a trust 
monitoring component that will gather information from several reputation 
sources in order to establish a meaningful trust assertion for a given set of 
Service Providers. A provider’s reputation level may be obtained either di-
rectly from known trusted evaluations in the past, from reputation brokers, 
from generally accepted escrow holders, or from genuinely trustable gov-
ernmental authorities.  

Assume now that a critical service in EmerGrid apparently fails. In this 
case a typical management task will be to track down the root causes to the 
erroneous resources via the service chains involved (Hanemann et al. 
2005). For EmerGrid’s survivability (Rowanhill 2004) it is essential that 
this analysis is eventually assisted by appropriate tools and that adequate 
counter measures are initiated quickly. 

2.3 Multi-Institutional Service Management 

Analyzing the EmerGrid scenario reveals some basic characteristics of 
multi-organizational services that make them especially challenging to 
manage. Per constructionem, EmerGrid services belonging to different 
domains, need to cooperate. A good portion of the EmerGrid management 
challenges stems from the many different view points. For instance, a local 
IT manager would be interested in managing the services in her domain. 
Her vantage point is thus the services on “her machines”. Another perspec-
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tive is that of the process manager in EmerGrid who is interested in a suc-
cessful orchestration of adequate (sub-) services to drive the rescue process 
to completion. This will involve workflows across management domains, 
maybe across enterprises, or possibly across organizations not even in-
volved in EmerGrid. A business manager, though, may be interested in the 
service agreements and the penalties possibly due when her local business 
processes experience unannounced suspensions in case of EmerGrid prior-
ity interrupts. 

A critical challenge in EmerGrid is the strong push to have all relevant 
services discoverable, either at design time or at run time. Technically, 
EmerGrid’s service endpoints 3 must be discovered at run time, but the dis-
covery mechanism is not limited to a single domain anymore. As the re-
sources and services may be unknown in sudden events, EmerGrid may 
contain a resource broker and appropriate directory services which have to 
ensure that provided services are protected with the correct type of security 
capsules. Authorization and authentication of users seems trivial and is in 
principle well-understood in single domains. Multiple domains and aiming 
at a Single Sign On (SSO) functionality, however, pose the necessity to 
deploy concepts of Federated Identity Management (FIM) and Trust Man-
agement (see section 3.1). Determining who is making use of which pro-
vided services when, in which context, and how the services are perform-
ing in a wider sense is the task of service monitoring (see section 3.2). 
Setting up the organizational context in such a way that the required ser-
vices are provisionable and manageable while at the same time obeying 
policies and sticking to enforceable service agreements is guided by the 
management of an organization’s life cycle. In section 3.3 we will investi-
gate this issue in a bit more detail for dynamic VOs in Grids. 

3  Orchestration, Monitoring, and Provisioning 
 of Services 

3.1 Identity Management in Federated Environments 

An essential part of service provisioning across organizational boundaries 
is the setup, configuration, maintenance and deletion of user accounts in 
the general context of Identity & Access Management (I&AM) (for this 
section we mainly follow (Hommel and Reiser 2005; Hommel 2005, 
                                                     
3 An endpoint indicates a specific location for accessing a service using a specific 

protocol and data format. 
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2005a; Hommel and Schiffers 2006). To facilitate cross-organizational 
identity data exchange early attempts to grant “foreign” services access to 
“private” data quickly turned out to be too tedious and to suffer from bad 
scalability. Having to set up accounts for users from other organizations 
and getting applications to work with different schemas leads to a massive 
administrative overhead and is impractical when more than a handful of 
organizations is involved (Hommel and Reiser 2005). Classically, a central 
identity repository provides the user data required for authentication, au-
thorization and accounting, as well as for service personalization. I&AM 
systems are therefore fed by an organization’s Human Resource Manage-
ment Systems (e.g., SAP, Oracle) and Customer Relationship Management 
databases (e.g., Siebel, Peoplesoft). Per constructionem, they thus contain 
sensitive data, which must be protected due to privacy and governance as-
pects. However, in an increasing number of scenarios (see EmerGrid in 
section 2), cross-organizational identity data transfer is required. If, for ex-
ample, IT services are outsourced to third parties, identity data are required 
for personalized service provisioning and billing. 

Several standards like the OASIS Security Assertion Markup Language 
(SAML (OASIS 2005a)), the Liberty Alliance specifications (Liberty 
2006), and the Web Services Federation Language (WS-Federation, (IBM 
2003)) have been proposed to provide methods for Service Providers to se-
curely retrieve information concerning a user from the user’s so-called 
Identity Provider, an important new role in the context of identity man-
agement. The application of these standards to inter-domain service provi-
sioning is known as Federated Identity Management (FIM).  

SAML is based upon the eXtensible Markup Language (XML) and 
works with assertions. Currently, assertions for authentication, authoriza-
tion and attributes are defined. SAML messages are transmitted using the 
Simple Object Access Protocol (SOAP) over HTTP and can be used by 
every standard web browser. Further, SAML can be extended, e.g. using 
the eXtensible Access Control Markup Language (XACML) (Moses 2005) 
in order to realize finer granularities of access control, a critical require-
ment from Grid computing scenarios like EmerGrid. 

In the Liberty Alliance Project about 150 global organizations are work-
ing together with the objective to develop an open standard for FIM. The 
architecture proposed consists of three blocks: The Identity Federation 
Framework (ID–FF), the Services Interface Specifications (ID–SIS) and 
the Web Services Framework (ID–WSF). In the first block, the Liberty Al-
liance defines how data is to be exchanged between Identity- and Service 
Providers using the SAML assertion format. The second part defines the 
personal and the employee profiles, which include basic information about 
the user for the use within FIM scenarios. Finally, ID-WSF describes the 
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SOAP bindings, a discovery service, an authentication service and an in-
teraction service. These services are thought for user interaction in order to 
provide additional information possibly needed for a certain transaction. 

The efforts around the Web Services Federation (WS-Federation) Lan-
guage are lead by IBM. The language fits into a series of Web Services 
standards and is another building block of the Web Services Security (WS-
Security) framework4. WS-Security allows different sites to establish a 
trust relationship and to federate among each other. Further, it enables the 
brokering of, for example, trust and authentication. To do so, a WS-
Federation member retrieves a so-called “security token” from its Identity 
Provider. She may subsequently use this token to gain access to resources 
belonging to an arbitrary Service Provider as long as she is authorized. As 
may be derived from Fig. 4, FIM generically requires a concept of orches-
tration for the different user provisioning services. 

Fig. 4. Identity management orchestration (Hommel 2005) 

Whereas service composition refers to the creation of complex services 
from usually smaller, simpler ones, orchestration denotes the description 
of the sequence of all activities that make up the compound service. Note 
that compound services are not limited to a single organization; instead the 
service domain (Tan et al. 2004) may extend across one or more organiza-
tions. Also, service compositions do not necessarily mean hierarchical 
compositions (“a service consists of sub-services”); they may also denote a 

                                                     
4 A good graphical overview of the Web Services standards is given in 

www.innoq.com/ soa/ ws-standards/poster/Web_Services_Standards_09_2005.pdf
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service chain (“service A followed by service B followed by service C”) 
(Nerb 2001). Synonymous terms for orchestration are choreography, flow 
composition, and workflow. Services orchestration thus covers the man-
agement of the transactions between the individual services, including any 
necessary error handling, as well as the description of the overall process. 

Although a tremendous step towards orchestrating user provisioning ser-
vices, existing FIM approaches all lack several important properties and 
functionalities for a smooth orchestration of services across organizational 
boundaries (Hommel 2005): 

Limitation to specific technologies: Today none of the FIM approaches 
can be applied to scenarios beyond Web Services. 
Lacking orchestration support: Although user information is provided 
by the user’s Identity Provider, Service Providers requesting the data are 
not notified automatically in case of attribute changes. 
Missing federated security and privacy control: While the communica-
tion channels within a federation are secured properly, all FIM approa-
ches lack a common public key infrastructure. Additionally, an inter-
organizational security model for the correlation of security relevant 
events is missing. The support of Attribute Release Policies (ARP), i.e., 
the specification of which user information may be disseminated to 
whom under which conditions, is only available for specific implemen-
tations. Shibboleth (Shibboleth 2006) is such an implementation. How-
ever, it uses a proprietary format with limited expressiveness. 
Limited syntax and semantics of attributes: No syntax and semantics for 
the exchange of arbitrary attributes are specified. Only the Liberty Alli-
ance tries to define a set of attributes within its ID-SIS. 

To overcome these limitations extensions to the standard SAML architec-
ture have been suggested (Hommel 2005a; Hommel and Schiffers 2006). 
In addition, XACML (Moses 2005) constructs have been proposed for the 
specification of access policies to identity information. An implementation 
of these components extensions to Shibboleth is underway (see also 
(Hommel and Schiffers 2006) for an application to user provisioning in 
Grids).

3.2 Service Monitoring Across Organizations 

As service orientation becomes critical to business operations, the task of 
managing such service landscapes will increasingly be imperative to the 
success of business operations. A key concept in this context is that of ser-
vice manageability. Manageability is defined as a set of capabilities for 
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discovering the existence, availability, health, performance, and usage, as 
well as the control and configuration of a service within a service-oriented 
architecture. Service manageability is a prerequisite for service monitor-
ing. Within Grid scenarios monitoring of resources, data, jobs and applica-
tions across organizational boundaries is indispensable. Using an adequate 
Grid-wide monitoring architecture, information not only about single de-
vices or resources but also about more complex objects like Grid services 
is gathered. The information is then fed into service management applica-
tions for FCAPS handling and more business driven tasks such as billing 
processes. A major challenge arising from the EmerGrid scenario with re-
spect to multi-domain monitoring is the heterogeneity of underlying re-
sources and services while covering a multiple of independent organiza-
tions with differing business perspectives and various management 
policies. Beside these organizational problems several technical challenges 
have to be faced and solved. Due to the lack of early standards in Grid 
Computing, a variety of Grid monitoring frameworks has been proposed 
and developed. 

The Global Grid Forum (GGF) (GGF 2006) specifies a generic “Grid 
Monitoring Architecture” (GMA) (Tierney et al. 2000) the role model of 
which is shown in Fig. 5. It consists of information providing entities, the 
producers, the consumers, and a directory service. Consumers are Grid 
management components using the information provided by the producers. 
They may retrieve a list of the currently available producers along with 
their corresponding capabilities from the directory service and register di-
rectly with the producers that satisfy their needs. The producer will pro-
vide monitoring data to its registered consumers in either push or pull 
mode. The GMA specification does not imply any interfaces or implemen-
tation details so that compliant monitoring frameworks need not necessar-
ily be compatible among each others. 
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Directory Service
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register producer /
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Fig. 5. GMA roles (Tierney et al. 2000) 
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In the Grid context, there exist several GMA compliant monitoring tools. 
The most known ones are the MDS (Monitoring and Discovery System) 
services within the Globus Toolkit (GT) (Foster 2005), the Unicore (UNi-
form Interface to COmputing REsources) (Unicore 2006) monitoring 
components, the R-GMA (Relational Grid Monitoring Architecture) 
(Cooke et al. 2004) which provides the monitoring capabilities of the Grid 
middleware gLite (EGEE 2006), GridICE (the Eyes of the Grid) (Aiftimiei 
et al. 2006), the OCM-G/G-PM (Grid-enabled OMIS-compliant Monitor / 
Grid-enabled Performance Measurement Tool) (Bali et al. 2004), GridRM 
(A Resource Monitoring Architecture for the Grid) (Baker and Smith 
2004), and MonaLisa (Monitoring Agents using a Large Integrated Ser-
vices Architecture) (Legrand at al. 2004). In the following we will shortly 
present the first three monitoring frameworks, namely MDS, the Unicore 
monitoring components and R-GMA, as they are widely spread in the Grid 
community and follow promising monitoring approaches. 

The Monitoring and Discovery System (MDS) is developed by the 
Globus Alliance and provides the monitoring framework for the Globus 
Toolkit. The MDS is a GMA compliant implementation and addresses two 
major aspects – monitoring and discovering resources and services in the 
Grid. It implements a Web Services interface for arbitrary information 
providing entities and transfers the information using an appropriate XML 
schema. The current version 4 of MDS supports query, subscription and 
notification protocols. Further, it is build using the Web Services Resource 
Framework (WSRF) specification (Czajkowski et al. 2005) in order to sat-
isfy interoperability and extensibility requirements. 

Unicore provides a Grid middleware which includes several monitoring 
capabilities. Besides submitting a job to the Grid, Unicore supports the 
controlling and monitoring of jobs and therefore, a graphical user interface 
is included. All the information necessary for the monitoring and control-
ling of tasks is maintained by Unicore servers. They are responsible for the 
communication between the different sites based on the “Unicore Protocol 
Layer” (UPL) that, among other things, handles security aspects such as 
authentication and SSL (Secure Socket Layer) secured communication. 
The UPL is a proprietary protocol and thus implies a major disadvantage 
of Unicore and its inherited monitoring framework. No widely accepted 
standard, as for example Web Services, is supported so that any extension 
of Unicore has to be UPL compliant. Consequently, achieving an interop-
erability of Unicore with respect to other Grid monitoring tools is difficult. 
Currently, there are some projects on the way to address these issues 
(GRIP GRIP 2006), Unicore/GS (John Brooke 2005). 
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The Relational Grid Monitoring Architecture (R-GMA) (Cooke et al. 
2004) is an extension to the GMA standard and introduces the concept of 
the republisher. The role model is illustrated in Fig. 6. 

Consumer

Producer

Directory Service

consumer details

register producer /
find consumers

ev
en

ts

producer details

register consumer /
find producers

Republisher

events

events

find producers/
find consumers

Fig. 6. R-GMA roles (Cooke et al. 2004) 

It implements a “producer”, a “consumer” and a “directory service” as 
demanded by the GMA and depicted on the right hand side of Fig. 6. The 
R-GMA “republisher” provides the capability of forwarding the informa-
tion gathered by the producers to the consumers. Additionally, the moni-
toring information can be passed to other consumers which have sub-
scribed to the producers and do not directly belong to the R-GMA. Thus, 
the monitoring information is made available to applications that are not 
part of the R-GMA model in order to support the extensibility and interop-
erability of this approach. 

3.3 Dynamic Virtual Organizations in Grids 

As the EmerGrid scenario shows, in service-oriented environments the 
lifetime of services typically exceeds that of resources in a transparent 
fashion. For example, users of a file storage service will not notice whether 
their data is being migrated to new hardware, no matter whether a broken 
hard drive is being replaced or a new file server with higher capacity is 
added to the service. 

From a management perspective, the life cycles of services and re-
sources are, however, quite similar and can be broken down into phases 
such as planning, building, operating, changing and withdrawing. Yet, ser-
vice management has developed with a focus on managing a single organi-
zation’s services. However, for many applications (like EmerGrid), ser-
vices need to be composed from multiple organization’s resources. In 
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Grids these composed services are provided by Virtual Organizations (VO) 
to their members. Thus, VOs do not “own” any resources or services. 
Availability in this context is defined by dependability metrics, capacity 
criteria, and sets of economic criteria. A special problem arises when con-
sidering VOs as dynamic objects exhibiting a life cycle and dynamic 
membership relationships: How to manage the creation, operation, and 
termination of VOs? 

Fig. 7. VO dimensions 

Historically, management methods and tools for resource, service and VO 
management have developed independent of each other. Thus, real world 
Grid projects suffer from interoperability issues due to extreme heteroge-
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neity that has to be dealt with by the Grid middleware. As a consequence, 
today’s middleware solutions handle both resource and service manage-
ment in a centralized fashion, i.e., the participating organizations are not in 
control anymore about who is using their resources for which purposes. 
While this may be adequate for organizations, which provide dedicated re-
sources to Grid projects, it bypasses their local resource and access man-
agement. This situation is, in general, unacceptable for organizations 
which provide resources for multiple Grids and local services like depicted 
in the EmerGrid scenario.  

Managing VOs in Grids thus necessitates coping with several layers of 
entities: resources, services, organizations, and the VOs themselves. While 
resource management has been studied thoroughly, managing a VO’s life 
cycle and its dynamic membership relations has not been investigated in 
sufficient depth yet. Although a critical requirement in emerging Grids 
(see the EmerGrid scenario in section 2), it is still unclear what exactly is 
needed for dynamically setting up and closing down Virtual Organizations. 
Some dimensions of the VO-management task are depicted in Fig. 7 where 
the marked area around the origin indicates the topics covered by existing 
approaches.

As per today, VO-management services in Grids and federations have 
not been addressed adequately. Although there are some promising at-
tempts to provide solutions to the VO-formation problem (see the Conoise-
G project in (Patel et al. 2005)) they lack the generality and do cover only 
parts of the classification in Fig. 8. Once a VO is established, the operation 
management needs to handle the dynamics within the VO. Among other 
things (e.g., workflow management), this requires adequate mechanisms 
for a thorough membership management across organizations. Existing so-
lutions are the Virtual Organization Membership Service (VOMS) (VOMS 
2006), PERMIS (PERMIS 2006), and Shibboleth (Shibboleth 2006) with 
its Globus Toolkit integration GridShib (Barton et al. 2006). VOMS 
mainly consists of four parts: 

The User Server which handles per VO requests from a client and re-
turns the information requested about a user,
a User Client that contacts the User Server and authenticates a user by 
presenting the user’s certificate (typically an X.509 certificate) and ob-
tains a list of groups, roles and capabilities of the user, 
the Administration Client used for administration purposes like e.g. ad-
ding users, creating new groups or changing roles of users,
and the Administration Server for accepting requests from clients and 
keeping the database up to date. 
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VOMS may be used with the Globus Toolkit Grid middleware and thus 
performs the relevant management actions within the Grid. PERMIS im-
plements a role based access control mechanism. 

VO Formation

SpontaneousScheduled

On RequestTime Driven Context DrivenTask Driven

Once

Many

Event Driven

Push

PullFrom Internal

From External

Fig. 8. VO formation 

PERMIS can also be deployed upon a Globus Toolkit driven Grid infra-
structure and represents an alternative to VOMS. In contrast to VOMS 
PERMIS is capable of using properly formatted policy files in order to 
make decisions based on the given policies. PERMIS is able to perform 
both access control to services and resources in federated environments 
and managing policies and role assignments. Shibboleth is capable of pro-
viding a Single Sign On (SSO) in inter-organizational environments. It de-
ploys an attribute-based authorization while respecting the user’s privacy. 
Shibboleth is based on the OASIS SAML standard. As stated before, 
SAML defines web browser profiles which are used for the two main func-
tionalities of Shibboleth: the Identity Provider and the Service Provider. 
The Identity Provider creates, maintains and manages the user’s identity, 
while the Service Provider performs the access control to resources and 
services.

GridShib is an implementation of Shibboleth for Grids. The package 
mainly consists of two plug-ins – one for Shibboleth and one for the 
Globus Toolkit. With these plug-ins Service Provides may securely request 
user attributes from a Shibboleth Identity Provider using mechanisms of 
the Globus Toolkit. 

Comparing both VOMS and Shibboleth we see a lot of matches such 
that the support of multiple VOs and their appropriateness for dynamically 
creating VOs. Their main differences are to be found in operational issues. 
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VOMS lacks high dependability conformances as the central VOMS server 
may be a single point of failure, Shibboleth needs to cross VO borders 
when authorizing users as the user’s attributes are administered in her 
home domain which may not belong to the Grid VO5.

Once the objectives of the VO are satisfied the purpose of the VO has 
become obsolete and it can be terminated. This may happen either on de-
mand or scheduled. In either case, the respective termination service needs 
to release reserved and allocated resources and to adjust audit records. 
Which information belongs to who after a VO’s death is depending on bi-
lateral SLAs and global policies. In the EmerGrid scenario this may be a 
critical issue. Generic solutions to the VO management problem are under 
investigation (see Hommel and Schiffers 2006). 

4  A Framework for Inter-Organizational Service 
    Management Based on Web Services Standards 

As pointed out earlier, highly dynamic, large-scale, and multiorganiza-
tional environments pose new organizational and technical challenges but 
lack an integrated management solution. The main reasons for this defi-
ciency are the decentralized control and the implied necessity of commu-
nication between system administrators and users, affiliated with a variety 
of independent organizations and domains: different sites imply different 
institutional goals and often “strong personalities” to be integrated. Every 
site needs to remain autonomous as far as the operating procedures and 
policies are concerned. 

In order to face these challenges a unified architecture amended by 
components for inter-organizational monitoring, orchestration, accounting 
and billing is needed, as the EmerGrid scenario in section 2 implies. Re-
cently a framework based on Web Services technologies has been pro-
posed as a promising approach for overcoming these difficulties. 

Traditionally, the Web Services have been considered permanent, mean-
ing their lifetime is essentially infinite and the clients do not have to worry 
about when a service comes into existence or when it goes away. This 
means there is no standard way of notifying clients of life cycle events 
such as creation, upgrade, and destruction. Real IT resources, however, are 
commissioned and decommissioned on a per need basis. Hence, their Web 
Service representations have to reflect this. 

                                                     
5 Further evaluation criteria may be found under http://www.d-drid.de/fileadmin/ 
  dgrid_document/Dokumente/VOMS-Thesenpapier.pdf 
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4.1 The Web Services Management Standards Stack 

Although initially separated, Grid services and Web Services have con-
verged recently in the WSRF (Web Services Resource Framework). This 
was accomplished by defining precise methods to deal with service states 
and service lifetimes. WSRF is a set of five different, but interlocking, 
specifications. Additionally, a set of new specifications called WSN (Web 
Services Notification) (OASIS 2005b) has been defined to support the 
publish/subscribe pattern of message exchange. 

The development of WSRF and WSN has been instigated by both the 
desire to look at Grid services as normal Web Services and by the need to 
create a Web Service infrastructure layer that can be used by other specifi-
cations. Such a specification is the Web Services Distributed Management 
specification (WSDM). WSDM contains two parts: the management using 
Web Services (MUWS) (OASIS 2005d) and the management of Web Ser-
vices (MOWS) (OASIS 2005c). 

MUWS uses WSRF to expose resource states and life cycle information 
and it uses WSN for asynchronous notifications. Furthermore, MUWS de-
fines a number of IT management specific resource properties and topics 
that can be used for exposing a manageability interface. 

The difficulty with MUWS is its limited view point. Whereas other ap-
proaches like the Java Management Extension (JMX) (Sun Microsystems 
2006) and the Common Information Model (CIM) (DMTF 2006) individu-
ally define complete management technology stacks, MUWS is concerned 
with “what goes on the wire”. The expectation is that one would be able to 
use MUWS along with pieces of other standards like Web-Based Enter-
prise Management (WBEM) to create complete management solutions. An 
example would be to expose a CIM-specified model through MUWS 
mechanisms. This discussion should, however, not imply that any CIM 
model or JMX-instrumented system could automatically be exposed using 
MUWS techniques without loss of information or capability. CIM models, 
for example, are object-oriented, and these model objects do not always 
map well to services, the unit of management in MUWS. For more infor-
mation on this research issues see (Sailer 2005). 

4.2 Web Services Management Framework 

Recently the Web Services Management Framework (WSMF) (Catania et 
al. 2003) has been proposed for addressing the management of IT re-
sources (including Web Services and Grid services) using Web Services. 
The specification thus comprises both MUWS and MOWS. As any other 
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management solution, multi-institutional service management using 
WSMF must address the fundamental management questions (Hegering et 
al. 1999): What are the managed objects (i.e., which resources have to be 
managed)? What are their interfaces? How does management information 
get exchanged (i.e., which operations and notification protocols are 
needed)? The following discussions are mainly based on (Catania et al. 
2003).

4.2.1 Web Services as Managed Objects 

Generally, a managed object provides management capabilities by imple-
menting appropriate management interfaces. In WSMF the management 
interfaces are described using the standard Web Services Description Lan-
guage (WSDL). Hence, the managed objects themselves are Web Services, 
not resources. A manager uses WSMF concepts to manage all the re-
sources of a management domain in a uniform way (note that such a do-
main can cover several organizations).  

The management capabilities described by WSDL documents include a 
number of functions required for the management of services (Hegering et 
al. 1999; Dreo Rodosek 2002): the discovery of management WSDL 
documents, the discovery of the relations and event notifications of the 
managed objects, the registrations and the retrieval of event notifications, 
the monitoring, auditing, and controlling of various aspects of the managed 
objects. Managed objects may be implemented as part of the managed re-
sources directly or provided in a separate layer. Managed objects may ex-
pose a variety of other (non Web Services related) management interfaces 
to support those management capabilities which are appropriate for the 
underlying resource. 

4.2.2 Interfaces and Interface Collections 

Interfaces are defined as descriptions of a set of related management capa-
bilities of managed objects. Managed objects implement interfaces to pro-
vide management capabilities for the managed resources that they repre-
sent. WSMF allows management interfaces to be grouped into collections 
of interfaces to describe a group of management capabilities yielding 
classes of managed objects. Interfaces can be extended to define additional 
capabilities. WSMF provides a base interface collection that describes a set 
of management capabilities common to all managed objects. The base in-
terface collection contains the set of properties representing information 
about a managed object as attributes, the set of functions that can be pro-
vided to support the management of a managed object as operations and 
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the set of events and state changes that can be reported by a managed ob-
ject as notification types. WSMF has defined six categories of operations 
based on the FCAPS-categories defined by OSI (see e.g., Hegering et al. 
1999). The categories are: monitoring, discovery, control, performance, 
configuration, and security.

WSMF allows the separation of features of a single managed object into 
multiple management interfaces. This has several advantages: First, it al-
lows a managed object to provide management capabilities incrementally 
by supporting one interface initially and extending this support gradually if 
needed. Second, management interfaces allow resource owners to selec-
tively decide what management information should be provided to what 
manager role by exposing selective interfaces. This allows a managed ob-
ject to expose all management interfaces to an administrator, and a re-
stricted subset to all other users. 

4.2.3 Events and Notifications 

An event subsystem is an integral part of any management solution. How-
ever, currently there is no widely adopted Web Services-based standard for 
such a subsystem. WSMF has defined its own Web Services-based event 
subsystem to better meet this requirement. A detailed and formal descrip-
tion of this subsystem can be found in the WS-Events specification (Cata-
nia et al. 2003a). 
WS-Events define operations to subscribe for event notifications and the 
notification syntax and processing rules to inform one or more subscribers 
that an event has occurred. An event is a state change in a managed re-
source or processing of a request by the managed resource that can be 
communicated through a notification. There are two modes to get these no-
tifications: a push mode and a pull mode. In the push mode, when an event 
occurs, the managed object sends a notification to the subscribers to in-
form them of a state change. In the pull mode, the subscriber issues calls to 
the managed object to request all the notifications that happened since the 
last pull call. 

For efficiency and scalability reasons, WSMF supports bulk subscrip-
tion and notification operations. In the push mode, the management client 
can subscribe to more than one notification type in a single subscribe call. 
In the pull model, notifications from more than one type can be retrieved 
through a single call. 

The tradeoffs between both usage modes are important to consider. The 
push mode tends to be more networks intensive while the pull model may 
require more computation and memory resources at the managed object. 
Also, the pull mode makes it possible to apply WSMF to scenarios where 
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the managed object may not be able to establish connection with the sub-
scriber, a scenario not untypical for EmerGrid (see section 2).  

The operations for the push and pull modes are grouped in two different 
interfaces. In both modes, a subscribe call is used to register an interest for 
one or more event types. In the push version, an extra call-back URL is 
needed to identify the endpoint that will receive the notifications. For scal-
ability reasons, any subscription has an associated expiration time. 

In WSMF, it is up to the subscriber to ensure the renewal of subscrip-
tions before they expire. A successful subscription call returns a unique 
SubscriptionId. The SubscriptionId acts as a handle and is passed as a pa-
rameter for all other notifications. For more information on WSMF we re-
fer to (Catania et al. 2003) and related documentation. 

5  Summary 

In this paper we have addressed aspects of IT-service management across 
organizational boundaries. Starting from a complex scenario we have iden-
tified several issues to be tackled when successfully managing IT-services 
in such environments. We have especially discussed the necessity of ade-
quate security concepts to ensure that service provisioning is protected by 
appropriate security capsules. We saw that authorization and authentica-
tion of users, although well understood in single domains, in multiple do-
mains when aiming at SSO functionality, poses unprecedented challenges 
in deploying FIM-concepts and Trust Management. FIM also served as an 
example for an orchestration of services across organizations. Determining 
who is making use of which provided services when, in which context, and 
how the services are performing in a wider sense is the task of service 
monitoring which we discussed for Grid environments. Provisioning ser-
vices requires an organizational context. Setting up this context in such a 
way that the required services are provisionable and manageable while at 
the same time bound to policies and enforceable service agreements is 
guided by the management of an organization’s life cycle. We addressed 
some of the challenges related to the management of dynamic VOs as they 
appear in Grids. Finally, we shortly presented the Web Service Manage-
ment Framework (WSMF). Although this framework is still in its infancy, 
it represents a promising approach for managing IT-service across organ-
izational boundaries. 

Service management across organizational boundaries is a hot research 
topic. Most of the concepts are still under discussion or are just being im-
plemented prototypically. Consequently, we were only able to scratch the 
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surface in selected areas which, however, are critical as they build the cor-
nerstones of a new service-oriented IT paradigm. 

Abbreviations

ARP Attribute Release Policies 
CIM Common Information Model 
CSM Customer Service Management 
FCAPS Fault Management, Configuration Management, Accounting Man-

agement, Performance Management, Security Management 
FIM Federated Identity Management 
GGF Global Grid Forum 
GMA Grid Monitoring Architecture 
GridICE the Eyes of the Grid 
GridRM A Resource Monitoring Architecture for the Grid 
GT Globus Toolkit  
I & AM Identity and Access Management 
ID-FF Identity Federation Framework 
ID-SIS Services Interface Specifications  
ID-WSF Web Services Framework  
MDS Monitoring and Discovery System 
MIB Management Information Base 
MonaLisa Monitoring Agents using a Large Integrated Services Architecture 
MOWS Management Of Web Services 
MUWS Management Using Web Services 
OASIS Organization for the Advancement of Structured Information Stan-

dards
OCM-G/G-
PM

Grid-enabled OMIS-compliant Monitor / Grid-enabled Perform-
ance Measurement Tool 

ODP Open Distributed Processing 
OGSA Open Grid Services Architecture 
PERMIS Privilege and Role Management Infrastructure Standards Valida-

tion  
QoS Quality of Service 
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R-GMA Relational Grid Monitoring Architecture 
SAML Security Assertion Markup Language  
SLA Service Level Agreement 
SNMP Simple Network Management Protocol 
SOA Service-Oriented Architecture 
SOAP Simple Object Access Protocol  
SSO Single Sign On 
Unicore UNiform Interface to COmputing REsources 
UPL Unicore Protocol Layer 
VO Virtual Organization 
VOMS Virtual Organization Membership Service 
WS Web Services 
WSDM Web Services Distributed Management 
WSMF Web Services Management Framework 
WSRF Web Services Resource Framework 
XACML eXtensible Access Control Markup Language 
XML eXtensible Markup Language 
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1  Introduction 

Despite the Ups and Downs in the IT and communication markets the net-
work technologies are evolving rapidly. Driving forces are, on the one 
hand, the continuous progress in microelectronics, optoelectronics and 
software technology, in emerging network architectures, algorithms and 
protocols. On the other hand requires the strong market competition the 
manufacturers and operators to look for new or improved cost-efficient 
technologies for their products. Last but not least the development is 
driven by new applications. In the following contribution important net-
working trends are described. 

2  Innovation Across All Layers – the Key Trends  

2.1 The Network Traffic Is Continuously Increasing! 

The worldwide network traffic is rapidly increasing every year. According 
to investigations by, among others, the U.S. market research firm IDC, the 
Internet traffic volume shows a persistent exponential growth over the last 
30 years, and it is predicted to continue to grow similarly in the foresee-
able future. This is in contrast to the stagnating voice traffic. The aggre-
gated user data rate will, by the end of the decade, exceed one petabit per 
second (= 1 Pbit/s  = 1 million Gbit/s!). The traffic growth is based on dif-
ferent factors. Due to the fast technical evolution the networked PC be-
came the key component for business and private communication. New 
network technologies enabled inexpensive high volume data communica-
tions. Based on the "open platform” of the Internet a big variety of network 
applications like E-mail, WWW, E-Commerce, Electronic Banking, Audio 
and Video Streaming and File sharing have evolved and were filling the 
“network pipes”. At present the Web and the popular file sharing have the 
largest share. Hence we can see in networking a clear technology-
application spiral effect which was reinforced by the deregulation of the 
telecommunication markets in the 1990s. 

2.2 The Network Capacity Is Continuously Increasing! 

The continuous growth of traffic together with high expectations into the 
network business have, in the last years, led to a substantial upgrading of 
the network capacities, both in the long-distance network ("backbone ", 
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"core network") and in the access network. This became possible by the 
continuous technical advances in optical transmission over silica fiber. To-
day one fiber can carry, in commercial systems, hundreds of optical chan-
nels, each with a bit rate of up to 10 Gbit/s over hundreds of kilometres, by 
using the novel wavelength division multiplex technique (WDM), (Fig. 1). 
This corresponds - assuming a channel bit rate of 10 Gbit/s - to a total ca-
pacity of one fiber of around 2 Tbit/s. And this is not the end. 100 Tbit/s 
can be reached. On the horizon are also „pure“ photonic networks with 
switching of data packet in the optical domain (Jourdan et al. 2001). 
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Fig. 1. Evolution of transmission rates 

The situation is changing also in the access network where are currently 
the bottlenecks. The break-through was the development of the Digital 
Subscriber Line DSL which brings 10 Mbit/s and more to the customer via 
conventional twisted-pair copper lines. On short distances of a few hun-
dred meters bit rates of up to 100 Mbit/s are possible. However, in the long 
run optical fiber is the only medium, which allows to eliminate the capac-
ity bottleneck in the “last mile” (Fig. 2). 

What about wireless access? Wireline networks will, in the foreseeable 
future, offer higher transmission capacities than wireless networks. How-
ever, the progress in wireless technologies is astonishing. Wireless Local 
Area Networks (WLAN) are making progress towards higher transmission 
rates. Today's systems according to the standards IEEE 802.11x offer bit 
rates of 10 ... 50 Mbit/s (IEEE 2006). Research for Gigabit WLAN is un-
der way (Eberts 2005). 
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Fig. 2. Evolution of access networks 

The cellular radio networks (GSM, UMTS/3G) deliver comparatively 
small bit rates of some 100 kbit/s. Upgrades to 2 Mbit/s (High Speed 
Downlink Packet Access HSDPA, High Speed Uplink Packet Access 
HSUPA) are in preparation (Holma and Toskala 2006). Research on the 
next generation of wireless networks promises to bring a big leap forward 
towards 100 Mbit/s (see section 2.6). 

2.3 Ethernet Everywhere: The LAN-WAN Convergence 

The success of the Internet is, among others, due to the relatively simple 
Ethernet technology used in Local Area Networks (LAN). However, the 
Ethernet technology has changed dramatically since the beginnings 30 
years ago. The bit rates were increased from 10 Mbit/s (in a shared bus 
network) to 1 Gbit/s today, point-to-point, not shared. Standards for 10 
Gbit/s (10GbE) are under work, and instead of shared bus systems 
switched Ethernet is primarily used. Now Ethernet is entering the access 
network as Ethernet First Mile (EFM) and the metro area as Metro 
Ethernet (Eth 2006). The recent trend is carrier-grade Ethernet for the core, 
i.e. the extension of the Ethernet into the core transport network, where bit 
rates of 100Gbit/s are planned (Meddeb 2005; Schmid-Egger et al. 2006). 
This means that in near time we will have a homogenous infrastructure 
based on different types of Ethernet (over copper cable, fiber or radio) re-
placing the traditional SDH and ATM infrastructure (Fig. 3). 
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2.4 IP Everywhere: the Dream of the Next Generation Network 
(NGN) with QoS 

The Internet is based on the protocol architecture TCP/IP (transmission 
control/Internet Protocol), which, practically, consists of more than 100 
protocols. The strength of the "platform" TCP/IP lies in the well standard-
ized and up to now sufficiently simple network architecture, optimized for 
data communication.  The weakness of the TCP/IP architecture is up to 
now the missing end-to-end quality of service (QoS). Relatively high and 
temporally varying packet losses (Fig. 4) are typical for the Internet as well 
as fluctuating delays. Low delay and low packet loss is however necessary 
for all kinds of real time traffic (e.g. telephony). Since some years research 
is ongoing on new and better “QoS-aware” Internet protocols. Besides the 
increase of the transmission rates special QoS protocols and techniques for 
resource management (RM) were developed (Eberspächer and Glasmann 
2005). Nearly all of them are based on the notion of "connections" or 
“flows”, taken from the classical network technologies like Asynchronous 
Transfer Mode ATM and ISDN. By using special signalling protocols, 
based on the SIP (Session Initiation Protocol) protocol, Connection Accep-
tance Control (CAC) methods and resource management functions along 
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predefined or data paths network resources (capacity and buffer memory) 
are being reserved, whereby different QoS classes can be realized. The 
Multi Protocol Label Switching (MPLS) builds, e.g. on these concepts 
(Davie and Rekhter 2000). With this approach, classical IP routers are used 
only at the network edges (edge router). 

Fig. 4. Packet loss in the Internet. Typical measurements taken over one week. 
Source: http://www.internettrafficreport.com/main.htm 

The IP network is evolving to the “Next Generation Network” NGN, 
which is a QoS-enabled “universal” network (NGN 2005, NGN 2006). 

Fig. 5. Transition from service-specific to multi-service networks 
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By this we are moving from service-specific networks to multi-service net-
works based on an IP backbone (Fig. 5) where all kinds of services are 
supported: realtime like Voice-over-IP (Eberspächer and Picot 2005) and 
video and non-realtime. The long-predicted “convergence” of networks 
becomes now reality. 

2.5 Reliability, Availability, Manageability 

Although the IP technology is rather robust against network faults, there 
are some serious drawbacks. The fault recovery times of today’s IP net-
works are too high for high-speed networks and "mission critical" applica-
tions, many seconds instead of some milliseconds or even microseconds. 
To improve the situation, IP networks with mechanisms for fast fault rec-
ognition and localization are needed and techniques for automatic switch-
ing of alternative routes, to which, in an emergency case, paths can be 
switched over in milliseconds. A big variety of options are being devel-
oped and investigated, in all relevant protocol layers, from the IP layer 
down to the physical layer. The goal is to create a network infrastructure 
(“lower layers”) with carrier-grade availability, a high degree of flexibility 
and easy manageability. The latter is very important for the cost-efficient 
operation of the network infrastructure. New architectures for dynamic 
control of Multilayer Transport Networks like the Automatic Switched Op-
tical Network ASON (Fig. 6) or the Generalized Multi Protocol Label 
Switching GMPLS will allow the fast provisioning of paths and alternative 
routes in the network (Tomic et al. 2004).  

Fig. 6. Automatic switched Optical Network ASON 
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It is done via a control plane similar to the techniques used in classical 
switching networks. Via the user network interface (UNI) the higher layers 
can establish flexibly paths and connections in the transport plane. The vi-
sion is the almost complete automation of the operational processes, to 
save costs and to speed-up the service deployment. 

2.6 Open, Programmable and Anyway Secure Networks 

The trend to "open systems", originating from the Internet, is a key to the 
further network evolution. The convergence of telecommunication and 
computing can be seen in the soft switch architecture (Fig. 7). The conven-
tional "hardware switches", which are based on manufacturer-specific 
switching platforms, are replaced by high performance and high-available 
standard computer platforms and equipped with open interfaces, on which 
third parties can establish innovative services. The challenges with the 
openness of the systems are the security threads and the reliability and 
compatibility issues. 

The next step is to introduce open source switching products; some are 
already on the market (e.g. the Asterisk PBX). A completely new approach 
is formed by the active and programmable networks. In these networks, 
software functions can be loaded - on demand - from special service data 
bases (repositories) onto special programmable network nodes (Campbell 
et al. 1999). 
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Fig. 7. Classical telecommunication switching and soft switching architecture 

User data streams can then be modified and operated "on the fly" (Fig. 8). 
Another approach are Web services (Ferris and Farrell 2003) whereby 
clearly defined services are located in the Web and accessible through 
standardized interfaces (Service Oriented Architecture SOA (Perrey and 
Lycett 2003). 
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Fig. 8. Programmable networks 

Generally, it is not clear today, which role the classical network carriers 
will play in the future: Do they participate in the value chain or do they 
serve only as bit pipe operators? Unclear is also, how to ensure informa-
tion and communication security in a time, where the society is more than 
ever dependent on an intact network infrastructure. Threats are every-
where: From the terminals over the transmission lines and soft switches to 
the data bases and information servers (FK 2005). The "open" networks 
show many open flanks for unwanted intruders who threaten data integrity 
and personal and business information. Today a rich spectrum of security 
mechanisms is available. But on the one hand these are not always used 
and on the other hand the threats are growing permanently or are changing 
themselves. Conclusion: the competition between the aggressors and the 
defenders of the information and communication security will never stop! 

2.7 Ubiquitous Mobility 

After the great success story of the mobile telephony with today over 1.5 
billion users world-wide the data applications are gaining momentum.  
Mobile communication evolves towards the "Mobile Internet" (Fig. 9). 
Packet switching is being introduced also in the cellular radio networks, 
beginning with the General Packet Radio Service GPRS in GSM and in the 
next phase with the packet services in third generation networks (UMTS, 
3G).
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Fig. 9. Evolution of mobile networks towards the 4th generation 
(Mobile internet) 

An important role will play the IP Multimedia subsystem IMS which 
brings the IP technology to 3G. It supports QoS IP-based real time and 
multimedia communication and their control (Poikselka et al. 2005). How-
ever: the convergence towards a homogenous “universal” mobile network 
is farer than ever. In contrast, the number of system technologies is cur-
rently increasing. Depending on the degree of mobility and the required bit 
rate, depending on the application scenario, depending on the cost re-
quirements, different wireless systems will be used (Fig. 10): Bluetooth 
and similar systems for short range communication (< 10 meters), DECT 
and WLAN for inhouse use and in hot spots and the cellular networks for 
global coverage and high mobility. Clearly, we see a strong competition in 
each field when the mobile networks are evolving “beyond 3G” towards 
the 4th generation (4G, (WWRF 2006)). 
The newest wireless technology coming on the market is WiMAX 
(Worldwide Interoperability for Microwave Access) according to IEEE 
802.16 with a reach of over 10 km, so it may be an interesting approach for 
covering the last mile, especially in rural areas, where it may be an alterna-
tive for DSL (wireless DSL). In future, WiMAX which builds on the new-
est communication technologies, may even threaten 3G. 
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Fig. 10. Mobility versus data rate in mobile networks 

From the users’ perspective, the location based and personal services may 
be of some attractiveness. Important issues are here methods to deliver the 
positioning and location information across all the different network tech-
nologies (Zündt et al. 2006) and to enhance the location services by using 
the context the user is currently in. For the realization of such and other in-
novative functions in the networks a set of software-based auxiliary func-
tions are needed (middleware). 

2.8 Self Organization: Ad Hoc and Peer to Peer  

Since several years, one trend in communication systems is to introduce 
more self organization thus going away from classical centralized network 
and service control.

In the mobile world, the technology of Mobile Ad Hoc networks 
(MANET) has gained much attention. These infrastructureless, self orga-
nizing networks are working in unlicensed frequency bands and use opera-
tional principles completely different from conventional networks (Toh 
2002). Particularly in the multi-hop form the Ad Hoc networks can be used 
both for intercommunication in small mobile communities as well as for 
the coverage extension of cellular networks (Fig. 11). Routing, reliability 
and security of such networks are still the subject of worldwide research. 
Taking into account the high interest in Ubiquitous Computing (as pre-
dicted by Marc Weiser in 1993 (Weiser 1993)) and in wireless communi-
cation between devices of any kind (machine-to-machine communication) 
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the MANETs will experience a big upswing in the next years. Examples 
are vehicle-to-vehicle communication and the promising fields of sensor 
networks (Karl and Willig 2005), a key to “Ambient Intelligence” (Tafa-
zolli 2005; Eberspächer and von Reden 2006). The wireless mesh net-
works also build on self organization to overcome the intricate procedures 
of today’s network deployment. 

Fig. 11. Ad hoc networking 

Another self organizing technology is Peer-to-Peer networking (P2P). P2P 
means the direct communication between the millions of autonomous 
computers (“peers”) in the Internet without making use of centralized ser-
vices except the pure bit transport across the IP infrastructure (Steinmetz 
and Wehrle 2005). In a P2P network, the end systems act, at the same 
time, as clients and as servers, hence are called servents.  

Fig. 12. Peer-to-peer networking 
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The new P2P paradigm has stimulated a number of new services and ap-
plications. File sharing is the most prominent of them. Fig. 12 shows the 
basic architecture of such a computer network consisting of a IP-based 
transport layer and the P2P virtual overlay network. Today the portion of 
the P2P traffic in the Internet amounts to over 50%, primarily caused by 
music and video file sharing. But P2P has far more potential. With P2P we 
can configure flexibly overlay networks, which allow efficient searching 
of any kind, the formation of grid computer clusters and many kinds of 
conventional communication services, but not centrally controlled. Last 
but not least, it can also be combined with Ad Hoc networking. Clearly, 
P2P is beginning to revolutionize the net world! 

2.9 User Orientation

From the view of the users, most important is the improvement of the user 
friendliness of the systems. The Web browser was a good start. Beyond 
that numerous techniques for "human machine interaction" were developed 
and investigated e.g. speech recognition, handwriting recognition, gesture 
recognition, finger print sensors, intelligent software agents, smart cards, 
or eyeglasses with displays. The rising complexity of the systems and their 
functional enrichment makes it indispensable to involve the end user into 
the definition and design of functions, devices and systems. This is not 
trivial however, since new developments will often be technology-driven, 
so that the customer hears usually relatively late from the upcoming inno-
vations. The early involvement of the user is even more difficult since the 
users often cannot imagine the real potential of new services and functions. 
Fast providing of prototypes is therefore a key to today's product develop-
ment.

3  Summary and Outlook 

The evolution of telecommunications is rapidly advancing. New technolo-
gies foster new applications and vice versa. The up to now diverse net-
works are converging towards an all-IP network. On the other hand, the 
variety of access technologies is even more increasing, and will bring us 
quicker than expected to the final goal: A world where communication is 
possible everywhere, every time and with everybody, and to affordable 
costs.
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1  Introduction 

Backbone networks represent the top of the network hierarchy of carrier 
networks. They connect networks of different cities, regions, countries or 
continents, and usually comprise SONET/SDH or Packet-over-SONET 
(PoS) technology. The complexity of these technologies imposes substan-
tial financial burdens on network operators, both in the area of Capital Ex-
penditures (CAPEX) and Operational Expenditures (OPEX). 

The Ethernet protocol is a possible enabler of more cost-efficient back-
bone networks, as it is characterized by simplicity, flexibility, interopera-
bility and low costs. While Ethernet is traditionally a Local Area Network 
(LAN) technology, continuous developments already enabled its deploy-
ment in Metropolitan Area Networks (MANs). Recent research and stan-
dardization efforts aim at speeding up Ethernet to 100Gbps, resolving scal-
ability issues and supplying Ethernet with carrier-grade features. For this 
reason, Ethernet might in the near future become an attractive choice and 
serious competitor in the market of backbone networks. 

The first part of this paper elaborates on requirements and possible ar-
chitectures of carrier-grade Ethernet-based core networks. Current and fu-
ture standards in the areas of Quality-of-Service, resilience, network man-
agement, and scalability that introduce carrier-grade features into Ethernet 
will be outlined. Different network architectures and related introduction 
strategies will also be explained briefly. 

The second part of this paper examines the economical performance of 
Ethernet networks in comparison to SONET/SDH-based network architec-
tures. Both CAPEX and OPEX are considered in hands-on business cases, 
and the results indicate that Ethernet backbone networks have a high cost 
advantage in both cost categories. 

2  Outline of Carrier-Grade 100G-Ethernet Backbone 
 Networks 

Fig. 1 shows two possible protocol stacks of future 100G-Ethernet back-
bone networks: Protocol stack (1) depicts core network transport via native 
Ethernet that uses MAC-in-MAC encapsulation [1]. Alternatively, (2) 
represents a MPLS-based backbone network that uses Ethernet for layer-2 
transmission between the MPLS nodes [2]. Both architectures require a 
control plane to provide for network-wide functionality of signaling, traffic 
engineering, quality-of-service and protection, established e.g. via Gener-
alized-MPLS (GMPLS) [3]. 
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Fig. 1. Protocol stacks of Ethernet backbone networks 

The mapping of protocol functionality to the requirements of core net-
works is shown in Fig. 2 for both native Ethernet (1) and MPLS Ethernet 
(2) backbone network architectures. Functionality that is provided or con-
trolled by GMPLS is also included in the illustration. 
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Fig. 2. Protocol layer functionality in Ethernet core networks 

In the following, the main enablers of carrier-grade Ethernet backbone 
networks are shortly introduced. 
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2.1 End-to-End Quality of Service 

Quality of Service (QoS) functionality enables service providers to guaran-
tee and enforce transmission quality parameters (e.g. bandwidth, jitter, de-
lay) according to a specified service-level agreement (SLA) with the cus-
tomer.

A QoS framework that is currently developed by the Metro Ethernet Fo-
rum (MEF) aims at providing hard QoS in Ethernet networks [4]. This 
framework uses the RSVP-TE protocol to setup end-to-end paths with 
dedicated bandwidth. In native Ethernet networks, traffic is labeled with 
Service-VLAN tags that are related to a set of QoS parameters. QoS-
conform forwarding in Ethernet switches is controlled by GMPLS [5]. In 
MPLS Ethernet networks, MPLS packets are labeled with MPLS tags and 
forwarded along the specific Label Switched Paths. A connection accep-
tance control (CAC), which is also operated by GMPLS, guarantees that 
the required bandwidth is available along the requested path. 

The MEF’s definition of generic service-level parameters enables a high 
flexibility in SLA definitions: The Committed Information Rate (CIR) de-
termines the minimum amount of bandwidth available to the customer, 
while the Excess Information Rate (EIR) provides additional bandwidth 
during low network load periods. Maximum burst sizes corresponding to 
the CIR and EIR are defined accordingly. 

For more details on enabling hard QoS in Ethernet networks, see [4], 
[6], and [7]. 

2.2 Resilience Mechanisms 

The proposed new restoration mechanism of Ethernet, the Rapid Spanning 
Tree Protocol [8], scales badly with increasing network dimensions, as its 
convergence time depends on the number of network nodes. For this rea-
son, GMPLS will be used to manage protection of links and paths in car-
rier-grade Ethernet networks. 

For both native Ethernet and MPLS Ethernet networks, GMPLS can 
pre-provision backup paths and switch over in the case of failure. In native 
Ethernet networks, multiple spanning trees are set up to accommodate dif-
ferent traffic flows. Every spanning tree corresponds to a certain service-
VLAN tag. In the failure case, the connection is switched over to a differ-
ent S-VLAN that uses a redundant path but connects the same set of nodes. 
In MPLS Ethernet networks, the GMPLS control plane redirects traffic of 
affected LSPs to backup LSPs. 



Ethernet in the Backbone: An Approach to Cost-efficient Core Networks      199 

Additionally, Link Aggregation Groups [8] may be set up in both scenarios 
to provide protection for individual links. 

Restoration mechanisms like RSVP-TE Fast Reroute might also be used 
if the protection requirements are less severe. For example, the GMPLS 
control plane might pre-establish backup paths for premium traffic but en-
vision slower restoration mechanisms for best-effort traffic. 

Additional, generic resilience concepts have been developed by the 
MEF in their protection framework [9] in order to enable interoperability 
between future Ethernet devices of different vendors. 

2.3 Operations Administration & Maintenance 

Enhanced OAM functionality is another cornerstone of carrier networks, 
providing failure detection, localization and performance monitoring. 

The IEEE 802.1ag standard extension, named Connectivity Fault Man-
agement, defines essential fault management functionality like loopback 
continuity check and traceroute. Together, this set of functions will finally 
introduce path discovery and verification as well as fault detection and iso-
lation into Ethernet. Furthermore, an OAM framework set up by the MEF 
focuses on providing SLA measurements (connectivity, latency, loss, jit-
ter) for Ethernet networks [10]. 

2.4 Core Network Scalability  

With its origin in the LAN, Ethernet meets several scalability issues on its 
progress into Wide Area Networks.  

Address space limitations will be resolved with the upcoming IEEE 
Provider Backbone Bridge standard [11], which enables the provider to 
encapsulate customer Ethernet frames into a second Ethernet header 
(“MAC-in-MAC”). Besides an immense reduction of the size of forward-
ing tables in provider equipment, Ethernet services can be provided across 
the networks of different carriers. 

Fig. 3. Provider backbone bridge frame format [11] 
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In MPLS Ethernet networks, address space is not critical, since MPLS la-
bels are used for switching. These labels have a length of 20bit and enable 
up to a million of LSPs per link, as they are only locally significant. 

The spanning tree protocol (STP) presents another bottleneck of 
Ethernet, as it enables only tree topologies whereas backbone networks 
typically have meshed or ring topologies. A successor to the STP that en-
ables new topologies and permits loops would be the most desirable solu-
tion. Alternatively, a set of VLANs could be established across the back-
bone network in a way that all links are covered by one or more VLANs. 
However, this latter solution comes along with increased management 
complexity. 

Another area of work is the maximum Ethernet frame size of 1500 Byte, 
which generates processing overhead especially with increasing transmis-
sion speeds. The standardization of “Jumbo frames” that contain 9000 
Byte or more of user data is another desirable feature of a new Ethernet 
standard [12]. 

As node distances are usually in the area of a few hundred kilometers or 
even more, the transmission distance of Ethernet signals is another topic 
that has to be considered carefully upon the deployment of Ethernet in 
backbone networks. Current 10G Ethernet hardware provides link ranges 
of 70-80km, but with the speeding up of Ethernet to 100Gbit/s, new chal-
lenges arise: Second degree (slope) chromatic dispersion has to be exactly 
compensated, birefringency effects become grave, and the signal-to-noise 
ratio of 100Gbit/s signals is generally lower as fewer photons are transmit-
ted per optical impulse. Although several experiments and field trials of 
the past (e.g. that of Siemens, British Telecom, and the University of 
Eindhoven in the EU IST project FASHION with 160Gbit/s signals over 
275km standard single-mode fiber [13]) showed that long-distance trans-
missions of high-speed signals are definitely feasible, the complexity and 
costs of the required optical equipment is currently still at a very high 
level. On the other hand, the effort spent on extending the signal reach of 
Ethernet signals is rewarded by equipment savings. 

Fig. 4 illustrates the possible port count savings in an Ethernet core net-
work where optical grooming can be applied up to the maximum transmis-
sion distance avoiding unnecessary electrical processing of transit traffic.  
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Fig. 4. Port count savings in grooming-enabled Ethernet networks 

These results were derived for a native Ethernet network following the to-
pology of a generic German backbone, which was also used during the 
CAPEX and OPEX analyses below [14]. 
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Fig. 5. Reference network topology 

The IEEE usually defines a broad set of physical Ethernet interfaces. Thus, 
besides a single 100G-Ethernet signal, a multiplexing of lower bit-rate op-
tical signals into a 100G signal is also conceivable (e.g. 10x10G or 
4x25G). Although the maximum transmission range of these multiplexed 
signals would certainly be longer than that of a pure 100G-signal the mul-
tiplexing requires additional costly WDM equipment and the signal would 
occupy several wavelength channels on the fiber. 
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3  CAPEX Comparison of Different Backbone Network 
 Architectures 

In general, the term CAPEX incorporates all expenditures related to the 
purchase of equipment, infrastructure, buildings or furniture. As we want 
to compare the impact of different network architectures on CAPEX, we 
will neglect cost components that are not or barely affected by the choice 
of the network technology. For this reason, the CAPEX calculation only 
considers the costs for equipment that is related to the network architecture 
choice, including switches, routers, line cards and optical modules, while 
the costs of WDM-equipment and fiber are not included. 

In order to calculate the total CAPEX of a specific network architecture, 
future traffic loads, network device counts and network device prices have 
to be estimated. The German reference network above was used for the 
physical topology of the considered backbone and corresponding traffic 
matrices were extrapolated to determine future link loads. According to 
predictions by TeleGeography [15], the traffic is assumed to grow ho-
mogenously at a rate of 40% per annum. A shortest-path routing algorithm 
is applied to determine the single link loads.  

From the link loads, the number of switches, routers and line card ports 
can be obtained for any different network architecture. In the SONET/SDH 
business cases, this device count includes equipment needed for upgrading 
the existing network in order to accommodate additional traffic (incre-
mental CAPEX scenario). In the Ethernet business cases, the migration 
from SONET/SDH had to be respected with the consequence that the ma-
jority of components have to be acquired at the point of migration and only 
a few IP routers can be reused (green field / migration CAPEX scenario). 

Future equipment prices are extrapolated following a careful analysis of 
market data, past price developments, and price relations between Ethernet 
and SONET/SDH. The prices of switches and routers in basic configura-
tion (chassis, power supply, backplane, route processor, and switching fab-
ric) are assumed to remain constant. For line cards that make up the largest 
cost component, a price extrapolation is indispensable, as they experience 
immense price reductions over time. 
Fig. 6 shows the past development of the prices for 10G Ethernet and Gi-
gabit Ethernet bandwidth in the form of average prices for 10G port capac-
ity (1 x 10GE port or 10 x GbE ports). Evaluated were press releases and 
official price lists ([16] – [24]) for high-end modular switches with long-
reach (10km) optical modules of the following companies: Cisco, Entera-
sys, Extreme Networks, Force10, Foundry Networks, and Riverstone Net-
works.
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As a next step, the price development dynamics of 10GE and GbE were 
used to estimate future prices for GbE, 10GE, and finally 100GE after its 
market entry (Fig. 7). The market entry of 100GE is expected for the year 
2009, as a standardization typically needs 3 years and is expected to start 
in this year (2006). 

USD 0

USD 2.000

USD 4.000

USD 6.000

USD 8.000

USD 10.000

2005 2006 2007 2008 2009 2010 2011 2012

pr
ic

e 
/ 1

0G
 b

an
dw

id
th

Gigabit Ethernet

10G Ethernet

100G-Ethernet

Fig. 7. Future price development of Ethernet bandwidth 

For SDH and POS line cards, price extrapolations proved to be more diffi-
cult than for Ethernet as less market data is publicly available. Therefore, 
the methodology used to predict future SDH and POS port prices was to 
consider the current price ratios compared to Ethernet bandwidth and as-
sume that this price ratio remains constant. The prices of POS, SDH, and 
Ethernet interfaces for routers and switches are illustrated in Fig. 8 for dif-
ferent optics [21]. 
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Fig. 8. Price comparison of router and switch interfaces 

The following generic network architectures were considered in the subse-
quent business cases: 

IP/POS-over-WDM: The backbone consists of Label Edge Routers 
(LERs) and Label Switch Routers (LSRs), which are all equipped with 
POS interfaces. SONET/SDH is only used for transporting the IP pa-
ckets node to node, directly over WDM or fiber. A 1+1 protection 
scheme is applied. 
IP/POS-over-SDH-over-WDM: This network scenario considers a 
backbone where LERs are located at the ingress and egress points of the 
backbone. The traffic is switched and groomed along SDH add-drop-
multiplexers and cross-connects inside the core. A 1+1 protection sche-
me is applied. 
IP/POS-over-OXC-over-WDM: This case is similar to the previous ar-
chitecture, however the SDH switches are replaced by optical cross-
connects (OXCs). The range of the optical signal is assumed to be large 
enough to enable end-to-end optical grooming. A 1+1 protection scheme 
is applied. 
IP/MPLS-over-Ethernet-over-WDM: The backbone consists of LERs at 
the edge and MPLS-enabled Ethernet switches in the core of the back-
bone. This architecture corresponds to a MPLS Ethernet architecture as 
outlined in section 2 (Fig. 1). A 1:1 protection scheme is applied, i.e. all 
capacity is overprovisioned by 100%. 
Ethernet-over-WDM: The core and outer core are a native Ethernet net-
work with Ethernet switches both at edge and core. A few LERs are de-
ployed to handle a small share of traffic that requires IP routing (share 
assumed to be 30%), however Ethernet traffic does not have to traverse 
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LERs at the ingress and egress points of the backbone. 1:1 protection is 
applied.
Ethernet-over-WDM with service-level protection: The network archi-
tecture is identical to the one before except that only premium traffic is 
protected against failure (share of premium traffic set to 30%). 

Fig. 9 illustrates the accumulated CAPEX results for the years 2009 to 
2012. The CAPEX is split up into components belonging to the IP layer 
(LERs, LSRs and interfaces) and components belonging to the transport 
layer (e.g. Ethernet switches and interfaces). 

Fig. 9. Accumulated CAPEX comparison 

The cost component of LERs is high for all SDH-related infrastructures 
due to the high prices of POS interfaces. On the transport layer, a pure 
POS-over-WDM network causes the most costs as only expensive router 
interfaces are used. POS-over-SDH architectures prove to be much 
cheaper as the SDH network employs SDH switches and interfaces instead 
of expensive LSR equipment for core switching. A POS-over-OXC net-
work has an even better CAPEX performance due to lower switch and op-
tical transceiver prices of OXC hardware. 

Without exception the Ethernet business cases perform all better than 
SDH architectures. The MPLS Ethernet business case is the most expen-
sive among the possible Ethernet architectures, as a considerable amount 
of CAPEX is related to LERs and corresponding interfaces. A native 
100G-Ethernet network enables higher savings in the LER category. With 
native 100G-Ethernet networks that employ a service-level differentiated 
protection scheme, the CAPEX can be reduced even further. 
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If we consider the CAPEX performance of the different business cases 
over time, the Ethernet business cases show high initial CAPEX of 100GE 
networks (new technology) in comparison to SDH network architectures 
(incremental approach). However, from the year 2009 on the incremental 
CAPEX of Ethernet networks decrease to a level well below SDH network 
CAPEX and on an extended timeframe the CAPEX advantage of Ethernet 
would even increase. 

4  OPEX Comparison of Different Backbone Network 
 Architectures 

While OPEX of network operators include many more categories, the re-
pair process is chosen for consideration as the impact of 100G-Ethernet 
can be predicted most clearly in this area. Remark: As WDM failures and 
fiber breaks are not considered the total OPEX repair process values are 
very low. 

The methodology used in these OPEX business cases was to determine 
the total number and type of equipment for each network architecture and 
year as done in section 3. By using availability figures [25] the average re-
pair time for a given backbone architecture can be estimated. The related 
costs are derived by multiplying the total repair time with the average sal-
ary of a field or point-of-presence technician. The general scenario and as-
sumptions are mostly identical to the CAPEX consideration. Fig. 10 shows 
the results of the repair process OPEX, accumulated over the years 2009 to 
2012.
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Again, Ethernet networks are more economical than SDH architectures, 
which is mostly due to the reduced device count enabled by 100G-
Ethernet: Compared to the 40Gbit/s POS/SDH interfaces, Ethernet net-
works require less switches and line cards due to the higher port bandwidth 
of 100Gbit/s. The possibility of applying a service-level protection scheme 
can further reduce overprovisioning and the related OPEX.

While the OPEX of the repair process is very low for Ethernet, further 
OPEX savings may be enabled via the provisioning of Ethernet services in 
comparison to legacy services like e.g. leased line or Frame Relay. A study 
conducted by the MEF indicates total OPEX savings of around 20% in af-
fected areas [26]. Thus, the OPEX advantage of Ethernet is not only lim-
ited to a small share of OPEX but Ethernet architectures enable consider-
able savings in a wide range of OPEX areas. 

5  Conclusion 

Ethernet evolved from LAN into Metro areas covering speeds from 10 
Mbps up to 10 Gbps and the next generation Ethernet speed of 100Gbps 
will be the enabler of Ethernet-based pure packet core networks. Carrier-
gradeness of Ethernet-based packet architectures is the major point. A 
careful analysis of the required protocol features like network resilience, 
QoS, and OAM shows many redundancies within the layers of today’s 
network architectures that have to be resolved shaping a new end-to-end 
Ethernet layer with the required scalability.  

A CAPEX and OPEX analysis demonstrates a considerable cost advan-
tage of 100G-Ethernet in comparison to SDH-based solutions. The supe-
rior CAPEX performance results from a huge cost advantage of Ethernet 
devices and their fast price decline. The reduced switch and line card count 
in 100G-Ethernet networks and the efficient economics of Ethernet ser-
vices are responsible for a superior OPEX performance. 

Therefore, it can be said that Ethernet has a promising future in core net-
works, not just as link technology supporting an upper routing layer, but as 
a complete, cost-effective, and service-oriented infrastructure layer in the 
area of core networks. The industry-wide efforts to cover remaining chal-
lenges also confirm this outlook. 



208      A. Schmid-Egger, A. Kirstädter, J. Eberspächer  

Acknowledgement 

The authors thank all people contributing to this study for their friendly 
support, especially Monica Jäger from T-Systems and Andreas Iselt, San-
drine Pasqualini, and Harald Rohde from Siemens Corporate Technology. 

References

[1] IEEE, Provider Backbone Bridges, [Online]. Available: http://www.ieee802. 
org/1/pages/802.1ah.html 

[2] IETF, MPLS Label Stack Encoding, (RFC 3032) [Online]. Available: http:// 
www.ietf.org/rfc/rfc3032.txt 

[3] IEC, Generalized Multiprotocol Label Switching (GMPLS) [Online]. Avail-
able: http://www.iec.org/online/tutorials/gmpls/ 

[4] Khandekar S Developing A QoS Framework For Metro Ethernet Networks 
To Effectively Support Carrier-Class SLAs, [Online]. Available: http://www. 
metroethernetforum.org/Presentations/IIR_DevelopingQoSFramework.pdf 

[5] Papadimitriou D, Choi, J, A Framework for Generalized MPLS (GMPLS) 
Ethernet, IETF Internet Draft [Online]. Available: http://www.ietf.org/inter-
net-drafts/draft-papadimitriou-ccamp-gmpls-ethernet-framework-00.txt 

[6] Atrica Corp., Delivering Hard QoS in Carrier Ethernet Networks, [Online]. 
Available:http://www.atrica.com/body/products/whitepapers/Delivering_ 
Hard _QoS_in_Carrier _Ethernet_Networks_v12.pdf 

[7] MEF, Bandwidth Profiles for Ethernet Services [Online]. Available: http: 
//www.metroethernetforum.org/PDFs/WhitePapers/Bandwidth-Profiles-for-
Ethernet-Services.pdf 

[8] IEEE, Media Access Control (MAC) Bridges, [Online]. Available: http:// 
standards.ieee.org/getieee802/download/802.1D-2004.pdf 

[9] MEF, Requirements and Framework for Ethernet Service Protection in 
Metro Ethernet Networks, [Online]. Available: http://www.metroether-
netforum.org/PDFs/Standards/MEF2.pdf 

[10] Squire M, Metro Ethernet Forum OAM, [Online]. Available: http://www. 
metroethernetforum.org/presentations/MEF%20OAM%202003-12-01.pdf 

[11] Suzuki M, Bottorff P, Chen M, Addressing Issues of Provider Backbone 
Bridges, [Online]. Available: http://www.ieee802.org/1/files/public/docs
2004/ah-suzuki-addressing-issues-1104-01.pdf 

[12] Small Tree Communications, The Importance of Jumbo Frames in Gigabit 
and 10-Gigabit Networks, [Online]. Available: http://www.small-tree.com/ 
jumbo_white_paper.pdf 

[13] Lehmann G et al., An 160Gbit/s Network Field Trial Report, [Online]. 
Available: https://medicongress.be/UploadBroad/Session%2002/ Presenta-
tion%2002- 04.pdf 



Ethernet in the Backbone: An Approach to Cost-efficient Core Networks      209 

[14] Schupke DA, Jäger M, Hülsermann R (2003) Comparison of Resilience 
Mechanisms for Dynamic Services in Intelligent Optical Networks, Fourth 
International Workshop on the Design of Reliable Communication Networks 
(DRCN), Banff, Alberta, Canada 

[15] TeleGeography, Global Internet Geography, [Online]. Available: http:// 
www.telegeography.com/products/gig/ 

[16] NetworkWorld, 10G or not 10G?, [Online]. Available: http://www.network-
world. com/news/2002/120210gig.html 

[17] LightReading, Force10 Slashes 10-GigE Pricing, [Online]. Available: http: 
//www.lightreading.com/document.asp?site=lightreading&doc_id=27068 

[18] Foundry Networks, Press release, [Online]. Available: http://www.foundry-
net. com/about/newsevents/releases/pr1_28_03.html 

[19] Zach Fierstadt, 10G Matures, [Online]. Available: http://www.arnnet.
com.au/index.php/id;2086580617;fp;256;fpid;319049444 

[20] Foundry Networks, Press release, [Online]. Available: http://www.hbi.de 
/clients/Foundry_Networks/pms04/09_02/Modules090204.php 

[21] Cisco, Global Pricelist (February 2005), [Online]. Available: http://shop. 
muk.com.ua/cisco_price/index.html 

[22] Foundry Networks, Press release, [Online]. Available: http://www.hbi.de 
/clients/Foundry_Networks/pms05/18_05/Portpreise_Draft2.php 

[23] NetworkWorld, Force10 aims high with 10G switch, [Online]. Available: 
http://www.networkworld.com/news/2002/0830force10.html 

[24] NetworkWorld, Bronx hospital leaps to 10G [Online]. Available: http:// 
www.extremenetworks.com/aboutus/pressroom/news/NetWorld_Bronx10Gi
g.pdf  

[25] NOBEL Project, Availability Model and OPEX related parameters, to be 
published  

[26] MEF, Service Provider Study: Operating Expenditures [Online]. Available 
for MEF members: http://www.metroethernetforum.org 



V   Mobile Services 



A Generic User Innovation Toolkit Architecture 
for Mobile Service Creation 

Bernhard Kirchmair 

1  Introduction .....................................................................................................214

2  The Domain of Mobile Communication..........................................................215

3  A Toolkit Architecture for Mobile Service Creation.......................................217

3.1 Requirement Profile ..................................................................................217

3.2 Overview of the Architecture....................................................................218

3.3 Model Generation .....................................................................................220

3.4 Model Verification....................................................................................223

3.5 Model Execution.......................................................................................225

3.6 Model Translation.....................................................................................225

3.7 User Interaction.........................................................................................226

4  A Concept Demonstration of a Toolkit in the Domain 
    of Mobile Services...........................................................................................228

4.1 Technical Infrastructure ............................................................................229

4.2 The Toolkit in Novice Mode.....................................................................229

4.3 The Toolkit in Advanced Mode ................................................................233

5  Summary .........................................................................................................235

References ...........................................................................................................236



214      B. Kirchmair  

1  Introduction 

With the deregulation of the telecommunication industry in the 1990s, with 
ever more companies providing digital services1 in the domain of mobile 
services, with key technologies maturing (and, thus, getting easier to ac-
cess and utilize), and with users getting more sensitive towards new tech-
nologies and services, the respective market environment has become 
highly competitive (Magnusson et al. 2003). While there were only little 
incentives for companies to develop novel end user telecommunication 
services as industry still consisted of monopolies and faced regulation, in-
novation as an important key to sustainable competitiveness is again in fo-
cus. Innovation facilitates differentiation and differentiation is considered 
to lead to competitive advantage (Porter 1998). However, in order to reveal 
the full potential of new capabilities derived from technical possibilities in 
the domain of mobile services, industry has to discover which services are 
wanted and needed by current and future users. Users may face needs for 
services that are currently not provided, but could be easily made possible 
by utilizing yet available technology in the right way. In this context, the 
imperative of innovation applies in particular. Considering today's market 
characteristics, the incentive to develop innovative value-adding services 
that meet user needs accurately is extraordinary high.  

Toolkits for user innovation are a novel approach for commercializing 
on customer creativity and innovativeness (von Hippel 1999; von Hippel 
and Katz 2002). The main rationale is that a considerably large share of 
customers is eager to actively participate in new product development and 
innovation processes to get products that meet their needs perfectly (von 
Hippel 2005). As user needs are likely to be heterogeneous, chances are 
high that resulting products are quite innovative (Thomke and von Hippel 
2002). So far, this approach has mainly been applied to the development of 
material products such as custom food, industrial chips, surgical instru-
ments and mountain bikes (Lüthje 2000, 2003; Lüthje et al. 2003; Magnus-
son et al. 2003). The application of the toolkit for user innovation approach 
to the development of intangible products, particularly digital services, 
seems to be very promising. Digital services that are developed following 
the toolkit approach may fulfil user requirements more accurately (increas-
ing customer satisfaction and minimizing risk), are expected to be more 
innovative (rising its potential for market success), and may be cheaper 
and faster to realize (shortening time-to-market) (Kirchmair 2005). 

                                                     
1 Digital services are defined as services realized by software and are provided 

through electronic means (Kirchmair 2005). 
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This article proposes a conceptual toolkit architecture for mobile service 
creation that may serve as the basis for a future full-scale implementation. 
In the following, the domain of mobile services is introduced in more de-
tail.

2  The Domain of Mobile Communication 

A service domain is determined by a certain class of digital services and 
can be characterized by applying a system model approach2 (Lupp and 
Gerstheimer 2001). A system model characterizing a service domain, and 
related digital services respectively, denotes two main aspects: possibilities
and requirements. Former can be regarded as capturing technological ele-
ments of a domain in terms of what is technically feasible. Latter can be 
regarded as capturing economic elements in terms of user needs and us-
ability. Requirements for a service's functionality, behavior, and capabili-
ties are determined by users. The process of capturing user needs is mainly 
a social and analytical task. A realization of the services wanted has to oc-
cur through technological means, however. 

The present technological possibility system of the domain of mobile 
services includes the following five dimensions3:

The dimension of communication relates to communication parameters, 
i.e. what types of mobile communication are possible at all (e.g. unidi-
rectional, bidirectional, synchronous, asynchronous, etc.) and at which 
speed and what time communication can be practiced. 
The data dimension relates to the types of data that can be transmitted 
(e.g. audio, video, images, etc.). 
The dimension of location which relates to technological possibilities 
for including a user's location into mobile communication processes. 
The dimension of personalization captures technological possibilities 
for adapting the process of mobile communication to preferences and 
needs of individual users.  
The interaction dimension relates to the interface between users and the 
mobile communication system, i.e. input and output interfaces. Each 
single dimension covers different aspects of domain-related technolo-

                                                     
2 A system model is an abstraction and simplification of the modeled entity and 

shows the relevant aspects for a clearly defined problem (Churchman et al. 
1957). 

3 Dimension are adapted from (Lupp and Gerstheimer 2001). 
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gies. Linking these dimensions and bringing them into relation spans the 
domain's technological possibility space.  

From a user's point of view, mobile services can be characterized by as-
pects of their usage, and service-related needs respectively. The require-
ment system consists of the six dimensions of user, place, time, process,
intention, and condition.

These dimensions completely describe any domain-related user need. A 
need as an abstract concept always relates to a user who experiences this 
need. The first dimension describes this user. Moreover, a need is linked to 
a certain place and time, i.e. at which location and when the need comes 
up. The process dimension characterizes a service's functionality. The in-
tention captures the goal a user wants to achieve with a service. Finally, 
the condition dimension specifies any restrictions on a service’s usage or 
capabilities.

An arbitrary example for how a user need can be captured by these di-
mensions could be a wanderer (user) in the Tuscany (place) who wants to 
get notified about upcoming thunderstorms (process) immediately (time), 
to be able to start searching for a shelter in time (intention). But the notifi-
cation shall only occur if the likelihood for a thunderstorm rises above a 
certain user-defined level (condition). 

The integration of both systems, the technological-oriented possibility 
system and the user-oriented requirement system, results in a comprehen-
sive characterization of the domain of mobile services. This system of mo-
bile communication is visualized in Fig. 1. 

Fig. 1: The system of mobile communication 
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3  A Toolkit Architecture for Mobile Service Creation 

In the following, a conceptual toolkit architecture for mobile service crea-
tion is introduced. First, an overview is given of the requirements the ar-
chitecture is based on. Then the architecture is briefly described, before its 
components and utilized key technologies are examined in more detail. 

3.1 Requirement Profile 

The toolkit architecture was developed during a research project conducted 
at CDTM and UC Berkeley. The first step in developing the architecture 
was to find out about requirements for such a toolkit. A comprehensive re-
quirement profile was compiled based on general characteristics of toolkits 
for user innovation. 

A toolkit for user innovation should encompass five important elements 
(Hippel 1999): First, a toolkit should allow customers to run complete cy-
cles of trial-and-error learning. Second, the resulting user design shall be 
producible by the provider. Third, a toolkit should provide libraries of 
commonly used design elements to let customers design custom solution 
rapidly. Fourth, it should offer users a concrete delimited solution space 
that encompasses the designs customers want to create. Finally, a toolkit 
should be intuitively usable by users. 

Putting these five key characteristics into the context of digital service 
development and analyzing resulting implications led to a comprehensive 
requirement profile that consists of 42 requirements classified into several 
categories corresponding to the toolkit characteristics described4. These re-
quirement categories include: 

The generation of a functionally complete and executable prototype that 
allows users to carry out trial-and-error learning efficiently, 
the automatic mapping of users’ service designs to a production/ execu-
tion system and to a software engineering model to allow for both, an 
ad-hoc usage of newly created services and a refinement and onward 
development by in-house developers if needed, 
the provision of composable service units out of which new services can 
be built by users and the support for a composition mechanism that al-
lows for the composition of service units with an appropriate degree of 
design freedom, 

                                                     
4 The complete catalogue of requirements can be found in (Kirchmair 2005). 
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an appropriate variety of service units that span a proper solution space 
to increase the likelihood for innovation, 
the adaptability to different target user groups such as novice users, ad-
vanced users, expert users, etc., 
security, privacy, and data protection mechanisms. 

Subsequently, the 42 requirements were analyzed through logical reason-
ing, and implications for an implementation explored. It turned out that a 
toolkit for digital service creation has to include at least three main ele-
ments in order to satisfy the requirement profile: 

An internal formally unique representation of users’ service designs,  
the provision of service units, and  
the provision of a composition mechanism.  

Service units and the overall service design have to be described in a for-
mally unique way, syntactically and semantically. This is a prerequisite for 
many of the toolkit’s crucial features such as the automatic mapping of a 
user design to a production/execution system or a software engineering 
model, and the check of the design for consistency. 

Moreover, the definition and verification of functional and non-
functional properties has to be supported. Such properties may include 
safety and liveness properties such as deadlock freedom or livelock free-
dom to prevent unsafe service states, application-specific properties to en-
sure the satisfaction of certain service constraints, and properties to ensure 
data consistency.  

Furthermore, the level of abstraction of both, service units and composi-
tion mechanism, has to be adaptable to allow for vertical and horizontal 
adaptation of the toolkit. Vertical adaptation relates to the adaptation to a 
specific target user group by adjusting the complexity of the composition 
mechanism visible to toolkit users and the functional abstraction level of 
service units provided. Horizontal adaptation relates to the adaptation of a 
toolkit’s solution space, e.g. by adding or removing service units.  

The architecture proposed in the following is based on the compiled re-
quirement profile and an extensive analysis thereof. 

3.2 Overview of the Architecture 

The architecture is based upon the interactions between several roles (Fig. 
2). These roles include the user interaction, the model generation, the 
model verification, the execution role, and two model translation roles.
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Fig. 2: A conceptual toolkit architecture for mobile service creation 

The roles act upon a toolkit's software and data artefacts, namely service 
unit specifications, service design models, software engineering models, 
and a set of verification properties. 

Any implementation of this architecture consists of components, and 
component groups respectively, that realize these roles. The interactions 
between the architecture's components and related actions upon respective 
artefacts are as follows: 

A user creates his service by interacting with the user interaction com-
ponent. The component is responsible for, first, presenting a set of service 
units, an external composition mechanism, and the service design in pro-
gress to the user, and, second, passing service creation related user actions 
on to the model generator. The model generator component then, captures 
a user's service design in a formal service description, i.e. a service model, 
utilizing the toolkit's internal composition logic. For this purpose, it inter-
acts closely with the verifier component which verifies the service model 
against defined verification properties. If this check of the service design 
detects a violation, feedback is given to the model generator which, in turn, 
notifies the user interaction component. If the check completes success-
fully, the generated model is passed on to the service deployer component
which arranges for the execution engine to execute the model. The execu-
tion engine, finally, executes the service model. Besides bringing the ser-
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vice model to execution, it can be translated to a software engineering 
model and vice versa. One of the translation components supports the 
translation of the service design to a software engineering model, the other 
one the translation of a software engineering model back to the corre-
sponding toolkit representation of a service design. Hence, the service 
model can be integrated seamlessly into an in-house software development 
process and the resulting software model can be easily fed back to the 
toolkit.

Three key technologies are suggested for an implementation of this ar-
chitecture and its components respectively: The central idea underlying the 
architecture is the adoption of Web services technology in conjunction 
with the Business Process Execution Language for Web services (BPEL)
for representing service units, service designs, and for executing services. 
As a third technology, the Unified Modeling Language (UML) can be util-
ized as a language for specifying software engineering models that repre-
sent service designs. 

In the following sections, each of the architecture's components and 
component groups respectively is introduced in detail. The emphasis is on, 
first, a component's functional role within the architecture, second, the 
adoption of respective key technologies for this component, and third, the 
reasoning behind the technologies' utilization with regards to the identified 
requirements. 

3.3 Model Generation 

The model generator component performs the following tasks within the 
architecture:

First, it manages the actual service design model, i.e. the formal descrip-
tion of a service design. The information necessary to construct this ser-
vice design model originates from either the user interaction component 
or the model translator. Whereas in the former case a service description 
is successively constructed according to the user actions passed on by 
the user interaction component, in the latter case a yet complete service 
design description is handed over from the translator component. 
Second, as it is the user interaction component that realizes a toolkit's 
composition mechanism as it is visible to users, the model generator 
component has to provide means that allow for the mapping of a user's 
composition actions made via this external composition mechanism to 
the toolkit's internal composition logic. Hence, the model generator 
component offers a programming interface to the user interaction com-
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ponent that provides functionality for the construction of a respective 
service design model. Any service creation related user action is imme-
diately mapped to a toolkit's internal composition logic for building a 
service design description. 
Third, the model generator interacts with the model verifier component 
for checking these compositions for validity and for verifying the actual 
service design model against defined properties. Issues related to this 
verification processes are described later in this article. 
Finally, the model generator passes the service model that has been mo-
del checked and found consistent, complete, and safe, on to the service 
execution component or service translation component for further pro-
cessing.

3.3.1 Realizing the Concept of Service Units by Utilizing Web 
 Services 

Web services technology seems to be perfectly suitable for realizing the 
concept of service units, i.e. for implementing and providing their respec-
tive functionality. There is substantial similarity between the concept of 
service units and the concept of Web services: 

Web services are self-contained entities which encapsulate discrete 
functionality. The same holds true for the concept of service units. 
Web services are reusable entities. Service units shall be reusable as 
well.
Web services provide a clearly specified interface (described in a 
WSDL document) that defines the service's access protocol (SOAP), the 
access point (an URI), and the public operations including typed argu-
ments and return values. It can be shown that the interface of a service 
unit needs to provide similar information.  

Since Web services are composable, service units realized as Web services 
are composable as well. By means of proper composition logic, new ser-
vices with novel functionality can be created. Such composite services, 
and composite service units respectively, can be described by any language 
capable of capturing the composition of Web services. Particularly those 
languages qualify as potential candidates that are workflow-oriented and 
have high expressiveness. Former, because Web service interaction in-
volves the coordination of control and data flow between services, latter, 
because of findings in the requirement analysis which suggest that high 
expressiveness is preferred over low expressiveness. The utilization of 
BPEL as a description language is proposed in the following section.
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Another benefit from utilizing Web services technology is that a tool-
kit's solution space can be easily enlarged by making external third party 
Web services available as service units to toolkit users (horizontal adapta-
tion).

3.3.2 Realizing Service Unit Composition by Utilizing BPEL 

For a functionally complete description of a service design, a proper ser-
vice description language has to capture a service's data and control flow 
completely. BPEL fulfils these requirements. 

Data flow is captured due to BPEL's capabilities of declaration of vari-
ables and manipulation of XML data structures using XPath expressions. 

Control flow is captured by structured activities BPEL provides. In ad-
dition, BPEL features several structures and concepts that are highly suit-
able for the description of complex services. Examples of such concepts 
are the built-in parallelism or the support for both synchronous as well as 
asynchronous interaction with Web services.  

BPEL defines a full XML-based programming language, a type system, 
an exception handling model, a message handling model, a threading 
model, a compensation model, and a process life-cycle model. In fact, 
BPEL is turing-complete and, thus, allows for the description of services 
of arbitrary complexity. As BPEL is platform-independent, a service de-
sign described with BPEL is not coupled to a certain programming, nor 
execution platform. 

Besides the requirement for a functionally complete description of a 
service design, each service unit has to be described by a proper descrip-
tion method as well. Such a description method has to be capable of cover-
ing both a service unit's interface and its behavior, i.e. syntactical and se-
mantical aspects. Moreover, the composition of service units has to occur 
in a valid way. 

Since service units shall be realized as Web services, two properties are 
relevant in this context: Syntactical compatibility as the basic requirement 
for any Web service composition and, in addition, semantical compatibil-
ity. In conjunction, both properties serve as a sufficient criterion for check-
ing the validity of a composition.  

Syntactical compatibility refers to the correspondence of certain types 
within the Web services to be composed, namely message and data types 
that constitute a service interface. The definition of these types is specified 
in a Web service's WSDL document. Hence, a check on syntactical com-
patibility of two service units to be composed can completely rely on the 
respective WSDL specifications (Curbera et al. 2002). 
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In the context of checking for semantical compatibility, the behavior of the 
services to be composed is of interest. It has to be ensured that the result-
ing composition lies within the pre-defined solution space. The behavior of 
a service is defined by its assigned BPEL process model.  

Hence, the combination of WSDL and BPEL constitutes a comprehen-
sive description method for service units that covers relevant syntactical 
and semantical aspects, namely their interface and behavior, sufficiently. 

In order to be able to verify the compatibility (and, thus, the functional 
behavior) of two service units to be composed, a semantical uniqueness of 
the service description is required. The problem with BPEL is that the 
specification of BPEL does not formally specify the language's operational 
semantics. Whereas the BPEL syntax is formally founded through XML
Schema which can be easily translated to the Model Schema Language
(MSL) allowing for various automatic analysis techniques (Brown et al. 
2001), its semantics are described textually through several examples only. 
Nevertheless, there exists consensus on the semantics of the language's 
most important structures and concepts. 

However, there are several attempts to underpin BPEL with a sound 
mathematical model. The approaches follow one of two strategies: describ-
ing BPEL semantics by building on distributed Abstract State Machines 
(ASM) (Farahbod et al. 2004) or mapping BPEL to Petri-nets (Vidal et al. 
2004; Stahl 2004). Unfortunately, none of these approaches is fully ma-
tured or completely validated yet. But even though a complete formal se-
mantics is desirable, it is not necessarily required for verifying certain 
properties on BPEL process specifications. In fact, recently, several ap-
proaches emerged aiming at formalizing a subset of BPEL: Only those se-
mantical aspects are considered and incorporated into a mathematical for-
malism that are relevant for certain verification purposes. The models can 
then serve as an input for different verification techniques.  

3.4 Model Verification 

All tasks related to model verification are done by the model verifier com-
ponent. The support for verification is important at several points through-
out the service creation process. First, semantical and syntactical compati-
bility of two service units to be composed has to be ensured. Second, 
before passing a service design on for further processing, the design has to 
be checked against defined service properties. For one, such defined ser-
vice properties could be properties defined by the toolkit designer, and 
service provider respectively, to enforce certain aspects on a design (e.g, 
safety properties). In addition, properties could also be defined by an (ad-
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vanced) toolkit user or a software engineer for the purpose of verifying a 
service design's functionality formally grounded. 
As highlighted in the last section, the prerequisite for any verification is a 
mapping of the service description language, in this case BPEL, to a sound 
mathematical model providing a formal foundation of the language's se-
mantics, or at least relevant parts of it. In literature, several approaches for 
the modeling and verification of workflow systems, and business processes 
respectively, have been proposed5.

Three approaches can be identified that seem reasonable for an imple-
mentation of this architecture. Those approaches are particularly tailored to 
the modeling and verification of processes defined in BPEL:  

Foster et al. (2003) describe an approach which relies on finite state 
processes (Magee and Kramer 1999) and supports the verification of 
BPEL implementations against abstract functional specification models 
described in UML, specifically in the form of message sequence charts. 

Koshinka and Breugel (2003, 2004) describe an approach for specifying 
BPEL processes by a process algebra named BPE-calculus6. The calculus' 
syntax and semantics are formally defined. The BPE-calculus is modeled 
by means of a structural operational semantics (Plotkin 1981), more pre-
cisely, a labelled transition system. 

Fu and Bultan (2004) describe an approach which allows for the analy-
sis of asynchronous interactions of a set of composite Web services 
through linear temporal logic model checking (Pnueli 1977). This focus on 
interaction verification makes the approach highly interesting for an adop-
tion in a toolkit implementation. As the execution of a service design in-
volves the interaction of several composite service units with each other, 
the support for checking properties on these interactions is beneficial. In a 
nutshell, the verification process works as follows: Out of a set of interact-
ing Web services specified as BPEL processes with WSDL interface de-
scriptions, an intermediate representation (guarded finite state automata) is 
generated which then is translated to a verification language (Promela; 
Holzmann 1993). This language serves as input for a model checker 
(SPIN; Holzmann 2003). 

Whereas the first two approaches focus on checking certain properties 
on a single BPEL process, the last approach focuses on analyzing control 
and data flow among several BPEL processes.  

The mapping of BPEL to finite state processes allows for the verifica-
tion of properties such as safety and liveness properties. The mapping to 
                                                     
5 A comprehensive overview can be found in (Hull and Su 2004). 
6 Process algebras are an algebraic approach to formally describe concurrent proc-

esses.
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BPE-calculus allows for the check for deadlock freedom and the check of 
temporal properties in general. In the context of mobile services, an exem-
plary property might be: "At some point, after a service is called, an SMS 
or MMS is sent". The mapping to guarded finite state automata allows for 
the verification of properties on both Web service interactions and data 
manipulations. An example for a property related to data verification might 
be: "If a send-request to the SMS service contains a picture, the request 
will eventually be rejected by the SMS service". A property related to ser-
vice interaction might be: "Every send-request to the SMS service will 
eventually be followed by either a fault message or a confirmation mes-
sage to the service manager service". 

Even though, in sum, these approaches with their respective distinctive 
capabilities provide a good starting point for the verification of BPEL ser-
vice designs, none of the approaches can be considered as fully mature yet, 
but is work in progress. Besides the fact that each approach suffers from 
individual drawbacks, some more fundamental challenges in the verifica-
tion of Web service interaction that have to be addressed in future research 
can be found in (Kirchmair 2005; Narayanan and Mellraith 2002). 

3.5 Model Execution 

One of the decisive characteristics of BPEL is that the language is execu-
table. This is utilized in the architecture. The process of service execution 
is as follows: once a service design described in BPEL has been verified, it 
is handed over to a service deployer which passes the BPEL specification 
on to an execution engine that finally executes the service. In the architec-
ture, these components are part of an execution server component. 

An execution engine for BPEL, called Business Process Execution Lan-
guage for Web Services Java Run Time (BPWS4J), has been implemented 
by IBM and is freely available from IBM alphaWorks. A BPEL service 
design can be directly interpreted and executed by the BPWS4J engine. 

3.6 Model Translation 

Model translation is performed by two translator components: one supports 
the translation of a service design description to a software engineering 
model, the other one supports the translation of a software engineering 
model back to a service design description. Thus, in-house developers get 
access to a user created service on a software engineering level enabling 
them to modify or improve the design by using development tools they are 
used to. 
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As a modeling language capable of capturing a service design in a proper 
software engineering model the architecture utilizes UML, and activity
diagrams (UML-AD) in particular. Activity diagrams can be used to cap-
ture workflow. BPEL, on the other hand, is a workflow description lan-
guage.

Mantell (2003) describes an approach for mapping UML-AD to BPEL. 
The approach has been already implemented. The respective tool, namely 
UML2BPEL, is freely available from IBM alphaWorks. As the tool's name 
suggests, the transformation process currently implemented is only unidi-
rectional. The approach, however, also allows for a bidirectional mapping.  

The mapping process between BPEL and UML-AD is illustrated in Fig. 
3. The process represented by BPEL and WSDL descriptions is converted 
by the translator component to a representation in XMI format7 according 
to corresponding mapping rules. Subsequently, the XMI representation can 
be converted to a visual representation, i.e. to UML-AD. 

Fig. 3: The mapping process between BPEL and UML-AD

3.7 User Interaction 

The part of the architecture that remains to be examined is the user interac-
tion component. Basically this component is responsible for presenting the 
toolkit to users and making its functionality accessible. The user interac-
tion component encompasses the following functionality: providing a 
proper user interface, presenting to users the set of service units that can be 
composed and the service design in progress, providing and presenting the 
external composition mechanism, and passing relevant (composition-
related) user actions on to the model generator component. For a toolkit to 
                                                     
7 XMI, which means XML Metadata Interchange, is an interchanged format for 

exchanging metadata information via XML. Most commonly, XMI is used as an 
interchange format for UML although it can be used for other purposes as well. 
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be adaptable to different user groups the service units' level of abstraction 
as well as the composition mechanism presented to users has to be adapt-
able. In the following, it is shown how this adaptation can be realized. 

The service units' level of abstraction can be adapted by making use of 
the toolkit's internal composition logic. BPEL facilitates this adaptation. 
Starting from a (potentially large) set of provided atomic service units8, a 
toolkit designer is able to compose service units recursively to new units 
until the preferred level of abstraction is reached. These composite service 
units, whose composition is described with BPEL, can then be made ac-
cessible to toolkit users hiding any other service units of lower abstraction 
from them. The user interaction component presents these service units to 
the users in whatever form chosen, e.g. graphically or textually. 

In contrast to the adaptation of the service units' level of abstraction, the 
adaptation of the composition mechanism's level of abstraction is meant to 
be directly implemented in the user interaction component. The external 
composition mechanism provided by a toolkit abstracts from the internal 
composition logic's power (and complexity), but has to be mappable to it. 
Or put differently: every user action related to service unit composition via 
the external composition mechanism has to be capturable by the internal 
composition logic. The degree of this abstraction depends on the target us-
ers' skills and preferences. Obviously, adaptation in this case cannot be ac-
complished by means of composition as it is done in the context of varying 
the abstraction level of service units. Rather, the user interaction compo-
nent has to implement a dedicated external composition mechanism and 
then pass composition related user actions on to the model generator com-
ponent which captures the respective composition with the toolkit's inter-
nal composition logic. The model generator, and model verifier respec-
tively, then checks for the validity of this composition and gives feedback 
to the user interaction component. 

The external composition mechanism may be of various kinds, ranging 
from a powerful visual programming language to a much simpler drag'n' 
drop mechanism (with graphically represented service units as drag'n'drop 
elements), or anything in-between. Even allowing a user to access BPEL-
specifications directly may be an option, at least when targeting advanced 
users.

                                                     
8 Any service can be broken down to single indivisible units providing the most 

basic functionality available in the respective service domain. These units shall 
be referred to as atomic service units. 
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4  A Concept Demonstration of a Toolkit in the Domain of 
    Mobile Services 

In this section, the potential of a toolkit for mobile service creation that 
builds on the architecture proposed and utilizes the outlined technologies 
and concepts is demonstrated. The demonstration aims to show the follow-
ing aspects9:

The realization and description of atomic service units, composite ser-
vice units, and service designs, 
the adaptation of the toolkit to different target user groups, 
the refinement of a service design on different abstraction levels. 

The demonstration is based on a fictitious scenario in which a user has an 
idea for a new service and creates this very service by using the toolkit in 
“novice mode”. Experiencing the limits of this mode’s restricted solution 
space, the user switches to the toolkit’s “advanced mode” to refine his ser-
vice. The domain of mobile services as defined earlier in this article is 
completely covered by this toolkit. Fig. 4 illustrates this service creation 
process, the involved components, and their respective tasks. 

Fig. 4: The process of mobile service creation 

In the following, technical details regarding the Web services/BPEL infra-
structure used to demonstrate the toolkit concept are outlined. Then, the 
functionality of the user interaction component in novice mode is ex-
plained, followed by a description of how a user creates his first service 
design and improves it after testing the service in a real use environment. 
Subsequently, the user interaction component in advanced mode is out-
lined. It is shown how a user creates an improved service design by utiliz-
ing the interaction component’s advanced mode features. 
                                                     
9 See (Kirchmair 2005) for a demonstration of additional aspects. 
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4.1 Technical Infrastructure 

This concept demonstration includes an implementation of atomic service 
units as Web services. However, as the realization of actual mobile ser-
vices related functionality such as sending text messages to cell phones is 
quite complex, those Web services are implemented as test stubs10 that de-
liver fake results. Composite services, i.e. service designs, have been im-
plemented with BPEL.  

The technical setup of the demonstration is as follows: Web services are 
implemented with Java 1.4.1. The respective Java class files have been de-
ployed to an installation of an Apache Tomcat 4.1 application server. The 
Tomcat installation has been enhanced with Apache Axis, an open source 
SOAP server. 

All service units described below and their composition to complete 
service designs have been modelled as BPEL11. The BPEL specifications 
of the services have all been successfully tested with IBM's BPWS4J 
which runs as a Web application within Apache Tomcat. 

4.2 The Toolkit in Novice Mode 

4.2.1 The Toolkit’s User Interaction Component 

The component realizes a graphical user interface that represents the pro-
vided service units as building blocks with n typed input ports and one 
typed output port. Input ports represent the parameters a building block re-
quires in order to be able to fulfil its functionality. An output port repre-
sents the computation result of a building's block program logic. To keep 
the example simple yet demonstrative, it is assumed that the toolkit for 
novice users provides only three building blocks. The emerging solution 
space is obviously very small, but serves the purpose of this demonstration 
perfectly. The building blocks are: 

A Radar building block that is configurable with two cell phone num-
bers and delivers a result once the distance between these two cell pho-
nes is less than 2000 meters. The result contains the coordinates of the 
second parameter. 

                                                     
10 A test stub simulates parts of a system (in this case, atomic service units) that 

are called by the tested parts of the system (in this case, BPEL specifications). 
11 See (Kirchmair 2005) for source code, BPEL descriptions, and UML diagrams. 
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A Citymap building block that requires coordinates as input and deliv-
ers, as an image, a city map where the position specified by the coordi-
nates is marked. 
An MMS building block that is configurable with three parameters: 
First, a cell phone number that specifies the recipient of the message. 
Second, some data, for instance an image, that gets attached to the mes-
sage. Third, some text that specifies the message's textual content. Only 
the phone number parameter is required for the service's execution. The 
text and data parameters are optional. However, without either of those 
parameters the sent message will be empty. 

The external composition mechanism provided by the user interaction 
component is very simple and straightforward, both in power and usability. 
A user is able to plug building blocks together via a drag'n'drop mecha-
nism. This external composition mechanism does not provide any ad-
vanced control flow structures. Rather, control flow is covered implicitly 
by the assumption of a sequential flow. On the user interface's section that 
represents the actual service design, the design's building blocks can be ar-
ranged from left to right indicating the direction of the service's control 
flow. A service's execution process starts with the execution of the left-
most building block. As soon the block's execution has completed, the re-
spective result is passed on to the connected input port of the next building 
block which is then executed, and so forth. The service stops with the exe-
cution of the last, i.e. the rightmost, building block. For a building block to 
get executed each of its input ports has to be connected - either to an out-
put port of another building block or to a parameter block specifying a 
building block's required parameters. Available parameter blocks include a 
text parameter block and a phone number parameter block. These blocks 
are configurable with a phone number, and a custom text respectively.  

Table 1 shows a possible graphical representation of these building 
blocks and parameter blocks. Dark-colored input ports indicate required 
parameters, light-colored input and output ports indicate optional connec-
tions to another parameter or building block. 
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Table 1. Building blocks and parameter blocks available in the toolkit’s novice 
mode 

Radar building block 

MMS building block 

Citymap building block 

Phone Number parameter  
block 

Text parameter block 

4.2.2 A User’s First Service Design 

The service idea the user wants to realize is as follows: "Once I activate 
the service, my friend's position shall be tracked. If my friend comes close 
to me, I want to get notified by a MMS message."  

Given the capabilities of the toolkit's user interaction component and its 
graphical interface, the user is able to express these requirements for a ser-
vice as visualized in Fig. 5. 

Fig. 5: A user’s first service design 
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In this service design, the result of the Radar Service is discarded, i.e. is 
not used as an input for the MMS service. Again, according to the control 
flow semantics described above, the control flow goes from the left to the 
right: First, the Radar Service is executed. Once the service delivers a re-
sult, the MMS Service is executed. Then the service's execution stops. The 
service design is captured by the toolkit’s internal composition logic, that 
is BPEL. 

Obviously, the service fulfils the user's requirements for the service. As 
outlined before, BPEL processes are directly executable and, thus, the fic-
tious user is able to test his service design repeatedly in the real use envi-
ronment which facilitates learning by doing.  

It is assumed now, that the user is satisfied with his overall design, but 
recognizes one flaw of the service: The notification he gets, only states that 
his friend is within a radius of 2000m. Even though the user regards this 
information as useful, he would also like to know where exactly his friend 
is at the moment. Preferably, by receiving a city map that indicates his 
friend's position. Consequently, he decides to refine his service design by 
incorporating another building block that the toolkit provides. 

4.2.3 A User’s Improved Service Design 

The user states his new requirements as follows: "Once I activate the ser-
vice, my friend's position shall be tracked. If my friend comes close to me, 
I want to get notified by an MMS message. But also a city map showing 
my friend's exact current position shall be attached to this message."  

The respective service design as it might be created with the toolkit's 
user interaction component is illustrated in Fig. 6. 

Fig. 6: A user’s improved service design 

After using his service for a number of times, the user discovers another 
shortcoming: The sensitivity of the Radar is far too low from being really 
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useful. The user would like to change the Radar's sensitivity from 2000m 
to 200m. However, he does not have the possibility to do so with the tool-
kit's version for novice users. The Radar building block can only be used 
as-is and does not allow for further refinement. Hence, he switches to the 
toolkit’s advanced mode.  

4.3 The Toolkit in Advanced Mode 

4.3.1 The Toolkit’s Advanced User Interaction Component 

Switching the toolkit from novice to advanced mode gives rise to a consid-
erably larger solution space. The advanced mode differs in the fact that 
both the service units' level of abstraction and the external composition 
mechanism are adapted. This adaptation is done by lowering the service 
units' level of abstraction and putting a more powerful composition 
mechanism into place. 

In this mode, the user interaction component’s composition mechanism 
offers the user advanced control flow structures such as while loops and if-
then-else branching. Moreover, it allows for the definition of custom vari-
ables and basic expressions which can be used, e.g. to formulate a termina-
tion condition for a while loop. Hence, this external composition mecha-
nism comes much closer to the toolkit's internal composition capabilities 
as determined by the power of BPEL. 

The user's switch to advanced mode was motivated by the insufficiency 
of the Radar Service. In fact, the Radar Service as provided in novice 
mode is already a composite service internally. The service's functionality 
relies on two other service units which are not accessible in the novice ver-
sion, but are directly accessible as building blocks in the advanced mode of 
the toolkit. Those units are:  

A Locator building block that takes a cell phone number as input and 
delivers the coordinates of the current cell phone's position as output. 
A Distance Calculator building block that requires two coordinates as 
input and computes the direct distance between these two coordinates in 
meters.  

Table 2 shows the additional building blocks and structures which can be 
used by a user to build a service design. 
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Table 2: Additional building blocks and structures as available in the  
toolkit’s advanced mode

Locator building 
block 

While loop. Repeated 
until condition xxx is 
false.

Distance
Calculator
building block 

No-op instruction. 
The service execution 
continues. 

User-defined vari-
able named Vari-
able1

Stops the service 
execution for xxx sec-
onds.

Two pre-defined 
(Boolean) values, 
one undefined. 
Can be assigned to 
a variable. 

Branches the control 
flow depended on the 
xxx condition. 

4.3.2 A User’s Refined Service Design 

The user wants his refined service to provide the following functionality: 
"Once I activate the service, my friend's position shall be tracked. If my 
friend is within a 200m range, I want to get notified by an MMS message. 
But also a city map showing my friend's exact current position shall be at-
tached to this message." 

The service design the user created by making use of the capabilities of 
the advanced interaction component's user interface and as represented by 
this interface, is shown in Fig. 7. 

Fig. 7: A user’s refined service design 
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This example demonstrated, how a vertical adaptation of a toolkit can be 
realized by changing the level of abstraction of the involved service units 
and by changing the external composition mechanism while leaving the in-
ternal composition logic (represented by BPEL) unaffected. This also indi-
cates that BPEL is able to capture a service design on different levels of 
abstraction.

5  Summary 

This article introduced an architecture for user innovation toolkits in the 
domain of mobile services. However, the architecture is generic and flexi-
ble enough to cover various classes of digital services (e.g. web services, 
E-Mail services, car driver assistance services, etc). The architecture con-
sists of several components, namely a user interaction component that 
handles the interaction with toolkit users, a model generator component 
that manages an internal representation of a user’s service design, a model 
verifier component that verifies this representation, two model translator 
components that serve as a toolkit's interface to external software devel-
opment processes, and a model execution server that is capable of execut-
ing a service. For an implementation of this architecture three key tech-
nologies were suggested: Web services technology for the realization of 
service units, BPEL for the realization of service unit compositions, and 
UML as a means to represent service designs as software engineering 
models. 

Subsequently, the architecture's main concepts such as the adaptation to 
different target user groups and the refinement of service designs on dif-
ferent levels of abstraction were demonstrated. For this purpose, a ficti-
tious situation was described in which a user experiences needs for certain 
mobile services and then uses a toolkit, which is built upon the proposed 
architecture and technologies, to create and refine these services. 

Even though the solution spaces in the concept demonstration are quite 
restricted, such a toolkit's potential for innovation should have become ap-
parent. This potential increases exponentially with the number of service 
units provided and with the power of the implemented composition 
mechanism for those units. 

It remains for future research to explore in more detail the possibilities 
for implementing and utilizing this architecture, particularly in other do-
mains than the mobile service domain.  
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1  Introduction 

User innovation is an intensively discussed topic in theory and practice for 
raising a company’s innovative power. However, the integration of users 
seems to have certain limitations when dealing with discontinuous innova-
tion projects that exhibit high disruptions in technological capabilities and 
market applications. 

The study introduced in this paper evolved from a three year research 
project on the development of mobile services for next generation mobile 
networks.1 One main goal of that project was to develop an innovation 
process that can deal with the high discontinuities in technology and mar-
ket. During the course of the project one particular theme became utterly 
clear: the difficulty of integrating users in such a discontinuous innovation 
process.

Innovation in the context of this study is defined as the bridging of 
knowledge about technological capabilities and market applications.2 The 
level of discontinuity of an innovation can thus be defined by the level of 
missing knowledge in the technology and market dimension.3

This article starts with a literature review on discontinuous innovation 
and user innovation. The next section describes effects of discontinuous 
innovations on the possibilities of integrating users in the innovation proc-
ess. Since users have limited knowledge about the new technological cap-
abilities and resulting market applications, their contributions are not as-
sured to be valid and usable. In order to still capitalize on the innovative 
power of users, the following chapter outlines possible solutions for inte-
grating users in discontinuous innovation processes. Subsequently an ex-
plorative study analyzes how to bridge the knowledge gap of and which 
methods are well suited to achieve this knowledge increase.
                                                     
1 The project Mobiserve (www.mobiserve.de) was part of the UMTS initiative of 

the Bavarian State (2001 to 2004) to foster the development of applications that 
utilize UMTS technology and by doing so helping to amortize the huge invest-
ments of the mobile operators in that technology. The goal of the project was to 
develop location based services in a consortium of a mobile operator, a content 
provider, a mobile handset manufacturer and a car manufacturer. 

2 (Pfeiffer and Staudt 1975; Picot et al. 1990; Picot and Scheuble 1997; Picot et al. 
2003) 

3 (Mensch 1971; Mensch 1972; Mensch 1975; Cooper 1979; Pfeiffer 1980; Aber-
nathy and Clark 1985; Henderson and Clark 1990; Albach 1994; Green et al. 
1995; Pfeiffer et al. 1997; Becker 1998; Veryzer 1998a; Veryzer 1998b; Garcia 
and Clalantone 2002). The level of knowledge can differ from individual to in-
dividual. Thus subjective and objective avaible information can be differentiated 
(Picot and Maier 1993). 
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2  Literature Review 

2.1 User Integration and Discontinuity of Innovations 

A central challenge in innovation projects is to recognize needs and de-
mands, since innovations that follow concrete user needs have a high rate 
of success.4 Many studies show the increasing importance and success of 
integrating users in the process of generating new product and service 
ideas.5

Discontinuous innovations through radical disruptions in technological 
capabilities create potentials for new applications, markets and user needs 
that differ significantly from habitual consumption patterns.6 Through this 
disruption in the logical evolution of technology and market, the know-
ledge of user needs and possible market applications is not readily avail-
able for the company.7

2.2 Lack of Knowledge in Situations of Discontinuous 
      Innovation 

Also the integration of users to acquire this missing market knowledge 
poses a challenge on the company.8 Users express their needs in accor-
dance to their current knowledge base. The level of discontinuity for users 

                                                     
4 (Utterback 1971; Urban et al. 1987; von Hippel 1988; Narver and Slater 1990, 

Kohli and Jaworski 1990; Geschka and Herstatt 1991; Urban and Hauser 1993; 
Desphandé et al. 1993; Meyer and Blümelhuber 1997; Lüthje 2000; Lüthje 
2003) 

5 (Cooper 1979; von Hippel 1986; Cooper and Kleinschmidt 1987; von Hippel 
1988; Zirger and Maidique 1990) 

6  (Veryzer 1998b; Geschka 1986; Lüthje 2000) 
7 (Christensen 2003, p. 165: „Markets that do not exist cannot be analyzed: Sup-

pliers and customers must discover them together. Not only are the market ap-
plications for disruptive technologies unknown at the time of their development, 
they are unknowable.”) 

8 (Veryzer 1998b; Hamel and Prahalad 1994; Christensen 2003; Callahan and 
Lasry 2004; Lynn et al. 1996 p. 15: „The familiar admonition to be customer-
driven is of little value when it is not at all clear who the customer is – when the 
market has never experienced the features created by the new technology.”; 
O'connor 1998, p. 158: „In the earliest stages of development, there is no foray 
into the market, no customer contact, no concept test with lead users. Rather, 
there is a period of technological forecasting coupled with imagination, or, vi-
sioning.”) 
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is represented by the levels of disruption in technological capability and 
product benefit and the level of associated changes in consumption pat-
terns.9 Since they have never experienced the possibilities of the new tech-
nologies, it is difficult for them to anticipate how their consumption pat-
terns and needs will change when the technology will be available and 
translated to usable applications.10

3  Integrating Users in Discontinuous Innovation Projects 

Users must adopt their knowledge to the future situation of a discontinuous 
innovation project in order to contribute valid and reliable information.11

„They require to think beyond their current situations and anticipate here-
tofore unknown potentialities.“12 To reach this knowledge state, users must 
be conveyed a true sense of the discontinuous innovations. They have to 
learn how the new technology will change their consumptions patterns and 
needs and which applications might be useful to satisfy those needs. 

This section proposes possible methods for integrating users in their dis-
continuous innovation projects. The solutions have been developed from 
experience made in the Mobiserve project and a literature review in this 
emerging research field. The proposed methods are not mutually exclusive 
but can be employed simultaneously in user innovation processes. 

                                                     
9 (Veryzer 1998b), p. 137: „The product benefit dimension refers to the new capa-

bilities of the product in terms of the needs that it satisfies as perceived and ex-
perienced by the customer or user. The technological capability dimension re-
fers to the degree to which the product involves expanding technological 
capabilities (…) beyond existing boundaries. The consumption pattern dimen-
sion refers to the degree of change required in the thinking and behavior of the 
consumer in using the product.“ 

10  (Kaldor 1971; Tauber 1974; Bennett and Cooper 1981; Kohli and Jaworski 
1990; Lender 1991; Veryzer 1998a). A good example was the introduction of 
the SMS service in the market, which was originally thought to have its most 
successful application area in machine control. Nobody – neither users, nor the 
companies – could imagine this application to be used for person to person 
communication and to be the most successful mobile data service so far. 

11 (West et al. 1996; von Oetinger 2005) 
12 (Veryzer 1998b, p.147) 
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3.1 Increasing the State of Knowledge by Making Experiences 

One method is to let users actively learn about their future needs and usage 
behavior by experiencing the potential of the new technology. This can be 
achieved by letting users play with instances of the new products or ser-
vices (e. g. prototypes).13 By going through these learning-by-doing cycles, 
users can iteratively specify and concretize their needs and requirements 
and thus play their way to usable product-need combinations (Fig.1).14
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Fig. 1. Increase of acceptance by learning-by-doing 

Through probing and learning with concrete instances of the technology, 
users adapt their state of knowledge to the discontinuous innovation, which 
increases their ability to test product ideas or generate marketable informa-
tion in a usable way.15

                                                     
13 (Thomke 2003), p. 25. „Customers are rarely able to fully specify all their needs 

because they either face uncertainty themselves or cannot articulate their needs 
on products that do not yet exist. If they have neither seen nor used such a prod-
uct before, they themselves will have to experiment before arriving at a recom-
mendation.”  

14 (Albrecht 1971; Arrow 1974; Geschka 1986; Lynn et al. 1996; Leonard and 
Rayport 1997; Tyre and von Hippel 1997; Thomke 1997; Thomke 1998; von 
Hippel 2001; Thomke and Bell 2001; Möller et al. 2003). 

15 (Iansiti 1994, p.521), „Technology integration consists of the set of knowledge-
building activities through which novel concepts are explored, evaluated, and 
refined to provide the foundation for product development.” 



244      M. Möller 

3.2 Adjustments in the Level of Discontinuity 

Another possibility to adjust the level of knowledge of the user to the level 
of discontinuity in the innovation process is to adjust the level of perceived 
discontinuity for the user in the integration situation.16 The perceived dis-
continuity for the user – as described above – is represented by the dimen-
sions technology, utility and consumption patterns. 

This method is especially suitable if the desired progress of knowledge 
is focused on just one of the above mentioned areas. The perceived level of 
discontinuity for the user can be lowered by keeping the other two dimen-
sions as compatible as possible with the user’s current sate of knowledge. 
The subsequent study uses this method by keeping the changes in technol-
ogy and utility moderate, and only exposes the user to a high disruption in 
his consumption pattern of how games on mobile phones are provisioned.   

4  Survey: User Knowledge of Mobile Download Games 

4.1 Research Questions and Object of Research 

This empirical survey focuses on the methods presented above for integrat-
ing users in discontinuous innovation projects. This involves two initial re-
strictions. Specifically, this explorative study focuses on the following re-
search questions. Does learning occur in contexts in which users do not 
have a well established frame of reference for usage patterns? How effec-
tive are different approaches of facilitating learning for users? Does learn-
ing-by-doing yield superior results? 

The survey was conducted in a joint effort with O2, a mobile network 
operator. In 2003, the time of the survey, O2 was facing the challenge of 
marketing mobile services to customers who had little knowledge of both, 
the underlying telecommunication technology and the potential changes to 
their behavior patterns. Consequently, the company was highly interested 
in examining different methods of facilitating their customers’ learning. As 
noted above, mobile download games were chosen in order to control the 
degree of discontinuity of a service.  

                                                     
16 This method can be explained by the “Erstmaligkeits-Bestätigungs-Modell” that 

says that a bit of information should have neither too much new nor too much 
affirmative elements in order to cause action. (von Weizsäcker 1974; Picot and 
Maier 1993; Picot and Scheuble 1997) 
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The latter point will be studied and depicted in more detail in the next sec-
tion. It follows a section on the methodology of the survey as well as a 
presentation of the results and their discussion. 

4.2 Definition of Degree of Discontinuity of Mobile Download 
Games

It has been pointed out that the degree of discontinuity of an innovation is 
an essential factor to consider when integrating customers in the innova-
tion process. After the earlier conceptual treatment, the next sections pre-
sent the findings of a study on mobile games which was conducted in co-
operation with O2. It primarily focuses on different experimental stimuli 
for new services and how those suffice in changing the users’ frame of ref-
erence, i.e. the knowledge of a new service.17

The study was conducted in 2003. Thus, the context of the study, i.e. the 
degree of innovativeness and the a priori knowledge of participants in the 
domain of download games needs to be considered accordingly. Even at 
that time, mobile download games cannot be considered discontinuous in 
general terms. However, if one distinguishes between the process of pro-
viding and the actual use of the games as well as particular dimensions, a 
more distinguished picture unfolds and is summarized in Table 1. 

Table 1. Degree of innovativeness of mobile download games 

 utility technology consumer behavior 
provision of download games moderate moderate high 

use of download games moderate moderate low 

Games on mobile phones do not necessarily constitute a revolutionary new 
or altered perceived utility for users: analogies to mobile game consoles 
and also first rudimentary and pre-installed games on phones do exist. 
Nevertheless, most users are not familiar with the increasing technological 
capability of mobile phones, particularly in terms of display resolution, 
processing power, installed memory and ease of access to game reposito-
ries on the internet. Consequently, utility seems to be moderately affected 
in both the provision and use of download games. In terms of technology,
there is a combination of different, new technologies such as mobile inter-

                                                     
17 Note that the study was conducted in 2003. Thus, the context of the study, i.e. a 

priori knowledge of participants in the domain of download games needs to be 
considered accordingly. See (Möller 2006) and (Möller and Martens 2004) for 
more details. 
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net via WAP, packet-switched data transfer and automated billing by the 
mobile network operator. This constitutes a novel process of providing 
games to mobile phones. Finally, the actual consumer behavior of using 
and playing games on mobile phones, e.g. coping with different keypad 
layouts is not discontinuous by itself. The previous process of choosing, 
transmitting and paying the game, however, is discontinuous for users 
since it changes their behavior significantly. The entire process is carried 
out electronically and differs obviously from familiar behavior of going to 
a brick-and-mortar store to choose and purchase a game or device. Conse-
quently, the major factor for considering mobile download games to be 
discontinuously innovative lies within the novel way of providing those 
games.  

The importance of experience and knowledge of individuals for the 
quality of user generated information has been conceptually shown. Dif-
ferent methods to influence the level of prior knowledge of the users who 
shall be integrated in the innovation process were also shown. These 
methods are essential to alter and prepare the users’ frame of reference for 
discontinuous innovations, i.e., in this case, the significantly changed 
process of providing mobile download games. This study examines the ef-
fectiveness of these methods in an explorative way. 

4.3 Methodology of Study 

4.3.1 Selection of Participants 

A total of 250 individuals participated in the experimental study. The sam-
ple of the participants was chosen by quota method (Koschnick 1995). 
This allows for consciously selecting participants by pre-defined criteria. 
In this study, 40% of the test persons were taken from the age segment of 
14 to 24 years and 30% of the segments from 25 to 34 years and 35 to 44 
years respectively. Equal numbers of female and male participants com-
pose the sample.

Additional criteria were ownership of a mobile phone and lack of ex-
perience with mobile download games. Prior to the experiment participants 
have neither downloaded nor played a game on their mobile phone. These 
selection criteria ensure equal preconditions for the impact of different 
stimuli. Individuals initially considered for the study have furthermore par-
ticipated in a survey of the cooperating mobile network operator to a simi-
lar topic within the previous six months. 
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4.3.2 Design of Experiment 

The experiment was designed to consider ex-ante and ex-post knowledge 
in respect to different stimuli (Neumann 2001). The 250 test persons par-
ticipated in a pre-study which examined their knowledge and experience of 
download games. The entire sample was then separated into four groups. 
One consisted of 100 individuals who had the opportunity to test and ex-
perience the download games with help of specially prepared mobile 
phones (stimulus “use”). The other three groups of 50 individuals each 
were given paper-based concepts of mobile games which differed among 
groups (stimulus “concept”). After being exposed to the different stimuli, 
an ex-post study was conducted in identical way to the pre-study. The ex-
post study again asked for the participants’ knowledge towards download 
games. The results are presented in the following section. 

4.4 Results and Discussion 

In a first step, the general effect of stimuli on the participants’ knowledge 
of mobile download games is examined. A second step depicts differences 
in the effects across different stimuli. 

4.4.1 General Effect of Stimuli on Knowledge  

Due to the design of the survey, almost 80% of the participants in the pre-
study had none or very little knowledge on mobile download games. Only 
6% claimed to be strongly or very strongly knowledgeable in this area. Af-
ter being exposed to the stimuli, this assessment changed to 28%. Conse-
quently, the share of participants with none or little knowledge decreased 
to approximately 36%. 

It becomes apparent that the stimuli effectively increase the participants’ 
knowledge of mobile download games. An additional finding is that indi-
viduals with minor ex-ante knowledge experienced a more significant in-
crease in knowledge than individuals with prior strong knowledge.18 There 
are two interpretations of this finding. First, the stimuli were not informa-
tive enough to significantly add knowledge for all participants, particularly 
not for participants with prior knowledge. Second, the lack of ex-ante 
knowledge does not seem to have an influence on learning in this context. 
This may certainly be attributed to the fact that mobile download games 

                                                     
18 A Pearson correlation analysis shows a moderately strong, negative relationship 

(r=-0.441) between the variables “a priori knowledge” and “increase in knowl-
edge”. The relationship is highly significant (p<0.001).  
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are not strongly discontinuous innovations. Thus, sufficient links to exist-
ing knowledge to build upon was available.  

4.4.2 Use vs. Concepts: Differences in Learning  

After this first overview it is now examined how the different stimuli suc-
ceed in building knowledge. Participants exposed to the stimulus “use” are 
expected to learn more about mobile download games in the course of the 
experiment. Thus, the change in knowledge due to this stimulus is com-
pared with the average change of all participants. Fig. 2 shows the results. 
Comprehensibility of download games increased stronger for participants 
who used download games during the experiment compared to the entire 
sample. This effect is true in similar magnitude for the assessment of the 
ease of use of those games. 

Fig 2. Change of assessment of download games 

This finding is underlined by the results of the ex-post survey of the par-
ticipants (Fig. 3). They show that participants with the stimulus “use” ex-
hibit a higher degree of knowledge than those with the stimulus “concept”. 
Apparently, individuals who use the games and experience them directly 
are, by the factor of almost three, less likely to have no knowledge at all 
and at the same time, by the factor of more than three, more likely to be 
very knowledgeable than individuals who have only received information 
in form of written concepts. This shows that learning is more profound if 
users are given the opportunity to experience a novel product rather than 
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only being confronted with written explanations. This way, the frame of 
reference of understanding the new capabilities can be more easily adapted 
to novel technologies. 

Fig 3. Knowledge of mobile download games after stimuli 

5  Conclusion and Outlook 

Discontinuous innovations imply a challenge to integrate users in the in-
novation process. Users must have the right state of knowledge in order to 
be able to contribute to the innovation process in a reliable and valid way. 
Two methods of dealing with that problem where proposed. Companies 
can reduce the perceived level of innovativeness for the user in an integra-
tion process or adapt the state knowledge at the side of the user to the dis-
continuous innovation through learning by doing. 

The study showed that users can be brought into higher states of know-
ledge and that learning by doing is more effective to raise the knowledge 
state then just plain information. 

The results of this explorative study can be helpful for companies when 
designing user integration processes in discontinuous innovation projects. 
They have to ask whether users already have the right state of knowledge 
in order to contribute in a reliable and valid way, or if they have to com-
pensate for the lack of knowledge at the side of the user.  

The field of user integration in discontinuous innovation projects is a 
quite new research area. Future studies could explore which strategies of 
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adapting the knowledge state of users are appropriate at which level of dis-
continuity. Also the characteristics of users, their actual knowledge state 
and information processing capacity could prove interesting starting points 
for future research. 

References

Abernathy WJ, Clark KB (1985) Innovation: Mapping the Winds of Creative De-
struction. Research Policy, 4, 3-22 

Albach H (1994) Culture and Technical Innovation. A Cross-Cultural Analysis 
and Policy Recommendations, New York, de Gruyter 

Albrecht B (1971) Marketing: Die Konzeption für jede marktorientierte Unter-
nehmensführung, Düsseldorf, Econ 

Arrow KJ (1974) The Limits of Organizations, New York, Norton 
Becker J (1998) Marketingkonzeption, München, Vahlen 
Bennett R, Cooper R (1981) Beyond the Marketing Concept. Business Horizons, 

22, 76-83 
Callahan J, Lasry E (2004) The importance of customer input in the development 

of very new products. R&D Management, 34, 107-120 
Christensen CM (2003) The Innovator's Dilemma, New York, HarperBusiness Es-

sentials
Cooper RG (1979) The Dimensions of Industrial New Product Success and Fail-

ure. Journal of Marketing, 43, 93-103 
Cooper RG, Kleinschmidt EJ (1987) Success Factors in Product Innovation. In-

dustrial Marketing Management, 16, 215-223 
Desphandé R, Farley JU, Webster FE (1993) Corporate culture, customer orienta-

tion, and innovativeness in Japanese firms: A quadrad analysis. Journal of 
Marketing, 57, 23-37 

Garcia R, Clalantone R (2002) A Critical Look at Technological Innovation Ty-
pology and Innovativeness Terminology: A Literature Review. Journal of 
Product Innovation Management, 19, 110-132 

Geschka H (1986) Markt-Informationen für neue Produkte. VDI-Berichte, 616,
119-138 

Geschka H, Herstatt C (1991) Kundennahe Produktinnovation: Ergebnisse einer 
Befragung. Die Unternehmung, 45, 207-220 

Green SG, Gavin MB, Aiman-Smith L (1995) Assessing a multidimensional 
measure of radical technological innovation. IEEE Transactions on Engineer-
ing Management, 42, 203-214 

Hamel G, Prahalad CK (1994) Competing for the Future, Boston, MA, Harvard 
Business School Press 

Henderson RM, Clark K (1990) Architectural Innovation: The Reconfiguration of 
Existing Product Technologies and the Failure of Established Firms. Adminis-
trative Science Quarterly, 35, 9-30 



Integrating Users in Discontinuous Innovation Processes      251 

Iansiti M (1994) Technology integration: Managing technological evolution in a 
complex environment. Research Policy, 24, 521-542 

Kaldor AG (1971) Imbricative Marketing. Journal of  Marketing, 35, 19-25 
Kohli AK, Jaworski BJ (1990) Market orientation: The construct, research propo-

sitions and managerial implications. Journal of Marketing, 54, 1-18 
Koschnick WJ (1995) Standard-Lexikon für Markt- und Konsumforschung: Band 

2: L-Z, München, K.G. Saur 
Lender F (1991) Innovatives Technologie-Marketing: Grenzen der konventionel-

len Marktforschungskonzepte und Ansätze zur methodischen Neugestaltung, 
Göttingen, Vandenhoeck & Ruprecht 

Leonard D, Rayport JF (1997) Spark Innovation Through Empathic Design. Har-
vard Business Review, 75, 102-113 

Lüthje C (2000) Kundenorientierung im Innovationsprozess: Eine Untersuchung 
der Kunden-Hersteller-Interaktion in Konsumgütermärkten, Wiesbaden, Dt. 
Univ.-Verlag 

Lüthje C (2003) Methoden zur Sicherstellung von Kundenorientierung in den frü-
hen Phasen des Innovationsprozesses. IN Herstatt C, Verworn B (Eds.) Ma-
nagement der frühen Innovationsphasen: Grundlagen - Methoden - Neue An-
ätze. 1. Auflage ed. Wiesbaden, Gabler 

Lynn GS, Morone JG, Albert PS (1996) Marketing and Discontinuous Innovation: 
The Probe and Learn Process. California Management Review, 38, 8-37 

Mensch G (1971) Zur Dynamik des technischen Fortschritts. Zeitschrift für Be-
triebswirtschaft, 41. Jg., 293-314 

Mensch G (1972) Basisinnovationen und Verbesserungsinnovationen. Eine Erwi-
derung. Zeitschrift für Betriebswirtschaft, 42. Jg., S. 291-297 

Mensch G (1975) Das technologische Patt. Innovationen überwinden die Depres-
sion, Frankfurt/Main, Umschau 

Meyer A, Blümelhuber C (1997) Marketing orientiert sich zuwenig 
am Kunden. IN Belz C (Ed.) Marketingtransfer: Kompetenz für Marketing-

Innovationen; Schrift 5. St. Gallen, Thexis 
Möller M (2006) Innovationsexperiment - Kundenintegrierendes Vorgehensmo-

dell zur Entwicklung mobiler Dienste bei diskontinuierlichen Innovationen. 
Munich School of Management. München, Ludwig-Maximilians-Universität 

Möller M, Martens R (2004) Änderung der Einstellung zu mobilen Spielen durch 
Wissensvermittlung: Eine empirische Untersuchung. Unveröffentlichte Studie 
in Zusammenarbeit mit O2,  

Möller M, Vukovic S, Landgrebe J (2003) Identifiying Customer Requirements 
for location-based Services. IN Käfer J, Zündt M (Eds.) MoMuC2003. 
München, Center for Digital Technology and Management 

Narver JC, Slater SF (1990) The effect of a market orientation on business profit-
ability. Journal of Marketing, 54, 20-35 

Neumann P (2001) Markt- und Werbepsychologie: Band 2 Praxis, Gräfelfing, 
Fachverlag Wirtschaftspsychologie 

O'Connor GC (1998) Market Learning and Radical Innovation: A Cross Case 
Comparison of Eight Radical Innovation Projects. Journal of Product Innova-
tion Management, 15, 151-166 



252      M. Möller 

Pfeiffer W (1980) Innovationsmanagement als Know-How-Management. IN Hahn 
D (Ed.) Führungsprobleme industrieller Unternehmungen, Festschrift für 
Friedrich Thomée zum 60. Geburtstag. Berlin, Walter de Gruyter 

Pfeiffer W, Staudt E (1975) Innovation. Handwörterbuch der Betriebswirtschaft. 
4. Auflage ed. Stuttgart, Poeschel 

Pfeiffer W, Weiß E, Volz T, Wettengl S (1997) Funktionalmarkt-Konzept zum 
strategischen Management prinzipieller technologischer Innovationen, Göt-
tingen, Vandenhoeck & Ruprecht 

Picot A, Laub U-D, Schneider D (1990) Comparing Successful and Less Success-
ful New Innovative Businesses. European Journal of Operational Research, 
47, 190-202 

Picot A, Maier M (1993) Information als Wettbewerbsfaktor. IN Preßmar DB 
(Ed.) Schriften zur Unternehmensführung, Bd. 49: Informationsmanagement. 
Wiesbaden, Gabler 

Picot A, Reichwald R, Wigand RT (2003) Die grenzenlose Unternehmung: Infor-
mation, Organisation und Management, Wiesbaden, Gabler 

Picot A, Scheuble S (1997) Die Bedeutung von Information für Innovation und 
Wettbewerbsfähigkeit. IN Mantwill GJ (Ed.) Informationswirtschaft und 
Standort Deutschland - Der Beitrag der Informationswirtschaft zur Wttbe-
werbsfähigkeit der Unternehmen. Baden-Baden, Nomos 

Tauber EM (1974) How Marketing Discourages Major  Innovation. Business Ho-
rizons, 17, 22-26 

Thomke S (1997) The role of flexibility in the development of new products: An 
empirical study. Research Policy, 26, 105-119 

Thomke S (1998) Managing Experimentation in the Design of New Products. 
Management Science, 44, 743-762 

Thomke S (2003) Experimentation Matters: Unlocking the Potential of New 
Technologies for Innovation, Boston, Harvard Business School Publishing 

Thomke S, Bell DE (2001) Sequential Testing in Product Development. Manage-
ment Science, 47, 308-323 

Tyre MJ, von Hippel E (1997) The Situated Nature of Adaptive Learning in Or-
ganizations. Organization Science, 8, 71-83 

Urban GL, Hauser JR (1993) Design and marketing of new products, New Jersey, 
Prentice-Hall

Urban GL, Hauser JR, Dholakia N (1987) Essentials of new product management, 
New Jersey, Prentice-Hall 

Utterback JM (1971) The Process of Technological Innovation within the Firm. 
Academy of Management Journal, 14, 75-88 

Veryzer RW (1998a) Discontinuous Innovation and the New Product Develop-
ment Process. Journal of Product Innovation Management, 15, 304-321 

Veryzer RW (1998b) Key Factors Affecting Customer Evaluation of Discontinu-
ous New Products. Journal of Product Innovation Management, 15, 136-150 

von Hippel E (1986) Lead Users: a Source of Novel Product Concepts. Manage-
ment Science, 32, 791-805 

von Hippel E (1988) The Sources of Innovation, New York, Oxford University 
Press



Integrating Users in Discontinuous Innovation Processes      253 

von Hippel E (2001) PERSPECTIVE: User Toolkits for innovation. The Journal 
of Product Innovation Management, 18, 247-257 

von Oetinger B (2005) Nurturing the new: patterns for innovation. The Journal of 
Business Strategy, 26, 29-36 

von Weizsäcker EU (1974) Erstmaligkeit und Bestätigung als Komponenten der 
Pragmatischen Information. IN von Weizsäcker EU (Ed.) Offene Systeme I - 
Beiträge zur Zeitstruktur, Entropie und Evolution. Stuttgart, Klett-Cotta 

West P, Brown CL, Hoch SJ (1996) Consumption Vocabulary and Preference 
Formation. Journal of Consumer Research, 23, 120-135 

Zirger BJ, Maidique MA (1990) A Model of New Product Development: An Em-
pirical Test. Management Science, 36, 867-883 



Distributed Collaboration: 
Services and Information Sources in a 
Knowledge-based Architecture 

Patrick Renner, Bernd Brügge, Martin Ott 

1  Introduction .....................................................................................................256

2  Application Domains.......................................................................................256

2.1 Surgeon Collaboration ..............................................................................257

2.2 Media Asset Management.........................................................................258

3  Requirements for Mobile Distributed Knowledge Management.....................258

4  Analysis and Design Goals..............................................................................260

5  Architecture of the Framework........................................................................265

6  Prototype Applications ....................................................................................269

6.1 The Medusa Application...........................................................................269

6.2 The OntoMedia Application .....................................................................270

7  Conclusion.......................................................................................................272

References ...........................................................................................................272



256      P. Renner, B. Brügge, M. Ott  

1  Introduction 

With the evolution of interconnected mobile devices and business-to-
business communication through the Internet, distributed organizations 
such as virtual companies or global teams have become reality. Knowledge 
management is a key requirement for these organizations to be successful 
(Fensel et al. 2000). 

There are several problems with knowledge management in distributed 
mobile organizations. The knowledge is not centralized but must be 
brought together from remote and even mobile information sources, 
knowledge is not always accessible, and it is represented in different for-
mats, which are rapidly evolving.

We have been exploring communication infrastructures for mobile dis-
tributed knowledge management in application domains such as oral sur-
gery, archeology, logistics, personal information management and media 
asset management.  

A communication infrastructure that supports distributed knowledge 
management must be decentralized, extensible to incorporate new knowl-
edge as well as new knowledge sources. It must also be adaptable to the 
evolution of access protocols, networking technologies and data formats. 
In this paper we present a framework for such a communication infrastruc-
ture and demonstrate its use in two applications. The Medusa application 
targets mobile surgeons from different hospitals to exchange knowledge 
about patients to make or confirm a diagnosis even if they are not at the 
same location. The OntoMedia application supports teams working at dif-
ferent locations on the distributed production of a feature-length film.  

In section 2 we describe several scenarios illustrating the use of our 
framework. In section 3 and 4 we present the requirements and design 
goals for a communication infrastructure supporting mobile distributed 
knowledge management. Section 5 details the architectural style, in par-
ticular services, mediation components and mechanisms for knowledge 
transfer. In section 6 we describe two implementations using the frame-
work, a distributed collaboration application for mobile surgeons and an 
application supporting large feature film productions. 

2  Application Domains 

In this section we present two application scenarios for distributed mobile 
knowledge management. The first scenario illustrates the collaboration of 
mobile physicians discussing the case of a patient in a distributed setting. 
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The second scenario describes the distributed production of a film where 
project relevant information is exchanged in different formats.  

To formulate the medical scenarios we conducted an ethnographical 
study by accompanying surgeons in their daily work over a period of two 
weeks1. The scenarios in the media production domain were produced in a 
similar way - one of the authors worked in a post production facility for 
digital movies for over a year and participated in the daily production 
workflows.

2.1 Surgeon Collaboration 

Many different people work together to collect information about patients. 
This requires access to their medical history and specific medical findings. 
The information is usually not available in a central location but spread 
out; not even the patients themselves have access to all the information of 
their medical background. In an emergency case, for example, a hospital 
often admits patients with no access to their medical history. In such a case 
the emergency physician on duty relies only on the information provided 
by the hospital admission procedure, and this may not be sufficient for an 
effective diagnosis. Physicians on call could provide additional informa-
tion, but they in turn do not have direct access to the information from the 
admission procedure. 

This usually forces the physician on call to travel to the hospital for a 
personal examination of the patient. The results are long waiting periods 
for patients and unproductive idle times for the treating physician waiting 
for examination results - which could have been done before he arrives at 
the hospital. To remedy this problem a medical knowledge management 
sys-tem is needed that allows the distributed sharing of patient information 
where physicians can participate remotely.  

We collaborated with oral surgeons from two Swiss hospitals, as hospi-
tals in Switzerland share responsibilities in a unique form: University hos-
pitals support regional hospitals and perform on-call service for emergency 
cases. Physicians on call are assigned to a set of hospitals for which they 
are responsible. They – and not the patient - must travel to a remote hospi-
tal if the local physician needs help in a diagnosis or cannot be instructed 
remotely when a special skill is needed.  

As part of their daily work the surgeons also participate in so-called tu-
mor conferences. A tumor conference is an event where experts from vari-
ous medical disciplines meet each other in person to discuss complicated 

                                                     
1 For more details we refer to (Dunst and Adamski 2004) 
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cases of cancer in order to contribute their special knowledge to the case 
and formulate a plan on how to proceed. Paper documents, flip charts and 
voice-based communication are the current form of knowledge exchange 
in this scenario. Sometimes, however, this does not allow the physicians to 
assess a situation thoroughly. Additional capabilities such as access to a 
remote expert or remotely available biometric data, high-resolution images 
and videos of the patient are needed to support the diagnosis.  

2.2 Media Asset Management 

The central activity of digital film postproduction is the so-called "digital 
intermediate process”. Analog film is digitized and processed in steps such 
as editing, retouching, compositing of different image sources or final 
color grading. The management of the digital film data and specially the 
management of the various meta-data created throughout the production 
steps is a major challenge for postproduction facilities. The storage needs 
for a typical movie project easily reach several terabytes of image data, be-
cause the scanned original camera negative film, rendered sequences, re-
touched material, and so on, must be stored. A movie typically consists of 
thousands of single "shots", each having up to 20 different setups from dif-
ferent tools, often in a variety of versions stored at different locations, be-
cause several postproduction facilities work together as a virtual company 
to finish the movie. Moving an entire movie from one workstation to an-
other takes at least a day even at a local site using fiber channel connec-
tions. Much longer transfer times are required if the storage spaces are in 
different locations accessible only through the Internet. 

The proposed solution is a knowledge management system that enables 
the facilities to work together in one virtual site. Intelligent data manage-
ment techniques are employed for moving image- and meta-data from high 
performance storage to lower performance (but cheaper) tertiary storage 
systems such as data tape libraries or to the high performance storage sys-
tems at remote sites. 

3  Requirements for Mobile Distributed Knowledge 
    Management 

Our scenarios deal with users who need to access distributed information 
in order to acquire knowledge for making decisions: The physician needs 
as much knowledge as possible about a patient to make a thorough diagno-
sis; the production manager needs information about the status of a movie 
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project to decide if timely delivery is still possible. In order to provide ac-
cess to the distributed knowledge, it must be represented in an appropriate 
way and knowledge publishers have to be networked to make it available 
to knowledge consumers. Controlling and restricting the access to the 
knowledge is an important aspect: For example, the exchange of patient-
related information has to follow law-enforced regulations in most coun-
tries. Media production companies strictly limit the access to their as-sets 
during production in order to prevent piracy. 

In knowledge-based systems, information "is normally not an eternal 
truth, but a socially constructed artifact […] which evolves over time" 
(Abecker and van Elst 2003). Considering this, the form in which the 
knowledge is being stored and transferred between users has to be flexible 
and expressive enough to adopt these constant changes.  

In distributed, collaborative scenarios, different knowledge publishers 
will have different information in different representations for individual 
concepts. To grant uniform and consistent access to the concepts and to let 
users gather new knowledge by reasoning over these concepts, it must be 
possible to merge relevant information. For example, to get an overview of 
the status of the individual movie clips in a project, information from dif-
ferent servers in different locations of the distributed production has to be 
collected. To get the entire clinical history of a patient, knowledge from 
different physicians has to be collected and merged. 

In media production, a multitude of tool-specific information formats 
have to be integrated; Information about patients is represented differently 
by individual clinical admission systems. This complexity should be hid-
den from the user, who should be able to focus on the concepts of the col-
lected knowledge. Appropriate means for filtering have to be provided to 
avoid an information overload that would prevent the user from making 
fast decisions. The user must also be able to actively search for concepts 
by defining filter criteria. In addition, the filter criteria should be dynami-
cally adjustable by utilizing the user's current focus of attention. An opera-
tor of a special effects workstation does not have to see all the clips of a 
movie, but only the ones that are important for the special effects he is cur-
rently working on. An oral surgeon planning a dental operation does not 
need x-ray images of the knee of a patient, but all records concerning the 
jaw and any history of paranasal sinusitis. 

Most of today’s centralized hospital information systems do not meet 
the mobile and collaboration-oriented capabilities for knowledge manage-
ment described in the above scenarios. In fact, many of the interviewed 
physicians mistrust central knowledge repositories and prefer to have full 
command of sharing the knowledge about their patients with other physi-
cians.
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Existing media asset management systems realize information access simi-
larly - either through distributed access to a central database or through 
additional export and import functionality. Moreover, they cover only lim-
ited portions of the production workflows such as media management or 
project management (Alienbrain; TMAM). Integration of additional func-
tions is hard because proprietary data formats and predefined user inter-
faces often prevent the functionality to be added as plug-ins. 

4  Analysis and Design Goals 

In the following we will address these requirements with an ontology-
based framework. Approaches such as the FieldWise (Fagrell et al. 2000) 
system or the AWARE (Bardram and Hansen 2004) architecture are aim-
ing at similar mobile collaboration scenarios, but they do not focus on 
merging knowledge from different sources and thus are not utilizing the 
concept of ontologies. Glossaries or hierarchical taxonomies don’t provide 
the flexibility and extensibility required in the scenarios as they require 
strict classification (e.g. a directed acyclic graph such as an inheritance 
taxonomy) and a predefined schema for information entry. 

An ontology is defined as the "explicit specification of a conceptualiza-
tion"(Gruber 1993). The most important feature of an ontology is that it is 
self-describing: An ontology not only contains information, but it also in-
cludes concepts that describe this information on a meta-level. Consumers 
of a specific ontology can therefore interpret the information and work 
with it immediately, e.g. infer new knowledge, even if the underlying in-
formation origins from different sources. Knowledge publishers can also 
extend an existing ontology with additional types of information.  

In the following publishers and consumers of knowledge are collec-
tively called knowledge clients. An information unit denotes the funda-
mental entity of communication between knowledge clients. An informa-
tion unit may be either a concept, which we define as a digital 
representative of a subject from the real world, or an association between 
two information units. As information units contain different kinds of data 
properties such as names and types, they can be represented as a vertex- 
and edge-colored graph (Kubale et al. 2004). For example an information 
unit can represent a patient, a medical treatment or the fact that an x-ray 
image shows the jaw of a certain patient. 
Merging of information units is an important feature of ontologies. The 
merging capabilities are utilized by aggregating information from separate 
ontologies into an aggregated ontology.  The merging activity includes the 
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identification of information units that represent the same subject in the 
real world. For example, the two information units in Fig. 1 called 
“fklammer” represent the same subject “Karl Klammer” in separate on-
tologies.

Fig. 1. Merging ontologies: Information for subjects represented in two ontologies 
is merged to an aggregated ontology. The formerly disconnected information from 

the two physicians is now available in a merged information unit 

Initially we used Topic Maps (Biezunski et al. 2002) as implementation of 
ontologies. The advent of the Semantic Web framework (Berners-Lee et 
al. 2001), in particular the OWL (Dean and Schreiber 2003) model, added 
comprehensive reasoning support to ontologies. We therefore now use 
OWL as exchange standard for our communication infrastructure frame-
work. OWL is based on the Resource Description Framework (RDF), 
which provides fine-grained publishing control down to the level of indi-
vidual resources - corresponding directly to information units such as pa-
tient data or movie clips. With OWL, in particular with its variant OWL-
DL (Dean and Schreiber 2003), new knowledge can be derived from exist-
ing knowledge by reasoning about the subjects in a specific do-main and 
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their relations. For example, if a genetically hereditary disease has been 
documented for the parent of a patient, the predisposition for the patient 
can be automatically induced. This is similar to the capability provided by 
description-logic systems (Baader et al. 2003). Together with the query 
language RDQL (RDQL 2004) and the upcoming SPARQL (SPARQL 
2006) query language this provides the functionality to fulfill the require-
ments of filtering knowledge appropriate to the user's current situation. 

Experiments with a generic, ontology-based search engine demonstrated 
(Maalej 2005), that the use of ontologies within software architectures of-
fers domain independent semantic search capabilities without the need to 
programmatically adopt the search functionality when the structure of in-
formation is changing in the application domain. 

Services are software components that encapsulate how a user can use a 
particular functionality through a specified interface. This definition of ser-
vice is based on the SOA reference model (OASIS SOA 2005). In our 
framework services offer either access to information units, such as a file 
directory, or to the functionality provided by an existing system such as an 
archival system. The capabilities of a service are described in the so-called 
service ontology. This concept of self-describing services has already been 
sketched as a supportive technology for the semantic web in a visionary 
paper by Hendler (Hendler 2001). 

From the requirements we derived several design goals for our frame-
work. In the following we describe how these design goals cover the four 
activities in Nonaka’s and Takeuchi’s SECI model: socialization, exter-
nalization, combination and internalization of knowledge (Nonaka et al. 
2000).

Socialization of knowledge: When a graph of information units created 
and managed by a knowledge client needs to be shared with another 
knowledge client, the sharing attribute can not be limited to "make pub-
lic" or "keep private”. Instead, it requires a detailed access control me-
chanism depending on the organizational relationship to the other client. 
When sharing information, social aspects such as trust have a strong im-
pact on the way of sharing2: The level of trust between clients usually 
impacts the selection of information to be shared. Physicians, for e-
xample, will only share patient data with another physician who treats 
the same patient. In media asset management projects, postproduction 
facilities from different companies share media- and metadata only for a 

                                                     
2 As Bonifacio (Bonifacio et al. 2000) stated, the sharing and integration of 

knowledge is an act of negotiation of meaning and thus "a mechanism of social 
agreement" – in his terms knowledge con-joins information and dialectics. 
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specific project. Our framework must meet the requirements of these 
socially accepted patterns of communication and the organizational as-
sociations between the communication partners. 
Externalization of knowledge: A system can’t externalize directly the 
tacit knowledge of humans but it can externalize implicit technical 
knowledge from information sources like file systems or log files. Users 
leave traces of information during their daily work such as the change of 
a file or the disk space usage of a workstation. These traces can be mea-
ningful for other knowledge clients. If this information is formalized as 
information units it can be made accessible by services, for example a 
service providing knowledge about the utilization of a workstation or 
the status of a project. 
Combination of knowledge: Each service provides it’s own ontology - a 
room booking service provides information about rooms, occupations of 
rooms and occupation times, a backup service provides information 
about files, data tapes and the association between them. Often the ser-
vices will overlap in their ontologies - some subjects represented by in-
formation units will appear in several services: A person requiring mo-
bile health care is represented by information units in a health insurance 
system and in a database storing the x-ray images. Using the merging 
activity (see Fig. 1) graphs of information units provided by different 
services can be merged into a combined graph as shown in Fig. 2. 

Fig. 2. An ontology graph with information units from two separate ontologies 
that were provided by two services A and B. The visualization of the context of 

the information unit “x” is presented Fig. 3 

Internalization of knowledge: Ontologies frequently grow in size as well 
as in complexity e.g. by adding new information or new types of infor-
mation. As the capability of humans for the comprehension of new in-
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formation is limited, information filtering should be provided that can 
adapt to the size and complexity of an ontology. We define the situ-
ational relevance as a metric for information units with respect to the 
current focus (the context) of the user. The situational relevance of an 
information unit is the edge distance to the information unit of current 
interest; it decreases with the distance between the information units 
(see Fig. 3). The situational relevance can be used for the selection of 
information units. For example, if a project manager wants to see the 
relevant information of the specific scene of a film, the information 
units that are selected for display are limited to those with the highest 
situational relevance to the scene. These could be the movie clips or 
special effect setups used in the scene, or operators and workstations in-
volved in the production of the scene. 

Fig. 3. Visualization of the context of an information unit of current interest “x” 
defined by the situational relevance. The context consists of information units that 

may have their origin in different ontologies provided by different services 

The design goals for the framework can be summed up as follows: 

Knowledge clients can decide explicitly who can access the information 
units owned by them (fine grained, resource based access control). 
It must be easy to integrate new components or existing proprietary ser-
vices into the framework, in particular services must offer an ontology 
based service description (modularity and extensibility). 
All information units have to be stored in an ontology (self-describable 
data model), which can be shared between knowledge clients (flexible 
data model). 
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It must be possible to define new ontologies and add them to an existing 
instantiation of the framework (extensible data model). 
An ontology has to provide appropriate means for filtering the distribu-
ted information with respect to the current interest of a user (filtering by 
situational relevance). 

5  Architecture of the Framework 

Based on the requirements and design goals described in the previous sec-
tion we developed an ontology-based service-oriented framework. Fig. 4 
illustrates the subsystem decomposition of the framework organized in five 
layers.  

The legacy layer consists of existing components such as databases or 
directories that provide application-specific data for the higher layers (“en-
terprise components layers” in SOA (Arsanjani 2004)). The service layer 
contains basic services providing functionality and information units ac-
cessible through the protocol layer. The protocol layer encapsulates com-
munication between knowledge clients and services. The knowledge layer 
provides a merged ontology. As the sharing of information between ser-
vices is controlled individually, this merged ontology may be different for 
each knowledge client. The ontology layer also enables applications in the 
client layer to apply filters or request the current context of an ontology. 
Applications access services indirectly through the knowledge layer. This 
architecture is similar to SOA (Arsanjani 2004), but it focuses on the shar-
ing and processing of knowledge which is not addressed in SOA's architec-
tural template. 
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Fig. 4. A five-layer architecture for knowledge-based applications 

The basic abstraction of the service layer is the basic service shown in Fig. 
5. A basic service offers one type of functionality, for example the alloca-
tion of a room or the access to a user-directory. This functionality is im-
plemented in the service layer or it can be provided by an existing compo-
nent from the legacy layer. 
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Fig. 5. Service-centric view of the architecture: Access to a service’s functionality 
is decoupled from the access protocol 

Access to a basic service is message-based but is not bound to a single pro-
tocol. The actual service interface is decoupled from the protocol used by 
the clients to access the service. The protocol layer is divided into inde-
pendent partitions encapsulating different access protocols to the service. 
Examples of access protocols supported by the framework are REST 
(Fielding 2000), SOAP (SOAP 2003), or XMPP/Jabber (XMPP 2004); 
other protocols can be added by extending the implementation of the me-
diator’s capabilities of translating protocols (see below). 

While applications access services via the protocol layer, the coupling 
between services is loose. We use the mediator pattern (Gamma et al. 
1996) to allow for basic services and applications to communicate with 
each other. The mediator and the basic service are derived from a generic 
service interface (see Fig. 6). The mediator acts as a proxy to the basic ser-
vice and supports transparent access protocol translation to improve inter-
operability between clients and basic services. 
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Fig. 6. Mediator centric view of the architecture: The mediator decouples the ac-
cess to a service from the client 

Basic services can be combined to form aggregated services. For example, 
combining a map service with a real estate service results in service, which 
offers information about the neighborhood of specific houses. The basic 
service and the aggregated service are both derived from a generic service 
interface, but the services usually don’t know about each other. Coupling 
of services is done by a mediator (see Fig. 7). 

Fig. 7. Aggregator-centric view of the architecture: A service is either a basic ser-
vice or an aggregation of loosely coupled services, where the aggregation is hid-

den from the client by a mediator 
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6  Prototype Applications 

In this section we demonstrate the use of the framework in two applica-
tions. The Medusa application targets mobile surgeons from different hos-
pitals exchanging knowledge about patients to make or confirm a diagno-
sis even if they are not at the same location. The OntoMedia application 
supports teams working at different locations on the distributed production 
of a large film.  

6.1 The Medusa Application 

The main user interface of the Medusa application is shown in Fig. 8. The 
user interface was implemented in Objective-C using the Cocoa frame-
work for Mac OS X, a Java application for maintaining and sharing seman-
tically enriched resources was also implemented. To support devices such 
as PDAs and mobile phones, a web-service based implementation leverag-
ing the Tomcat web server and Java Server Pages was developed. 

Fig. 8. Screenshot of the Medusa Application. The window in the front shows the 
representation of Dr. Zeilhofer's ontology after merging it with Dr. Sader's ontol-

ogy. (Refer to Fig. 1 for the underlying ontologies) 
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Each physician manages his own ontology (see the example in Fig. 1). The 
ontologies consist of various types of information units such as image files 
or medical records. Knowledge is shared in Medusa by publishing a set of 
information units of a physician's own ontology for other physicians. The 
published information units are stored in two types of containers named 
data and key containers. The containers are encrypted symmetrically with 
AES. The symmetric key itself is encrypted within a key container using 
asymmetric RSA. The key container is encrypted with the public key of 
the recipient of the information units. By using two different types of con-
tainers data transfer can be reduced: data containers are intended to be ac-
cessible by more than one physicians, only one physician accesses the key 
container.

The communication within the Medusa application is realized in a 
knowledge network based on a peer-to-peer communication protocol. Each 
physician runs his own Medusa application, which can act as a knowledge 
publisher as well as a knowledge consumer. The knowledge publisher peer 
notifies other knowledge clients when new information units are available. 
These can then be fetched, decrypted and merged into the ontology of the 
receiving physician. An example of such a merged ontology is shown in 
Fig. 1.

Additionally Medusa allows physicians to discuss information units in a 
synchronous collaboration conference. The participating physicians ex-
change information units in the con-text of that conference. Medusa uses 
XMPP/Jabber for notification messages and SOAP to deliver the contain-
ers.

6.2 The OntoMedia Application 

The OntoMedia application supports the distributed production of feature 
films. The focus of the implementation is on the integration of various in-
formation sources in one virtual working site. The service layer in the 
framework provides five services: A thumbnail-service, an image se-
quence-service, a user directory-service, a cutfile-service and an archive-
service. Two network protocols - namely the REST web services protocol 
and a company proprietary active protocol for services that reside behind a 
firewall – were added to the protocol layer to support the application. 

The thumbnail-service lets users preview high-resolution images and 
movie clips. Together with the cutfile-service (an aggregated service), the 
application provides functionality to visually manage sets of movie clips 
without having direct access to a workstation. Another service delivers ad-
ditional organizational project information for movie clips: it extracts in-
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formation such as project membership, sequence names and time codes 
from the clip file’s path information (Hallama 2006). The user directory-
service provides access to the information of an LDAP directory. A rudi-
mentary version of an archive-service is also available, providing informa-
tion about archived file tapes in a tape robot. 

The services were not implemented at once, but were added to the 
framework incrementally in different projects. Each of the services was re-
alized in the same manner: Implementing the service using the service in-
terface of the framework; choosing a communication protocol from the 
protocol layer; and generating an OWL-ontology describing the ser-vice’s 
functionality and the structure of the provided information units. 

Fig. 9. The screenshot shows a the user interface of a browser for image sequences 
in a film project. The different information displayed for an image sequence 
(thumbnails, creator's ID, time codes, status etc.) originates from different ser-
vices. The overlapping ontologies provided by these services are merged in one 
ontology used by the framework. In the upper part of the screen shot filtering cri-
teria can be chosen to further narrow down the set of displayed information units. 
Hyper links invoke functionality in different services such as "Create Preview" or 
"Create CutFile" 



272      P. Renner, B. Brügge, M. Ott  

7  Conclusion 

In this paper we introduced an ontology-based, service-oriented framework 
for knowledge management in distributed virtual organizations. The key of 
the framework is a layered architecture combining the concepts of ontolo-
gies and services. To decouple knowledge publishers and knowledge con-
sumers, the framework uses mediators and aggregators for the composition 
of services independent from the network architecture and the availability 
of individual services. 

We demonstrated the use of the framework in two applications support-
ing the collaboration of mobile surgeons exchanging knowledge about pa-
tients and teams working at different locations on the distributed produc-
tion of a large film. 
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1  Introduction 

The term ubiquitous computing was coined by Weiser (1991) and focuses 
on the increasing number of computing devices that are surrounding hu-
mans in everyday life. Physical objects, information and processes merge 
providing economical, social and individual benefits, such as new prod-
ucts, services, and business models, increased security and safety, and 
higher convenience for consumers. In UbiComp people will no longer be 
aware of their usage of IT systems since these have “disappeared” and be-
come part of everyday products, so called Smart Devices (e.g. an intelli-
gent fridge ordering automatically goods and services on demand, etc.) 
Today, UbiComp receives attention under the label Radio Frequency Iden-
tification (RFID). 

RFID is, first of all, a technology that allows wireless communication 
and identification building on radio waves between objects. Secondly 
RFID means a system that includes not only the communication interface 
but hardware and software components that reach from physical infrastruc-
ture to applications, and thirdly, it enables some of the concepts that are 
necessary for building UbiComp systems. RFID systems allow the auto-
matic data collection caused by real-world events and therefore the auto-
mation of many manual data collection activities in and between compa-
nies (e.g. real-time monitoring of goods, etc.) The full exploitation of the 
potentials is by far not yet reached today, the full impact is still to come 
(Sheffi 2004). Today, automotive, manufacturing, pharmaceuticals, health-
care, and logistics are among the most important industries for RFID usage 
(Furness 2005; Strassner and Fleisch 2005; Strassner and Fleisch 2002; 
Fleisch and Dierkes 2003). This chapter gives an overview about potentials 
and challenges of ubiquitous computing (UbiComp) for business manage-
ment. The objective is to introduce applications and usage scenarios that 
might be supported by UbiComp. The analysis starts with a definition of 
an UbiComp system and its components. Potentials of UbiComp are iden-
tified categorized into three major areas: as an identification and informa-
tion technology, as an enabler for improving processes and decisions in a 
real-time enterprise, and as a driver for the long-term vision of the “inter-
net of things”. For each area challenges and issues are identified. In con-
cluding we highlight aspects managers should consider when thinking 
about their future IT landscapes and business opportunities. 
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2  RFID Technology 

The basic technology in a RFID system consists of an information and 
communication technology (hardware) layer including objects, tags, read-
ers, sensors, and actuators, and an information system layer including mid-
dleware, applications, and interfaces as software components (Fig. 1). 

Middleware

Application

Intercompany network

Readers

Tags

Information systems

Information and communication technologies

Flow of data

Fig. 1. UbiComp system 

An object is a physical item, for example a good, a machine, an asset, a re-
source, a container, a vehicle, a pallet, or a living being, such as an animal 
or a person, that is equipped with a tag. To identify persons, tags may be 
attached to an object the person possesses like a garment, a passport, or a 
key. All objects in the RFID-system covering a specific sector of the 
“physical world” have a tag. 

A tag is a piece of hardware attached to an object and able to communi-
cate with a reader. Tags store data and the most important data is a unique 
ID for the object. They may possess additional storage capacity and inter-
faces to sensors. Tags are attached to the objects for enabling their auto-
mated identification and they come in several flavors which differ in size, 
price and technical capabilities. Among the most important tag characteris-
tics are the need for power supply (i.e. passive tags need to internal power 
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supply), communication range, capacity of data storage, ability to perform 
calculations and logic, and interfaces to sensors. To protect the tag from its 
environment different bodies are used, like glass or plastic coils or the tag 
is applied on paper or foil or directly printed on the object. The tags com-
municate with readers on a wireless radio interface. Since the physical 
characteristics as the materials (metal, fluid) of the object might influence 
the communication, and in many situations objects are hidden beneath 
other objects, packed together on pallets or in containers or shielded by 
other objects, the place of the tag must be selected properly.  

A reader is a device that communicates on one side with tags, on the 
other side with a backend system. Readers can be split into several compo-
nents again. The reader has first, a wireless communication interface to the 
tags, second, a communication and processing interface to the middleware 
layers, and, third, a reader management component. The communication 
interface to the tags must ensure that events in the physical world like the 
change of the status of an object are received correctly. This raises data 
transmission challenges, especially in areas where several readers are used. 
Communication bandwidth is limited and when several readers want to 
send and receive information at the same time, this causes collisions. The 
same problem can occur when there are several tags which want to send 
information. Especially when tags are moving and are only for a limited 
time in the reading range of a reader, the correct recognition of physical 
events becomes difficult. Basically, this limitations lead to the phenome-
non that physical changes of objects are not recognized properly in the sys-
tem consisting of the tag, the radio communication interface and the 
reader. A problem is that changes (such as the movement of an object) are 
completely missed and not grabbed by the reader. Strategies to alleviate 
this problem include the coordination between several readers to reduce 
collision and the prioritization which changes and which objects are most 
relevant.

The second component of the reader is the interface to the middleware, 
where raw data events are transformed and transmitted to middleware 
servers. Some of the functions like prioritization, cleansing, filtering and 
aggregation can be done in the reader, reducing the amount of data to be 
communicated to the middleware. This is especially relevant if reader and 
middleware communicate over channels with limited bandwidth or discon-
tinuous connectivity, for example with mobile readers and mobile commu-
nication networks. The reader management component becomes relevant 
in usage scenarios where there are many devices, for example at a produc-
tion site. To reduce the effort to administrate and check the reader hard-
ware which might be placed in difficult to reach locations and to ease col-
laboration between several reader devices. With ongoing technology 
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development, the capabilities of readers will grow and shift more functions 
from the middleware to the readers. 

The middleware is a component that performs data processing tasks like 
aggregation and filtering and makes the raw data from the reader usable by 
applications. A lot of raw physical events, which are not relevant for any 
application, are gathered by the reader, so strategies for distributing and 
forwarding only relevant data are necessary. Data cleansing, filtering and 
aggregation are also necessary. The middleware also takes part of the 
management of the infrastructure and should hide problems on the com-
munication layer (Krishna and Husak 2005; Floerkemeier and Lampe 
2005).

The application system connects the UbiComp applications with other 
IT systems in an organization, for example for supply chain management 
and resource planning. It includes functions to support management deci-
sions and to control and monitor processes. 

While the application system focuses on the single enterprise, the inter-
company system connects several organizations across the value chain. The 
application system also includes infrastructure and services that deal with 
information exchange, interoperability and directories. 

Sensors

Middleware

Actuators

Information world

Physical world

Object
Object

Readers

Tag

Object
Object

Readers

Tag

Context

Fig. 2. UbiComp as bridge between physical and information world 
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Context is information about an object including the unique ID, sensor 
data, and information gathered or created during the lifetime of the object. 
Context information may be stored on the tag or by the backend system 
(Finkenzeller 2002). 

A sensor is a piece of hardware that is able to gather information about 
its environment such as position, temperature, pressure, brightness, or 
moist. Sensors might be placed at the object and communicate directly 
with tag or might be external source that are connected to the UbiComp 
system (Dongwon et al. 2005).  

An actuator is a device that influences its environment physically, for 
example a machine, a robot, or a display. It might be controlled by an 
UbiComp system to adapt the environment and process actions for objects. 

UbiComp systems bridge the gap between the physical world and the in-
formation world, in this case by merging physical world objects with tags 
(Fig.2). Thus it becomes possible to process automatically an object’s con-
text. The middleware does not only provide access to via readers to this ar-
tifact, but also to sensors and actuators. 

To make information accessible to humans and make the potentials of 
UbiComp usable for improved convenience, productivity and efficiency, 
adequate human-machine interfaces must be designed. They have to pre-
sent information and capture input in a usable way (Nagumo 2002; Raskar 
et al. 2005).  

3  Potentials of UbiComp 

The potentials of UbiComp could be achieved in a three step roadmap 
(Fig. 3). 

First, RFID can become a driver for efficiency through improved per-
formance at reduced prices for existing processes (this e.g. is the current 
state of mind for RFID usage in retail industry). 
Second, RFID might increase integration and efficiency through impro-
ved new processes and decision structures. 
And third, RFID might enable a paradigm shift leading to the Internet of 
Things, where new products and services lead to new business models 
and higher quality of life for everyone. 
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Fig. 3. Potentials of UbiComp 

3.1 RFID as Enabler for More Efficient Identification 
Technology 

In this stage RFID serves primarily as identification and information tech-
nology. The potentials and benefits of UbiComp lie in more efficient proc-
esses (e.g. in automated goods receipts in retail or manufacturing, etc.), 
with higher performance at cheaper prices. RFID systems combined with 
optimized processes allow better management of information in companies 
and organizations and to solve problems and shortcomings of existing 
processes.

3.1.1 Potentials 

Identify with increased efficiency 
Since costs for identification are reduced, identification can be used more 
often and in finer granularity throughout the process chain, where first ap-
plications are seen in logistics and supply chain management (Kinsella 
2003; Twist 2005). This leads to decreased cost of identification of flows 
of goods, since UbiComp makes the identification of objects faster, easier 
and more error prone compared to traditional identification methods as 
barcodes or labels. Readers do not need a line of sight to the objects, which 
allows the scanning of objects packed together or stored in containers. 
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Tags are more resistant against dirt, damage or other environmental influ-
ences. Identification can be automated without human interaction and thus 
human mistakes. Furthermore it is faster since many objects can be recog-
nized at the same time. This can for example be used in logistics, where a 
large number of objects have to be processed in short time.

Identify unique objects on an item level 
Objects are identified not only on a generic class level, but each item has a 
unique electronic identity. Customers and consumers can be protected 
against fraud (e.g. by storing the unique identification number and the way 
of the good through the sales channel) and can be sure that the good they 
own does not only look like the one they wanted but was originally manu-
factured by a certain company. This is not only relevant at product piracy 
in industries with high value brand name items, but also for spare parts and 
products where a possible reduction in quality or changed technical char-
acteristics can cause damage. Safety and security are increased, when ob-
jects are easier to distinguish, for example in health applications, where 
correct drugs and treatments should be applied to the correct patient, or for 
homeland security and access control.

Get context of objects 
The identification of objects always comes with at least one type of con-
text data: the information that the object was in the proximity of a reader 
(which has a position) at a certain point of time. This context can be used 
to make it easier to prevent theft (e.g. by detecting when a good leaves a 
certain area or by verifying the original owner), to locate items in a ware-
house, in production facilities or container management or on promises for 
logistics. When the identification information is merged with sensor data 
and these data are stored historically, objects can be traced. Single items of 
a production series are in many cases difficult to distinguish when they ar-
rive at the customer. When problems are discovered that occurred earlier 
in the process chain (e.g. hidden defects) it is a complex and expensive 
task to trace all products and repair the defect. For some items it is also 
important that an item was not processed in certain locations, by certain 
persons or organizations because negative influence or the alteration of the 
item could lead to security of safety problems. When an object can be 
identified uniquely, this can be used to access information related to this 
single object and does process items not only based upon a general object 
class and its general characteristics. In manufacturing and logistics a 
higher flexibility and granularity can be reached.
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3.1.2 Challenges 

Reliable hardware level 
According to experience reports on current implementations of RFID, the 
reliability of processes on a hardware layer is a challenge. Defective tags 
may lead to objects invisible to a system, as limited bandwidth, errors oc-
curring on the air interface between readers and tags, interference by ex-
ternal sources or unfavorable environmental conditions. The 100% preven-
tion of such failures might be impossible or cause significant costs. 

Availability & accessibility of information 
When information and context is stored in a system which is intercon-
nected by a communication network, an entity which requests data is con-
fronted with problems of availability, consistency and security. Informa-
tion might be stored at several physical or logical locations and might be 
replicated to increase efficiency. Directories are necessary to find this stor-
age location and transmission of data must be protected against tampering. 

Privacy and access control 
In many situations it must be assured that only a limited number of organi-
zations are able to use information stored on the tag (identification) or in-
formation connected to the context of an object. This leads to concerns in 
regard of privacy but also to complex decision who can access information 
(Data X was collected by organization Y at time T and is stored at Z – who 
is allowed to access or change this data?) (Ohkubo et al. 2005; Peslak 
2005).

Precision and quality of information 
Context information coming from sensors and external sources is available 
in several degrees of precision. Especially for position information the 
quality of data might be more a probabilistic assumption and not sufficient 
to support certain applications. Applications must be able to cope with 
these diffuse data and be able to use other technologies where necessary. 

Standards
Since hardware such as readers and tags come from different manufactur-
ers, there should be standards to hide specialties of single implementations. 
This abstraction (e.g. of hardware types, communication protocols, data 
exchange formats) must not only cover technical details but also include 
standards to exchange information about context, its representation, and 
logic to control and manage hardware. 
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3.2 RFID as Enabler for the Real-time Enterprise 

UbiComp might enable managers and organizations to make faster and 
better decision and to better plan and control processes. This is the core of 
the vision of the the Real-Time Enterprise (RTE), a vision coined by Gart-
ner Research and others. The fundamentally idea is that an enterprise can 
gather real-time information, allowing it to change its operational charac-
teristics dynamically in response to changing external parameters and to 
generate new sources of revenue, avoid unnecessary business expenses and 
significantly improve business processes (Neil and Clark 2003). In a RTE 
managers can use the information about identification and context to man-
age their enterprises in real time and use resources more efficiently. On the 
other hand, control can be moved down from a central Enterprise Resource 
Planning system to the location much closer to the processes and questions 
involved, leading to new problem solving strategies.  

3.2.1 Potentials 

Better decisions by managers 
UbiComp provides managers and consumers with more information and 
leverages better, more efficient and faster decisions (Smith and Mckeen 
2005). The abundance of information does not come for free, since the rep-
resentation and processing of data must be in a format that does not over-
strain human abilities. Decisions must be supported in a proper way and 
the interface to users must be appropriate. For some items the process of 
the identification of the item and the provisioning of connected informa-
tion (handling instructions, details about characteristics) is complex from a 
process view including human interaction. These processes can be simpli-
fied, for example in a shop floor environment where consumers receive de-
tails about a product or in a manufacturing process where workers receive 
handling instructions. 

Improved integration of processes and partners 
UbiComp can improve the integration of processes and partners in enter-
prises by providing better and more detailed information about the status 
of goods in the supply and the production chain (Van Nunen and Zuidwijk 
2004; Krikke et al. 2004). Management can react faster to challenges and 
changing internal and external requirements which allows providing addi-
tional value to customers and taking market changes into account. For out-
bound logistics and after sales services higher service levels can be 
reached and sold. 
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3.2.2 Challenges 

Information retrieval 
More information does not automatically lead to better decisions when the 
excess of data is not analyzed and aggregated in a way managers can un-
derstand and use. This challenge has been addressed for more than two 
decades in the context of management information systems (MIS) and 
many challenges (e.g. as to adequate task-technology fit of such MIS or in-
formation retrieval needs of managers, etc.) have to be taken into consid-
eration. The design of human-machine interfaces and the representation of 
relevant information is a challenge that must be solved before UbiComp 
can leverage all potentials.  

Middleware and applications 
The middleware in UbiComp systems is a key component to connect to 
hardware from several manufacturers and information systems in compa-
nies. Due to the diversity of existing products and legacy systems already 
in place the flexibility and ability to integrate those solutions is critical.  
Application systems must not only be able to analyze and monitor the sur-
plus of information made available by UbiComp, but also support control 
structure and processes. Furthermore, the amount of generated data in-
creases which presents challenges to the communication and information 
system infrastructure. Necessary up front investments to make middleware 
and applications available have to be weighted out against benefits. 

3.3 RFID as Enabler for the Internet of Things 

UbiComp can not only lead to more distributed processes in companies, 
but also allows a stronger interconnection of organizations in the value 
chain: From manufacturers, suppliers, retailers, service providers, up to 
customers and consumers. Companies can keep an information link to 
every physical object they processed, shipped, manufactured or used at any 
time which allows new business models shifting the focus from the single 
specific step in the value chain to a more holistic view where solutions and 
services become more prominent (Fleisch 2001). 

3.3.1 Potentials 

Self management of objects 
The vision of the internet of things, where every item as simple as a light 
bulb (Gershenfeld et al. 2004) is connected to the internet, leads to the 
question which form of problem solving (centralized vs. distributed) and 
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control (company centric vs. holistic) does provide benefits for certain 
tasks and physical goods and how business models can realize these bene-
fits. Processes are not planned centrally, but  autonomous, decentralized 
“smart” units solve problems on their own. The shift of problem solving 
from a central location to multiple single processes is also an area of re-
search in other fields, like organic computing. 

Items can report information about themselves (identification), their 
status and their environment with the help of sensors, be able to communi-
cate with other objects, possess computational power to process data, and 
influence their surrounding with actuators. Given that many objects are 
smart they form a swarm which leads to a distributed, decentralized sys-
tem. In an enterprise context, this idea can be broken down into the vision 
of the virtual enterprise where all resources (people, goods, products, as-
sets) and their related processes are monitored and controlled in real time. 

This changes the location where information is stored and processed and 
where processes are changed. When a machine in the production line is 
recognized to cause problems or stops working, an alternative production 
setup can be discovered by objects and they can “decide” to use an alterna-
tive machine for the next step. Objects can use actuators to adapt their en-
vironment so it fits their needs, leading to self-healing processes. 

New services and business models 
Ubicomp enables companies to keep a connection to the products and 
goods manufactured or processed through the whole product lifecycle, 
even when the object is located at the premises of the customer. This al-
lows completely new services and business models where solutions be-
come more important. Not only do physical characteristics of a product de-
fine the benefit it delivers, but also connected and surrounding services. 
Furthermore, different pricing and billing models are possible, from price 
discrimination based on more information on customers to billing on a per-
usage base. Processes can be divided in more granular and individual 
steps, leading to finer measurement of the value contribution of single 
players and virtual organization forms (Banavar et al. 2005). 

Improved quality of life 
Although UbiComp is seen as a threat for privacy, it has the potentials to 
improve the quality of life for everyone. As a consumer, people receive 
more information about products leading to higher safety and security, for 
example in areas such as food or drugs. In health and emergency response 
applications, faster response times and fewer mistakes become feasible. 
The usage in homeland security plays an important role in countries that 
face the danger of terrorist attacks. This sector is becoming a major driver 
for research & development on UbiComp technologies. 
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3.3.2 Challenges 

Standards
If the potentials of UbiComp should be exploited fully, an application must 
not only focus on single organizations but should be able to span across the 
whole value chain and integrate multiple players along the value chain 
such as suppliers and retailers. This needs first common standards and data 
exchange structures to allow sharing identification, information, and con-
text about objects, but also interfaces to connect processes and decisions. 
Different solution providers and manufacturers as well on the information 
and communication technology layer as on the information systems need 
to make their solutions able to communicate with each other. 

Global infrastructure 
To allow the interconnection of enterprises and their UbiComp applica-
tions there is a need for a technical infrastructure that enables these inter-
connections. Similar structures are already present in the World Wide 
Web, for example the domain name service. Also, the organizational as-
pects of these structures (operation of the infrastructure, management of 
unique IDs, certification of players) have to be discussed, where for exam-
ple EPCGlobal could play an important role. 

Acceptance and Privacy 
UbiComp provides vast opportunities for consumers, but also faces chal-
lenges in regard to privacy. Companies, lobbyists and governments have to 
inform and educate the public (Eckfeldt 2005; Günther and Spiekermann 
2005) and inform about risks and privacy issues. At the same time, techni-
cal solutions must be found to allow people to control their privacy, to 
identify UbiComp technology in products they buy or use. 

Intelligent objects 
When objects should sense their environment, plan ahead, interact with 
other objects and decide, algorithms are requires which give objects these 
capabilities and intelligence. Research fields like organic computing, se-
mantic modeling, swarm intelligence and agents can give important input 
to solve these problems (Brock et al. 2005; Bodendorf and Zimmermann 
2005).  

4  Outlook 

UbiComp provides vast benefits in several areas, from replacing current 
identification technologies to having large impact on society and economy. 
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In a first step, it can become an efficiency driver for optimizing existing 
processes and realize cost benefits. Afterwards it will allow rebuilding and 
automating processes to a higher degree than today by giving management 
the tools to decide better and faster. At the same time, control over proc-
esses will move from central application systems to the locus where prob-
lems arise and enable smart objects to shape their environment. Enterprises 
can integrate internal and external steps of the value chain to a larger ex-
tend, making economy more effective. With the help of a global infrastruc-
ture, the internet of things might have huge impact on economy and pro-
vide individual benefits to everyone. 

But there are also challenges and risks from technical problems on the 
hardware layer, question on the algorithms of intelligence for objects, up to 
privacy issues in the social and legal framework. Standards and the ques-
tion of integrating existing systems to make the vision possible also need 
further research. 

Companies should keep in mind that the importance of RFID as a core 
technology of UbiComp is already rising, and cannot be ignored for much 
longer. It will not only be about replacing barcode, but will affect a lot 
more processes, products or services. They also should be well aware of 
the fact that RFID usage is not only a thing of their own choice, but can 
also be declared necessary or even compulsory on the part of business 
partners, as happened in the cases of Wal-Mart and Metro. It is therefore 
essential to keep watch of the RFID activities of close neighbours in the 
supply chain. Companies are well advised to concretize and substantiate 
their RFID visions in order to know their needs and possibilities and to de-
velop an action plan they can refer to. 
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1  Introduction 

There are many different Location-Based Services (LBS) solutions avail-
able on the market today. Despite of their diverse nature, underlying loca-
tion platforms (LP) with respective supporting positioning technologies 
have similar approaches on providing the best possible location informa-
tion on entities such as people or other target objects such buildings, par-
cels etc. Although many solutions exist, currently no LBS solution is capa-
ble of covering all usage environments. Each positioning source, be it 
indoors or outdoors needs a location server and geographic information en-
tity in order to make use of the location information in its designated usage 
environment. GPS and the future Galileo satellite positioning systems will 
be able to provide a good global coverage providing location information, 
yet certain weather conditions, urban canyons, inner-cities or indoor build-
ing conditions will still set limitations there (Eissfeller et al. 2005). The 
abundance and almost ubiquitous coverage of heterogeneous wireless net-
works in our daily living environment (e.g. GSM/UMTS, WLAN or Blue-
tooth networks especially for indoors) and positioning systems realized us-
ing them (Dornbusch and Huber 2003; Connelly et al.; Wong et al. 2005) 
will hence be a key component for future ubiquitous location information 
access.

This “multi-facetted” wireless provider and technology landscape, as 
well as lack of standardisation for inter-working and “easy access” to this 
heterogeneous technology information necessary for location determina-
tion systems, makes it difficult to effectively “capture” the potential diver-
sity and distributed nature of positioning systems for ubiquitous, homoge-
neous location-information provisioning for LBS. Furthermore, there is a 
continuous evolution especially in the case of short range wireless net-
works (e.g. WLAN, Bluetooth) in our daily living environment, hence 
making it even more difficult to provide a reliable and up-to-date position-
ing system based on such technologies. 

 As a result, due to the slow evolvement towards 4G architectures for 
seamless heterogeneous network inter-working, a paradigm shift has 
evolved towards autonomous, multimode mobile clients being able to dis-
cover potential access networks by themselves. Extending on this princi-
ple, such “mobile sensors” can even collect certain wireless data for main-
tenance and site-mapping purposes, or even distribute local information 
such as accidents, weather warnings or other events to potential user com-
munities via centralized knowledge databases (Zhang et al. 2005). Based 
on such principles, community-, operator independent- or often called 
“open-oasis”-based approaches to next-generation network design and ser-
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vice provisioning platforms provide a potential competitive alternative so-
lution (Dornbusch and Huber; Zuendt et al. 2003).  

In this book chapter, we will introduce a novel approach to ubiquitous 
LBS provisioning architectures based on such community-based princi-
ples. We believe that community-platform approaches are very capable of 
handling and capturing the location information derived from heterogene-
ous wireless networks and mobile operators, using mobile devices as sen-
sors in the environment for automated, as well as additional manual user 
collaborative location information generation. 

The remainder of this chapter will talk about the following: We will 
start by giving a generic LP architecture model similar to all common LBS 
solutions. Example mobile operator (centralized) and client-based (de-
centralized) LP approaches will be briefly presented followed by a general 
discussion on the advantages and disadvantages involved in each case. In-
troducing mobile communities and collaborative value generation aspects, 
we will then show how these concepts can be used for location information 
generation and provisioning effectively. Having established the founda-
tions of our approach, we will present a distributed community-based loca-
tion service architecture using heterogeneous positioning systems as well 
as multiple inter-working location server and geo-information databases 
for specific usage environments. We will end up by introducing a seamless 
location-based service navigation prototype as a proof of concept for our 
architecture approach. 

2  The LBS Environment and Aspects Involved with 
 Location Information Provisioning 

In order to understand the LBS environment, we will discuss the issues in-
volved with generating and providing location information for application 
service providers from potential targets such as users or other objects more 
closely. We will start by giving a definition on LBS types and frameworks 
for location provisioning. Following examples of current LBS solutions, 
we will discuss the advantages and disadvantages involved with central-
ized and/or decentralized location information provisioning, concluding 
with a potential “silver bullet” approach. 
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2.1 LBS Classifications and a Generic Definition of a Location 
      Platform 

The key idea behind LBS is to use the user’s current physical position in-
formation as a “filter” for delivering localized services and/or information 
relevant to a certain area related to his position. The kinds of services of-
fered can be classified into two main types (3GPP 2004) as illustrated in 
Fig. 1(a): Services which are triggered by an application service provider 
when a user arrives or enters a certain geographic location e.g. push adver-
tisements in a shopping mall or localized weather warnings, are classified 
as type 1 services (also called “push” or “triggered services”). Services 
which are typically information services requested by a user from an appli-
cation service provider e.g. finding nearby restaurant/gas-stations or navi-
gation services, are classified as type 2 LBS (so called “user-requested” or 
“pull services”).

Type 1 

Type 2

(a) Server-to-User Location Based Services 

Type 3 

(b) Peer-to-Peer Services with de-centralized location in-
formation management 

Fig. 1. Location-based service classifications

The two types illustrated in Fig. 1(a) are server-to-user LBS where loca-
tion information is managed by central location server (OMA 2004) i.e. a 
centralized LP approach as followed by mobile operators primarily. Ac-
cess to location information i.e. to 3rd party application providers, is only 
being made available through mobile operator network entities in this case. 
A third type of peer-to-peer LBS (Fig. 1b) represents a different approach 
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to type 1 and 2 LBS, in that location information is directly exchanged by 
communicating peers, but LBS can be still provided by a 3rd party. This 
de-centralized location information provisioning approach has consider-
able advantages concerning privacy and user control over location infor-
mation (Zuendt et al. 2005). 

Stand-alone solutions such as in-car- or mobile PDA-based navigation 
using GPS and static geo-information data stored locally on the device for 
outdoor navigation can be seen as a decentralized LP approach. Further-
more, dynamic information such as traffic-conditions can be made avail-
able via radio broadcast or other communication channels. The issue of 
(de-)centralized location information provisioning and associated research 
approaches will be discussed in later sections of this chapter in more detail.  

Measured Data (e.g. RSS, ToA)

Geo-Coding

Positioning 
Method(s)

Reference 
data

LBS

Geo-Information 
System (GIS)

GIS Services

Location Enabling Server (LES)

Location Platform (LP)

Measured Data (e.g. RSS, ToA)

Geo-Coding

Positioning 
Method(s)

Reference 
data

LBS

Geo-Information 
System (GIS)

GIS Services

Location Enabling Server (LES)

Location Platform (LP)

Fig. 2. A generic LP model 

LPs enabling any kind of LBS all share a common structure as depicted in 
Fig. 2. The main difference in LPs is how location information is gener-
ated from respective positioning systems (i.e. from device, network or 
both) as well as how additional location content is provided (e.g. map data, 
navigation functions, Point Of Interest, POI data etc.). The LP itself can be 
broken down into two major components: a Geo-Information System 
(GIS) holding appropriate map and point-of-interest (POI) data, and a Lo-
cation Enabling Server (LES) providing the location information of a posi-
tioned target in some meaningful format for the GIS system. The LES gen-
erates appropriate location information in the following way: a network 
identifier, timing or received signal strength information is received from a 
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senor or communication interface. A positioning method is performed us-
ing this information and some pre-recorded reference values, generating 
some form of difference value (error estimation) which then can be trans-
formed to meaningful location information using a respective geo-coding 
function. The GIS system can provide additional basic services such as 
routing, navigation and find_nearest_POI functions. 

2.2 Current Location Platform Solutions  

Mobile operator LBS are improving as better end-devices with higher us-
ability as well as more cost effective and accurate positioning technologies 
become available (e.g. Assisted GPS, A-GPS), but regulatory and privacy 
issues hinder an efficient global deployment, as we will talk about later.  

For current mobile operator networks, the Open Mobile Alliance 
(OMA) standardisation group provides a LP framework providing the 
functionalities required supporting LBS via standardised interfaces from 
the operator’s core network. A so called centralized LP approach imple-
mented by mobile operators can be seen in Fig. 3. The LP is comprised of 
the LES and the Geo-Toolbox (GTB) holding Geo-information such as 
Map and POI data (e.g. Hotel, Cinema, Gas Station Information etc.) as 
well as basic services as explained in the previous section. These functions 
are provided via the LES to the LBS Application Provider via a standard-
ized XML API using the MLP protocol as specified by the OMA, formerly 
known as the LiF consortium (LiF 2002). This API is the only interface to 
the LBS Application Provider providing the necessary location informa-
tion. The position estimates as seen in step 4. in Fig. 3 are performed in the 
access network by the corresponding network entity1, handset2 or hybrid 
positioning method (e.g. A-GPS), then forwarded back to the LP via the 
GMLC Le interface.

One of the additional primary tasks of the LES is to perform privacy and 
access control including temporary storage of user data, provide configur-
able user privacy profiles for each subscriber and handle access rights quo-
tas of external application providers. As a user privacy database is main-
tained, privacy-enabled location-based services can be provided without 
impact to the mobile operator HLR. Last but not least, it also supports LBS 
roaming and production of appropriate LBS billing records. 

                                                     
1 e.g. Time (Difference) Of Arrival (TOA, TDOA) positioning methods 
2 e.g. Enhanced Observed Time Difference (EOTD) positioning method 
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Fig. 3. A LP implemented by mobile operators 

The Secure User Plane Location (SUPL) framework has now been speci-
fied by the OMA (OMA 2004), ensuring better user location information 
privacy and security, as well as location information control from various 
location sources with no impact to the core network infrastructure. Cur-
rently released solutions3 focus on advanced mobile-network (WCDMA 
and GSM) as well as -positioning support (enhanced cell ID and A-GPS). 

The mentioned network and handset-based positioning methods use 
available radio resource management information supporting service and 
mobility in access networks. The simplest mean to determine a mobile de-
vice position is via the Cell ID4 of the base station in the access network 
the user is currently booked into and being served from. This positioning 
method is common and virtually supported by every mobile device at-
tached to a wireless network (e.g. GSM, WLAN etc.) being the most lucra-
tive approach for community-based positioning approaches. 

Thus, another LP approach found quite commonly apart from the well 
known stand-alone solutions as previously mentioned is a device-centric 

                                                     
3 The Nokia iGMLC 4.0 platform, http://www.nokia.com 
4 Cell Of Origin (COO) positioning method 
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middleware or decentralized LP approach, also often called an operator-
independent positioning solution (Dornbusch and Huber 2003). Here, 
communication network data or GPS sensor information is directly pro-
vided for positioning from the mobile client to the LBS or requesting peer. 
Peer-to-Peer LBS approaches can be easily realized using the device-
centric LP approach (see Fig. 1b). Such a decentralized LP can even co-
exist with a mobile operator centralized LP using the future IP Multimedia 
Subsystem (IMS) extension in future mobile operator core networks 
(Zuendt et al. 2005).  

The Location-Trader system (Dornbusch and Huber 2003) is based on 
the device-centric middleware concept providing an operator-independent 
decentralized LP, supporting GPS, GSM Cell ID, and WLAN hotspot-
based positioning. It was developed from a mobile community background 
(e.g., www.nobbi.com, www.hotspot-locations.com), where each member 
of the community collects and provides location information for other 
members in the community as well as potential 3rd party providers of loca-
tion-based services. The accumulated interaction of each user of the com-
munity allows for the generation of location information (GSM Cell IDs 
with GPS coordinates, street names, points of interest e.g., hotels, events 
etc.) in the Location Trader database. We will further discuss the Location 
Trader5 concept and its efficient use of mobile community generated loca-
tion information later on in this chapter. This will then provide the basis 
for our novel distributed community-based location service architecture 
approach.

2.3 Comparison of Centralized and De-Centralized Location 
 Information Provisioning 

Current mobile operators prefer centralized LP approach for 3rd Party ap-
plication service providers. The most common and readily available posi-
tioning method in mobile operator networks uses the base station Cell ID 
where a user is currently booked into. This method however is not very ac-
curate since its accuracy depends on the base station service area (cell size) 
which can range from a few hundred meters to several kilometers. The 
more accurate positioning methods such as EOTD/OTDOA, TOA or AOA 
are not implemented in current mobile networks due to the high upgrade 
costs (hardware and software) in the access network and mobile devices. 
Instead, mobile operators plan to roll-out the new hybrid A-GPS standard 
which can provide high positioning accuracy within a few meters, having 

                                                     
5 See also http://www.getlocal.de 
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little impact on the existing access network infrastructure as well as low 
mobile device integration costs. As it is the case with standard GPS (with-
out the initialization problems), location information is generated at the 
mobile device, but only capable of being accessed from the mobile net-
work (Hulls 2004). Hence control over the user’s location information, 
thus user privacy control remains on the operator’s side.  

The mobile operator’s intend is to keep control over location informa-
tion access, thus being able to generate revenue from LBS.  Privacy con-
trol is implemented by querying the mobile user whether he wants to let 
himself be positioned before he can carry out the LBS. This legally up-
holds the user’s privacy rights, but does not give any indication to which 
3rd party this location information is handed to.  

Mobile operators with their LPs and proprietary location information 
are, by nature, limited to their own networks and can only serve their own 
mobile customers – who have agreed to be tracked – with LBS, unless 
roaming mobile users from other operators are willing to pay higher rates 
to receive those services. Furthermore, the LP is bound to the positioning 
capabilities available within its network, therefore resulting in restricted 
availability and accuracy (poor performance of GSM Cell ID, A-GPS 
mainly outdoors). 

A decentralized LP can always offer the best possible positioning in-
formation, since it works independently in heterogeneous network envi-
ronments – clearly its strongest feature. The mobile user always “knows 
best” about his current physical position, hence satellite- (e.g. GPS, A-
GPS) (Eissfeller et al. 2005), indoor- (e.g. WLAN) (Wong et al. 2005) and 
short-range- (e.g. RFID, IrDA, Bluetooth) based positioning systems can 
currently deliver the best possible and most up-to-date positioning accu-
racy as the positioning information here is actually generated at the mobile 
device. The downside of this approach is that each time a location update 
is needed, the mobile device has to be queried and the location information 
returned to the requesting peer through the currently available communica-
tion network. Using GPRS or UMTS for data communication can be quite 
costly, although flat-rate data fees are dropping steadily. In the mobile op-
erator centralized LP case, the signaling stays within the mobile operator’s 
core network resulting in less signaling overhead and minimal user-
incurred costs.

The positioning currently provided by the mobile operator LP solutions 
do not require special modifications on the client, hence being future-proof 
and capable of supporting legacy mobile devices. The decentralized LP 
middleware would require a software client to be adapted to each new mo-
bile client system. This again could also have an effect on increase mobile 
device power consumption.  
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Last but not least, privacy is a two-fold issue: The mobile user should be 
able to control his privacy and whether or not he wants to be localized. Lo-
cation information is provided only to a (trusted) known requesting peer or 
application service provider of the user’s choice, thus offering him full 
control over his location information and hence over his privacy. A de-
centralized system where location information is directly exchanged and 
completely controlled by participating peers increases user awareness and 
trust for LBS (Zuendt et al. 2005). On the other hand, a mobile operator 
should be more trustworthy compared to a mobile community-controlled 
environment. Especially in the case of the previously mentioned Location 
Trader system (Dornbusch and Huber 2003), there also needs to be a criti-
cal mass of users, generating “reliable” location and GIS information in 
the community databases, whereas the mobile operator with his LES sys-
tem does not need to worry about that. For a community-based LP system 
to be a competitive alternative solution in the market, the issue on location 
privacy, security and reliability needs to be taken very seriously. 

Due to the distributed nature of location information, the ideal solution 
is clearly a combination of both centralized and decentralized LP ap-
proaches. The multitude of different technologies – GSM, UMTS, WLAN, 
GPS, and A-GPS – on the user side and on the network side requires a 
standardized, open platform to generate, store, and provide location infor-
mation.

For such a system to be successful and widely accepted, a standardized 
generic interface is required, enabling location-based service providers to 
access location and GIS information without knowing the specific posi-
tioning technology-related features.   

Scalability is another important issue. There needs to be an inter-
working between globally available and localized positioning systems, as 
well as corresponding GIS databases (Zuendt et al. 2004). The inter-
working between outdoor- and indoor-based positioning systems is essen-
tial, since the potential technologies readily available in indoor environ-
ments (e.g., WLAN, IrDA, Bluetooth, RFID or even Ultra Wide Band) 
clearly have the edge over their outdoor-focused counterparts, such as GPS 
or GSM/UMTS-based systems. This is due to their smaller service/radio 
coverage allowing for more accurate positioning (in some cases, less than 
one meter). The most dominant and widely spread technology here is the 
Wireless LAN IEEE802.11x standard. Positioning systems based on RSS 
calculations can provide accuracies of up to 1-5 meters, however they re-
quire an extensive training (and potentially re-training) period depending 
on the size, complexity and dynamics of the indoor environment (Zuendt 
et al. 2004). Since WLAN is very common in well-equipped buildings 
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such as offices, airports or shopping malls, this is still the most competitive 
indoor-navigation and positioning solution. 

An essential but difficult-to-achieve feature will be the possibility of 
combining multiple positioning sources to allow for the required position-
ing accuracy. There are several projects dealing with the “sensor fusion” 
aspect of such systems using probability calculations, one of them being 
the “Location Stack” (Hightower 2003) project at the University of Wash-
ington.

3  Using Mobile Communities for Location Information 
    Generation 

In this section we introduce a community based approach to initialize a lo-
cation database, which has first been introduced in (Dornbusch and Huber 
2003). The presented results have been mainly taken from the Location-
Trader project. In a novel approach the Location Trader system aims to 
collect location data by users and help to establish a generic positioning 
platform that fosters the development of innovative and diverse location-
based services.

In the following we use the Location Trader system as a case study for 
general location collecting platforms. As mentioned earlier in the chapter, 
this introduces an interesting way for network based positing system where 
in the beginning most of the location data is missing (e.g. location systems 
for WLAN networks). Form an economic point of view these concepts are 
strongly related to the topic of unintended value co production.  

A location data pool (e.g. a new hot spot location system) will not con-
tain a lot of information at the time the service is launched. Therefore it 
has to be assured that the location data pool is constantly enriched to fur-
ther attract additional users and to improve the quality of service. The task 
of filling and updating the data basis can be managed in a cost efficient 
way by initiating an “open source” like user community that supports the 
systems (Lerner and Tirole 2000). 
At the time of the service kick off, only a very small user community is in-
terested to use the service. These initial users are curious about the service 
and may support it by adding new user positioning information to the loca-
tion data pool. As the database is getting larger and more accurate, the Lo-
cation Trader service will also become more interesting for a broader user 
community and attract additional service providers. This implies that our 
concept has a strong tipping behavior as it is driven by network external-
ities. The “tendency of one system to pull away from its rivals in popular-
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ity once it has gained an initial edge” is described in more detail by Katz 
and Shapiro (Katz and Shapiro, 1992). 

A simulation of the evolution of usage patterns is shown in Fig. 4. The 
x-axis represents the time after a community location system has been 
launched. The y-axis represents the probability for each of the three possi-
ble ways of usage of the patterns. The three usage probabilities do always 
sum up to 100%. This figure is now explained in detail. 
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Fig. 4. Service usage evolution

3.1 User Interaction Evolution 

When the service is launched the location data pool is assumed to contain 
only very little data nodes. So users are in most cases forced to add user 
positioning data by themselves. This user information is stored in the loca-
tion data pool to increase the quality and accuracy of future service re-
quests. This pattern is called user interaction. Over the time, the probabil-
ity of this usage pattern decreases to a low value as other ways of usage 
gain dominance. 

3.1.1 Neighbor Lookup Evolution 

The neighbor lookup curve depicts a usage pattern where the actual posi-
tioning information is unknown, but can be interpolated using historic 
network node data and adjacent network node information. The adjacent 
nodes table is empty at the service kick off time, so there is a zero possibil-
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ity of the neighbor lookup pattern at this time. After a while, when a cer-
tain amount of information is stored in the location data pool, the neighbor 
lookup is getting more and more important. Positioning information for the 
current network node may not be available, but there is an increasing pos-
sibility to have positioning information available for one of the adjacent 
network nodes. This neighbor information is used to calculate the current 
user position. The pattern will reach a peak and decrease after some time, 
as the probability of positioning requests served with the even more accu-
rate position lookup pattern will dominate over the time.

3.1.2 Position Lookup Evolution 

The position lookup curve itself shows a clear tipping behavior. The loca-
tion data pool is empty in the beginning, so this usage pattern is not very 
effective at that time. As more and more information is stored and critical 
mass is reached, the probability of this pattern rises increasingly. After 
some time, most requests will be served by the position lookup pattern. 

3.1.3 Success Factors 

First of all, it is important to understand the economic principle of such a 
system: the key concept here is the interaction and cooperation of users 
within a user content network. Most of the positioning data is originally 
provided by the users themselves. Therefore the service user is a member 
of the systems user content network who contributes to the service in the 
context of her own service request.  

We now have a look at the concepts of value co-production and cus-
tomer integration in the context of the system. Our solution integrates the 
user into the entire process of value creation and usage. The Location 
Trader system is an illustrative example of value co-production and cus-
tomer integration. Although the system is able to perform some heuristics 
to produce positioning information even without accurate location pool 
data, at least in the initial phase a large part of the positioning information 
has to be provided by the user. It is possible to enter user location informa-
tion into a special user interaction form inside special client application.  

To sum all this up in a economical sense: every user has two roles in the 
Location Trader system, first as a producer of incremental, small content 
parts, second as a consumer of the public good that was produced by the 
entire community. Besides to the intended value creation by users, there is 
even non-intended value creation within the Location Trader system 
(Huber 2004). The bivalent process of usage and built-in self-improvement 
is beneficial for both user and Location Trader service. The user benefits 
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by the service as he uses the service intentionally and therefore gains a 
positive value. Additionally, a co-produced value from user interaction is 
realized by the Location Trader system. This value is tangible in a steadily 
improved location data pool, which is enriched by the automatically gener-
ated list of adjacent network nodes. It is an example for non-intended value 
creation by variation within the Location Trader system. 

Co-creation in the case of Location Trader is enabled by cellular com-
munications technology and the Internet in connection with the fact that 
the created value is immaterial information which can be transmitted and 
processed very cost-efficiently using these technologies. 

Analyzing this value creation constellation from an implementation 
point of view suggests considering the following risks: Privacy concerns of 
service users may prevent them from contributing to the system. When 
they feed the data pool with location information they effectively disclose 
their current location. As they are requesting a location-based service this 
is actually required and will be plausible to them. However, as the system 
stores this information in the data pool, service users may be concerned 
that this information is used to track or trace back their movements. It 
needs to be credibly assured that the information they contribute is stored 
anonymously and therefore cannot be associated with their identity at any 
point of time. 

Legal risks play a minor role in the co-creation process of Location 
Trader as the contribution process is well defined and the contributed in-
formation is always mere location information. However, it has to be en-
sured that intellectual property issues are considered. 

Crucial for motivating users to contribute is to minimize the effort of 
contribution: Contribution in the case of the Location Trader co-creation 
process is a very structured and invariable task that can be highly auto-
mated. As most users are naturally used to disclosing their current location 
when requesting a location-based service they do not even perceive an ad-
ditional effort. In fact, each user’s average effort is reduced as contribu-
tions do not have to be made every time, but will automatically be reused 
in the future. There is a greater effort on the side of the positioning service 
to enable the co-creation of value through service users, but this effort has 
to be accepted as it constitutes the core of the whole concept. 

Interrelated with these two challenges is the issue of equity of returns. 
The return to each service user for the disclosure of their current location is 
the provision with a location-based service. It has to be ensured that the 
value of these services is perceived equitable to effort by each service user. 

Applying best practices of value co-creation to the Location Trader 
concept yields the following insights: 
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The objective of co-creation in the case of Location Trader is clearly de-
fined: Service users disclose their current location so that the positioning 
platform can associate this location with the user’s current positioning in a 
cellular network and can reuse this information in the future for position-
ing services. So co-creation takes place at the production stage. It also 
takes place at the maintenance stage once there is sufficient data available 
and further contribution are just used to refined the data pool and keep it 
up to date. 

The channel that the positioning service can use to monitor and control 
user contributions is the list of incoming locations. They should be 
checked for plausibility before they are added to the core data pool. 

Service users need to be enabled to contribute by providing them with 
the required Location Trader Client Applications and by making the con-
tribution process as easy and self-explanatory as possible. 

The users’ incentives to contribute need to be explicitly communicated 
and managed. There is the immediate incentive of being provided with a 
location-based service that otherwise would not be available. However, 
there are also more indirect incentives such as the idea of the Location 
Trader platform as an independent, open source-like data pool where con-
tributors can identify themselves with this vision. A competitive and sig-
naling incentive can be created by allowing the association of a particular 
network cell with the nickname of the user who first “discovered” and con-
tributed the cell to the data pool. Other incentives can be thought of. 

An important aspect of value co-creation in the case of Location Trader 
is that it takes place automatically and not necessarily intentionally: The 
basic co-creation process is automated and users need to be involved only 
if their current location is not known to the system yet. Only then they be-
come aware that they need to submit information in order to be provided 
with a location-based service. However, they are not necessarily aware that 
this information will also be reused at a later stage and therefore they are 
not aware that they are actually co-creating value. This kind of integration 
is denoted as variation as it is non-intended, non-creative and non-
innovative. 

3.2 Quantitative Computer Simulation of Value Co-Production 
 with the Location Trader 

In addition to the theoretical and qualitative analysis of the Location 
Trader system in the previous section, this section presents a more quanti-
tative analysis based on a computer simulation as a second approach to 
understanding the system’s mechanics. 
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The simulation models the service usage behavior of a certain number of 
Location Trader users within a certain area and over a certain period of 
time. It takes into account several factors such as contribution of locations, 
individual satisfaction and completeness of the data pool. By varying ini-
tial settings and comparing the effects on the resulting simulations, the im-
portance of particular factors is determined. 

It is important to bear in mind that all conclusions are based on an ideal-
ized model of the real world and cannot be taken for granted. Nevertheless 
they can help to identify general interdependencies and trends. Further-
more the simulation should serve as an interactive model for playing 
around and experimenting. 

3.2.1 The Model 

The model of the Location Trader system assumes a certain number of us-
ers in a certain quadratic area. This area is partitioned in equal-sized 
squares where each square represents an idealized network cell in a cellu-
lar network. Every user is unambiguously located within one of these net-
work cells, however, as in real life one cell can accommodate several us-
ers.

Each user in the model has the properties requests, contributions, satis-
faction and frustrations. Requests counts for each user how frequently the 
user requested a services. Contributions represents the number of locations 
that the user contributed to the data pool. Satisfaction measures the satis-
faction of each user by incrementing the current value each time the user 
requested a service and was automatically provided with the service with-
out the need of contribution. Frustrations, on the contrary, counts the 
situations when a user requested a service and had to provide the current 
location manually. 

Each cell has the property locations which counts how many locations 
have been mapped to the cell’s cell ID. If a cell is mapped to at least one 
location the model assumes that a service request in this cell can be satis-
fied.

In addition, it can be set how many more frustrations than satisfactions a 
user can stand before abandoning the system (discouragement threshold). 
The recruitment threshold determines how many more satisfactions than 
frustrations a user has to experience in order to start recruiting new users. 
The probability of a successful recruitment can be set, too. 

Finally, it can be varied how frequently the systems asks the user to con-
tribute the current location although the data pool already contains a loca-
tion for the current cell (redundant location request). This is to maintain 
the integrity of the data pool and also to increase positioning quality. 
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The previously described model was implemented using the software 
StarLogo 2.06 by the Media Lab at the Massachusetts Institute of Technol-
ogy (see Fig. 5 for a screenshot).  

Fig. 5. Computer simulation of the Location Trader concept in StarLogo

3.2.2 The Simulations 

As a structured approach to simulation, two scenarios and a set of basic 
initial settings have been chosen. They serve as a basis for comparison 
with simulations where selected parameters have been varied. 

For example the urban scenario tries to model an urban environment 
where there are smaller and more network cells in a certain area. Based on 
reported average cell sizes the cell radius has been set to 100 meters with 
25 times 25 cells. The resulting area of 5 times 5 kilometers approximates 
the area covered by the city of Munich. 

Based on different basic initial settings several simulations have been 
run. A comparison of the results of simulations with the same initial set-
tings has shown that outcomes are converging and are therefore represen-
tative for the selected initial settings. 

In 20 different simulation setups five basic initial settings have been 
varied along a single dimension each time in order to single out and iden-
tify their effects on the simulation outcome. Different scenarios were con-
sidered. The simulation was run for a simulation time period of 8 weeks to 
allow a comprehensive overview of the launch period. 

                                                     
6 StarLogo website: http://education.mit.edu/starlogo/ 
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The five settings that were varied are: the initial number of users, fre-
quency of usage, mobility of the users, the users’ discouragement thresh-
old and the redundancy of contribution (the percentage of cases in which a 
user is required to provide the current location although at least on location 
information is already available). All these settings were both halved and 
doubled one after the other and the effects on the simulation outcome were 
examined. 

The examination was based on the value of nine indicative figures at the 
end of the simulation: the completeness of the data pool, the total created 
value based on the valuation as described in 0, the number of users, the to-
tal numbers of requests and contributions and the users’ average number of 
requests, average number of contributions, average satisfaction and aver-
age frustration. 

3.2.3 Results 

An example outcome for the urban scenario suggest the following interde-
pendencies (see also Table 1): 

Both the initial number of users and the frequency of usage seem to 
have the greatest effect on the completeness of the data pool. While an al-
most complete coverage is achieved in almost all cases after at least 8 
weeks, these two factors speed up the process. They also increase the total 
created value and the overall number of requests and contributions. The 
initial number of users has an even higher impact on the latter two, 
whereas the frequency of usage increases the average number of requests 
per user. This is understandable as both factors have a direct effect on the 
number of locations contributed to the system and therefore have a direct 
impact on the quality of service and the satisfaction of users. Frequent us-
age further pushes average satisfaction which can be explained with the 
more frequent satisfaction that users experience. On the other hand, a 
greater initial number of users helps to extremely decrease average frustra-
tion as the disappointment of having to provide the current location manu-
ally is spread across more people. 

In fact, the initial number of users is mission critical as in all simulations 
for the urban scenario a great loss of users occurs in the beginning. If the 
initial number of users is too low (less than 75 in the simulation) the initial 
great loss may even be unrecoverable and the system may fail completely. 
(The user loss is due to the frequent frustrations that user experience with a 
not-yet-complete data pool in the beginning.) On the other hand, the higher 
the initial number of users is, the more users the system will have in the fu-
ture. In fact, this seems to be a super-proportional relation. 
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Table 1. Simulation outcomes for the urban scenario 

Effect of 
higher … 
on …

Number
of users

Frequency
of usage 

Mobility
of users 

Discour.
Thresh. 

Redund.
of contrib. 

Completeness 
of data pool + ++. 0 0 0 

Created value - - 0 0 0 
Number of 
Users ++ - 0 - 0 

Total number 
Requests ++ + 0 - 0 

Total
contributions ++ + 0 - 0 

Average 
requests 0 + 0 0 0 

Average 
contributions 0 - 0 0 + 

Average 
satisfaction 0 ++ 0 0 0 

Average 
frustration -- 0 0 0 0 

-- invers proportional, - sub proportional, 0 insignificant, 
+ proportional, ++ super proportional 

Surprisingly, user mobility as an indicator for the spatial distribution of 
service usage has very little effect on any of the indicative figures. It seems 
that a high number of users already provides sufficient spatial distribution. 

The discouragement threshold proves to be another mission critical fac-
tor. Simulations show that users must accept at least two frustrations more 
than satisfactions before abandoning the system to keep the system run-
ning. Otherwise the number of users drops dramatically and the system 
fails. In the simulation a discouragement threshold of three is sufficient. A 
higher threshold has only a moderate positive effect on the number of us-
ers and requests. 

Requiring the user to redundantly provide the current location has an in-
teresting effect on several factors. Of course, it increases the average num-
ber of contributions per user and maintains the quality of the data pool. On 
the other hand it decreases average satisfaction and therefore the number 
of users. But this is only true for redundancy rates of more than 20% in the 
simulation. Below this value these negative effects are negligible, but im-
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provements in completeness and quality of the data pool are still gained. A 
moderate rate of redundancy does therefore make sense. 

In conclusion in the urban scenario the initial number of users and fre-
quency of usage are the most effective levers on the number of service re-
quests and the future number of users. The initial number of users is mis-
sion critical, but at the same time most effective for increasing the number 
of users. There needs to be a certain level of resistance of users against 
frustrations in the beginning. Redundant manual contributions seem to be 
acceptable to users within certain boundaries. All results including addi-
tional scenarios you can find in (Dornbusch et al. 2004). 

3.2.4 Simulation Conclusion 

Value co-creation takes place between service users and the positioning 
platform. The major risk involved with this is that privacy concerns of ser-
vice users may prevent them from contributing to the system. It has there-
fore to be credibly assured that the location information cannot be associ-
ated with their identity at any point of time. The Location Trader approach 
naturally ensures that the goals of both parties are satisfied in the co-
creation process: the positioning platform improves its data pool and ser-
vice users are provided with a location-based service. Requiring a contri-
bution only if necessary further reduces the effort of co-creation. In order 
to ensure equity of returns, the quality of the offered services has to be 
guaranteed. For encouraging service users to contribute their expectations 
have to be managed and they have to understand why they sometimes have 
to disclose their location. A major incentive will be to fascinate them for 
and make them identify themselves with this independent and open source-
like approach. Still, contributions have to be checked for intentionally cor-
rupt information. Finally, as the co-creation process is nearly completely 
automated, some users may not even perceive it as such. 

The basic observations are the same for all scenarios: Initial number of 
users and frequency of usage have the greatest effect on build-up speed 
and the future number of users. Users have to tolerate a certain number of 
frustrations in the beginning when required to manually provide their loca-
tion. However, a certain level of redundancy in requiring contribution is 
acceptable.
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4  Development of a Novel Community-Based 
 LP Architecture 

Having established the foundations and approaches of LPs, as well as hav-
ing shown the potential and importance of user-communities for collabora-
tive location information generation, we now show how we can combine 
them effectively to a future competitive LP approach. We will begin by 
discussing the requirements for a globally distributed location service LP. 
Describing our novel community-based architecture we will demonstrate 
how to fulfill these requirements, ending with a brief introduction of a first 
proof of concept prototype of a seamless LBS running on our current LP 
implementation.  

4.1 Architecture Requirements for a Distributed Location 
      Service Using Heterogeneous Positioning Technologies  

There is a clear need and trend towards developing a globally available 
system for providing ubiquitous location information of mobile and sta-
tionary users. The matching of the quality of location information needed 
should be done using all the available distributed positioning sources as 
best as possible considering the user privacy wishes and security in each 
case. Solutions should be operator independent and provide a low barrier 
for LBS developers to provide innovative new LBS solutions (Dornbusch 
and Huber 2003) as depicted in the previous sections. 

In order to be able to offer a ubiquitous location service for LBS, multi-
ple, inter-working LES/GIS entities for various usage environments are 
needed. Fig. 6 shows a possible hierarchical model of multiple LES/GIS 
with commonly available positioning technologies in each case. Further-
more, the Open Mobile Alliance (OMA) specifications on Location -
Platform (LP) i.e. LES/GIS models have been adopted in each usage envi-
ronment case to an extend providing a basic framework for LBS provision-
ing (Zuendt et al. 2006b). 

On a country-wide and city level scale, existing LES/GIS solutions used 
by mobile operator LBS, or GPS-based solutions such as in-car and PDA-
based navigation solutions provide good LBS support for outdoor situa-
tions. City-wide solutions might additionally use more comprehensive GIS 
databases for additional valuable location-based content e.g. city tour-
guides, local classified advertisements etc. In these usage environments, 
GPS and the mobile operator pushed A-GPS standards provide the state-
of-the-art and most accurate positioning technology. 
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Fig. 6. A hierarchical model using multiple LES/GIS Entities for “ubiquitous” lo-
cation provisioning 

In dense inner-city scenarios, WLAN hotspot-based positioning can be 
used as additional positioning support for non-GPS-based devices due to 
the small radio-coverage area / cell size of WLAN Access Points (Dorn-
busch and Zuendt 2003; Zuendt et al. 2003; LaMarca et al. 2005).

Especially in these inner city environments with abundance and almost 
complete coverage of heterogeneous networks, the device-centric location 
sensor approach of collaboratively collecting this network data into cen-
tralized LES knowledge databases for location information generation and 
provisioning is most valuable (Dornbusch and Huber 2003; Zhang et al 
2005).  

On a campus and indoor building environment, localized LES and GIS 
pairs are essential for building maps, local-services and -information e.g. 
museum tours, shopping malls, service technicians/asset tracking etc. So 
far, only WLAN-, UWB-based and RFID supported positioning technolo-
gies are able to provide the necessary positioning accuracies below 10m to 
roughly <1m necessary for indoor navigation and tracking. WLAN sub-
hotspot-based positioning methods such as RSS-triangulation and finger-
printing methods (Dornbusch et al. 2003; Zuendt et al. 2004; Wong et al. 
2005), or hybrid approaches using additional RFID position triggers are 
capable of providing satisfactory positioning performances. 

It is obvious that no LES/GIS pair will be able to cover all usage areas 
alone due to the sheer data volume and heterogeneity of location data, as 
well as performance aspects (scalability issues). Not all LES/GIS solutions 
use standardized location formats such as WGS84 but use proprietary, 
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relative coordinates systems, especially when dealing with indoor solu-
tions. Hence inter-working will most definitely require some form of trans-
lation into standardized location formats. To satisfy these and further re-
quirements for seamless LBS, a central coordination entity, the Location 
Core Server (LCS) is responsible to manage and harmonize the location in-
formation from multiple LES/GIS entities, considering privacy and com-
mon AAA procedures in each case (Zuendt et al. 2005). In order to achieve 
a required LBS Location QoS (Funk and Miller 2001) (e.g. accuracy, loca-
tion update interval) location information fusion from multiple LES should 
be possible as well (Hightower 2003). A central LES directory is needed to 
identify the usage area and “scopes of responsibility” of each, as well as 
possible relationships between LES/GIS pairs (e.g. hierarchies). For a 
global system, eventually multiple LCS entities will also be needed con-
cerning scalability for managing high numbers of LBS users and providers. 

What is not shown in Fig. 6 is the relationship between mobile clients 
and LES systems. The location information (e.g. GPS) or radio signal data 
discovered from the wireless networks in the environment is captured by 
the mobile client and transmitted to the appropriate LES system for further 
location data processing. We also assume that each mobile client is at-
tached to at least one LES/GIS pair at all times e.g. country level LES/GIS 
as fallback. 

Coming from these requirements, we have developed the Location-
Aware Community-Based Architecture (LACBA) (Zuendt et al. 2006a) – 
an open, scalable, self-learning, low-cost community-based location ser-
vice architecture for enabling seamless adaptive location based services us-
ing heterogeneous network technologies as well as distributed positioning 
systems. LACBA focuses on the collaborative generation and filter-
ing/refinement of the location information derived from heterogeneous 
wireless networks and positioning systems in our every-day living envi-
ronment. To help in this, self-learning capabilities are built in to discover 
wireless network environment changes as quickly as possible. 

The concept of using and fusing location information derived from het-
erogeneous network radio signals and other positioning systems is not new 
(Pfeifer and Popescu-Zeletin 1999). Frameworks and localization plat-
forms with different approaches to location information delivery have been 
developed since then.

Intel’s PlaceLab (LaMarca et al. 2005) is quite similar to LACBA in 
that it uses radio beacons from GSM and 802.11 networks and beacon ref-
erence databases to determine the position of the mobile client. However, 
the primary goal of Placelab is to maximize the coverage and availability 
of the LP, but considering positioning accuracy only secondly. Further-
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more, location server discovery, scalability and handover issues are not 
covered.

The Nimbus framework (Roth 2005) is very similar to LACBA in that it 
proposes a decentralized location service using distributed location servers. 
Nimbus focuses on providing semantic and physical location estimates 
from heterogeneous location sources as well as providing means for orga-
nizing multiple location server hierarchies, modeling the distribution of 
service domains among- and relations between location servers. The posi-
tioning calculation in Nimbus is performed via “positioning drivers” and 
the fusion as well as provisioning logic of location data for LBS is based 
on a three stage “Virtual Positioning System” framework on the mobile 
client. LACBA in contrast uses “dumb” clients as sensors in the environ-
ment having the location server entities perform these tasks and provide 
the location information. 

Other generic architecture concepts (Hightower 2003; Pfeifer 2005) fo-
cus on fusing different context information sources together in order to 
achieve better confidence about identifying a user/object and his/its current 
location through redundancy of potential location sources. Models on how 
to capture different context information from various sensors (e.g. visual, 
biometric, pressure pad, network, user device type etc.) are being devel-
oped and simulated. LACBA focuses on generating location information 
from ubiquitous heterogeneous network environments and readily avail-
able positioning technologies using similar approaches explained in the 
next section. 

Both (LaMarca et al. 2005) and (Roth 2005) see the availability of ap-
propriate, cultivated reference databases and broadcast mechanisms for 
LES discovery as a perquisite. The novel concept of LACBA is that it pro-
vides a generic location server framework for specific indoor/outdoor us-
age environment deployment, additionally supporting community-based 
collaborative collection, value generation and common knowledge data-
base data sharing principles (Dornbusch and Huber 2003). 

4.2 The Location-Aware Community-Based Architecture  

The LACBA System can be broken down into three main parts: The 
LACBA enabled clients (LC) roaming about in the daily environment; the 
Location Core Server (LCS) acting as the central location management 
hub, and last but not least the Location Enabling Server entities (LES) with 
the responsibility of providing location information to specific geographic 
regions and/or buildings (Fig. 7). 
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The LACBA enabled clients (LC) gather heterogeneous network signalling 
information from the environment e.g. WLAN, GSM and UMTS base sta-
tions. Additional location inference information derived from GPS devices 
and RFID tags are supported and can be processed by the client as well. 
The client software is kept lightweight and modular, aimed to be deploy-
able for a broad range of mobile device platforms. Whilst primarily pro-
viding server side positioning calculation, the LC can be configured to 
cache location data and perform positioning calculation locally. This is 
mostly performance related regarding device capabilities and LBS usabil-
ity, or due to privacy issues (Zuendt et al. 2005). Concerning control on 
location data generation, the LC currently operate in two modes: 1) Ini-
tialization and training of the community-LES location databases per-
formed by “trusted” LCs. 2) Positioning mode performed by all LCs in the 
community. Both modes can run simultaneously as well. 

The LACBA Core Server (LCS) is the heart of the LACBA system. 
LBS Providers are seen as external entities capable of retrieving location 
information from the LCS via the Common Generic Location API. The 
generic interface is modelled after the OMA-LES specification imple-
mented by many commercial location platform solution providers7. The 
LCS core functionality is to coordinate the inter-working of the various 
LES entities, provisioning of user positioning data, and matching of LBS 
requirements concerning location accuracy, update intervals etc – all 
within specified privacy and security policies. 

The LES Agent manages the inter-working between the different global 
and localized LES entities validating user and service provider access 
rights in each case. All LES servers are registered in the root LES database 
along with their geographic service area. In future, it may be needed to de-
fine hierarchical LES models with appropriate LES service broadcast 
mechanisms (Roth 2005). However, we are currently investigating a more 
efficient structured peer-to-peer DHT-based approaches using ring hierar-
chies for a more efficient LES discovery and allocation mechanism for our 
community approach (Zoels et al. 2006). 

The user’s current position estimate from available location sources 
(GPS, GSM, WLAN etc.), history location data, and corresponding user 
privacy settings are stored in the LCS User profile. The User Agent task is 
to provide user access to the LCS and enforce privacy rules set for other 
users and service providers. 

The Service Agent manages the LBS registered with LACBA along 
with their location QoS requirements (Funk and Miller 2001) and LES ac-
cess rights in the service profile database. 
                                                     
7 Siemens LESV2.0 Developer’s Guide, http://via.vodafone.com 
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Fig. 7. The Location-Aware Community-Based Architecture 

The task of the Service Agent is to monitor that the required parameters 
are met and signal this to the LBS accordingly via the Presentation Logic. 
The Presentation Logic is responsible for the LBS session initialization, 
location QoS negotiation, adaptation and termination. The Estimator and 
Fusion Logic performs sensor fusion as in (Hightower 2003). We currently 
support simple center of gravity probability-based fusion methods for 
GPS, WLAN and GSM positioning types (Ng et al. 2003). 

The Location Enabling Server entity processes the environment data 
(e.g. wireless network data, RFID tags, GPS location information etc.) col-
lected by the roaming LC within its designated geographic service area and 
generates usable location information from it. As a world-wide known lo-
cation information format we have chosen WGS84 which is also used by 
GPS. Initialization mode driven clients are equipped with commercially 
available GPS receivers and standard communication hardware e.g. 
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WLAN, GSM, UMTS interfaces. As explained earlier, heterogeneous net-
work data is collaboratively collected by roaming LCs and consolidated in 
the appropriate LES model database. The LES entity uses appropriate ini-
tialization models in each case (Connelly et al. 2005), capable of geo-
coding and generating “cell-maps” of the wireless network base-stations in 
its geographic service area (e.g. outdoors: WLAN-hotspots, GSM cells), or 
possibly signal strength fingerprint maps (e.g. indoors: WLAN RSS-based 
positioning). In “positioning mode”, LCs roaming within the same geo-
graphic service area also transmit detected network environment data to 
the corresponding LES entity. With the implemented positioning methods 
in place (Ng et al. 2003, Wong et al. 2005), a LC can then be positioned 
using the reference data generated by initializing LCs from the correspond-
ing LES database. Being a community-based system, LACBA needs a 
critical mass of roaming LCs (Dornbusch and Huber 2003), using and 
training the existing LES databases within their geographic service area, as 
well as potential re-training depending on the environment evolution rate 
on wireless networks, especially related to WLAN Hotspots in inner cities 
which might be replaced, moved, or updated on a regular basis. This issue 
is common to both outdoor- and indoor-based LES systems. 

A more detailed description on the initialization, heterogeneous posi-
tioning and fusion, as well as feedback and optimization processes can be 
found in (Dornbusch et al. 2004; Zuendt et al. 2006a). The whole issue on 
LES discovery, handover-methods and -triggers (e.g. manual or automated 
using RFID tags, edge networks etc.) has been discussed thoroughly in 
(Zuendt et al. 2006b). Last but not least, the strategies possible in con-
structing seamless LBS sessions i.e. having ad-hoc LES discovery or per-
forming LES pre-signalling if a navigation route involving changing in-
door and outdoor environments is known with high probability, are also 
discussed here (Zuendt et al. 2006b) in more detail. We will pick-up on 
some of these issues in our next section, when we introduce our first seam-
less LBS prototype using our currently implemented LACBA system. 

4.3 Realization of a Seamless Navigation Prototype 

In order to prove the concept of LACBA, a first seamless indoor-outdoor 
navigation service has been developed within the Ariadne8 project at the 
University of Technology in Munich (TUM). The main goal here was to 
demonstrate a distributed location service by inter-working of heterogene-
ous positioning technologies and using multiple LES/GIS entities. 

                                                     
8 Further Information on the Ariadne project can be obtained from http://www.lkn.ei.tum.de/~max
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A picture of the working LC prototype with attached network/positioning 
devices can be seen in Fig. 8. The various communication interfaces 
(GSM, UMTS, WLAN) as well as other sensor devices such as GPS and 
RFID are used for positioning purposes. The gathered information is 
transmitted via UMTS to the LACBA server components. It can be ex-
pected that future multimode mobile devices will have these most common 
technologies integrated. 

Fig. 8. Current LACBA Client (LC) prototype based on with peripherals 

The current LACBA server setup involves two LES/GIS pairs: The global 
LES (GLES) provides the outdoor navigation part, which is performed us-
ing GPS and geo-coded WLAN hotspot or GSM Cell ID information from 
the inner-city district around the TU Munich. A readily available commer-
cial map server9 solution is used as a global GIS (GGIS). The indoor navi-
gation system part is provided by a local LES and GIS entity (LLES, 
LGIS). The LGIS provides appropriate floor maps of the TUM building 
where our institute is situated. The LLES provides indoor location infor-
mation using WLAN-RSS-based positioning (Stamoulakatos et al. 2003), 
as well as RFID Tags as waypoints, object identification and indoor route-
calculation/navigation to rooms, electronic devices etc.  

The Ariadne client navigation application running on the LC (Fig. 9) 
shows the currently available positioning sources for the user from his 
LCS user profile, along with map data and additional navigation informa-
tion obtained from the respective LGIS and GGIS entities.

                                                     
9 Microsoft MapPoint Server web service  
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Fig. 9. Ariadne application screenshots. From left to right 1) manual selection of 
available LES entities, 2) outdoor-navigation using GPS, 3) indoor-navigation us-

ing WLAN and RFID 

The information on the current LC position and currently available LES 
entities can be obtained by invoking respective methods of the generic web 
service API via the LCS. 

A more detailed description of the seamless navigation and LACBA 
system prototype, as well as performance characteristics on positioning ac-
curacies obtained in respective indoor and outdoor environments can be 
obtained from here (Zuendt M et al. 2006a). 

5  Summary and Conclusion 

In this chapter, we have introduced a novel positioning framework ap-
proach for providing a distributed, ubiquitous location service. We have 
shown that community-based approaches can provide a viable enhance-
ment to existing LP solutions and ambitions. We believe that such an ap-
proach is currently the only solution capable of capturing the abundance 
and distributed nature of providing location information from heterogene-
ous wireless networks and readily available positioning systems for future 
ubiquitous LBS. Furthermore, a future LP will involve both centralized 
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and decentralized location service provisioning due to the distributed na-
ture of location information and various LBS requirements.  

Concerning the user community aspects of such a LP approach, a quan-
titative analysis of the service usage behavior of a certain number of loca-
tion community users within a certain area and over a certain period of 
time was modeled in an idealized computer simulation. The model based 
on the Location Trader platform takes into account environmental factors 
such as network cell size and initial number of users as well as individual 
factors such as frequency of usage, number of requests, number of contri-
butions, each user’s satisfaction level, frustration level and tolerance to-
wards frustration before abandoning the system. By systematically varying 
certain initial settings of these parameters, their effect on the outcome of 
the simulation have been analysed.  

Based on the community principle, an architecture model has been in-
troduced, specifying the requirements for a distributed ubiquitous location 
service. We have shown how the LACBA system meets these require-
ments, demonstrating its distributed community-based location service 
from heterogeneous positioning systems and multiple inter-working 
LES/GIS entities on a first seamless LBS implementation.  
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1  Objective and Structure of the Overall Project 

The mobile communication innovations of the last decades have, amongst 
other technological novelties, substantially changed society: it has become 
more flexible and faster paced. While mobile telephony has arrived at a 
certain saturation point, the now mobile society also demands other ser-
vices to be mobile, too. Context-sensitive service provision is one way of 
providing additional mobile services in a manner which takes advantage of 
location information. 

As a test case for context-sensitive service provision, the overall goal of 
this research project was to develop and to test a context-sensitive service 
for GelbeSeiten, a cooperation of regional German classified directories 
companies. In short, three phases were gone through. First, based on eco-
nomic considerations, a specification of the context-sensitive service was 
put up. Parts of this specification were then implemented in a second step. 
In the final evaluation phase, a field experiment yielded insights both for 
the economic evaluation of the business model “context-sensitive services 
for classified directories” and on adaptation processes from a communica-
tion science point of view (see Fig. 1). 

Fig. 1. Objective and project structure 

Four institutions were involved in the conceptual design, its realization and 
the empirical studies: GelbeSeiten Marketing Services, Keller Verlag Mu-
nich, its IT-subsidiary IT2Media, and the University of Munich (LMU). 
From the academic side, within the research project intermedia, three dis-
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ciplines were involved: business administration, computer science and 
communication science. Every phase was lead managed by one of the 
three fields. 

2  Phase 1: Economic Analysis and Specification 

The first phase of the project was concerned with the economic analysis 
and the specification of the context-sensitive service. 

A context-sensitive service is a service that is able to adapt to the con-
text and thus to the situation of the user. The term context is defined as 
every piece of information about an entity that is relevant for the interac-
tion of user and application (Dey 2001). The special benefit to users of 
context-sensitive services lies in the automatic adaptation of services to the 
current situation and the preferences of the user. This facilitates personal-
ization of content which in turn is extremely helpful when considering the 
limited display possibilities and time restrictions of mobile communication 
equipment and mobile applications. 

For these reasons, the classified directories editor GelbeSeiten consid-
ered the usage of new positioning technologies as highly relevant. In a first 
step, different business models based on the technology of context-
sensitive services were developed for GelbeSeiten. Later on, these business 
models were evaluated making use of market-based and resource-based 
views (see Porter 1999; Barney 1991). The context-sensitive service solu-
tion for classified directories appeared to be of advantage from both per-
spectives.

2.1 A Market-based View 

The market-based view on the business models was to examine which 
competitive forces GelbeSeiten is facing and how strong these forces are. 
At the time of analysis, YelloMap and KlickTel were identified as the 
dominant competitors. This result indicates that direct competition on the 
market is quite low. Thus, it is rather simple to evaluate the relative 
strengths of the competitors. Due to this constellation, measures enhancing 
rivalry will not stay undetected and are therefore rather unlikely. The sec-
tor for mobile classified directories is quite young and still grows slowly. It 
is obvious that in such a small and slowly increasing market players are 
struggling to win more market shares for themselves. How-ever, because 
of the expected growth, competitors can grow organically with the market 
which again reduces rivalry. High exit barriers can also increase competi-
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tion as even non profitable firms would rather stay than retreat. Neverthe-
less, as the supply of mobile classified directories requires no specific as-
sets and no high fixed costs are to be worried about, exit barriers can be 
considered to be quite low. In addition, these low barriers for resigning 
stabilize the profits in a sector and competition decreases. 

Rivalry could increase by new market entrants because of growing ca-
pacities and therefore falling prices. A market sector is protected by certain 
entry barriers which have to be overcome by new competitors. Neverthe-
less, GelbeSeiten faces low barriers if it wants to enter the market for mo-
bile classified directories. It can realize high economies of scope as many 
functions and operations already exist and will not have to be set up; ex-
amples include the database, a sales force and a large customer base. Fur-
thermore, GelbeSeiten owns an attractive brand name. That way, it is 
cheaper for GelbeSeiten to enter the market than it would be for other 
competitors who would have to set up material and immaterial assets. Ex-
perience and size of GelbeSeiten are factors that should not be neglected 
and can also cause cost advantages. Entering a new market in an early 
stage minimizes the risk to have to compensate switching costs of competi-
tors’ customers. 

The threat from substitutes is another competitive force that GelbeSeiten 
has to face. Substitutes lower potential profits. They level the upper price 
limit for a service in case they offer functions similar to a mobile classified 
directory. In the case of classified directories such services have the poten-
tial to cannibalize the branch if they replace advertisements or match sup-
ply and demand in another way. For instance, search engines, online cata-
logues or Ebay-like services can all be used via mobile phones using WAP 
technology.

Customers are also putting strain on the attractiveness of a sector. They 
demand better service or lower prices and have the power to play some 
competitors off against the others. This is especially dangerous if custom-
ers are concentrated and responsible for the major part of revenues of a 
provider. In the case of GelbeSeiten this threat is limited as customers as 
well as advertisers are widely dispersed. Hence, almost no bargaining 
powers can be bundled. Additionally, costs for advertisers can be kept low 
and therefore lower price sensitivity can be assumed. 

The last competitive force is the bargaining power of suppliers. They 
can increase prices or decrease quality. Concerning mobile classified di-
rectories, the most important suppliers are mobile network operators and 
DeTeMedien. As DeTeMedien is invested in GelbeSeiten, they will not 
use their bargaining power as forcefully as they could. On the other hand 
mobile network operators are a concentrated group of suppliers whose ser-
vice can not be substituted. It is possible that they threat forward integra-
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tion and thus limit the bargaining power of GelbeSeiten. Fig. 2 sums up the 
results of the market-orientated analysis. As a conclusion, GelbeSeiten can 
in essence use their existing strong brand name in the field of classified di-
rectories without facing too fierce a competition. 

Fig. 2. Results of the market-based view analysis 

2.2 A Resource-based View 

From this point of view, existing information about the sector can be used 
to extend sales channels by additional mobile ones. A high quality data-
base and its updating are the basic resources for a mobile online classified 
directory. For customers, this resource is of critical value and therefore has 
value-creating effects for GelbeSeiten. Such a database is exclusively kept 
by GelbeSeiten. This underlines the immense worth of this resource. The 
complexity of the data stock and the complexity of its further development 
can easily prevent imitations and protect the value of the resource. The da-
tabase has a high strategic value for GelbeSeiten because it is asymmetri-
cally distributed in favor of GelbeSeiten. 

Another important competency is the processing of data through value 
added services like e.g. geo-coding or updates of data. While the current 
database of GelbeSeiten is already geo-coded, the necessary routines for 
updating entries by the advertisers themselves are not yet implemented. 
Such a function would be rare on the market and would generate additional 
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value for customers and advertisers. GelbeSeiten could skim it. In case 
GelbeSeiten can close this resource-gap, they could profit from first-mover 
advantages. Developing this competency can initially bring relative advan-
tages against competitors; further development can permanently save 
them. Protection from imitation is also built up this way and profits can be 
acquired effectively. 

Analogous to missing functions for updating data stocks, GelbeSeiten 
has no explicit competencies for the contextual supply of content. Re-
sources are fundamental for this service and have the potential to create 
first-mover advantages and additional value. Nevertheless, there is a threat 
of imitation. Altogether, the value of this resource is rather operational 
than strategic. 

Besides these functional resources, GelbeSeiten has a strong brand name 
which can also be considered as a scarce resource. The awareness and pub-
licity can create trust and additional value for GelbeSeiten. As building up 
a brand is quite time-consuming, this resource is a lasting advantage and 
very difficult to imitate or substitute. The brand and brand name have high 
strategic value and bring along benefits in competition. Fig. 3 summarizes 
this resource-based view analysis. 

Fig. 3. Results of the resource-based view analysis 

On the basis of these economic considerations, a concept for a mobile clas-
sified directory was developed. It served as a template for the later realiza-
tion of a prototype in phase 2 and will not be introduced here in further de-
tail.
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3  Phase 2: Development of a Prototype 

In the second phase of the project, a prototype for a context-sensitive ser-
vice was developed. To simplify the implementation in the first step, the 
restaurant sector was chosen as a test case. In effect, a restaurant locating 
service was implemented (see use case diagram in Fig. 4). 

Fig. 4. Use case diagram for the RestaurantFinder 

In cooperation with IT2Media, a subsidiary of the cooperation partner Kel-
ler Verlag, a specification was put up which integrated the existing infra-
structure and the databases. This architecture is displayed in Fig. 5. For us-
ing this service, a client for mobile phones was developed based on J2ME. 
The user can retrieve the service via an easy-to-use interface. The current 
position of the user of the RestaurantFinder can be determined by a mobile 
GPS receiver which transfers data to the mobile phone via Bluetooth. This 
context-information is transferred to the RestaurantFinder when called and 
then processed. Preferences of users are stored in a profile database which 
again is linked to the restaurant server. Additional context-information for 
the second version of the service is provided using CoCo as a middleware 
(see Buchholz et al. 2004; Hochstatter and Krause 2004). CoCo stands for 
Context Composition and links functions for context-acquisition, -pro-
cessing and -distribution. Context-information is provided by context in-
formation systems (CIS) as displayed in Fig. 5. 

The RestaurantFinder service is run on the mobile phone of the user and 
links itself to the databases of Keller Verlag via the respective servers. In 
detail, the service was implemented in two different versions. 
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Fig. 5. IT Architecture for the RestaurantFinder 

The first one is a location based service where the service is adapted to the 
position of the user; the second one additionally reacts to context-
information retrieved from other sources such as preferences concerning 
cuisine, payment, seating, type of the restaurant (café, bar, etc.) or infor-
mation concerning the location like opening hours. Fig. 6 provides an 
overview of the basic functions. 

Fig. 6. Implementation of the RestaurantFinder 
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4   Evaluation of the Prototype 

4.1 Specification of the Empirical Study 

The empirical analysis represents the third and final phase of the joint pro-
ject. Several findings were gathered at this stage. In all, the studies were to 
be integrated into the academic research project intermedia and hence had 
to yield results of scientific significance. The empirical study was on the 
one hand basis for further interdisciplinary research of the GelbeSeiten 
project; on the other hand it was meant to answer relevant discipline-
specific questions. For example, the functionality of a context-sensitive 
service had to be supported from a technical point of view.  

From a communication science perspective, the study served as an 
analysis for adaptation processes in the case of context-sensitive services. 
As a basic assumption, we presupposed that the success of the additional 
services would only show after adaptation. Adaptation is regarded as the 
further integration of the innovation into the daily life of the user after his 
first decision to buy.

Adaptation is a highly complex process that results from many psycho-
logical and social factors (e.g. profiling or network effects, see Wirth et al. 
2005 on details). Basically adaptation can be seen as a two-dimensional 
haggling process. The first dimension is the negotiating of usage and hand-
ling, the second dimension is the negotiating of prestige and image (see 
Fig. 7). The process of adaptation is finished when one ore more patterns 
of usage and handling or one or more prestige-values have stabilized. 

Fig. 7. The adaptation process (Wirth et al. 2005) 

From an economic viewpoint, this phase of the project was used to analyze 
the value of an actual context-sensitive service. Quantitative as well as 
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qualitative aspects were to be examined. In detail, the research questions 
besides the technical realization problem concerned the service’s economic 
advantages and the adaptation by users: 

How do users integrate the service into their daily life - considering both 
the dimensions of usage and identity? 
How much context-sensitive information should a context-sensitive ser-
vice provide and to what extent should it be personalized and individua-
lized?

Additionally, a survey among the test persons established practical re-
commendations for the partner companies in respect to the design of the 
prototype itself. 

The experiment was conducted with 48 participants in three waves. The 
participants were grouped into two samples: one was equipped with a 
RestaurantFinder which only used location based information; the other 
was supplied with a version that also included additional context-
information. Participants were allowed to use the service for free for two 
weeks. To analyze adaptation and usage depending on the integration of 
context-information, all relevant usage data was stored on the servers. In 
addition to that, the participants were interviewed in a structured manner 
after the test phase. These guidelines mainly dealt with prestige of the ser-
vice and meta-communication (i.e. communication about the service 
within the own peer group) and usage (with special focus on context-
information). 

4.2 Results of the Empirical Study 

Concerning the prestige effect of the service we found that overall it was 
positively received. This can be traced back to the ‘innovation’ and ‘dy-
namics’ features of the service. Even though mobile restaurant finders 
cannot be seen as innovative from an academic perspective these days, us-
ers consider it to be brand-new and innovative. The service also refers to a 
dynamic and active lifestyle, which is on the one hand supported by the 
mobile extraction of information, and can on the other hand be presented 
towards other people. This was also confirmed by the fact that a lot of 
meta-communication was observed. Nevertheless, some user statements 
indicated that the prestige effect was not stable yet which means that the 
initial interest in the innovative service can also decrease in later stages. 
Concerning the integration of context information, two major findings are 
worth mentioning. On the one hand, positioning (which was integrated in 
both versions) was acknowledged to be essential value added. In fact, the 
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structured interviews highlighted that to users the positioning system was a 
good alternative to traditional recommendation systems. However, con-
cerning the usage of other context information such as preferences regard-
ing to the cuisine offered, no positive effects were noted. First, the log-files 
showed no differences in information retrieval between the two Restau-
rantFinder versions. Second, it was pointed out during the interviews that 
the integration of additional context-information did not leave a positive 
impression; this was mainly because of the static implementation of the in-
put of preferences via the web-interface. Some users requested a mobile 
option for input or changes of preferences. Others complained that some 
restaurants which do not match the specified preferences are not displayed 
even if they are near to the current position of the user. 

5  Conclusion 

During the three phases, major findings could be derived from a business 
angle, a technological point of view and a communication science perspec-
tive.

From the business point of view, GelbeSeiten could benefit from a fast 
market entry as the market for context-sensitive services currently is in a 
very early stage of development. As a pioneer, GelbeSeiten could achieve 
high loyalty of its customers. When entering the market, the high quality 
brand name GelbeSeiten could support the new service. On the other hand, 
building up new resources would be necessary to hold on to competitive 
advantages. For example, GelbeSeiten would have to negotiate conditions 
with mobile network providers concerning sales channels or for the gain-
ing of positioning data - in case positioning would not be realized with 
GPS. Furthermore, existing data stocks of GelbeSeiten would have to be 
enriched by context-sensitive data. Costs for construction and enhance-
ments of the technological infrastructure must also be taken into considera-
tion.

From the information technology perspective, RestaurantFinder is a 
complex system consisting of several prototypes. In addition, the profile 
based search requires a different kind of data collection and standardized 
storage as it is currently implemented at Keller Verlag. Also, the inde-
pendence of the database which would theoretically be very reasonable is 
not given in practice. Further, two hardware problems remain to be solved. 
First, the Bluetooth communication between the Bluetooth mouse and the 
mobile phones was problematic. Second, GPS positioning often was slow 
and quite imprecise. 
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Concerning the communication science point of view, the most important 
finding is that positioning is seen as a value added. The idea of the service 
is perceived as a good alternative to existing recommendation systems. 
Nevertheless, personalization should be adjusted to usage and handling in 
daily life, i.e. the creation of profiles should be configured more dynami-
cal. The average user evaluates the creation of profiles to be critical if it is 
not highly flexible and hence allows to quickly adapting to situational con-
texts. As main suggestions for improvement the integration of GPS mice 
and mobile phone on one device, the integration of maps of surroundings, 
an expansion of the data basis and the integration of a rating system were 
put forward. 
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