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Foreword 

Companies can gain a decisive market advantage through information and com-
munication technology (ICT). Clouds providing central computing services, mobile 
access, networking, and machine-to-machine communication are the basis for pro-
cessing high volumes of business-relevant data, and are at the core of new business 
concepts and greater performance in existing ones. ICT is used in almost all busi-
nesses to automate business processes and increase speed and quality. This "digi-
talization" has two major consequences. Firstly, enterprises, authorities and even 
consumers are much more dependent on ICT. The value of the data being pro-
cessed is going up and up, while adversaries, including hostile hackers, organized 
crime and industrial spies, are unfortunately highly motivated and active as well. 
Secondly, ICT is now a ubiquitous part of everyday life. This increases the attack 
surfaces that adversaries can, and do, exploit. 

ICT infrastructures and applications are attacked effectively and both enterprises 
and consumers suffer considerable losses. Though managers and officials know 
that they have to invest in protecting their ICT, many stakeholders still consider 
appropriate security to be inconvenient and expensive. At the end of the day, it is 
about "which party must do what." 

Technology, business models and trends in the economy lead to an immense cen-
tralization of computing power mastered by large-scale IT production. Cost pres-
sure and other customer demands in turn reinforce the need to deliver ICT services 
in an industrialized manner. User organizations are increasingly using ICT services 
from ICT service providers instead of producing these services in-house them-
selves. They demand reliability and seek trustworthy, dependable suppliers offer-
ing secure ICT services: A sufficient level of security is an essential and intrinsic 
element for the successful digitalization of industries, administration, and our soci-
ety as a whole. The word "intrinsic" is important here. Users demand reliable ICT 
services and want to concentrate on making the most of them in their business, 
requiring the security to be integrated "almost invisibly" and "with ease." Nonethe-
less, it is up to the user to demand and reimburse the appropriate protection of 
ICT. In fact, every party in the supply chain must make their contribution to securi-
ty, since the chain is only as strong as its weakest link. However, this cannot be 
taken as a given but must be arranged systematically. 

This 2nd, updated and extended edition of the book presents methods and 
measures for dealing with information security in today's IT industry that were 
developed and proven in our corporation, with our customers, and with suppliers 
and partners. This book is intended to help the reader to implement security 
measures throughout a complex ICT delivery infrastructure in organizations, pro-



vi Foreword 

cesses and technology, from design to service management, while taking into con-
sideration effectiveness as regards customer requirements, and efficiency relating 
to costs. The book should also help user organizations to understand the security 
aspects of ICT provision and to select the correct provider and the correct services 
in terms of information security. In this way, the workable architecture presented 
here aims to find a balance between buyers and providers: requirements and de-
liverables must correspond. Secure ICT Service Provisioning for Cloud, Mobile and 
Beyond is of utmost concern to both parties. 

 

Reinhard Clemens 

Member of the Board of Management at Deutsche Telekom 

CEO of T-Systems 

 



 

Preface 

The task of making ICT services secure is important and mission critical for any 
ICT service provider paid to deliver secure ICT services for cloud, mobile and be-
yond. Such providers are challenged to turn requirements into real material securi-
ty in a way that is verifiable for customers. This puts leading ICT service providers 
in a very specific and (does it come as a surprise?) very complicated and truly 
complex situation. The reasons are easy to see. The provider is facing an almost 
unmanageable multitude of different sets of requirements that are all to be met by 
its single ICT service delivery infrastructure. Moreover, the provider must produce 
the ICT services efficiently, which in turn requires as much standardizing and 
harmonizing as possible. 

In the past, security was managed in "customer silos." However, security require-
ments have increased dramatically in number, coverage and depth in recent years. 
At the same time, the customers of the ICT service provider demand a significant 
cost reduction while retaining or even enhancing performance and flexibility, and 
at the same time being provided with more security transparency and assurance. 

This situation was the starting point some years ago when a number of security 
managers from T-Systems sat down together with the authors of this book to dis-
cuss precisely the issues described above. We decided to take a big step forward. 
We invented the idea of "industrializing security" or adapting ICT security to an 
industrialized ICT provision method. That was the birth of ESARIS, the subject of 
this book. That approach, and its realization, have proven to be very successful. We 
decided to publish large parts of the work in order to contribute to Secure ICT Ser-
vice Provisioning for Cloud, Mobile and Beyond. At the same time, we wanted to en-
courage customers and a wider audience to discuss the concepts and to adopt use-
ful ideas. In this way, the industry should be able to progress in balancing the re-
quirements of user organizations and the measures that are provided by ICT ser-
vice providers. 

With the 1st edition of this book, major concepts of ESARIS were published at the 
beginning of 2013. Since then, our corporation has gained more experience in ap-
plying the new methods and measures in practice, and has also developed new 
ones. Four years later, this 2nd, updated and extended edition presents an even 
more complete set of concepts, methods and measures. It provides deeper insight, 
improved rationales and more background information. T-Systems’ Board of Man-
agement decided to implement ESARIS in our corporation and initiated a longer-
lasting program for introducing it in all subsidiaries around the world. This book 
reports on real-world experience from this Transformation program. Moreover, it 
considers feedback from our customers as well as experience gained from using 
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ESARIS while managing numerous big and complex deals throughout their IT 
outsourcing phases, including Sales, Manage the Deal, Transition and Transfor-
mation, and Operations. Recently, T-Systems initiated the foundation of the Zero 
Outage Industry Standard association in which technology leaders are aiming to 
provide the highest quality and security against outages of IT infrastructure. The 
work in this association and other examples show that ESARIS closed a substantial 
gap in the literature about information security. ESARIS "takes operational re-
quirements into account and focuses on user requirements, thus facing the reality 
in the market economy." It addresses efficiency, standardization and quality in the 
realm of security; and it helps to manage security in large-scale IT production 
characterized by a high degree of division of labor and specialization. I consider 
this book an essential contribution to the successful industrialization of ICT: Users 
require ICT services that are secure, at an affordable cost. 

 

Heike Bayerl 

Vice President of international Security, Compliance & Quality Management 

T-Systems, IT Division 

 
 
 
 
 
 
 
 
 
 



 

About this book 

Managing a large-scale IT production is a challenge. Providing information and 
communication services (“ICT services”) in a secure manner while meeting the 
security requirements of the user organizations adds further difficulty. The tech-
nical solutions including firewall & Co. are, however, not the issue! Large IT organ-
izations must be able to define, communicate and correctly apply thousands of 
single measures in a large-scale, industrial environment with thousands of em-
ployees located in many countries. This is a real problem and this book will pro-
vide solutions to this. Moreover, large IT organizations usually have many cus-
tomers which are supplied with a complex of different ICT services. Hence, the 
interaction with those customers is a critical success factor for both sides. 

This book describes concepts, methods and measures which enable ICT service 
providers to provide secure ICT services in the beginning second half of the infor-
mation age, characterized by large-scale IT production with rigorous specialization 
and division of labor along the complete supply chain. This book is for suppliers 
playing their role in this environment. Even more important, user organizations 
are given deep insight in secure IT production which allows them to make the best 
out of cloud, mobile and beyond. 

The subject of this book is rather new! The “architectural approach” in this book is 
one of the first comprehensive ventures providing mainly IT producers with a 
“security toolset” to tackle the challenges of upcoming business and production 
models. The authors abstain from repeating known security practices. The content 
of this book is rather new, but already tested and proven. The concepts, models 
and underlying security measures have been developed and deployed by a large 
ICT company so that this book can also report on practical experiences. 

The following slide controls may provide further information. 

 

Security features Secure IT Reliable business

Scope

Society, regulation, privacy Policies, principles, rules Protection, detection, reaction

Depth

Maturity

Research (technology, crypto) Products, technologies Directly workable approach

Time-line

Mid-term perspective (strategic) Management (tactical) Immediate effect (nuts & bolts)
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Low Medium High
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Overview: Fig. 1 below provides a quick point of reference. 
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Part 1: Foundation 

Protecting ICT services in a large-scale, distributed IT production is a challenge 
that requires an effective classification and organization schema. In order to ensure 
that security really works in such an environment, the IT security management and 
the provider’s core processes are being integrated. Today, quality, security and 
efficiency count. That’s why the standardization and harmonization is crucial. 
Modularity is required so that all businesses und the supply chain can be support-
ed. Agreements on security and transparency need to be managed as a sound basis 
for relationships with customers and suppliers. These central topics are shown in 
Fig. 2. 

 
Fig. 2: Goals and benefits of ESARIS 
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1 Subject (from pain to pleasure) 

Introduction and summary: Every textbook about IT security shall provide new 
information and deliver workable guidance to solve problems, master challeng-
es, or manage security in a more effective or efficient way. This book promises to 
deliver. The best recipe for making things better is to understand the problem or 
challenge first. Consequently, Sect. 1.1 will rapidly come to the point and pre-
sent a list of twelve challenges in form of questions. ICT1 service providers are 
expected not being able to reply with “yes, we can, this is our practice”. Sect. 1.2 
summarizes the approach described in this book and describes some of the 
means suitable to tackle the twelve challenges. Background information is also 
given. Finally, Sect. 1.3 outlines solutions for all twelve challenges. The details 
are subject of the remainder of this book. 

1.1 Challenges 
Introduction and summary: This section looks at security from the perspective 
of ICT service providers which must deliver secure ICT services to their custom-
ers. Challenges are highlighted. 

Operating and actively managing about 50 computers (server systems) can be de-
manding for a small team though the people being involved may know each other 
and be able to directly communicate. The operation of 5,000 servers, however, is 
quite different. Being responsible for 50,000 servers is a real challenge and a large 
IT company may have even more servers if the business is distributed amongst 
many countries around the world. Whereas in the first case of 50 server systems 
not even a real data center is required, the installation of 50,000 servers requires the 
space of about 9,000 square meters only for IT (for the sake of comparison: a soccer 
pitch has about 7,100 square meters). Note that air-conditioning, power supply etc. 
additionally consume several times the amount of space used for the IT. And who 
knows how many virtual machines (servers) are actually running on each (physi-
cal) server system? 

The numbers might be impressive or not, but the implications are great. In a large 
or even huge IT department, the IT personnel can e.g. no longer know each other 
and directly communicate. Their working model is characterized by a high degree 

                                                           
1 “ICT” stands for “information and communication technology” covering “IT” (infor-

mation technology) and “TC” (telecommunication technology). “ICT” is used whenever 
this book refers to services for users or to the parties providing such services (mainly the 
ICT Service Provider). Though both types of technology might be referred to, the abbre-
viation “IT” is still used in terms like “IT security”, “IT production”, “IT department” 
etc. since ICT is not seen to be frequently used in such contexts. 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_1 
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of division of labor. Everybody is highly specialized and executes well-defined 
tasks while working along predefined processes. Specialization and division of 
labor requires defining roles and responsibilities as well as interfaces for their in-
teraction. Such an organization is required for managing such a large-scale IT. It is 
also required to realize the economies of scale and competitive advantages as the 
result thereof. The ICT is growing fast on this planet and becomes bigger since ICT 
is used in more and more areas and businesses. The ICT becomes more and more 
centralized since an industrialized operation of ICT is cheaper and mostly better 
through the economies of scale. The second half of the information age is character-
ized by a novel mode: the IT production takes the place of traditional IT and TC. 

What does this mean for security? The ICT becomes more complex. Is it a problem 
that this bigger ICT boosts the effort for security? No, this should scale well. Is it 
difficult to implement novel security measures which are required to secure the 
advanced ICT platforms used nowadays? Though the security measures might be 
different to those used in traditional systems, many manufacturers are specialized 
to deliver the required solutions. This should also not be the problem. There are 
many standards, products, and best practices that provide the necessary technical 
and procedural security measures. 

Larger IT departments and specialized ICT Service Providers must be able to de-
fine, communicate and correctly apply hundreds and thousands of single security 
measures in a large-scale, industrial environment with thousands of employees 
located in many countries, each being highly specialized. This is a real problem 
and this book will provide solutions to this. 

There is another aspect. In the second half of the information age, the IT produc-
tion gets centralized. This means that specialized IT companies (called “ICT Service 
Providers” from now on) provide a large portion of the ICT services that are pur-
chased by user organizations or end-users. This trend towards using ICT services 
from third parties (ICT Service Providers) is called “IT outsourcing”. Third-party 
services are used since they are cheaper and mostly better. Only an industrialized, 
large-scale IT production can realize these economies of scale. Such an ICT Service 
Provider will offer and produce its ICT services for many customers (user organi-
zations). Each customer can have different requirements, also with respect to secu-
rity. The user organizations’ business differ which lead to different security re-
quirements. Note that there are many different ICT services ranging from work-
place services and network services all the way to numerous ICT services includ-
ing the delivery of application, platform or infrastructure services. This adds fur-
ther complexity to the ICT Service Provider’s business and makes managing the 
security in this IT production more difficult. Though people not being involved in 
such a business may tend to underestimate this complexity, this is really critical. 

What is needed? Table 1 shows twelve challenges for ICT Service Providers. This 
book promises to provide answers and solutions to those questions and challenges. 
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It is recommended to read the latter carefully. Most IT departments and IT compa-
nies will not be able to answer many of the questions with “yes”. 

Table 1: Challenges which ICT Service Providers have to respond to 

Challenges 

1. Reliability/transparency. Can the ICT Service Provider make statements off 
the cuff that are not only short and precise, but also meaningful and reliable 
(e.g., for an RfI or RfP)? Is this the case for all possible aspects that influence the 
security of the ICT services offered? Does this apply for all ICT services and 
platforms offered? 

2. Industrialization. Has the ICT Service Provider standardized all its IT security 
measures to such an extent that it can industrialize its production? Are the IT 
security measures modularized to such an extent that they can flexibly meet 
customer requirements? 

3. Work areas. Is the ICT Service Provider well-prepared to support and coordi-
nate the following three, organizationally different work areas in terms of securi-
ty? The work areas are: customer-independent development projects, customer-
related projects for winning, processing and implementing orders, and ongoing 
IT operation that is not organized based on projects. 

4. Interaction with customers. Does the ICT Service Provider have the necessary 
staff and organization to provide its customers with the required degree of 
transparency? Does the ICT Service Provider simultaneously provide personnel 
and procedural interfaces to allow information to be exchanged between the 
user company and itself during every phase of the business relationship? 

5. Contract design. Are the ICT Service Provider’s security standards suitable as 
a basis for contracts with user companies? Are measures taken to ensure that the 
contractual regulations and implementation of the security standards do not 
diverge? 

6. Standardization. Are tried and tested technical concepts and solutions sys-
tematically documented and standardized? Is the expertise of security specialists 
who are only available to a limited extent thus opened up to the entire company 
and made possible to use? Is the architecture sufficiently flexible to allow new 
methods and measures to be added and existing ones to be updated? 

7. ITIL integration/enabling. Can IT staff and other staff understand the security 
architecture and apply the security guidelines and not only IT security experts? 
Does the architecture ensure that the security measures are integrated into the 
core production processes (ITIL) so that their implementation can be ensured? 
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Challenges 

8. Efficiency. Does the ICT Service Provider have an architecture to support the 
standardization? Does this constitute a means of making complexity managea-
ble? Does it offer concepts to achieve economies of scale through reuse? Are 
costs reduced and quality increased as a result? 

9. Hierarchy. Does the architecture contain a hierarchy in which the IT security 
measures are progressively refined so that statements can be made with differ-
ing degrees of detail? Does this make it possible to demonstrate that the IT secu-
rity measures support the achievement of the company goals and form an inte-
grated, mutually supportive and secure whole? 

10. Division of labor. Does the ICT Service Provider have an architecture that 
supports various models of the division of labor and allows the standardized IT 
security measures to be assigned to the departments and teams responsible? 
Does the architecture also accomplish this for the division of labor in the external 
supply chain with suppliers and partners? 

11. Knowledge management. Does the ICT Service Provider’s architecture sup-
port the effective management of the entire knowledge compiled in the security 
standards? Is it ensured that all information can be located quickly despite the 
complexity and the large amount of the information? 

12. ISMS integration.2 Does the ICT Service Provider’s architecture support the 
usual security management activities – in particular, monitoring adherence to 
standards, drawing up and managing evidence of compliance and implement-
ing measures to eliminate deviations? 

 

1.2 Areas of activity beyond „Protection, Detection, Reaction“ 
Introduction and summary: Obviously, user organizations expect the ICT ser-
vices purchased from ICT Service Providers to be secure. But there is more. ICT 
Service Providers need to meet a wide variety of market requirements. In the 
more complex IT outsourcing situations, the security management of the ICT 
Service Provider (producer) and that of the user organization (customer) are in-
terwoven. For these reasons, an entirely different approach is required for secur-
ing an IT production than for a traditional IT operation on a low scale and with a 
low degree of complexity. The new approach outlined in this section takes oper-
ational requirements into account and focuses on user requirements, thus facing 
the reality in the market economy. 

                                                           
2 ISMS: Information Security Management System 
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Editorial note: This section is based on one of the author’s earlier publications.3 

Today’s ICT platforms are usually large. The task of an ICT Service Provider’s se-
curity management department is to ensure the security of ICT services. Although 
the special features of the platform lead to the need for special security measures, 
they are described in detail in literature.4 The actual challenge for an ICT Service 
Provider’s security management department entails adequately implementing 
these security measures and orchestrating the numerous individual activities con-
nected with them. This is shown in Fig. 3. 

 
Fig. 3: Existing catalogs of measures and the real challenge 

User organizations draw on the ICT services of specialized ICT Service Providers. 
This process, referred to as “IT outsourcing”, transfers the responsibility for service 
provision to the ICT Service Provider. The ICT Service Provider provides the ser-
vice and is responsible for its quality; in other words, also for ensuring security in 
the sense of eliminating inacceptable risks. 

Although IT outsourcing means that the ICT Service Provider is responsible for 
(the security of) the ICT services, the associated risk remains with the user organi-

                                                           
3 Eberhard von Faber: Organisation und Absicherung einer industriellen IT-Produktion, 

Drei Handlungsfelder jenseits von „Protection, Detection, Reaction“; in: Datenschutz 
und Datensicherheit - DuD, October 2016, Vol. 40, Issue 10, pp 647–653, ISSN 1614-0702, 
Springer Fachmedien Wiesbaden 2016 [48] 

4 E.g. Information Security Forum (ISF): The Standard of Good Practice for Information 
Security 2016 [25]; Cloud Security Alliance (CSA): Security Guidance; Version 3.0, Nov. 
2011 [31]; ISO/IEC 27017 – Information technology — Security techniques — Code of 
practice for information security controls based on ISO/IEC 27002 for cloud services; 
2015 [8] 

Technical and procedural security measures are the basis 
for secure ICT service provisioning…

Refer e.g. to:  ISF SOGP, IT-Grundschutz, ISO/IEC 27002

Large IT service providers must be able to: 

define, communicate, and correctly apply 

hundreds and thousands of single measures 

in a large-scale, industrial environment

with thousands of highly specialized employees 
located in many countries.

“this book”
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zation. To be more precise, inadequate safeguarding of ICT services poses a busi-
ness risk for both sides. In the case of the user organization, the risk entails nega-
tive impacts on the business processes that are provided with the aid of the ICT 
services. For the ICT Service Provider, risks arise as a result of failure to meet the 
expectations and requirements of its customers, that is, the user organizations. It is 
difficult to say which side tips the balance, and that is not the essential question 
anyway. Highly industrialized markets are steered in a different way. 

So how do ICT Service Providers need to establish themselves as producers in 
order to their customers’ requirements? In this regard, three topic areas arise that 
represent to a certain extent the products delivered by the ICT Service Provider. 
The situation is illustrated in Fig. 4. 

 
Fig. 4: Situation with regard to requirements and solutions 

The three topic areas are: 

 Transparency: How is “security” achieved, what does it require and what se-
curity measures have been implemented? Such information forms the basis for 
synchronizing the requirements (of the user organizations) with the security 
properties implemented in the ICT services (offered by the ICT Service Provid-
er). Transparency is an indispensable basis for business, as it builds up confi-
dence and allows the user organization to conduct operational risk manage-
ment. 

 Interfaces and interaction: User organizations and ICT Service Providers need 
interfaces and procedures in order to discuss the topic of “security”, balance 
expectations and possibilities, and establish corresponding contractual agree-
ments. This does not entail a one-off comparison that seals the purchase. An 
ICT service cannot be described like a simple product. Technology and re-
quirements are subject to constant change, meaning that requirements need to 
be exchanged and synchronized constantly, also during the operating phase. 
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 Standardization: User organizations expect using external ICT services to have 
advantages over producing the services themselves. This means that the ICT 
Service Provider needs to achieve economies of scale – something that is essen-
tially only made possible by the industrialization of IT production and its ex-
tensive standardization. Standardization is important on the side of the ICT 
Service Provider with a view to ensuring high quality at an acceptable cost. 

The Enterprise Security Architecture for Reliable ICT Services (ESARIS) described in 
this book focuses on meeting these three market requirements. 

We will look into all three elements in more detail in the following sections. A de-
scription will be provided of the measures that the ICT Service Provider needs to 
take and how they benefit the user organizations (its customers). 

Note: There are simple cloud or infrastructure services such as memory space, 
highly standardized platform services and simple applications that can be pur-
chased and configured directly through a web shop. Even when such services are 
produced industrially, some of the measures described below may not actually be 
required. Why? This book focuses on IT outsourcing that is characterized by the 
complexity of the IT applications and their close connection with the user organiza-
tions’ core business. The ICT Service Provider serves a large number of user organ-
izations and provides them with a fairly extensive range of ICT services. For large 
user organizations, the ICT services/applications will always be complex as well as 
industry-specific and company-specific (individual). After all, they need to support 
a large number of corporate processes while generating significant competitive 
advantages. 

1.2.1 Transparency 
The ICT Service Provider ensures the protection of the ICT services. It is also his 
task to provide the information that the user organizations require in order to as-
sess the IT risks. The ICT Service Provider needs to ensure that the available in-
formation is appropriately prepared and maintained. Finally, the user organiza-
tions need to know if their security requirements are met. Larger organizations 
have different requirements because their business is different and they are mak-
ing business in different environments. Hence, they have to adhere to different 
legislation, industry standards etc. They are exposed to specific threat scenarios 
requiring special security solutions, and maybe also their risk appetite is different. 
This is shown in the upper left of Fig. 5. User organizations should have their own 
security management organization. This organization is used to work with one 
framework whereas another corporation uses another framework (shown in the 
upper right of Fig. 5). ICT Service Providers must be able to provide transparency 
in a way that shows the connection to such frameworks. 
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Fig. 5: Transparency; providers must consider four variables/parameters 

But there are two more aspects. Transparency means provisioning of information 
about “how security is achieved”. Large ICT Service Providers maintain a service 
offering portfolio that comprises many different ICT services including e.g. desk-
top services, network services and computing services. Refer to lower right in 
Fig. 5. Moreover, these ICT services may be produced and delivered with different 
service models. What does “service model” mean? Any IT is worthless without an 
application on top of the IT stack. However, which party provides this and is re-
sponsible for it? There are models where the ICT Service Provider only provides 
infrastructure services without an application. Actually, there are numerous such 
service models. Tasks relating to the IT service management may also be distribut-
ed so that the ICT Service Provider is not responsible for all management activities. 
Refer to lower left in Fig. 5. Such types and models must also be considered. The 
ICT Service Provider must be prepared to maintain the information in a way that 
he is able to respond to the various scenarios. 

This will not work in the long term without a corresponding corporate culture. The 
IT operation and its staff must not concentrate their thoughts and actions entirely 
on implementation, but must also constantly keep track of the information re-
quired by the user organizations (customers). So what exactly is required? 

Architecture 
Nowadays, the technologies used to provide ICT services are usually highly com-
plex. There are a large number of different ICT services, which differ in terms of 
functions, means of production, provision models and service parameters. The first 
step towards achieving transparency is therefore to establish a classification and 
organization scheme that makes it possible to control this complexity and serves as 
a shared “platform” for exchanging information. This book describes the Enterprise 
Security Architecture for Reliable ICT Services (ESARIS), which was developed pre-
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cisely for this purpose. Without such an architecture it is hardly possible at all to 
ensure security in a large-scale industrialized IT production with thousands of 
employees who are organized in a large number of highly specialized teams and 
departments, and are usually also spread over a large geographical area. 

There are other security architectures in the literature like O-ESA5 and SABSA.6 In 
contrast, ESARIS is not a template only nor a framework or a reference for the de-
velopment of an enterprise security architecture or program. ESARIS is an enter-
prise security architecture for ICT Service Providers that considers industrializa-
tion, division of labor and related trends in today’s IT industry. ESARIS is not for 
experts only but shall be used by everyone (when it comes to security). It does not 
only tell what to do, but provides detailed guidance how to do it. Table 2 defines 
the term “security architecture” as being understood and used in this book. 

Table 2: Definition of security architecture 

Security architecture Main effect 

Security architecture is related to standardization since it 
aims at solving many similar problems using the same prin-
ciples. It helps raising the quality and reducing costs. 

Lower costs,  
better quality 

Security architecture leads activities for securing ICT services 
in a holistic manner by describing (1) basic elements (decom-
position) and (2) rules for their interaction (integration). 

Comprehensive 
view, approach 
for realization 

Security architecture makes things easier to comprehend and 
to apply since it reduces to fundamental parts and principles 
which helps managing complexity. Security architecture al-
ways uses illustrations and schematics. 

Activation of 
people, enable-
ment 

Security architecture supports the division of labor (decom-
position) since every party is contributing to a common over-
all plan (integration). 

Industrialization: 
match the eco-
nomic system 

Security architecture ensures that all parts and contributions 
are mutually supportive and provide an integrated secure 
whole (integration). 

Fit for purpose 

 

The elements of the security architecture are classification and organization 
schemes that divide a complex object into different elements and pinpoint the in-
terconnections between them (similarities, differences, interaction). It must be pos-
                                                           
5 The Open Group: Open Enterprise Security Architecture (O-ESA), A Framework and 

Template for Policy-Driven Security; Van Haren Publishing, Zaltbommel, 2011, ISBN 978 
90 8753 672 5 [38] 

6 John Sherwood, Andrew Clark and David Lynas: Enterprise Security Architecture, A 
Business-Driven Approach; CRC Press, Boca Raton, 2005, ISBN 978 1 57820 318 5 [39] 
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sible to present each subarchitecture in the form of a diagram or visual representa-
tion that fits on one page (with a font size of 14 pt or more). This makes it easily 
intelligible and allows it to be used as a medium for discussions. The diagrams do 
not contain all information, but they can be used to explain all important details. 
Text documents provide all important information; a diagram or visual representa-
tion simply gives an idea and represents the “frozen essence”. Lists that have simp-
ly been provided in the form of a drawing do not count. For an architectural dia-
gram, the sequence is always an important part of the information to be conveyed. 
This “drawing pictures” is absolutely necessary if several thousand people in a 
company are to learn something specific, remember it in the long term and discuss 
it. People take in information predominantly and most easily in visual form. Pic-
tures provide important anchors that aid memory. Defined technical terms, as well 
as neologisms, the establishment of your own jargon and the use of icons, abbrevi-
ations, alternative names, avatars and so on greatly support communication and 
help people to work in a targeted manner. ICT Service Providers should not un-
derestimate the importance of this type of tool. 

Hierarchy and taxonomy which are explained in the following are examples of 
elements of the ESARIS security architecture. 

Hierarchy 
As the requirements of the user organizations involve greatly differing degrees of 
detail and abstraction, the ICT Service Provider’s security documentation must 
also be structured accordingly. This means that the security documentation needs 
to have a hierarchical structure. More general specifications are refined step by 
step to form concrete instructions on implementing individual security functions 
and mechanisms. ESARIS uses two levels for the company (“overarching”) and 
further three levels for the ICT services (the company’s “products”). 

Level 3 contains higher-level security rules that apply for all ICT services, technol-
ogies and process areas. It has the purpose of reconciliation with corporate policies 
as well as industry standards and other standards (e.g., ISO/IEC 27001). The bot-
tom level containing the most details (Level 5) is intended for internal use. It in-
structs employees as to which security measures they should implement and how, 
as well as determining what they should do and how they should behave (contin-
uously during development, implementation and operation). User organizations 
that “outsource” IT want to reduce complexity and delegate tasks. They are there-
fore not usually interested in these “bits and bytes” and are often not even able to 
understand this documentation because, with the IT outsourcing, they have re-
duced the corresponding IT competencies or do not even have any at all. 

With a view to allowing information to be exchanged effectively between user 
organizations and ICT Service Providers, a further level is needed, which has been 
especially inserted into ESARIS as Level 4. The security documentation at this de-
gree of detail and abstraction should serve the following purpose: it should make it 
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possible to communicate, negotiate and agree on security issues with a large num-
ber of major user organizations (customers). The documentation should constitute 
implementation-independent specifications (no products and versions) that enable 
the IT production to achieve the required security by implementing various securi-
ty features. This flexibility benefits both sides, but is also necessary in order for 
security to be successfully implemented in an environment that is highly dynamic 
with regard to both economy and technology. Ultimately, the description at this 
degree of detail and abstraction makes it possible to provide a general overview of 
all security aspects and to check for completeness and interaction. 

Details will be provided later in this book. 

Taxonomy 
This description level (Level 4 in ESARIS), which is equally important for the user 
organization and the ICT Service Provider, still comprises up to 500 security 
measures with sentences in which it may all come down to one word. Not all of 
these measures are always actually relevant for a customer. When customers pur-
chase backend services, they are not interested in how the ICT Service Provider 
would safeguard a workstation. In addition, the measures serve as guidelines for 
the ICT Service Provider’s departments and, again, only a few of these measures 
are really relevant for a particular organizational unit. A further element is there-
fore needed in the architecture. This is the ESARIS Security Taxonomy with 31 areas. 

The ESARIS Security Taxonomy will be described later in this book in great detail. 

Such a consistent modular concept is also important because specifications for all 
possible ICT services and service models must be included and need to be possible 
to find. Furthermore, it must be possible to map them to the service portfolio. The 
same applies when it comes to organizing IT production. As already mentioned, all 
departments need to be able to identify “their” measures very quickly. In addition, 
the taxonomy supports the issues of “interfaces and interaction” (see next 
Sect. 1.2.2) and “standardization” (Sect. 1.2.3). 

It is important that the security measures that the ICT Service Provider defines and 
communicates with the user organizations (its customers) do not solely have a 
preventive character, but also cover detection and reaction. What does that mean? It 
may be open to dispute whether the implementation of measures to detect possible 
security breaches has a preventive character, yet the crucial questions are always as 
follows: How do I know that the measures have been implemented and are effec-
tive? What happens when measures fail or prove to be insufficient? The ICT Ser-
vice Provider’s catalog must therefore include everything that contributes towards 
security. This is necessary for implementation, and customers need answers to 
corresponding questions. Here are some examples of detection and response: One 
measure describes functional and penetration testing. This establishes whether 
other security measures are effective (detection in the sense of evidence). One 
measure requires “quality gates” with defined checks. This also establishes wheth-
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er other security measures have actually been implemented. One measure requires 
the installation of a scanner. This establishes whether certain configuration and 
hardening guidelines have been observed. Other scanners search for (known) 
weaknesses by checking product versions and patch levels. Measures are also de-
fined as to how detected weaknesses are to be removed (reaction). Another example 
of measures in the area of reaction includes measures regarding incident manage-
ment. 

Summary: The user organizations require information (“transparency”) that ena-
bles them to assess the IT risks involved in using external ICT services. In ISO/IEC 
15408, the Common Criteria [7], the term “assurance” is used here. This entails 
being sufficiently certain that there are no inacceptable risks and that the ICT ser-
vices can therefore be considered to be secure for the user organization. The need 
for information differs greatly, but is generally high in the more complex IT out-
sourcing situations. The large quantity of information gives rise to the need for a 
classification scheme in the form of an architecture with elements such as a hierar-
chy and taxonomy. However, user organizations also need to understand how 
their ICT Service Provider works. After all, this lays the foundations for concluding 
valid contracts and being able to influence the ICT Service Provider. The ICT Ser-
vice Provider’s entire documentation should be structured in line with the architec-
ture, in such a way that the required information (or requirements for it) can actu-
ally be found. 

1.2.2 Interfaces and interaction 
ICT Service Providers act in a customer-oriented manner, which does not always 
seem to be organized in a satisfactory way with regard to the issue of IT security or 
information security. Security may be just one of many features, but the success 
and continued existence of companies may depend on it. Customer orientation 
means being able to obtain and process information from customers – in every 
phase and at any time. 

Extending ITIL 
Most large-scale IT organizations are organized in accordance with the IT Infra-
structure Library (ITIL).7 For an ICT Service Provider with numerous customers, 
however, one important area is missing here, namely the interfaces to the user 
organization, the customer. Although ITIL includes demand management, service 
portfolio management and service reporting, the ICT Service Providers (“IT out-
sourcers”) have additionally incorporated sales, deal management, migration 
phases (transition, transformation) and usually also explicit service delivery man-
agement for the operating phase into their process environment. In most cases, 

                                                           
7 Refer e.g. to: Ahmad K. Shuja: ITIL: Service Management Implementation and Opera-

tion; Auerbach Publications, 2010 [35]  
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though, this has not yet been implemented properly for the issue of IT security. 
And it is more complicated than it looks at first glance! Standards such as ISO/IEC 
270028 as well as ISO/IEC 270179 do not provide sufficient assistance with regard to 
how an ICT Service Provider can serve its customers. 

Fig. 6 shows a simplified model for IT outsourcing. In the first two phases (sales 
and deal management), the ICT service/product is only discussed and not deliv-
ered. Nonetheless, these phases are very important with respect to security since 
crucial decisions are taken. Then the ICT Service Provider takes over the IT busi-
ness (Transition and Transformation) and becomes responsible for features of the 
ICT services as well as its protection. When possible adaptations are completed, 
standard operations start using the provider’s security standards. 

 
Fig. 6: Interfaces; providers must support interaction 

As one can probably imagine, the phases of sales and contract negotiations deserve 
particular attention. What was said above under “Transparency” needs to be ade-
quately implemented here. This includes support from security experts. Another 
specific example, “transition and transformation”, provides more insight: When 
the ICT Service Provider takes over the IT business from a user organization or its 
current service provider, it usually takes on data, applications, often also hardware 
and sometimes entire data centers with the complete IT stack – possibly including 
staff and their processes. Even taking on the data is critical, as neither the security 
measures of the “old” service provider nor those of the “new” one take effect here. 
This is also the case for the following phases, in which the IT operation is progres-
sively changed over to the standards of the new ICT Service Provider. Individual 
measures need to be defined for this and laid down in a contract between both 
parties. 

                                                           
8 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
9 ISO/IEC 27017 – Information technology — Security techniques — Code of practice for 

information security controls based on ISO/IEC 27002 for cloud services; 2015 [8] 
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The same applies for the operating phase (“run”). This phase not only involves 
security incidents, with the result that information needs to be exchanged between 
the ICT Service Provider and the user organization. It is also important that activi-
ties on both sides are closely coordinated where necessary. For this purpose, the 
processes of the respective security management systems (ISMS) need to interact, 
and the groups of people involved must be prepared for this. These are typical 
measures in the “reaction” category, although their definition and implementation 
are of a precautionary nature. 

IT is a highly dynamic environment with regard to technologies and provisioning 
models. However, security requirements also change as a result of changed busi-
ness requirements or new usage models. And even the threats are subject to con-
stant change. Thus, IT and IT security never stand still. It is necessary to establish 
whether the interface is prepared to master critical patches with downtime during 
the operating phase (“run”) and subsequently implement or initiate any necessary 
changes in contracts. The ICT Service Provider’s security documentation should 
also contain statements regarding this, and the elements of its architecture (such as 
a taxonomy) should provide space for this. 

It should be noted that some business models do not allow for or cover any sales, 
deal management and migration services whatsoever. Simple cloud services are 
distributed via marketing measures, are defined by standard contracts (general 
terms and conditions) and comprise neither migration services nor any IT man-
agement services. In more complex IT outsourcing situations, in contrast, delivery 
services and Service Level Agreements (SLA) are negotiated and IT Service Man-
agement is actually the object of the outsourcing. Here, dedicated teams or whole 
departments with hundreds of appropriately specialized employees operate the 
interfaces in sales, deal management, transition and transformation as well as op-
erations. The aim is to implement this for “IT security” with appropriately quali-
fied employees who have defined roles and responsibilities. 

Providing evidence 
Interfaces between the user organization and the ICT Service Provider are indis-
pensable, need to be anchored in the relevant processes and must be integrated in 
terms of both organization and personnel. But what is managed using the interfac-
es? Some examples have already been provided but, from the viewpoint of the user 
organization, probably the most important thing to be exchanged is evidence – to 
be more precise, assurance.  

ISO/IEC 1540810 defines “assurance” as grounds for confidence that the security 
requirements are met. Assurance is “evidence of trustworthiness” and generated 
by gathering knowledge that no inacceptable risks exist and that the ICT services 
                                                           
10 ISO/IEC 15408 – Information technology — Security techniques — Evaluation criteria for 

IT security — Part 1: Introduction and general model; 2009 [9] 
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can therefore be considered to be “secure”. The user organization’s security man-
agement cannot make do with assumptions, but requires adequate assurance that 
its security requirements are complied with. 

This compliance has two faces. Firstly, the ICT Service Provider needs to comply 
with a wide range of (its own) security standards and safeguard its ICT services 
accordingly. Secondly, it must also be ensured that the user organization’s security 
requirements are complied with. The ICT Service Provider needs to verify and 
ensure both aspects separately. The key instruments for internal compliance (called 
“attainment”) entail developing and managing security standards as well as means 
for comparing if they are actually implemented. The ICT Service Provider must 
apply its own security standards and also verify this for itself. 

External compliance (evidence of compliance with customer requirements, called 
“fulfillment”) is subdivided into two parts, namely “contractual evidence” and 
“operational evidence”. It would also be possible, and perhaps more appropriate, 
to speak of “contract-based evidence” and “operational evidence”. Considering the 
example of a car may better explain this. The customer buys a fast car and there-
fore needs good brakes. At least the maximum speed is specified. The comparison 
of this value with the customer’s requirements constitutes the compliance number 
one. The customer drives at the promised speed and can brake with ease. This is 
compliance number two and the operational evidence that the brakes fulfill their 
purpose. 

When it comes to the security of ICT services, basically both is needed, but there 
are limits. The contract-based evidence is not able to cover everything at every 
level. The ICT Service Provider should have a great deal more requirements, speci-
fications and checks to safeguard ICT services than a user organization can and 
wants to regulate in a contract. Why? IT outsourcing is supposed to relieve the user 
organization! The user organization hasn’t gained much if it takes care of (or has to 
take care of) everything itself again. The ICT Service Provider therefore needs to 
provide the most important and relevant information. An important role in the 
operational evidence is played by security reports. These reports summarize in-
formation about security management activities (e.g., incidents and patch levels) as 
well as information about security-relevant events in IT (e.g., the evaluation of log 
data and alerts) in a previously defined form. Security reports are an important 
instrument for the user organization: for its own risk management and as evidence 
for its own customers and auditors. 

The assurance that no inacceptable risks exist must be “adequate”. The higher the 
potential risk, the more extensive the evidence should be (higher “assurance lev-
el”). Science and industry are still in the finding phase here, which is characterized 
by deflection in both directions. Some companies, just like many end users, have a 
tendency towards reckless carelessness. Other companies take a very thorough 
approach but often fail to cover every area because of limited resources. Instead, 
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the aim should be to achieve a certain coverage with an adequate degree of thor-
oughness. 

Summary: Interfaces are required between the user organization and ICT Service 
Provider in order to be able to reach agreements and develop them further. This is 
the case for the entire life-cycle and is especially essential in complex IT outsourc-
ing situations. Each of the phases of sales, deal management, migration (transition, 
transformation) and operation (service delivery management) has its own re-
quirements and requires a separate interface that needs to be defined accordingly 
and made ready to use. One key task of these interfaces involves exchanging in-
formation with regard to the fulfillment of customer requirements. Both sides are 
active here. This becomes particularly apparent when modifications are required. 
There are a wide range of reasons for this and both sides may request such modifi-
cations. Large, far-reaching modifications in operations are carried out in complex 
IT outsourcing situations in project mode, often in close interaction between the 
user organization and the ICT Service Provider.  These projects are thus not essen-
tially different from those during the migration (transition, transformation). The 
interfaces to be installed must also be equipped for such situations. 

1.2.3 Standardization 
IT security is becoming more and more important. This is a direct consequence of 
IT being used more and becoming increasingly widespread – also in areas that 
were not previously supported by IT or which simply did not exist before. As a 
result, the number of threats is also increasing. Some of them are only becoming 
possible due to the way in which we use IT and what we do with it. 

Another important aspect is the realization that not only IT but also IT security 
costs money, takes time and requires other resources (such as expertise). As the 
decisions are relating to business and not personal ones, a cost/benefit analysis 
needs to be drawn up that is objective and is comprehensible for decision-makers. 

IT security managers therefore need to pay more attention to an issue that does not 
seem to be part of their domain at all: limiting things to that which is found to be 
necessary. To be more precise, the IT security managers of an ICT Service Provider 
are increasingly forced to counteract the “escalating” effort involved in safeguard-
ing ICT services, which appears to be arising as a result of the “escalating” usage of 
the ICT services and their technical complexity. Three measures are recommended 
for reducing costs of all kinds: 
 An architectural classification and organization scheme that makes it possible 

to direct expenses appropriately to the relevant areas based on risk, 

 Integration of IT security management and IT service management (ITIL), 

 Consistent standardization. 

The Enterprise Security Architecture for Reliable ICT Services (ESARIS) described in 
this book supports all three points. 
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Fig. 7 shows the development of IT away from custom solutions and towards more 
standardized ones. The figure also shows consequences for security. In both cases, 
we see a shift from “exact fit” to “best match”. Security managers must face the 
facts. The environment became different. Nowadays, standardization and modu-
larity are very important. 

 
Fig. 7: ESARIS Standardization Philosophy 

Integration of IT security management and IT service management (ITIL) 
ESARIS integrates IT security management (ISO/IEC 27001) and IT service man-
agement (ITIL, ISO/IEC 2000011) consistently for the first time. What does this 
mean? All workflow-related or process-related security measures become part of 
the ITIL process steps, the tools used and all instructions for the IT personnel. 
Moreover, they cover all sections of the extended life-cycle (sales, deal manage-
ment, transition, transformation and operations). 

What are the advantages of such integration and where is it necessary? A large-
scale industrialized IT production is organized in accordance with ITIL. The inte-
gration of security into the actual development and production processes ensures 
that security really is implemented. It forms the basis for “security by definition”. 
Often, it is not actually possible to separate security and IT. Just think of hardening 
and other configuration activities, of incidents including system downtime or of 
patching. Integration also brings security closer to the ICT Service Provider’s core 
competencies and core business. Inevitably, a common language gradually emerg-
es in the company. The consideration of security in all process steps along the (in-
ternal) supply chain helps to avoid subsequent corrections, duplicate work and 

                                                           
11 ISO/IEC 20000 – Information technology – Service management – Part 1: Service man-

agement system requirements, Part 2: Guidance on the application of service manage-
ment systems; 2012 [2] 
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contradictions. This reduces costs, speeds things up and increases quality. What’s 
more, as a result of the fact that security now becomes “everyone’s job”, the work-
load is spread, thus relieving the security organization. At the same time, invest-
ments in security become more straightforward, as they become part of organiza-
tion’s core tasks and management begins to value security accordingly. The com-
prehensive approach makes better use of the time and capabilities of the security 
experts, as their working results are distributed more effectively. The use of unique 
IT service management processes for all ICT services and technology areas results 
in standardization. The integration of unique security measures leads to cost and 
quality benefits. The ESARIS Security Taxonomy mentioned above contains areas 
and measures that relate to the relevant processes and practices. 

Predefinition and reuse 
Standardization is generally a feature of industrial production methods and ulti-
mately also spreads to the working results and their components. Cloud services 
are a good example of this. An ICT Service Provider must now also endeavor to 
standardize its technical security measures, as they are part of the ICT services. 
Standardization is indispensable in order for companies to be able to reduce pro-
duction costs and increase quality through a high degree of reuse.12 

What does this specifically mean for IT security? Obviously, user organizations 
also benefit from cost reductions and increased quality. However, there is more to 
the advantages than that. It is ultimately the standardization of security that makes 
it possible to achieve the transparency that user organizations need in order to 
effectively deal with risks. Without standardized classification and organization 
schemes (for example, hierarchy, taxonomy) companies are soon fighting a losing 
battle. However, the interfaces between the user organization and the ICT Service 
Provider are also a result of standardization. And the evidence required is based 
on comparisons that would hardly be possible to perform effectively without 
standardized security measures. Or the evidence is hardly possible to compare, 
which would make it much more difficult to make an objective decision between 
different offers. 

Summary: User organizations expect reduced costs and complexity from using ICT 
services from external parties. Users also demand a higher quality including an 
adequate level of security. The ICT Service Providers can only meet these expecta-
tions through rigorous standardization and by utilizing economies of scale. Econ-
omies of scale require an industrialized organization of IT provisioning. This also 
holds for security. Security managers must reduce the complexity of their security 

                                                           
12 Eberhard von Faber: In-house standardization of security measures: necessity, benefits 

and real-world obstructions; in: ISSE 2014 Securing Electronic Business Processes, High-
lights of the Information Security Solutions Europe 2014 Conference, Springer Vieweg, 
Wiesbaden, 2014, ISBN 978-3-658-06707-6, p. 35-48 [46] 
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business and standardize their concepts, methods and measures as far as possible. 
Only then securing ICT is a manageable task and feasible at reasonable costs in 
today’s, large-scale and industrialized IT production environments. 

1.3 Solutions 
Introduction and summary: The ICT Service Provider must deliver secure ICT 
services to its customers. It has been shown in Sect. 1.2 that more is necessary 
than just having measures in place that protect the ICT services, to provide for 
detecting suspicious and hostile action and to prepare for an appropriate reac-
tion. The actual challenges for an ICT Service Provider serving large user organ-
izations were summarized in Sect. 1.1 by means of twelve challenges expressed 
in terms of questions. This section now summarizes the solutions. The compari-
son of these solutions with the challenges (Table 1 on page 5) shows what one 
can expect from the Enterprise Security Architecture for Reliable ICT Service 
(ESARIS) described in this book. 

Table 3 shows solutions for the challenges. Note that the solutions for the ICT Ser-
vice Providers comprise the implementation of numerous concepts, methods and 
measures of the Enterprise Security Architecture for Reliable ICT Service (ESARIS) 
which fill the rest of this book. 

Table 3: Solutions for ICT Service Providers to respond to the challenges 

Solutions (compare to challenges in Table 1 on page 5) 

1. Reliability/transparency. Using ESARIS, all IT security measures are defined 
in advance and made available in a central library. The architecture constitutes a 
classification and organization scheme that allows possible gaps to be immedi-
ately identified. The modular nature of the IT security measures allows them to 
be used for various ICT services and platforms. A selection procedure supports 
practical application and the tailoring to the specific service for the customer. 

2. Industrialization. An extensive architectural approach is required in order to 
ensure the security of an industrialized IT production with thousands of em-
ployees whose work is organized in a large number of highly specialized teams 
and departments, and who are usually also spread over a large geographical 
area. ESARIS is designed as a classification and organization scheme for this 
purpose and combines standardization with flexibility based on modularization. 
A composition procedure supports the aggregation of components to form se-
cure complex ICT services. 
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Solutions (compare to challenges in Table 1 on page 5) 

3. Work areas. Solutions are developed or improved almost everywhere in an IT 
company. Traditional models for the life-cycle not go far enough in a large-scale 
IT production with hundreds of major customers. ESARIS therefore defines 
work areas based on roles and targets, and takes account of the reality of an IT 
production and major IT outsourcing undertaking. 

4. Interaction with customers. ESARIS explicitly takes account of all phases dur-
ing IT outsourcing – including sales, contract negotiations, service takeover 
(transition), service modification (transformation) and regular operation. A per-
sonnel and procedural interface is defined for each phase. IT security measures 
describe exactly how interaction with the customer is to take place. 

5. Contract design. ESARIS implements its own set of IT security standards. The 
IT security measures it contains are sufficiently specific for contractual regula-
tions, yet at the same time implementation-independent and highly modular, 
with the result that technical enhancements are possible without the need for 
contract modifications. They are also used with the same text as specifications 
for safeguarding the ICT services. 

6. Standardization. Practically all security documentation is drawn up in the 
form of security standards, made available centrally and recommended for im-
plementation or defined as being mandatory. Any contradictions or duplications 
are eliminated beforehand. ESARIS excludes from this standardization only 
information that is verifiably organization-based or contract-related. The docu-
mentation formats are consistently modular; the classification and organization 
schemes are sufficiently generic. 

7. ITIL integration/enabling. ESARIS does not order the IT security measures 
based on security topics, but based on purely technical factors in IT and along 
core production processes (ITIL). As a result, the IT security measures relevant 
in each case can be found by everyone and it is ensured (“secure by definition”) 
that their implementation is part of the company’s core or day-to-day business. 

8. Efficiency. ESARIS assigns the IT security measures to all technology areas 
and production processes in a clear manner and integrates them there inherently 
as a property. As the IT security measures have a modular structure, they can 
easily be reused. Release procedures with regard to standardization verify that 
gains in efficiency and quality can be achieved. 

9. Hierarchy. ESARIS defines a hierarchy of security standards, in which the IT 
security measures are progressively refined, increasing the degree of detail and 
information quantity accordingly. Security standards with higher degrees of 
detail refer to specifications at the next level up, which is more general. Various 
forms of dependencies are explicitly documented and recognizable. 
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Solutions (compare to challenges in Table 1 on page 5) 

10. Division of labor. ESARIS takes account of and supports typical models of 
the division of labor by assigning the IT security measures to technology areas 
and production processes. A selection procedure allows the measures to be 
compiled based on the ICT service or product being provided. ESARIS imple-
ments its own set of IT security standards structured in such a way that it can be 
used for contractual agreements and as a specification for the producer. The 
procedures can be used for internal and external supply chains. 

11. Knowledge management. ESARIS is primarily a classification and organiza-
tion scheme. This includes the documentation that is indispensable for a large-
scale IT production. Document IDs are chosen in such a way that the subject and 
purpose of a document are clear. This also helps users to locate information 
quickly. A maintenance system ensures that the document is always up-to-date, 
consistent, well-structured and of a high quality. 

12. ISMS integration. ESARIS is a powerful tool for security management in a 
large-scale IT production. Procedures are therefore defined in particular in order 
to monitor adherence to standards, manage evidence of compliance and ensure 
that possible deviations are eliminated. 

 

An Enterprise Security Architecture (ESA) is a systematic approach to protect an 
enterprise or, if it focuses on information security, the information and ICT being 
used. It can be built and maintained by any enterprise (user organization) that 
processes information. This book, however, concentrates on ICT service provision-
ing. It describes an architecture and its components specifically designed for ICT 
Service Providers and large IT departments as well.13 The architecture has the clear 
goal, purpose and focus of delivering ICT services to user organizations (or busi-
ness units) with an adequate and verifiable level of security. In order to highlight 
the difference from other models, the approach is called Enterprise Security Architec-
ture for Reliable ICT Services (ESARIS). It comprises various concepts, models and 
undertakings that are presented and described in this book. 

ESARIS is also helpful for user organizations since it assists in assessing security 
and in choosing ICT services with the appropriate risk profile. ESARIS is designed 
to provide transparency mainly for user organizations. It comprises concepts for 
providing proof that the user’s security requirements are met. User organizations 
acquire an instrument for working with suppliers. The ICT Service Provider ac-
quires a tool that allows the active management of information security and that 
reduces costs while improving quality. In this way, the architecture addresses all of 

                                                           
13 In the following, the term ICT Service Provider is exclusively used. This shall also cover 

large IT departments (of user organizations) serving different business units (their cus-
tomers). 
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the above objectives expressed in form of twelve challenges and solutions. Note: 
All concepts and models are real-world ones. The concepts, models and underly-
ing security measures have been developed by a large ICT Service Provider deliv-
ering telecommunication and information technology services around the globe. 
The provider has carried out a large Transformation program to implement 
ESARIS and its security standards in its large IT production. This program and the 
experiences gained from the roll-out and use of ESARIS are also a subject of this 
book. 

 



 

2 Environment 

Introduction and summary: The Enterprise Security Architecture for Reliable ICT 
Services (ESARIS) does not organize all security-related activities in a corpora-
tion. For example, all larger corporations including ICT Service Providers re-
quire an Information Security Management System (ISMS) for steering the secu-
rity management by defining the organizational structure and procedures used. 
Such systems form the so-called Frameworks for ESARIS in which ESARIS is em-
bedded (Sect. 2.1). ESARIS concerns only the security of ICT services and not of 
the corporation as a whole. The two perspectives corporate and ICT service se-
curity are discussed in Sect. 2.2 and a general governance model is given further 
clarifying interdependences with respect of using ESARIS. 

Fig. 8 summarizes what ESARIS is about. Note that ESARIS is neither a sole con-
ceptual tool nor a means for planning only. It is a realization of a tool box which 
provides a classification, organization and standardization schema which will be 
used by every employee in the company (when it comes to security). It provides a 
collection of practical security standards designed to meet the needs of a large-
scale IT production. It does not only tells what to do, but provides detailed guid-
ance how to do it. The concepts, methods and measures are tried and proven and 
actually applied in practice. 

 
Fig. 8: Characteristics of ESARIS 
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2.1 Frameworks for ESARIS 
Introduction and summary: The ESARIS approach – the subject matter of this 
book – does not cover all the activities within an enterprise that relate to infor-
mation security and IT risks. Firstly, a security management organization and 
processes for it on a corporate level are required. This Information Security 
Management System (ISMS) build or maintain the so-called Enablement Frame-
work for ESARIS. Secondly, one must manage the relations to standards, industry 
and other best practices. The collection and classification of security measures or 
controls is the subject of the so-called Endorsement Framework for ESARIS. This 
framework also maintains a mapping between all existing security measures 
from the different sources as required for the Internal Control Framework of the 
ICT Service Provider and its customers. 

An environment and conditions need to be defined in which the Enterprise Security 
Architecture for Reliable ICT Services (ESARIS) is used. The security-related “set of 
environmental conditions” is referred to below as the “Framework for ESARIS”. 
Other conditions exist, but only those relating to information security are consid-
ered in the following. 

The Framework for ESARIS consists of two parts (refer to Fig. 9). The Enforcement 
Framework for ESARIS provides the capabilities whereas the Endorsement Framework 
for ESARIS provides input for ESARIS and manages relations to different sources: 

 The Enforcement Framework for ESARIS can be considered the Information Securi-
ty Management System (ISMS) of the ICT Service Provider since it provides the 
organization, the processes and other resources and is built to establish, im-
plement, operate, monitor, review, maintain and improve information security. 
An ISMS which is largely defined in ISO/IEC 27001 14 is used by many large 
organizations and implemented on a corporate level. 

 The Endorsement Framework for ESARIS builds the part that manages relations 
of ESARIS to norms, industry standards and best practices as well as legisla-
tion and regulation. This framework looks in detail at security implementation 
standards, namely ISO/IEC 27002 15 or PCI-DSS 16. It also comprises a mapping 
between the security measures defined in ESARIS and the security controls 
stipulated in the environment. 

                                                           
14 ISO/IEC 27001 – Information technology – Security techniques – Information security 

management systems – Requirements, 2013 [5] 
15 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
16 PCI Standards Council: PCI DSS (PCI Data Security Standard); Version 3.2 as of 2016 [13] 
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Fig. 9: Role and content of the Framework for ESARIS 

The Endorsement Framework for ESARIS comprises participating in standardization 
boards (such as ISO), industry associations (such as the Information Security Fo-
rum, ISF, and the Cloud Security Alliance, CSA). It also deals with the analysis of 
legislation and regulation. As a result, it delivers material for the development of 
ESARIS and its security standards. 

ESARIS is built to fulfill corporate and customer security requirements using pre-
defined controls. It may be, however, that some specific customer requirements 
cannot be met by controls which are foreseen and selected beforehand. Those re-
quirements are called “non-framework requirements” (right in Fig. 9). In such cas-
es, a business impact analysis is performed in order to decide the following: 

 the existing security will be advanced so that the “non-framework require-
ments” will no longer be “non-framework” ones, 

 the customer’s request will be rejected, 

 a customer specific service will be built. 

The modification of the ESARIS security standards will result in an improvement 
which can be used for subsequent businesses with other customers (case 1). The 
alternatives are a “no-go decision” (case 2) and a full-custom solution (case 3). Note 
that a custom solution may or may not balance between security level and costs. 
However, such a decision can affect the provider’s business as a whole. Hence, an 
impact analysis is necessary and the decision is taken on a rather corporate or 
board level (refer to Fig. 9). 

Though custom solutions are out of the scope of ESARIS, they should be built, as 
far as possible, using elements taken from the industrialized ESARIS services. A 
“no-go decision” is not the preferred choice for the customer or the provider. Often 
there are other ways to solve the problem if special customer requirements cannot 
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be met by an ESARIS control in the first place. The following example may demon-
strate this: The customer requests access to firewall management systems to control 
specific activities. This request must be rejected due to the ICT Service Provider’s 
policy restrictions. But a customized firewall report can be created for the customer 
as an alternative and compensating response, so that the user organization is able 
to get the necessary information about firewall activities. In this case it may turn 
out that this alternative solution is already covered by ESARIS so that no custom 
solution has to be built and maintained. 

Enforcement Framework for ESARIS 
The Enforcement Framework for ESARIS is defined, controlled and maintained by the 
Security Management of the ICT Service Provider on a corporate level. As already 
mentioned, ISO/IEC 27001 17 is often used as a basis. This standard defines the 
same requirements for security management in enterprises of all types and sizes. 

The development of the ISMS and its activities can be planned along the “Plan-Do-
Check-Act” cycle (PDCA) though such an approach is not described in the stand-
ard. Furthermore, this framework ensures that activities are supported through the 
central provisioning of processes, tools and methods. It provides a foundation for 
the achievement of an appropriate security level of the enterprise and defines and 
standardizes activities throughout all departments and units of the enterprise. An 
example for grouping the activities is shown in Fig. 10. 

 
Fig. 10: Activities within the Enforcement Framework for ESARIS 

Although most activities are intended to enable the ICT Service Provider to meet 
security requirements, some activities can also be considered a control. For in-

                                                           
17 ISO/IEC 27001 – Information technology – Security techniques – Information security 

management systems – Requirements, 2013 [5] 
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stance, “developing security awareness (D4)” can enable persons (make them ca-
pable) or cause them to act (being a measure). 

Endorsement Framework for ESARIS 
The framework comprises 

 consideration of norms, industry standards and best practices as well as legis-
lation and regulation, and 

 mappings between the security measures defined in ESARIS and the security 
controls stipulated in the environment. 

The main sources for best practices are security implementation standards from the 
ISO (e.g. ISO/IEC 27002 18), the ISF (e.g. the SOGP19), ENISA (e.g. about cloud com-
puting20), the Federal Office for Information Security (BSI, Germany, e.g. IT-
Grundschutz21), the Cloud Security Alliance (e.g. security guidance22), the NIST 
(e.g. the handbook for managers23) and the PCI Security Standards Council.24 In 
addition, organizations must adhere to legislation and consider regulation. Moreo-
ver, an ICT Service Provider regularly learns from its customers. All these sources 
are collected and classified as shown in the upper half of Fig. 11. The sources (rep-
resented by the braces in the figure) define single security measures (represented 
by the grey bricks below them). These measures may exist also in other sources 
whereas specific security measures may be unique to one source.  

A main function of the Endorsement Framework for ESARIS is to maintain a mapping 
between all security measures just mentioned (upper half in Fig. 11) with the secu-
rity measures laid down in ESARIS security standards (lower half in Fig. 11). Such 
mappings are required for the Internal Control Framework of the ICT Service Pro-
vider. The ICT Service Provider can also use the mappings when providing evi-
dence to the customers that their security requirements are met. 

                                                           
18 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
19 Information Security Forum (ISF): The Standard of Good Practice for Information Securi-

ty 2016 [25] 
20 European Network and Information Security Agency (ENISA): Cloud Computing In-

formation Assurance Framework; November 2009 [22] 
21 Federal Office for Information Security (BSI): IT-Grundschutz-catalogues; Version 13, 

2013 [24] 
22 Cloud Security Alliance (CSA): Security Guidance; Version 3.0, Nov. 2011 [31] 
23 Pauline Bowen, Joan Hash and Mark Wilson: Information Security Handbook: A Guide 

for Managers, Recommendations of the National Institute of Standards and Technology; 
NIST Special Publication 800-100, October 2006 (updated 2007) [15] 

24 PCI Standards Council: PCI DSS (PCI Data Security Standard); Version 3.2 as of 2016 [13] 
(PCI: Payment Card Industry) 
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Fig. 11: Endorsement Framework as the mediator from requirements to controls 

2.2 Perspectives: corporate versus product security 
Introduction and summary: Information security is a discipline that affects 
many other realms. At a large ICT Service Provider, almost all departments, 
business processes and the technologies and tools used could have an impact on 
the achieved level of security and are affected by requirements that relate to in-
formation security. Hence, there are several departments and roles that are re-
sponsible for reducing risks that arise through the use of ICT. This section looks 
at two perspectives and distinguishes between the corporate and product per-
spective, resulting in a Corporate and a Product Security Management. This dis-
tinction is necessary since ESARIS focuses on the ICT service or product security 
only whereas the risk management of the ICT Service Provider must consider 
product security as one but important element of corporate security. 

Leading ICT Service Providers are far too large and complex for strategy and goals 
to be easy and obvious. They have different departments and the division of labor 
is very distinct. This makes an organization very powerful, but requires the coor-
dination of different interests. In terms of security, there are two possible perspec-
tives: 

 Corporate Security Management 
 which is responsible for the overall security of the enterprise 
 including information security for which an Information Security Man-

agement System (ISMS) is operated, 
 Product Security Management 

 which is responsible for ensuring that the enterprise’s products (and ser-
vices) are secure and meet the customers’ requirements 
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 using rules and methods from Corporate Security Management as well as 
those specifically defined for securing products/services. 

The situation is shown in Fig. 12. 

 
Fig. 12: Two interwoven security perspectives 

Corporate Security Management must ensure reliable and efficient leadership and 
control through the implementation and maintenance of a system for control and 
regulation as well as corporate organization and processes (Governance). Corpo-
rate Security Management must also ensure the systematic identification and as-
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control of counteracting measures (risk management). Furthermore, Corporate 
Security Management must ensure adherence to legal and other requirements as 
well as internal policies and contractual duties (compliance). This task includes the 
identification, definition and update of regulations as well as their enforcement 
and control. 

Thus, Corporate Security Management is primarily addressing the protection of 
the enterprise as a whole. Of course, unsecure products or services that are deliv-
ered to customers may also put the enterprise at risk and such products or services 
may lead to noncompliance. Refer to Fig. 12. 
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main purpose and mission of an enterprise. Hence, the enterprise must also care 
for secure delivery and for the security of products and services. The correspond-
ing requirements are considered as those of the customers since they are driven by 
the business objectives and the market. 

Thus, Product Security Management primarily focuses on making products (and 
services) secure in order to meet market requirements. Of course, weaknesses in 
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the tools and other methods that are used, may not allow delivery of secure prod-
ucts (and services). Hence, Product Security Management is also interested in the 
security of the enterprise as a whole. Refer again to Fig. 12. 

The necessity and existence of the two perspectives as well as their interwoven 
way of working is called ESARIS Duplex Security Management Concept. Note that 
the two perspectives are not distinct from each other. They do overlap. 

Fig. 13 shows this situation once again. The left-hand side shows the GRC (“Gov-
ernance, Risk and Compliance”) approach and interests. The business with Prod-
uct Security Management adheres to the corresponding requirements but must 
meet the requirements of customers while taking technological and business con-
straints into account. The right-hand side shows the genuine tasks of the business 
including the sales, service and production departments, which are responsible to 
secure product and service delivery. Corporate Security Management generally 
overrules Product Security Management. Examples are compliance issues (e.g. 
legislation and regulation). In other cases, conditions and constraints shown in the 
figure may count: Corporate security requirements may only overrule others if this 
is possible from a business point of view (e.g. strategy, investment, operating costs, 
margins). 

This principle is called the ESARIS Governance Model. The ICT Service Provider’s 
Security Management organization must consider these facts. 

 
Fig. 13: ESARIS Governance Model 

The majority of security measures maintained by an ICT Service Provider are de-
fined, enforced, controlled, improved and maintained for Product Security. Prod-
uct or service security management is the main focus of ESARIS. 
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3 Main building blocks and general set-up 

Introduction and summary: ESARIS spans three dimensions: work areas, roles 
and collaboration, as well as security standards. Each is described in detail in the 
following chapter. Sect. 3.2 explains the three work areas and thereby shows that 
the architecture considers planning phases up until a customer contract is im-
plemented, operating phases where the ICT service is delivered to the customer, 
as well as all types of preparations and integration of security measures into 
technology and related processes. Sect. 3.3 introduces the ESARIS Collaboration 
Model and describes the roles and responsibilities in all three work areas and 
their interaction. Sect. 3.4 brings in the security issues by defining a Hierarchy of 
Security Standards and its content. This hierarchy again reflects the two perspec-
tives of security management (corporate and product), where the product secu-
rity perspective is the one that is elaborated and specified in precise detail with-
in ESARIS. Sect. 3.5 describes a concept that is fundamental for ESARIS and its 
use and may ultimately be the reason why this book actually exists: It is essen-
tial that the same documentation is used for implementation (provider’s side) 
and for demonstration of assurance and achievement of requirements (custom-
ers’ side). 

3.1 ESARIS Dimensions 
Introduction and summary: ESARIS is an architecture providing for classifica-
tion and organization. This section splits the subject into three dimensions: work 
areas, roles and collaboration, as well as security standards. The work areas are 
an important element and outlined at the end of this section. 

The Enterprise Security Architecture for Reliable ICT Services (ESARIS) is developed as 
the sole reference used to ensure that ICT services meet security-related require-
ments. It comprises the technological, organizational and procedural means re-
quired to secure ICT services and to provide dedicated security services as well. 

ESARIS spans three dimensions and thereby answers three questions: 

 What? ESARIS comprises all components that are needed to deliver secure ICT 
services (and dedicated security services to customers as well). 

 Who? ESARIS comprises definitions of roles and responsibilities as well as of 
processes and practices that these roles are using. 

 How? ESARIS comprises a collection of specific security standards showing 
how security is “achieved” and allow for “assessing” the level being achieved. 

The ESARIS Dimensions are shown in Fig. 14. 
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Fig. 14: Dimensions of ESARIS 

The above figure shows also that there are three work areas which are covered by 
ESARIS: 

 The area Service Design and Implementation forms the basis for delivering ICT 
services in a secure way. It comprises all ICT elements that are prepared and 
available to deliver ICT services in a secure way. 

 The preparation of new business and major changes is carried out as part of 
the ESARIS project business conducted for a specific customer. In these pro-
jects, the ICT elements are selected and reused which are basically developed 
in Service Design and Implementation. 

 Operations refer to the daily business whereby security is maintained while 
ICT services are delivered to user organizations. 

It is very important to note that all dimensions fill the same area. In particular, the 
second and the third dimension are behind all three work areas (first dimension). 
Thus, security standards (third dimension) are defined for and integrated into all 
three work areas. Roles and responsibilities (second dimension) are defined for all 
three work areas and cover their interaction and collaboration. 

The three ESARIS Work Areas are described in more detail in the following Sect. 3.2. 
Thereafter in Sect. 3.3, an in-depth look at roles and responsibilities is provided by 
describing the ESARIS Collaboration Model. Finally, Sect. 3.3 introduces the ESARIS 
security standards and concepts of their overall organization, namely the Hierarchy 
of Security Standards and a few of the implications thereof. 
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3.2 ESARIS Work Areas 
Introduction and summary: Security must be planned, built and maintained. 
Security must be considered right from the beginning, be subsequently integrat-
ed and be continuously reinforced and adapted. ESARIS takes this into account 
by considering the three work areas of plan-build to obtain and implement a 
customer contract, run or operations to provide the ICT service in a secure way, 
as well as all types of preparations in terms of integrating security into technol-
ogy and related processes following an industrialized approach. The three work 
areas are different since, for instance, there is project business and continuing 
business as well. The project business is split into internal business and business 
for specific customers. The interaction and mutual support of these work areas 
will become clearer when considering the roles and responsibilities in Sect. 3.3. 

 
Fig. 15: ESARIS Work Areas 

Service Design and Implementation 
The ESARIS approach covers different activities or work areas of the ICT Service 
Provider. The first work area is called Service Design and Implementation (see 
Fig. 15). It comprises all technology and practices made for service delivery. This 
work area includes all preparation activities, maintenance and the like conducted 
independently from any specific customer request or project. As a result, there is a 
direct link between this work area or core component and the service offering port-
folio of the ICT Service Provider and its Service Delivery Elements (SDE). The ac-
tivities covered here relate to the initial set-up, i.e. the creation and any extension 
as well as maintenance activities, mostly for improvements. This work area has 
internal projects with a distinct starting point and a completion time defined in 
advance, i.e. before starting the project. The work area also comprises activities for 
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major changes to the ICT platforms as long as they are not confined to one or more 
specific customers but are considered as a general development of future offerings. 

In contrast, the two other work areas do have a concrete relation to one or more 
specific customers. They are performed in the context of specific customer con-
tracts or the preparation thereof. There is a distinction between these two work 
areas since there is project business for new business and major changes as well as 
continuing business in operations (refer to Fig. 15). 

New Business and Major Changes 
The second work area includes design and set-up in the Manage the Deal, Transi-
tion and Transformation phases. These activities are performed as projects (with a 
clear timeline and estimated end point). Refer to Fig. 15. Projects are started for big 
deals and other new business in order to set up or prepare technology for opera-
tions, i.e. delivery of services to customers. A project might also be advantageous if 
major changes are to be made in technology and practices used for this service 
delivery. 

The provisioning of ICT services for larger user organizations is usually not a 
“click and use” decision or a “pay and use” process with fixed general terms and 
conditions. For the ICT Service Provider, this process begins early with market 
analysis and account planning and covers the management of business opportuni-
ties through their phases. These early phases are not considered in ESARIS. How-
ever, as soon as the ICT Service Provider starts to promise anything to customers 
ESARIS comes into play. When a concrete proposal is made and sent to a customer, 
security aspects are relevant for decisions since the customer’s (security) require-
ments must be analyzed and assessed. Thus, ESARIS is involved in the sales pro-
cess no later than in the so-called Manage the Deal phase. After this, preparations 
are to be made to provide the ICT service to the customer. This may involve ICT 
components being taken over by the ICT Service Provider or data of the user or-
ganization is being transferred to the ICT Service Provider. This phase is called 
Transition. In larger deals, changes are often made early on in order to make im-
provements. This transfers the existing ICT (which was located at the user organi-
zation’s site or at the site of the former ICT Service Provider) from the so-called 
Current Mode of Operation (CMO) to an improved one called CMO+. The details 
are not that important and may differ between ICT Service Providers. 

Then the phase of normal Operations starts, which is part of the third work area. If 
the ICT Service Provider took over ICT systems, further improvements and opti-
mizations may be necessary and therefore contractually agreed. Such changes are 
the subject of the so-called Transformation phase which takes the ICT from the 
CMO+ to the so-called Future Mode of Operation (FMO). The changes are per-
formed as part of a project with a clear starting point and an estimated end point. 
Hence they belong to the New Business and Major Changes work area. The reality 
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is slightly more complicated, something which will become apparent when consid-
ering the roles and collaboration model. 

Operations 
Most importantly, the third work area is Operations, where services are delivered to 
customers according to the contract. All three areas are different in nature and 
require a specific organizational structure and processes in which different people 
do different things in different business roles and responsibilities. This will be de-
scribed in more detail in Sect. 3.3 below. Operations (nature: daily business) is con-
trolled by the Service Delivery Management of the ICT Service Provider. Industri-
alized as well as customer-specific ICT services are produced. This includes moni-
toring, analytics and reporting to customers, i.e. providing evidence that security 
requirements are met and that the agreed service levels are complied with. 

3.3 ESARIS Collaboration Model 
Introduction and summary: Having identified the work areas, people with roles 
and responsibilities are needed to perform the activities in those areas. Hence, 
roles are defined and responsibilities are assigned in order to organize the de-
velopment, integration, provisioning and maintenance of security measures. A 
collaboration model describes how these roles interact and cooperate in order to 
ensure security throughout the whole process from the Manage the Deal phase 
to Operations while considering all preparatory work in Service Design and Im-
plementation. The main roles are the Security Manager, who takes responsibility 
for New Business and Major Changes, and the Customer Security Manager, who is 
responsible for security during Operations. The Security Management has a 
governance role and mediates between different interests. 

Large ICT Service Providers have organized their business along the plan – build – 
run cycle, specifically using the core areas described in ITIL. Fig. 16 shows the 
principle adapted to IT outsourcing since ITIL does not consider the interfaces to 
the user organization (customer) as already described in Sect. 1.2.2. A typical se-
quence of actions is as follows. The ITIL core area Service Strategy and Service 
Design (1) comprises the development of ICT platforms and components. The ICT 
platforms and components are realized and the processes are implemented in the 
next ITIL core area Service Implementation (2). Both ITIL core areas are part of the 
ESARIS Work Area Service Design and Implementation. The work is performed in 
form of customer-independent projects. The next activities belong to the ESARIS 
Work Area New Business and Major Changes. Sales activities and the management 
of new customer deals (3) are obviously performed in form of customer-related 
projects. Note that such activities are not covered by ITIL. After contract closure, 
the ICT services need to be prepared for delivery. This usually comprise taking 
over data from the customer but may additionally mean to take over the custom-
er’s ICT. Then, it can be necessary to apply modifications to this ICT from the cus-
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tomer. These extensions for customers relate to the ITIL core area Service Imple-
mentation (4) which is referred to again (see Fig. 16). These activities are the subject 
of the IT outsourcing phases Transition and Transformation. After this, project 
business is transferred to day-to-day business (ESARIS Work Area Operations). This 
continuous business is covered by the ITIL core area Service Operations (5). The 
ITIL core area Continual Service Improvement (6) is also assigned to this work 
area. 

 
Fig. 16: Major roles in ESARIS 

This sequence of actions and the organization into work areas seem complicated 
for many employees. Therefore, the personas Adrian, Betty and Chris are intro-
duced representing the three ESARIS Work Areas and the ITIL core areas behind 
them. 

This process is used to describe the roles and responsibilities with respect to 
ESARIS. The collaboration model is developed especially for big customer deals. 
But it is also used for other business as appropriate. 

Roles for New Business and Major Changes 
This work area is controlled by the sales and deal management. Refer to Fig. 17. 
There are two major security roles which are important in the ESARIS project busi-
ness (New Business and Major Changes). The Security Manager ensures that securi-
ty requirements are appropriately considered from the Manage the Deal phase 
through contract implementation and Transition to the Transformation phase. The 
role Security Manager also supports during the solution design (in the deal phase) 
and implementation (build or Transition and Transformation) phases. The people 
acting as Security Managers may centrally be organized in a security experts de-
partment and must have close relations with the IT production departments. 
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Fig. 17: Interaction of roles and key responsibilities 

The Security Manager shall reuse the standardized ICT platforms, services and pro-
cesses as defined in Service Design and Implementation. Deviations from the cor-
porate standards should be avoided and re-engineering should be reduced to the 
absolute minimum required. 

The Security Management is the ICT Service Provider’s authority mandated to en-
sure that security requirements are taken into account. This unit ensures that a 
common level of security is guaranteed throughout all customer projects. This 
includes the development of work instructions and the verification of their applica-
tion. Though the sales and deal management is given the overall responsibility, the 
Security Management shall additionally ensure that security aspects are appropriate-
ly being considered and not overruled by short-term considerations such as im-
plementation costs. Note that the Security Management may not be directly involved 
in every deal with customers. The role is to steer security in this ESARIS Work Area 
and verify if the security-related requirements of the corporation are fulfilled in 
customer projects. 

In the Transformation phase, ICT services are already being operated. The Security 
Manager, Solution Designers and other technical personnel conduct projects which 
are organized in a similar way as in the Manage the Deal or Transition phase. They 
are not responsible for managing the service delivery. Refer to Fig. 17. 

Roles for Operations 
The genuine Operations phase is controlled by the Service Delivery Management. 
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rated differently, and the security requirements may change due to changes in the 
business or its environment. 

Managing a customer relationship basically focuses on steering and monitoring the 
contracted service delivery and on the intricate interaction between the provider 
and the customer. The Service Delivery Manager (SDM, refer to Fig. 17) is the cen-
tral point of contact for all operative service-related issues and requirements. He is 
responsible for contract fulfillment and has the overall responsibility for managing 
the service in the required quality, within budget and on time. The Service Deliv-
ery Manager regularly communicates with the customer. Security issues during 
Operations are also considered and dealt with by the Service Delivery Manage-
ment. 

The Customer Security Manager supports the Service Delivery Management in the 
field of security. This role is in charge of security-related aspects regarding the 
customer. Operations Managers (OPM) and other technical personnel including 
administrators are responsible for the realization. Refer to Fig. 17. The Customer 
Security Manager is a role which is staffed in accordance with the complexity of the 
services being delivered. He is the main point of contact for customers regarding 
specific security issues during Operations. There is no need for customers to con-
tact service operations personnel directly. 

The Customer Security Manager is consulted when new business is set up and major 
changes are made, and during the migration of ICT elements and data from the 
user organization to the ICT Service Provider. The Customer Security Manager 
should already be involved during Transformation and provide support in case of 
major extensions to existing services. 

Roles for Service Design and Implementation 
This work area is controlled by the Portfolio and Offering Management process. 
The Enterprise Security Architecture for Reliable ICT Services (ESARIS) is used and 
considered in the design of the offering portfolio. A very general Offering Man-
agement process is shown in Fig. 18. There are different stakeholders in this busi-
ness. The process begins with managing demands. The most important role is the 
Offering Manager (refer also to Fig. 17). This role is responsible for the develop-
ment and timely availability of the ICT service, including all characteristics usually 
defined in a service specification or in Service Level Agreements (SLA). The Reali-
zation Management is responsible for the implementation. In general, security 
aspects or security characteristics of the ICT service are the features which are to be 
managed by the Offering Manager. It is one of the main goals of ESARIS to support 
this. Security experts should be consulted to support the appropriate consideration 
of security features and the adherence to ESARIS security standards. 

Some security characteristics of an ICT service may be achieved by combining a 
basic ICT service with an ICT security service that is also offered by the ICT Service 
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Provider as a dedicated security service. These dedicated security services are part 
of the offering portfolio. 

 
Fig. 18: Offering Management is relevant for Service Design and Implementation 

Synopsis 
The division of labor and the responsibilities are made clearer in Fig. 17 which 
summarizes the ESARIS Collaboration Model. 

The development of the ICT services is steered by the Portfolio and Offering Man-
agement. The realization and actual integration of ICT platforms is carried out by 
the engineering. Engineering combines the service definitions (provided by the 
Offering Managers) and the standardized practices of operations. Security experts 
support the design of ICT services and the correct integration of the ESARIS securi-
ty standards. 

Sales and deal management are responsible for establishing new business with 
customers. The Security Manager is heading the management of security aspects in 
the Plan – Build phases, whereas the Customer Security Manager does this in the 
Run business (Operations) both in Current Mode of Operation (CMO) and in Fu-
ture Mode of Operation (FMO). Both roles respond to customer requirements. The 
Security Management also brings in overarching and corporate requirements and 
is in charge of governance and control. 

At any time, either the Security Manager or the Customer Security Manager is respon-
sible for security performance where the Security Manager transfers this responsi-
bility to the Customer Security Manager when the business is taken over by the lat-
ter. Refer to Fig. 17. 

The Operations Manager is responsible for delivering the ICT services according to 
the agreed service levels. The Service Delivery Management is the responsible inter-
face to the user organization (customer). The Customer Security Manager supports 
the Service Delivery Management with respect to security. This role should already 
be involved in the Transition phase. This ensures that the security process re-
quirements are considered, prepared and established so that the project results can 
be seamlessly transferred to service operation. 

The exact details must be defined in the process and operating manuals of the ICT 
Service Provider. In large-scale, industrialized ICT service production in particular, 
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it is important that all roles, responsibilities and collaboration models are clearly 
defined. Otherwise, it is difficult for the ICT Service Provider to provide any ICT 
service efficiently and secure. 

3.4 Hierarchy of Security Standards 
Introduction and summary: Information security is a question of needs. It can-
not be taken for granted. The top-level management has to provide directives 
and set policies and rules. System administrators, on the other hand, need ex-
tremely specific and detailed instructions on how to secure ICT elements and 
systems. Hence, security requirements and measures do exist on very different 
levels of abstraction. Thus, they must be arranged in a hierarchy in order to 
achieve a consistent whole, to foster mutual support of individual measures and 
to avoid inconsistencies in requirements and interference to actions. A Hierarchy 
of Security Standards is presented as an example. Its structure is essential and will 
be used for later concepts of ESARIS. 

3.4.1 Overview 
Security requirements and measures vary and may come in the form of a policy, 
objective, requirement or measure. Sometimes it is not easy to distinguish between 
demands (something that requires a response) and measures (something that pro-
vides the response). A policy, for example, can be a demand if it causes people to 
do something. It can also be a measure if it can be assumed that people can and 
will adhere to the procedure expressed with the policy. This problem will be put to 
one side for the time-being. Instead, all the commitment or regulation which finally 
results in information security can be summed up as “standards”.25 

Larger enterprises including ICT Service Providers maintain a Hierarchy of Security 
Standards which must be used in the company. An example is shown in Fig. 19. The 
levels of abstraction in this hierarchy are numbered from Level 1 down to Level 5 
to provide better orientation. In the following, this model is used as the basis to-
gether with its numbering, though the reality may differ in companies. 

The two perspectives, corporate and product security, which are typical for an ICT 
Service Provider are described in Sect. 2.2. They should be taken into account when 
considering the Hierarchy of Security Standards. Standards on a corporate level are 
valid for the whole organization. They are located in Level 1 and Level 2 as Corpo-
rate Security Policy (Level 1) and Corporate Security Rules (Level 2). The other 
perspective is product security. The Enterprise Security Architecture for Reliable ICT 

                                                           
25  Strictly speaking, those in the Enablement Framework for ESARIS are not incorporated 

here. The Endorsement Framework for ESARIS only provides material on the one hand 
and means to integrate this material into the Hierarchy of Security Standards on the oth-
er. Regarding these Frameworks refer to Section 2.1. 
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Services (ESARIS) is built to secure the ICT services being delivered by an ICT Ser-
vice Provider. Hence, the next levels exclusively refer to the ICT services. The 
names that are used are ICT Security Principles (Level 3), ICT Security Standards 
(Level 4) and ICT Security Baselines (Level 5). 

 
Fig. 19: Hierarchy of Security Standards 

The different levels of abstraction or detail can be understood by means of Table 4. 

Table 4: Why three levels are needed to specify ICT security 
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are the appropriate tools for communicating, negotiating and agreeing security 
issues between a user organization and an ICT Service Provider. 

3.4.2 Level 1: Corporate Security Policy 
A corporate security policy is the top-level and most general “security standard”. It 
explicitly shows the commitment of the board of management to its responsibilities 
for the company’s security and applies to the whole enterprise. It sets binding re-
quirements to ensure a sufficiently high level of security within the enterprise. The 
policy is directed at all employees and persons working in a functionally equiva-
lent position, such as trainees, temporary workers, or consultants, for whom it 
serves as a constitution of security and data protection culture as well as providing 
guidance for security-conscious and data protection-conscious conduct. It also 
provides general information to customers and shareholders. For them it is a testi-
mony to the enterprise’s commitment to security and transparency. 

A typical approach to or the content of a corporate security policy may be as fol-
lows. It states that the employees are committed to a value-oriented security and 
data protection culture. The policy may explain that security is on the one hand an 
obligation to meet statutory and regulatory requirements, but on the other hand 
also a promise of quality and a testimony to a customer-oriented approach. The 
policy refers to general rules of conduct, culture and behavior and points out the 
responsibility for safety, protection of assets including intellectual property, for 
competitiveness and value creation. 

3.4.3 Level 2: Corporate Security Rules 
The next level, the corporate security rules, supplements the corporate security 
policy and defines specific requirements for different areas. It outlines protection 
goals, principles of security management, the regulation hierarchy, the responsibil-
ities, the risk-oriented approach in business, and provides guidance for security 
awareness and training as well as measures and reports. The rules are directed at 
all employees and persons working for the enterprise. 

The areas covered can be organized differently. An example for organization and 
content is shown below. 

 Security organization: This part outlines the principal organization of security 
management including major departments, roles and responsibilities. 

 Information security and data protection: The corporate security rules define 
standards for the whole enterprise to ensure an adequate level of information 
protection and privacy. 

 Office security: The document provides standardized security requirements for 
adequate protection of workplace computers and other systems that are used 
by the employees in their work. 
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 Operating continuity and safety: This realm includes all measures that are 
taken to ensure continued operation, availability and efficiency of production 
systems as well as those used for supporting the enterprise’s business process-
es. 

 Physical security: This section of the corporate security rules provides security 
requirements for building security, site rules, storage of documents and goods, 
and transportation security. 

 Human resources security: These requirements are designed to ensure that 
before, during, and upon termination of an employment or business contract, 
all measures required to achieve an appropriate level of security are taken 
without compromising the individual right to privacy of the parties concerned. 

 Emergency handling: This part comprises all the measures required to protect 
people from any injury and from risk to life and limb due to fire, flood, attacks 
or other disaster. The measures comprise those which are intended to avert 
such an attack or disaster and others which mitigate their impact. 

 Control and investigations: This section provides security requirements for 
methods that control that other measures are effective, for tracking and for an-
alyzing possible violations of policies and for the prosecution and other coun-
teraction. 

Note that all the above areas provide general requirements that are easy to under-
stand for all employees and may typically not exceed 5-10 pages. The scope is still 
the whole company with all its divisions and businesses. 

3.4.4 Level 3: ICT Security Principles 
The ICT security principles are more detailed, and the scope has changed. Both 
Level 1 and Level 2 are orientated towards corporate security; they are directed at 
all employees and persons working for the enterprise. Level 3 and below relate to 
product security, more precisely to the ICT services being delivered to the market. 
ESARIS is built for and maintained by ICT Service Providers. Thus, the scope of 
the ICT security principles is all employees, departments and even suppliers that 
are directly or indirectly involved in the design, production and delivery of ICT 
services for user organizations that are customers of the ICT Service Provider. 

The aim of the ICT security principles is to ensure the authenticity, integrity, avail-
ability and confidentiality of information being processed by ICT services. The ICT 
services are generally very different and encompass a wealth of different solutions. 
All ICT services are secured using security measures realized in technology, pro-
cesses and organization as well as combinations thereof. 

The ICT security principles describe the fundamental structural, technical, and 
organizational measures and procedures which safeguard the aforementioned 
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protection objectives of authenticity, integrity, availability, and confidentiality. The 
documentation of the ICT security principles is released to customers. 

3.4.5 Level 4: ICT Security Standards 
The ICT Security Standards are the most detailed ESARIS standards which are in-
tended to be communicated to customers. Refer to the Hierarchy of Security Stand-
ards (Fig. 19). Individual measures contained therein are split into those for stand-
ard security and those for optional security, depending on whether they are always 
being implemented or can be realized as an option (Sect. 6.2). 

The set of all ICT Security Standards (or the security measures they describe) is qual-
ified to respond to the security-related requirements that originate from both the 
ICT Service Provider and the user organization (customer). 

The ICT Security Standards (Level 4) are described in great detail in Sect. 4.3 and 
Chapter 12. 

3.4.6 Level 5: ICT Security Baselines 
The ICT security baselines are the most detailed standards within the Hierarchy of 
Security Standards. They comprise for instance 
 security concepts, 
 network diagrams, 
 architecture and detailed design documents, 
 bill of materials, 
 installation manuals, 
 configuration lists including hardening guidelines, 
 security testing documentation and reports, 
 operating procedures and manuals, 
 work instructions for e.g. Security Managers and Customer Security Managers, 
 work instructions for conducting design, implementation and maintenance 

activities, 
 checklists e.g. for quality gates and for testing, and 
 other documents. 

These documents support and direct the technical implementation of the Level 4 
security measures for a specific ICT service, system, application or device. Many 
documents are product or at least product family-specific. The content depends on 
the type of standard. Configuration lists usually provide the following infor-
mation: identification, the task, parameters, requirement description, comment, 
primary responsibility and an indication of the source of or reason for the action. 
This level may not be standardized. It contains intellectual property of the ICT 
Service Provider. 
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3.5 ESARIS Concept of Double Direction Standards 
Introduction and summary: ESARIS aims to standardize the security measures 
and to provide information, transparency and evidence to customers that securi-
ty is actually being achieved. In order to ensure unambiguity, Level 4 of the Hi-
erarchy of Security Standards is chosen to provide information to customers and 
simultaneously to provide directives for ICT service delivery and production. 
The ESARIS Concept of Double Direction Standards stipulates that the same text is 
used for both purposes. The security measures of Level 4 therefore address a 
concrete security issue and respond to a question or concern that is of interest 
for customers. The context, purpose and effect become clear from studying the 
security measure. The security measures, moreover, provide directions for im-
plementation, formulated as clearly and specifically as required in order to en-
sure that security objectives are achieved. 

It is common practice for ICT Service Providers to develop their own internal secu-
rity specifications, which are considered intellectual property and are for “internal 
use only”. Essentially, this means that the ICT Service Provider’s design and pro-
cess documentation is kept confidential and not made available to customers. 
There are good reasons for keeping security concepts confidential; they may con-
tain a security analysis with security issues that are not or not thoroughly being 
addressed, or provide information that may reduce the effort required for a suc-
cessful attack. None of these arguments really works with customers who must 
fully trust the ICT Service Provider. The reason is that user organizations do not 
require all the details. Checking all the details would mean doing the provider’s 
job. However, user organizations do require details in order to assess risks to their 
own business. Hence, ICT Service Providers are starting to develop specific docu-
mentation for customers. There is a great danger, however, that this documenta-
tion will differ from reality. There are many reasons for this. First, the customer 
documentation is written to win the deal. Second, the IT production and its prac-
tices will continue to develop. The customer documentation will at some point 
become outdated, and the documentation may not be updated as required. One 
final reason is that customer-specific documentation is designed with a certain 
intention in mind, and in response to the customer’s current concerns. It is not 
manageable to maintain the consistency of the internal comprehensive documenta-
tion and the customer documentation in a long-term relationship where new issues 
are discussed and raised e.g. due to new developments. 

As a consequence, the ESARIS Concept of Double Direction Standards stipulates that 
there is (defined as Level 4 in the hierarchy) one documentation layer that has dual 
use. It is shown in Fig. 20. On the one hand, this documentation of security 
measures is used as directive for the ICT Service Provider. The description is used 
as the basis for the implementation of security measures in technology, processes 
and organization. On the other hand, the same documentation and the identical 
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description are used to provide information to customers to allow the assessment 
and comparison of ICT services and to provide evidence that requirements are 
really met. The content of Level 4 builds the ESARIS Orchestration Layer. 

Fig. 20: ESARIS Concept of Double Direction Standards 

This concept is considered to be fundamental. The realization thereof is a challenge 
in a large organization and it may raise several questions. One question which 
requires an immediate answer is the level of detail that such documentation fea-
tures. The level of detail is determined using criteria in order to avoid any bias. The 
level of detail or abstraction can be chosen in a way that the ESARIS Concept of 
Double Direction Standards is feasible and acceptable both for the user organization 
and for the ICT Service Provider. 

Security measures may feature very different levels of detail and thereby cover 
areas of very different sizes, and provide a different scope or field of application. 
Security measures range from general policies for employees’ behavior through to 
specific settings of particular software. 

Predefined criteria are developed to determine the level of detail of Level 4 (ICT 
Security Standards) or its security measures, respectively. The criteria are provided 
in Table 5. 
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Table 5: Criteria to define the level of abstraction of Level 4 (ESARIS Orchestration Layer) 

Criteria Description 

Criterion 1: 
specific, informative and 
unambiguous 

In Level 4, a security measure will address a concrete 
security issue which is actually being raised. It responds 
to a question or concern that is of interest. The context, 
purpose and effect become clear from studying the secu-
rity measure. 

Criterion 2: 
largely implementation-
independent 

In Level 4, a security measure will be formulated in order 
to provide as much freedom as possible for implementa-
tion. It is largely implementation-independent in order to 
allow industrialized production and continued technical 
progress. Documentation may not need to be changed if, 
e.g. new versions of software or new product compo-
nents emerge. 

Criterion 3: 
comprehensive and  
intelligible 

In Level 4, the documentation of the security measures 
will facilitate the provisioning of evidence of coverage 
and completeness. The ICT Security Standards of ESARIS 
cover all relevant aspects across all technical disciplines 
and throughout the entire life-cycle. The level of detail 
chosen is just high enough to allow provisioning of the 
evidence of coverage and completeness. 

 

The ICT Security Standards and their security measures provide a means of com-
municating with customers and analyzing whether their requirements are met. In 
fact, the ICT Service Provider starts higher in the hierarchy using more general 
information: ICT Service Providers observe the markets and define strategic topics 
and identify developments based on the megatrends that they think will shape the 
future of economy and society. Examples are net-centric sourcing (with cloud 
computing), collaboration (with business and social platforms) and mobility (with 
smart devices and networks). Across all areas, information and communication 
technology (ICT) will play a pivotal part in resolving the challenges faced by both 
businesses and public-sector organizations. Security and governance can be con-
sidered as one central overarching element that enables all other major develop-
ments or megatrends. Security can be considered as the glue that holds together all 
the individual parts. 

ICT Service Providers develop a portfolio of ICT services that respond to customer 
demands including these trends and developments. The service and production is 
organized along with this ICT service offering portfolio and its standard offering 
elements. Security is an integral component of all ICT services. ESARIS provides a 
means of accomplishing compliance with the customer and other security re-
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quirements. This results in the definition of the ICT Security Standards (Level 4) and 
its security measures which provide informative and comprehensive information 
about securing ICT services. 

On the one hand, the ICT Security Standards and their security measures are used as 
the ICT Service Provider’s directives for the implementation and operation of ICT 
services. This is called “Attainment” in Fig. 20 and will be described in great detail 
in Chapter 7. They are refined by a large number of documents on Level 5. 

On the other hand, the ICT Security Standards and their security measures are used 
as the appropriate tool for communicating, negotiating and agreeing security is-
sues between a user organization and an ICT Service Provider. This is called “Ful-
fillment” in Fig. 20 and will be described in great detail in Chapter 8. The business 
relation between the two parties constitutes a division of labor. Many security is-
sues are solved by the provider. This removes this burden from the user organiza-
tion. While doing so, the user organization has less direct control and ad hoc 
knowledge about the outsourced ICT service delivery and its underlying technolo-
gy and methods.26 However, the user organization maintains the risks associated 
with using the outsourced ICT services. Hence, assurance must be provided that 
the ICT services perform as required in order to allow the user organization to 
appropriately manage its remaining risks. The ICT Security Standards are the main 
source for this assurance. Note that a detailed discussion on a very technical level 
would eliminate many of the benefits of outsourcing. This is particularly true for 
cloud computing. In addition, it would remove a great deal of freedom regarding 
implementation and thereby drive up costs and reduce flexibility. 

 

                                                           
26 refer to Eberhard von Faber and Michael Pauly: User Risk Management Strategies and 

Models – Adaption for Cloud Computing; in: N. Pohlmann, H. Reimer, W. Schneider 
(Editors): Securing Electronic Business Processes, Vieweg (2010), ISBN-10: 3834814385, p. 
80 – 90 [41] 



 

4 ESARIS Security Taxonomy 

Introduction and summary: Level 4 in the Hierarchy of Security Standards plays 
an important role since it serves both as a source of directives for IT production 
and delivery (provider’s side) and as a source of information for the user organ-
ization (customer’s side). This level comprises all security aspects that are rele-
vant for the security of ICT services. Both the ICT services and the security as-
pects are diverse. A classification and organization schema is required and the 
individual security measures are assigned to separate ICT Security Standards in 
order to allow the efficient extraction of information required by user organiza-
tions. Such a structure or classification schema, referred to below as taxonomy, 
is also required to enable the ICT Service Provider to produce and maintain the 
documentation of security measures. There are several conditions or require-
ments to be met by the taxonomy. These are identified and analyzed first 
(Sect. 4.1). Then the taxonomy is presented and explained step by step; first by 
explaining the three groups in the whole map, then by dividing up the whole 
map into six clusters (Sect. 4.2) and, finally, by briefly defining each ICT Security 
Standard in the context of its cluster (Sect. 4.3). A brief summary of the procedure 
and result is provided (Sect. 4.4). Not all standards are relevant for each contract, 
ICT service, component or activity. Hence, a methodology, called Provider Scope 
of Control (Sect. 4.5), is required to select the relevant ones. It plays an important 
role in relations with customers and with suppliers and partners. 

4.1 Design criteria for the ESARIS Security Taxonomy 
Introduction and summary: The ICT Security Standards describe all security 
measures that contribute to the security of ICT services being provided to cus-
tomers. This complex issue requires a structure that is called taxonomy. The tax-
onomy helps to find the required information; whereas a monolithic documenta-
tion would not allow appropriate use of its contents. The taxonomy is also re-
quired in order to develop the security measures. Before setting up the taxono-
my, criteria are designed and analyzed in order to understand the requirements 
that the structure must meet. The taxonomy is developed in Sect. 4.2 based on 
these requirements or conditions being derived. 

It is essential to decide on a structure of standards (logic) and decide which securi-
ty topics, themes or areas are to be described with a standard. This is called 
ESARIS Security Taxonomy. The areas will be described in different ICT Security 
Standards so that the taxonomy is also the Taxonomy of ICT Security Standards. 

It is worth noting that, for example, the structure of ISO/IEC 27002 does not meet 
the requirements: The main point is that the structure of this standard does not 
correspond to ICT service provisioning and its business organization. Here is an 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_4 
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example for ISO/IEC 27002 not meeting the criteria. ISO/IEC 27002 defines controls 
regarding “network security management” in one area.27 For an ICT Service Pro-
vider the answer is diverse. There are networks at its customers’ site which may be 
set up and managed by the provider. There are networks that are used to offer a 
communication service to customers, for example to connect the customers with 
the provider’s ICT services (e.g. over the Internet). There are also networks within 
the provider’s data centers as well as between them. The latter are used to increase 
the availability or performance of ICT services. Moreover, there are networks that 
connect administrators with ICT elements in order to allow active management. As 
a result, there are up to five different kinds of networks each with different tech-
nology and security levels. The ICT Service Provider must split the security de-
scriptions into these parts since its customers do not necessarily use all the services 
and available infrastructures. The split is also necessary in order to specify ade-
quate security measures which suits for the technology and security level. 

Table 6 provides an overview of the criteria which are described in more detail in 
this section. 

Table 6: Criteria for the ESARIS Security Taxonomy 

Criteria Description 

Criterion 1-3: Work with 
the level of abstraction of 
Level 4 

Refer to the three criteria described in Table 5 (page 49). 

Criterion 4: Usable to 
structure Level 4 down-
wards 

The Taxonomy shall be used as a structure for all lower 
levels in the gradual refinement of security standards 
(Hierarchy of Security Standards). 

Criterion 5: Modularity 
supporting division of 
labor 

The Taxonomy shall support the organization of and 
the division of labor within the ICT Service Provider 
and the division of labor between the provider and its 
suppliers and partners. 

Criterion 6: Modularity 
supporting standardiza-
tion 

The Taxonomy shall support the application of the se-
curity measures in all ICT services that belong to the 
service offering portfolio of the ICT Service Provider. 

                                                           
27 Network security management is the objective 13.1 of ISO/IEC 27002 – Information tech-

nology – Security techniques – Code of practice for information security management, 
2013 [6] 
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Criteria Description 

Criterion 7: Character 
and number of areas 

The Taxonomy shall consist of several areas that to-
gether cover all relevant aspects (technology and IT 
service management). The number of areas shall be lim-
ited in order to guarantee ease of use. 

Criterion 8: Supports 
Double direction princi-
ple 

The Taxonomy shall work with the ESARIS Concept of 
Double Direction Standards and comply with the re-
quirements of using it. 

 

Criteria 1-3 are not detailed here. Refer to Table 5 (page 49). The three criteria will 
be part of the summary provided at the end of this section. 

Criterion 4: The gradual refinement of security requirements is very important and 
part of the concept Hierarchy of Security Standards (Sect. 3.4). The Taxonomy must 
ensure that this feature is maintained and still usable in Level 4 and Level 5. Note 
that these levels are characterized by their level of detail (or abstraction). Refer e.g. 
to Table 4 on page 43. 

Criterion 5: Modularity is required since the division of labor in the IT industry 
shall be taken into account and supported. The division of labor varies and is dif-
ferent for different businesses and depends on the parties being involved. Level 4 
provides hundreds of security measures. On the one hand, the security measures 
act as “requirements specification” for the supplying party. On the other hand, the 
consuming party (the next party in the supply chain) must be able to verify the 
security of what they receive. Hence, the security measures must be organized in a 
way that they can easily be assigned to a department or team within the ICT Ser-
vice Provider in order to support division of labor and specialization. The Taxon-
omy must also support the assignment of the security measures to external suppli-
ers of the ICT Service Provider in the supplier network. The Taxonomy must be 
aligned with IT production and organized in realms that match with production 
units. In order to allow the security measures (Level 4) to be systematically refined 
step-by-step, Level 5 shall also be organized along the ESARIS Security Taxonomy. 

Criterion 6: Modularity is required for being able to reuse security measures for 
different ICT services. This is in turn required to support standardization and to 
raise the efficiency. The Taxonomy shall support the application of the security 
measures in all ICT services that belong to the service offering portfolio of the ICT 
Service Provider. To this end, it must be organized accordingly. Hence, the Taxon-
omy must be organized in realms that represent a typical service or component or 
a collection thereof that suit to each other. The separation shall reflect technical 
aspects in ICT (“stack” and architecture) as well as the organization of the IT ser-
vice management services (in development, integration and operations; that is ITIL 
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in case of this Taxonomy). The latter is required to support different service models 
such as “unmanaged” versus “managed services”. 

Criterion 7: The number of areas in the Taxonomy shall be limited to fit on one 
page and should be understandable by IT personnel and not only by educated 
security experts. Each area has to be detailed by a specific security standard denot-
ed as ICT Security Standard (Level 4). Other criteria need to be defined to character-
ize their content and structure. The Taxonomy shall cover all relevant aspects 
(technology and IT service management). 

Criterion 8: The Taxonomy shall be used as a means to manage information securi-
ty in a supplier-customer-relationship, i.e. between parties in a supplier network 
and even between different specialized organizations of the ICT Service Provider. 
Refer to Criterion 5. This means that the ICT Security Standards organized by the 
Taxonomy must support the ESARIS Concept of Double Direction Standards de-
scribed in Sect. 3.5. In particular the following is required. The ICT Security Stand-
ards can be used as requirements documents or as directions for the supplying 
party. They can be used as the basis for defining a sales promise and the security 
specification for the customer (consuming party). This requires standardizing the 
language and structure of security specifications. 

Summary: Level 4 plays an important role and is also called ESARIS Orchestration 
Layer. If the above criteria 1 through 8 (summarized in Table 5 and Table 6) for the 
structure of the ESARIS Security Taxonomy and the content of each area (and its 
related ICT Security Standard) are considered, the ICT Security Standards (Level 4) 
(each one or all of them as a whole, respectively) will 

 respond to customers’ questions and concerns and provide clear and under-
standable answers, 

 provide directions / guidance to the supplying party (company or department) 
for the implementation of security measures 
 in a way that is concrete enough to avoid errors, 
 but flexible enough to allow for technical progress and improvements, also 

regarding security, 
 allow the implementation and maintenance in accordance with the supply-

ing company’s internal organization, processes and practices (such as the 
organization into different specialized production departments), 

 be suitable for any ICT service designed for being delivered to a user organiza-
tion (end of the supply chain) and thereby align with the service portfolio of-
fering of a company supplying such a market, 

 be comprehensive and complete as a set on secure ICT service provisioning. 

Note, that ICT Security Standards may not provide many instructions for others. 
Instead, each one will have its own scope of control without referring to the specif-
ic content of other standards. For that reason, malware protection, for example, has 
not been chosen as an individual standard. Services such as malware protection are 
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required on different systems (such as desktops and servers). Thus, this issue is 
addressed, e.g. in the desktop security standard and in the server security stand-
ard. Other services, however, are central services (and general practices) in the 
provider’s IT production and service provisioning. Such services constitute an 
individual ICT Security Standard. The security measures described in such a stand-
ard provide support for several security elements (such as the desktop and the 
server). For example, security patches are applied to all systems and software that 
are used and provided by the ICT Service Provider. Overall principles are expected 
here. Therefore, patch management is addressed in a separate ICT Security Stand-
ard, though it may contain differentiations or descriptions of specific practices in 
different areas (potentially for desktops and servers to use that example again). 

4.2 Structure of the ESARIS Security Taxonomy 
Introduction and summary: The ESARIS Security Taxonomy comprises 31 areas 
or parts that are organized in different clusters. Thus, there are a total of 31 ICT 
Security Standards. Roughly half of the areas (each one described in one stand-
ard) are associated with ICT services and their functionality, whereas the others 
are assigned to general IT management services. The structure meets the condi-
tions or requirements developed in Sect. 4.1. The structure has therefore been 
designed to serve three goals: Customers shall obtain answers on how their re-
quirements are addressed. Secondly, the individual departments and teams of 
the ICT Service Provider (as well as external suppliers) easily find the guidance 
relevant for them. Thirdly, the ICT Security Standards shall cover all relevant as-
pects, i.e. “the whole world of IT security” with all details and variants across all 
technical disciplines and throughout the entire life-cycle. 

 

ESARIS is totally modular and structured. This is true for the definition of security 
measures in particular. Otherwise, the whole issue could not be maintained with 
an acceptable effort. Modularity is also required to manage the information and to 
provide clarity and structure. Firstly, the ICT Security Standards of ESARIS provide 
transparency to customers by explaining how the ICT Service Provider accom-
plishes and guarantees security. They are used to show whether the individual 
requirements and demands are appropriately addressed. The security measures 
had been distributed amongst several ICT Security Standards since both the ICT 
services and the security requirements are manifold. Customers use only those ICT 
Security Standards which are relevant for them. Secondly, the ICT Security Standards 
are directives for all activities of the ICT Service Provider. The structure of the ICT 
Security Standards has therefore been designed so that the supplying parties (de-
partment, team, company) can easily find the guidance relevant for them. Thirdly, 
the ICT Security Standards of ESARIS cover all relevant aspects with all the details 
and variants, across all technical disciplines and throughout the entire life-cycle. 
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The structure of the standards is called ESARIS Security Taxonomy. The taxonomy 
is an essential element of the Enterprise Security Architecture for Reliable ICT Services 
(ESARIS) and shown in Fig. 21. There are 31 smaller rounded rectangles each rep-
resenting one area or one ICT Security Standard. The Taxonomy is described in the 
following. ESARIS and its standards in the Taxonomy are totally modular and 
structured. 

The Taxonomy is explained by considering modules in different levels of magnifi-
cation. There is 
 1 map of the ICT Security Standards, which comprises 
 3 groups of ICT Security Standards or 
 6 clusters of ICT Security Standards, which in turn comprise in total 
 31 ICT Security Standards that provide 
 a considerable number of security measures. 

The 31 standards are outlined in Sect. 4.3. The map with groups and clusters is 
described below. 

Fig. 21: Map of the ICT Security Standards (Level 4) 
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There are three groups of standards associated with 
A) genuine ICT services, i.e. ICT functions generated by hardware and software,  
B) IT service management services that produce and maintain those genuine ICT 

services, and 
C) overarching practices concerning the other two groups. 

In other words, Group A relates to the primary ICT services for users, Group B for 
the secondary IT management services, and Group C to overarching aspects. 

These three groups can be seen in the Taxonomy as follows: 

 Group A (associated with ICT services and their functionality) 
 This group (lowest in Fig. 21) comprises 17 standard areas. This Group A 

and the ICT Security Standards it contains are associated with ICT services 
and their functionality. 

 ESARIS addresses the security of ICT services that are provided to custom-
ers. There is a variety of ICT services comprising desktop services, network 
services as well as computing services. Therefore, one half of the ICT Secu-
rity Standards is organized so that they can be assigned to individual ICT 
services. (Customers who buy desktops are provided with the Desktop 
Standard.) 

 Group B (associated with general IT management services) 
 This group is formed by the long rounded rectangle in the middle and 

comprises 12 standard areas. This group and the ICT Security Standards it 
contains are associated with general IT management services common to 
several ICT services (Group A). 

 This group spans several individual ICT services and is of a general nature. 
The security measures have therefore been “centralized” since aspects such 
as availability, system maintenance and troubleshooting have to be man-
aged in a general way. The ICT Service Provider must perform such activi-
ties in a standardized manner throughout the IT production and for all ICT 
services being delivered. Therefore, such security issues are separated 
from the areas of Group A. 

 Group C (associated with all standards of Group A and B) 
 This group with the overarching practices (at the top of Fig. 21) is formed 

by the long rounded rectangle and comprises two standard areas (small 
rounded rectangles). This group and the ICT Security Standards it contains 
are associated with all standards of the other two groups A and B. 

 This group contains two very general standards. The first one describes the 
general approach of the ICT Service Provider to certifications and how 
third-party assurance is planned, conducted and integrated into the pro-
vider’s business strategy and communication. The second one describes 
the provider’s approach to risk management or more specifically, its pro-
cedure of making decisions on implementations of security measures. 
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The separation of technical standards (Group A) on the one hand and IT service 
management standards on the other (Group B) is a major requirement for using the 
Taxonomy in the context of an industrialized IT production. All ICT services and 
technical components shall be developed, implemented and managed according to 
the same unique processes and practices. This forms Feature #1 of the Taxonomy 
supplementing the criteria for it described in Sect. 4.1. 

The relation to common practices of IT service management (ITIL28, ISO 2000029) is 
made apparent although the Taxonomy only deals with aspects of information 
security. Note that this Taxonomy and its exemplification/execution by related 
security standards –for the first time- really integrates IT security management and 
IT service management. This is one of the major new ideas behind this Taxonomy. 
Though ITIL has a security management process, there is no real integration with 
other processes and activities. Security standards such as the ISO 27000-series are 
not considering the organization of novel, larger-scale IT (production). This forms 
Feature #2 of the Taxonomy supplementing the criteria for it described in Sect. 4.1. 

Clusters of standards 
The Taxonomy appears clearly structured and understandable for any IT-aware 
person. This is why IT related terms are preferably used. Moreover, the lower half 
of the Taxonomy (Group A) is based on simple principles of IT architecture. It uses 
a model formerly called “client-server-model”: The users’ equipment is shown on 
the left; the IT components residing in data centers are shown on the right-hand 
side, and the network elements are in between. The more complex data center in-
frastructure is organized into elements of a primary IT stack and a second support-
ing one. Boundaries (especially the interface of the data center to the outer net-
works) are important in terms of security and therefore defined as extra areas. 
Note that the lower half contains four areas for four different types of networks 
because their nature and protection requirements are quite different. The upper 
half of the Taxonomy (Group B) shows the supporting activities. There is a general-
ized life-cycle with four areas in the middle. Four more technical disciplines are – 
due to their importance for IT security – on the right-hand side. Another four dis-
ciplines – primarily related to IT security – are on the left-hand side. Note that 
there are two important areas: one concerning the interface to the customer and the 
other concerning the relation to suppliers. This forms Feature #3 of the Taxonomy 
supplementing the criteria for it described in Sect. 4.1. 

                                                           
28 Ahmad K. Shuja: ITIL: Service Management Implementation and Operation; Auerbach 

Publications, 2010 [35] 
29 ISO/IEC 20000 – Information technology – Service management – Part 1: Service man-

agement system requirements, Part 2: Guidance on the application of service manage-
ment systems; 2012 [2] 



Structure of the ESARIS Security Taxonomy 59 

Clusters build the next level of magnification to look onto the map of ICT Security 
Standards in order to understand the ESARIS Security Taxonomy. Two versions of 
clustering are shown. Firstly, the ICT Security Standards are clustered as follows 
(refer to Fig. 22): 
 Risk Management and Certification ( ), 
 Evidence and Customer Relation ( ), 
 Service Management ( ), and 
 ICT Service Provisioning with the clusters 

 Customer and Users ( ) 
 Networks ( ), and 
 Data Center ( ). 

This organization is more service-oriented. It will be used below in Sect. 4.3 in 
which all 31 ICT Security Standards are briefly explained. 

Fig. 22: Clusters of ICT Security Standards (1/2) 

Note: The interface to the customer does not actually exist in ITIL and in security 
standards such as ISO/IEC 27001/27002 or ISO/IEC 27017 as understood here. For 
instance, sales, deal management, migration activities and provider-customer rela-
tionships in Service Delivery Management during Operations do not exist in ITIL. 
The ISO security standards do not offer guidance for managing a customer-
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provider relationship in these phases. Refer to below for more detail. This forms 
Feature #4 of the Taxonomy supplementing the criteria for it described in Sect. 4.1. 

Other types of clustering are possible which provide different perspectives. Anoth-
er organization of the 31 ICT Security Standards is shown in Fig. 23. This organiza-
tion of the ICT Security Standards has no overlap and is strictly oriented by purpose. 
It will not be used subsequently. 
 Evidence and Presentation ( ), 
 Design and Management ( ), 
 Workplace and User LAN ( ), 
 Network and DC Access ( ), and 
 Computing Services ( ). 

Fig. 23: Clusters of ICT Security Standards (2/2) 

These examples of clusters and their explanation emphasize another principle of 
the Taxonomy. Areas which are related to each other are close together; if areas are 
fare from each other in a group they are more independent from each other. This 
forms Feature #5 of the Taxonomy supplementing the criteria for it described in 
Sect. 4.1. Each ICT Security Standard provides great detail about the security in a 
specific area. Typically, each standard specifies security aspects by means of 10-20 
security measures. Fig. 24 provides an overview of topics addressed by security 
measures in the cluster “Computing Services”. Details are provided later. 
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Fig. 24: Details for the areas in the cluster Computing Services (example) 

 

Fig. 25: Taxonomy with 31 areas detailed by 31 ICT Security Standards 

4.3 Areas and the ICT Security Standards at a glance 
Introduction and summary: Level 4 within the Hierarchy of Security Standards 
comprises 31 areas which are each described in a single document called ICT Se-
curity Standard. Now more details are provided by briefly looking at each ICT 
Security Standard. All 31 areas and their relation to each other are outlined here. 
Then the key constituents of each area are specified. At the same time, the names 
of the ICT Security Standards, along with an abbreviation and an icon are intro-
duced. The abbreviation and icon are used to facilitate access to the relevant in-
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formation and to record any dependencies between them, for example. Note 
that a separate Chapter 12 is provided for a full understanding of the standards. 

Each area of the ESARIS Security Taxonomy is detailed by means of one ICT Security 
Standard. This is shown in Fig. 25. This should be kept in mind in the following 
when each area is outlined in more detail. 

4.3.1 Networks 
All ICT Security Standards that belong to the “Networks” cluster are specified and 
briefly characterized in this section. Networks connect users (or user organizations) 
with ICT services from the ICT Service Provider. Hence, Wide Area Network Security 
is the first standard. Corporate Provider Access comprises all network and IT ele-
ments required to protect the provider’s computing periphery and to provide VPN 
capabilities. The customers connect from their side. User LAN Periphery comprises 
the corresponding ICT security solutions such as firewalls and VPNs, if provided 
by the ICT Service Provider. The customers (and other third parties) may also con-
nect via Remote User Access. The standard Gateway and Central Services (on the pro-
vider’s side) comprises elements above the sole connection such as e-mail security 
services. 

For more details, refer to Table 7 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 

 

Table 7: Cluster “networks” and its ICT Security Standards 

Networks Communication of users (from their LAN or remote) to con-
sume ICT services centrally produced (in a data center) 

Standard Abbr. ICT components and major areas 

Wide Area Net-
work Security 

 

WAN All means used to transport data between users and 
between users and IT systems in data centers includ-
ing direct network links, Internet access, bandwidth, 
MPLS. 

Corporate Provid-
er Access 

 

CPA All ICT equipment between the WAN and the data 
center LAN, i.e., the communication periphery of the 
data center. This includes packet filter firewalls, 
switches and routers, VPN gateways and intrusion 
detection/prevention (IDS/IPS) solutions. 

“Transportation level” only: application-related ICT 
equipment comes under Gateway and Central Ser-
vices (GCS). 
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Networks Communication of users (from their LAN or remote) to con-
sume ICT services centrally produced (in a data center) 

Standard Abbr. ICT components and major areas 

Gateway and Cen-
tral Services 

 

GCS All ICT equipment that is centrally provided for spe-
cific communication such as e-mail and for user au-
thentication. This includes e-mail security and archiv-
ing, other communication services, file sharing as well 
as directory services, LDAP, other authentication 
servers, web SSO and identity federation services, 
application level gateways including proxies and re-
verse proxies and web application firewalls (WAF). 

“Application level” only: purely transport-oriented
“gateways” come under Corporate Provider Access, 
CPA. 

User LAN Periph-
ery 

 

ULP All ICT equipment that is located between the user 
LAN and the WAN, i.e. the users’ central communica-
tion periphery. This includes site-to-site gateways,
firewalls, intrusion detection / prevention (IDS/IPS)
solutions and domain services. 

Remote User Ac-
cess 

 

RUA All client components that are used to securely com-
municate via the WAN or the Administration Net-
work, or to securely connect to ICT services that are 
centrally produced (in a data center). That includes
VPN clients, authentication tokens and other such 
tools. 

“Transportation level” only: other equipment comes 
under Office Workplace Security (OWS) and Mobile 
Workplace Security (MWS). 

 

4.3.2 Data center 
All ICT Security Standards that belong to the “Data center” cluster are specified and 
briefly characterized in this section. ICT services are produced in data centers (of 
the ICT Service Provider). Therefore, Data Center Security is important comprising 
all aspects of physical and environmental security aspects relating to the data cen-
ter as a whole. Management of the ICT is performed remotely from operations 
centers. Administration Network Security defines security requirements for such 
administrative access. There are Data Center Networks within the data centers which 
connect physical computer systems to each other, these computer systems to stor-
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age and administrators to both computers and storage systems. Operations Support 
Security concerns all security aspects of procedures, tool sets and utilities needed 
for data center operations. Computer Systems Security comprises computer hard-
ware and operating systems as a minimum. Database and Storage Security is consid-
ered as an extra discipline. Applications are executed on top. Thus, Application and 
Application Management Security is a further issue. In dynamic computing environ-
ments, hypervisors and such means of virtualization are part of the computer sys-
tems. Virtual Machine and Software Image Management addresses the security issues 
relating to the engineering (creation and configuration) of software images, their 
handling and deployment to machines as well as moves and other management 
activities including the management systems required for this. Access by opera-
tions personnel (administrators) to these and other critical systems or systems 
functions needs to be controlled with care. The related security issues are summa-
rized in Provider Identity Management. 

For more details, refer to Table 8 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 

 

Table 8: Cluster “data center” and its ICT Security Standards 

Data Center Equipment and resources for the production of central ICT 
services (location: data center) 

Standard Abbr. ICT components and major areas 

Data Center Secu-
rity 

 

DCS All physical and environmental security aspects of a 
data center. It does not include ICT security equip-
ment except for that relating to entrance control etc. 

Data Center Net-
works 

 

DCN All networks and network equipment within the data 
center that is used to connect Computer Systems (to 
each other, to the data center’s external interface, and 
with Storage) as well as to connect operations person-
nel (administrators) to Computer Systems, Storage 
and Operations Support equipment. 

Note that all that network and network equipment is 
“inside the firewall”. Connectivity between data cen-
ters of the ICT Service Provider is also included. 
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Data Center Equipment and resources for the production of central ICT 
services (location: data center) 

Standard Abbr. ICT components and major areas 

Computer Systems 
Security 

 

CSS All parts of the IT stack except user applications, cen-
tralized storage and middleware including runtime 
environments and data bases. Computer Systems 
comprise physical computers with operating systems 
and system virtualization software such as hypervi-
sors. 

Database and 
Storage Security 

 

DSS All centralized storage equipment and software (ac-
cessed by Computer Systems via Data Center Net-
works) plus Data Base Management Systems even if
they run on individual Computer Systems. It also 
contains all resources for backup and disaster recov-
ery. 

Operations Sup-
port Security 

 

OSS All procedures, tool sets and utilities that are used by 
operations personnel (administrators) for basic data
center operations. This includes software for systems 
management, ICT asset and life-cycle management,
ICT service management as well as for service availa-
bility and performance management. 

Application and 
Application Man-
agement Security 

 

AMS All software that produces the primary ICT services
for users. It does not include platforms and infrastruc-
ture services. Applications sit on top of Computer 
Systems. Middleware such as runtime environments 
(e.g. .NET) is also included except for Data Base Man-
agement Systems. 

Virtual Machine 
and Software Im-
age Management 

 

VMM All procedures, tool sets and utilities that are used by 
operations personnel (administrators) to deploy, start, 
stop, move and otherwise manage Virtual Machines 
that run on Computer Systems. 

All procedures, tool sets and utilities that are used to 
generate and configure software images (engineering 
of images) and for archiving as well as the inventory 
of these images. Software images comprise those for 
operating systems and those for applications. 
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Data Center Equipment and resources for the production of central ICT 
services (location: data center) 

Standard Abbr. ICT components and major areas 

Administration 
Network Security 

 

ANS All networks and other equipment that allow opera-
tions personnel (administrators) to connect to the data 
center and its components remotely in order to per-
form management and maintenance tasks. This in-
cludes network security plus jump servers and cen-
trally provided services such as authentication ser-
vices. 

Note that the use of such equipment is confined to 
administrators only. 

Provider Identity 
Management 

 

PIM All procedures and regulations, systems and services 
that are used to create and manage the digital identi-
ties including rights and other attributes for opera-
tions personnel (administrators). 

 

4.3.3 Customer and users 
All ICT Security Standards that belong to the “Customer and Users” cluster are 
specified and briefly characterized in this section. The user organization requires 
an Identity and Access Management solution in order to manage users, equipment 
and their access to ICT components and services. If provided by the ICT Service 
Provider, the management of digital identities is described in User Identity Man-
agement. Users use their workplace to access ICT services that are provided remote-
ly. Office Workplace Security and Mobile Workplace Security address the correspond-
ing security issues of protecting these workplaces and the information and applica-
tions being used and processed with them. 

For more details refer to Table 9 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 
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Table 9: Cluster “customer and users” and its ICT Security Standards 

Customer and 
users 

Equipment and resources used by customers and users (loca-
tion: user’s premises or mobile) 

Standard Abbr. ICT components and major areas 

User Identity 
Management 

 

UIM All procedures and regulations, systems and services 
that are used to create and manage the digital identi-
ties including rights and other attributes for users. The 
digital identities of a person are described as “person-
alized identity objects” which are assigned to other 
identity objects like location, organization, legal enti-
ty, etc. These identities are managed in the so-called
Identity Management Life-cycle. The Identity Man-
agement service is the basis for real-time access man-
agement. 

Note that authentication services are mostly provided 
as a central service (refer to Gateway and Central Ser-
vices (GCS)). All client components for authentication
and secure networking are covered under Remote 
User Access (RUA). 

Office Workplace 
Security 

 

OWS All software and equipment that is used to protect 
desktop computers and the data and software stored 
and processed there. 

Note that Office Workplaces may also be provided in 
a virtualized way and hosted as an “application” in 
the data center. 

Mobile Workplace 
Security 

 

MWS All software and equipment that is used to protect 
mobile computers and the data and software stored 
and processed on these. This includes notebook com-
puters and different types of smartphones. 

Note that mobile workplaces may also be provided in 
a virtualized way and hosted as “application” in the 
data center. 

 

4.3.4 Evidence and Customer Relation 
All ICT Security Standards that belong to the “Evidence and Customer Relation” 
cluster are specified and briefly characterized in this section. The Customer Commu-
nication and Security standard provides more details on how the ICT Service Pro-

wwwwwwwww
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vider works, interacts and communicates with customers. Vulnerability Assessment 
and Mitigation Planning refers to all related activities like security testing, regular 
scanning, CERT services, evaluation of impact and planning of corrective actions. 
Logging, Monitoring and Security Reporting concerns log management and analysis, 
monitoring of systems, measurement and information provisioning to customers. 
In Incident Handling and Forensics, practices are described to handle (security) inci-
dents in IT production and potentially together with the customer. It also describes 
investigations of log data and systems to find evidence of suspicious, malicious 
and fraudulent action. 

For more details, refer to Table 10 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 

 

Table 10: Cluster “evidence and customer relation” and its ICT Security Standards 

Evidence and Cus-
tomer Relation 

Management of vulnerabilities, security information, events 
and incidents as well as secure communication with customers 

Standard Abbr. ICT components and major areas 

Customer Com-
munication and 
Security 

 

CCS All procedures which establish the communication 
with customers and all means used to secure this elec-
tronic communication. This includes non-disclosure 
agreements and encryption technology for e-mails. 

Vulnerability As-
sessment and Mit-
igation Planning 

 

VAM All activities relating to regular security testing and 
scanning of systems software and their configuration, 
CERT services, evaluation of impact and planning of 
corrective actions. 

Logging, Monitor-
ing and Security 
Reporting 

 

LMR All activities and tools used for central log manage-
ment and analysis, monitoring of systems, measure-
ment and information provisioning to customers. It 
includes Security Information Management (SIM) 
with log management, data collection, analysis and 
reporting of log data, privileged user and resource 
access monitoring as well as Security Event Manage-
ment (SEM) with real time log and event data pro-
cessing, correlation and analysis of events. 
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Evidence and Cus-
tomer Relation 

Management of vulnerabilities, security information, events 
and incidents as well as secure communication with customers 

Standard Abbr. ICT components and major areas 

Incident Handling 
and Forensics 

 

IHF All procedures and means used to handle and re-
spond to security-related circumstances that may have 
a significant impact and require a timely resolution by 
implementation of workarounds or by removing the 
root cause. 

 

4.3.5 Service Management 
All ICT Security Standards that belong to the “Service Management” cluster are 
specified and briefly characterized in this section. These ICT Security Standards 
relate to life-cycle issues and general aspects of operations security. The Release 
Management and Acceptance Testing standard describes the corresponding security-
related activities that are conducted in the plan–build phases, which are typically 
planning, design, implementation as well as end-of-life management. Security 
testing is also part of the acceptance procedures. System Development Life-Cycle de-
scribes requirements for software being developed by the provider and used for 
ICT service provisioning in particular. Systems Acquisition and Contracting describes 
specific requirements for systems and services being purchased from vendors for 
the purpose of ICT service provisioning. The Change and Problem Management 
standard describes how new requirements are met and realized and how possible 
problems are managed, possibly in cooperation with the customer. Changes may 
be initiated by customers or may be required as the result of vulnerabilities being 
identified or security incidents that have occurred. The four remaining standards 
refer to general aspects of operations security: Asset and Configuration Management, 
Hardening, Provisioning and Maintenance, Security Patch Management and Business 
Continuity Management. 

For more details, refer to Table 11 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 
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Table 11: Cluster “service management” and its ICT Security Standards 

Service Manage-
ment 

Life-cycle issues and general aspects of operations security 

Standard Abbr. ICT components and major areas 

Release Manage-
ment and Ac-
ceptance Testing 

 

RMA Release Management plans, tests, communicates, im-
plements and monitors the implementation of a re-
lease into the ICT service environment and ensures 
that all technical and nontechnical aspects are consid-
ered. 

A release is considered as a set of pre-approved 
changes of the ICT service environment (i.e. ICT sys-
tems and components used by the ICT Service Pro-
vider to provide ICT services). 

System Develop-
ment Life-Cycle 

 

SDL The System Development Life-Cycle is a process for 
developing demonstrably reliable and secure ICT 
systems. It includes activities performed with the goal 
that ICT systems respond to needs by providing the 
required functionality correctly and nothing more. 
This means that requirements are implemented cor-
rectly without introducing vulnerabilities. 

Systems Acquisi-
tion and Contract-
ing 

 

SAC Selecting the right supplier is critical when purchasing 
ICT systems and components (or even services) that 
are reliable, secure, etc.  

Properties and other characteristics, the possibility of 
corrections and the process to achieve them are all 
examples of things which need to be fixed in a con-
tract. Otherwise, it may be difficult to have any of 
these activities carried out. 

Change and Prob-
lem Management 

 

CPM Changes are alterations to ICT components which are 
requested mainly due to incidents or problems. 
Change Management is the life-cycle process from 
request and analysis to implementation and final veri-
fication. 

Problems are the cause of any failure of or incidents in 
ICT service delivery. Problem management is the life-
cycle process from occurrence, notification, analysis 
and identification of causes to the planning of worka-
rounds and changes. 

AB
CDE
AB
CDE
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Service Manage-
ment 

Life-cycle issues and general aspects of operations security 

Standard Abbr. ICT components and major areas 

Asset and Config-
uration Manage-
ment 

 

ACM Asset Management is the process responsible for 
tracking and reporting the value and ownership of 
ICT systems and components throughout their life-
cycle. 

Configuration Management is the process responsible 
for maintaining information about any component
required to deliver an ICT Service, including their 
relationships. 

Hardening, Provi-
sioning and 
Maintenance 

 

HPM Hardening comprises all methods applied to ICT sys-
tems, software and components that reduce the possi-
bility of vulnerabilities and susceptibility to attacks. 
Provisioning comprises all methods of deployment 
and activation of ICT service including conception, 
installation, configuration, and approval. Maintenance 
comprises technical support to ensure continued op-
eration and actuality, including the help desk. 

Security Patch 
Management 

 

SPM Security Patch Management is the process responsible 
for the consolidated proactive update of ICT systems 
for which new potential vulnerabilities are discovered 
and their fixes are available. It is applicable to all ICT 
systems, both customer specific installations and gen-
eral infrastructure. 

Business Continui-
ty Management 

 

BCM Business Continuity Management provides precau-
tions that minimize the impact of possible disruptions 
to ICT service provisioning or of loss of data, which 
includes a timely and full recovery of service and 
data. 

 

4.3.6 Risk Management and Certification 
All ICT Security Standards that belong to the “Risk Management and Certification” 
cluster are specified and briefly characterized in this section. Certification and 3rd 
Party Assurance describes the general approach of the ICT Service Provider to certi-
fications and how third-party assurance, gained through audits and assessments, is 
planned, conducted and integrated into the provider’s business strategy and com-
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munication. The Risk Management standard describes the procedures of making 
decisions on the implementation of security measures. 

For more details, refer to Table 12 below. The table provides the name of the stand-
ard, its icon and abbreviation. It provides a short summary and definition of the 
standard with the ICT components or other major elements which are covered. 

 

Table 12: Cluster “Risk Management and Certification” and its ICT Security Standards 

Risk Management 
and Certification 

Top-level security issues 

Standard Abbr. ICT components and major areas 

Certification and 
3rd Party Assur-
ance 

 

CTP Third-party assessment and validation may provide a 
greater level of independence and acceptance in a 
wider market. Utilization of security practices from 
industry standards provides benefits since expertise 
and experience from a wider market is used. 

Risk Management 

 

RMP Security and compliance can be compromised by dif-
ferent circumstances. Risk Management comprises the 
identification of risks, the analysis and categorization 
of risks, and the determination of countermeasures to 
reduce the risks to an acceptable level. 

 

4.4 Summary of standards and taxonomy 
ESARIS describes security measures in a structured and totally modular way. The 
security measures were distributed amongst several ICT Security Standards since 
both the ICT services and the security requirements are manifold. The ICT Security 
Standards provide transparency to customers by explaining how the ICT Service 
Provider achieves and guarantees security. They are also directives for Production 
and Service Delivery. The structure of the ICT Security Standards has therefore been 
designed to serve three goals: Customers shall obtain answers to how their re-
quirements are addressed. Secondly, the supplying party shall easily find the 
guidance relevant for them. Thirdly, the ICT Security Standards shall cover all rele-
vant aspects, i.e. “the whole world of ICT security” with all the details and variants 
across all technical disciplines and throughout the entire life-cycle. The ICT Security 
Standards are located on Level 4 which is called the ESARIS Orchestration Layer. 

In order to achieve these goals efficiently, the ESARIS Security Taxonomy has been 
designed. The map of all ICT Security Standards consists of three groups. The first 
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group is primarily oriented towards individual ICT services and their functionali-
ty. The second group of standards comprises all standards that are associated with 
general IT management services common to several ICT services. The third group 
provides the standards that are associated with the other two groups. 

The standards can be organized into so-called clusters. There are different versions. 
The clusters are a further means to understand the purpose and intent of the ICT 
Security Standards contained therein. 

Each ICT Security Standard is given a unique name, an abbreviation and an icon. 
The explanations and the short summary and definition of the standards provide 
further understanding of the ESARIS Security Taxonomy. The description of the 
standards is continued in the next chapter. All ICT Security Standards are structured 
in the same way. There are templates and guidance documents for authors, which 
ensure the quality, usability und uniqueness of the documentation. 

The ESARIS Security Taxonomy is complex since the summary of all its constituents 
is designed to cover all the security aspects of the ICT services being provided to 
customers. The taxonomy helps to find the information required; whereas mono-
lithic documentation would not allow appropriate use of its contents. The taxono-
my is also required in order to draw up the security measures. The taxonomy has 
been developed using predefined criteria that are analyzed to understand the re-
quirements which the structure must meet. 

 
Fig. 26: Unique features of the ESARIS Security Taxonomy 

Fig. 26 highlights five unique features of the ESARIS Security Taxonomy. They are 
reasons why ESARIS has been developed as a new approach for securing large-
scale ICT service provisioning. The Taxonomy introduces and details the interface 
to user organizations (customer) and to suppliers. Of course, it covers security 
aspects along the whole life-cycle. However, it does not only focus on development 
and implementation. Instead it also covers all phases of IT outsourcing and of 
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modern IT production. A major goal of ESARIS is the integration of IT security 
management and IT service management. This ensures that security guidelines are 
actually adhered to. ESARIS and its Taxonomy are aligned with industrialized IT 
production which is necessary for all production units to find their security re-
quirements easily. It is also an important factor to support the division of labor 
which enables specialization and finally raises efficiency. The Taxonomy and its 
security measures are modular. This enables the alignment with a complex service 
offering portfolio of a large ICT Service Provider and, in consequence, is the pre-
condition for re-using security measures for different ICT services which in turn is 
the basis for standardization. 

4.5 Provider Scope of Control 
Introduction and summary: On the one hand, the ICT Security Standards are 
used as the source of information for customers. On the other hand, they are 
used as directives for parties providing ICT services and parts of them. In case 
one, it must be proven to customers that their requirements are met and how. 
This requires selecting the relevant information from the ESARIS documentation 
in the first place. In case two, the ICT Service Provider or its suppliers require 
security requirements relevant for the ICT service or other deliverable they are 
responsible for. This requires the relevant standards to be selected. The concept 
developed for this selection is called Provider Scope of Control and described in 
this section. 

ESARIS is comprehensive and provides information regarding all aspects of secur-
ing ICT services. However, not all ESARIS standards are relevant in every context. 
ESARIS defines a method for selecting the right information for a customer. The 
ICT Service Provider’s delivery units use the same method to locate the security 
information they have to adhere to. This method is called Provider Scope of Control. 
It is also used to manage suppliers and the services or components they are provid-
ing. The Provider Scope of Control is the methodology to manage the division of 
labor within the ICT Service Provider as well as in the relationship with customers 
and with suppliers. 

Only a few customers of the ICT Service Provider consume all available ICT ser-
vices (in the areas of desktop, networks, computing) and buy them from one pro-
vider altogether. Therefore, they are not interested in all ICT Security Standards. The 
latter cover all possible ICT services and describe general aspects such as availabil-
ity, system maintenance and troubleshooting as well. If a customer uses the desk-
top service, for example, then the Office Workplace Standard is relevant as well as 
general standards about service management and security management as far as 
the ICT Service Provider delivers such services for the desktop service. This is 
shown in Fig. 27. First, the contracted service is examined. The ICT service and 
their functionality determine the relevant areas from the lower half of the ESARIS 
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Security Taxonomy. In the figure, workplace computers and equipment for remote 
access is relevant. Second, the IT management services are identified which are a 
subject of the contract. In the example, maintenance and patch management ser-
vices are relevant. The ICT service delivered to the customer comprises third-party 
components. The customer is interested that also these components meet the 
ESARIS security standards. – The same method is used for the contract between 
the ICT Service Provider and its supplier. 

 
Fig. 27: Example for the application of Provider Scope of Control 

The selection process is now explained in more detail where the involved parties 
are called supplying party and consuming party. Supplying party refers to suppli-
ers and internal departments and teams of the ICT Service Provider. Consuming 
parties are internal departments and teams of the ICT Service Provider and the 
customer of the ICT Service Provider. The description is exemplified by the specific 
customer service request “Managed Desktop with a Smart Card”. Refer to Fig. 28. 

 The ICT elements are identified by inspecting the offering or ICT service being 
delivered or planned to be delivered to the consuming party. In this step, the 
focus is on ICT services and their functionality. The relevant ICT Security 
Standards (from the lower half of the ESARIS Security Taxonomy) are selected. 
Refer to Fig. 28. If desktop services are to be delivered to the customer, the 
standard Office Workplace Security (OWS) is selected. Notebooks, for example, 
may be equipped with a VPN solution so that the standard Remote User Access 
(RUA) is selected as well. User Identity Management (UIM) is also selected since 
this service requires the management of digital identities for using the two 
functions. 
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Fig. 28: Provider Scope of Control 

BB  Now the associated IT management services are identified by inspecting the 
offering or service being delivered or planned to be delivered again. In this 
step, the focus is on operations and maintenance and the division of labor with 
respect to IT management activities. In the example, the desktop is managed. 
Hence, the Change and Problem Management (CPM) and the Security Patch Man-
agement (SPM) standard are selected. The management of the interface to the 
consuming party is also important so that the standard Customer Communica-
tion and Security (CCS) is selected too. Refer to Fig. 28. 

CC  Then it is analyzed if the supplying party is actually responsible for the corre-
sponding security elements. This includes answering the question as to wheth-
er or not the supplying party actually possesses, owns or delivers the ICT ele-
ments. In the example, the notebooks are equipped with a VPN solution using 
a smart card. The card is maybe delivered but the associated identity manage-
ment is conducted by the consuming party. Therefore, the User Identity Man-
agement (UIM) standard is not relevant in this specific case. The same check is 
performed for the areas relating to IT service management. 

 A further step may be necessary in order to take contractual details into ac-
count. The ICT elements, possession or ownership, service types, service mod-
els, modes of production and other circumstances such as the location need to 
be analyzed in more detail. The contract may include or exclude specific ser-
vices and define further rules that determine the selection of standards or of 
security measures within these standards. As an example, Problem Manage-
ment is not supported, functions available for workplaces are not ordered, and 
one set of measures is reduced since the contract is renewed only. Refer to the 
three areas in Fig. 28 which are not completely filled red. 
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It is important to note that it is definitely not sufficient and adequate to work with 
the titles of the ICT Security Standards only. The ESARIS Security Taxonomy is de-
veloped to ease the process of selecting security measures and to determine the 
Provider Scope of Control. Nevertheless, each ICT Security Standard provides a de-
tailed description of its “Scope and Coverage” which needs to be checked in many 
cases. 

The Taxonomy of Service Models is shown in Fig. 29.30 It considerably helps defining 
the Provider Scope of Control especially in complex IT outsourcing situations.  It is 
built to differentiate between different service models using three major character-
istics. Seven (typical) service delivery models are listed on the left-hand side of the 
diagram shown in Fig. 29. From bottom to top, these are monitoring and support, 
managed services, hosting, infrastructure-as-a-service, platform-as-a-service and 
software-as-a-service. Cloud computing resides on top but is connected to the “as-
a-service” models to indicate that cloud computing is a production method for 
these service models. 

 
Fig. 29: Taxonomy of Service Models and the origin of specific risks 

These seven service delivery models relate to different models of the division of 
labor between the ICT Service Provider and its customer or, more general between 
the supplying and the consuming party. The division of labor and responsibility, 
as well as the associated implications, can be analyzed using, for example, three 

                                                           
30  This model was originally published by one of the authors, for instance in Eberhard von 

Faber and Michael Pauly: User Risk Management Strategies and Models – Adaption for 
Cloud Computing; in: N. Pohlmann, H. Reimer, W. Schneider (Editors): Securing Elec-
tronic Business Processes, Vieweg (2010), ISBN-10: 3834814385, p. 80 – 90. 
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characteristics that are shown in the three columns on the right-hand side of the 
figure, entitled 
 IT stack distribution, 
 mode of production, and 
 location of production. 

Others may be added. 

A rough illustration of the “IT stack” is shown in the center of Fig. 29, divided into 
 data center infrastructure and networks (right), 
 hardware and operating system, 
 server, run-time environment and data bases, and 
 application (left). 

Each service delivery model utilizes the whole IT stack (row). Note the arrows that 
go from left to the right. There are two basic possibilities when building the IT 
stack. Refer to the “mode of production” column. Dedicated technology can be set 
up for the user organization (dedicated), or the ICT service is being produced on a 
platform that is shared with other organizations (shared). This is important for the 
determination of risks. The last characteristic in this figure is the “location of pro-
duction”. In the first two service models, the ICT is located at the user organiza-
tion’s premises. In all other cases, the ICT service is produced by the ICT Service 
Provider (data center of provider). However, large providers may have a huge 
infrastructure with dozens of interconnected data centers distributed around the 
globe (composite of data centers). Both parameters are important since the provid-
er has different security measures and practices for dedicated and for shared envi-
ronments. The security measures may also differ between subsidiaries and, possi-
bly, data centers. Note that also the social and political environment may be differ-
ent in the countries they are located in. 

The seven service models are briefly characterized below: 

Monitoring and Support: All elements of the IT stack are owned by the user organ-
ization. All elements of the IT stack are shown in gray in that row (see Fig. 29). 
There are no other user organizations. As a result, the systems are dedicated ones 
(specific to the user organization, refer to Mode of Production in the figure). The 
technology is located in the premises of the user organization (data center, refer to 
Location of Production in the figure). The ICT Service Provider only monitors the 
systems and provides reports about performance and incidents. The provider is 
typically also responsible for ICT support. 

Managed Services: This service model comprises all services from the first model. 
However, the ICT Service Provider actively manages the ICT of the user organiza-
tion. Examples are software updates and possibly also configuration. 

Hosting: This is the first model where the data center of the ICT Service Provider is 
used (refer to Location of Production). However, most elements of the IT stack are 
still dedicated and used by one user organization only. They are shown in gray in 
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the figure and are usually owned by the user organization. However, different user 
organizations do share the data center infrastructure and networks. This is some-
times forgotten.31 Virtualization and sharing of infrastructures started long before 
cloud computing was developed. Hosting can be dedicated or already use hard-
ware and operating systems owned by the ICT Service Provider. In the latter case, 
this element of the IT stack would be red and not gray. Refer to this row in the 
figure. 

Infrastructure-as-a-Service: More and more elements of the IT stack are now shared 
by different user organizations. In this model (formerly also “utility-computing”), 
user organizations share computer systems. 

Platform-as-a-Service: In this model, only applications are user organization-
specific (“dedicated”). All other elements of the IT stack are used by several user 
organizations simultaneously (“shared”). 

Software-as-a-Service: Here many user organizations are provided with one soft-
ware. In fact, there are different versions (not shown in the figure) depending on 
the realization of access, software construction and data management. 

Cloud computing: Cloud computing provides ICT “as-a-service” (refer to Fig. 29) 
where potentially all elements are shared and the production is located at the pro-
vider’s data center or a grid of these data centers. 

The Taxonomy of Service Models or a similar model is helpful for the determination 
of the Provider Scope of Control (which uses the ESARIS Security Taxonomy). The 
Provider Scope of Control is important in understanding the responsibilities of the 
ICT Service Provider in detail. It is then clear which ICT Security Standards and 
which security measures (possibly with limitations or modifications) are valid and 
describe the ICT service being purchased by the user organization. 

                                                           
31 Note that in almost all cases the wide area network infrastructure is already shared be-

tween user organizations. Fixed lines dedicated to one user organization are more ex-
pensive and used exceptionally. 



 

5 Secured by definition – integration with core 
business (ITSM) 

Introduction and summary: The starting point is the question, why IT security 
management and IT service management (ITSM) must be integrated at all? Rea-
sons are provided and discussed. ITIL defines practices for the ITSM and is used 
as a reference. Fourteen ITIL core areas and processes are summarized and as-
signed to the ESARIS areas in order to provide a sound basis (Sect. 5.1). ITIL is 
security-aware and comprises a dedicated Information Security Management 
process. It is shown that more is required. The role of the Security Management 
organization requires a change. Based on this division of labor between Security 
Management and IT business departments a staged model for integrating IT se-
curity in IT service management activities is presented (Sect. 5.2). Two examples 
are used to show how the integration of IT security management on the one 
hand and IT service management (ITIL) on the other should actually be done. 
New activities need to be added to the ITIL processes or even to the process map 
in order to make sure that the specific requirements of managing security are 
met. The ITIL processes dominate the industrialized IT production. In this envi-
ronment, processes are important elements that exactly specify all steps in ad-
vance which need to be carried out by employees. Security activities need to be 
integrated. The discussion of the two examples shows how this is accomplished 
in practice (Sect. 5.3). 

5.1 ITSM processes and why security must be integrated into 
them 

Introduction and summary: The characteristics of industrialized IT production 
are recapped. Then five reasons are provided and discussed why security must 
be integrated into the IT service management processes (as described e.g. in 
ITIL). It is necessary to understand how ITIL works: Therefore, fourteen ITIL 
core areas and processes are summarized in brief. They build the skeleton of IT 
service management according to ITIL. They are matched with the areas and ICT 
Security Standards in the ESARIS Security Taxonomy which provides further in-
sight about the consideration of IT service management in ESARIS. 

IT personnel are often heard saying that security is not their business but security 
experts should care for security instead. However, it is also observed that security 
experts are involved very, very late. Why? They are supposed to cause delay. If the 
IT personnel are asked why delay is expected, they may answer that the security 
experts are not sufficiently familiar with the IT stuff (technology, processes or oth-
er). Moreover, the security experts are not expected having predefined solutions at 
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hand. Security experts may not be involved at all since they seem to mainly ask 
questions and come along with additional requirements. As a result, delegating IT 
security to security experts may not be easy. Note that often security experts are 
not available and can therefore not be involved since there are not so many of 
them. There are actually much more IT-related activities than security experts. 
Hence, it is not possible to delegate IT security to a dedicated group of security 
people only. 

If the limited number of security experts is not able to care for IT security alone, 
then every IT employee must care for it. But what is required to enable and moti-
vate them to do so. Here are two more questions: 

 Do you think that a major part of the employees will continuously make con-
siderable investments (time, money) which are not in the scope of the corpora-
tion’s core business? 

 Do you think that a major part of the employees will keep pursuing costly 
activities though this is not described in the work instructions they are primari-
ly forced to follow? 

The questions are almost identical because companies tend to specify in written 
instructions what is really important for them. If at least one of the answers is 
“No”, it seems worth discussing about the integration of IT security management 
on the one hand and IT service management on the other hand. 

Larger organizations organize their IT production along IT service management 
processes as described in ITIL32 and ISO/IEC 20000.33 In the following, it is de-
scribed why and how IT security is integrated into such processes used to organize 
the core businesses of ICT Service Providers. ITIL is owned by Axelos (refer to 
www.axelos.com). In the following, the IT service management processes are taken 
for granted and not described in detail. They are only characterized briefly in order 
to provide sufficient background information necessary to understand how IT 
security is to be integrated into such an environment according to ESARIS. Differ-
ent naming conventions and differences in coverage and scope of single processes 
do not matter much in this context. For the sake of simplicity, “ITIL” will be re-
ferred to as a synonym for “IT service management processes” although even larg-
er IT organizations may primarily use ISO/IEC 20000 or similar definitions. 

Fig. 30 shows characteristics of today’s, large-scale ICT on the left-hand side and 
reasons for integrating security management with IT service management on the 
right. Modern large-scale IT production has already been described. But a few 

                                                           
32 ITIL: Information Technology Infrastructure Library  
33 ISO/IEC 20000 – Information technology – Service management – Part 1: Service man-

agement system requirements, Part 2: Guidance on the application of service manage-
ment systems; 2012 [2] 
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things are worth to be highlighted again. The business is distributed amongst 
many highly specialized teams and departments. This results in a high demand for 
coordination which cannot be managed using direct contacts between people. 
Written instructions need to exist which are exact and precise enough to ensure 
achieving quality constantly. Note that this is not security specific. Today, the IT 
production is no longer organized into silos (vertical organization). The industrial-
ized way of production is mainly organized horizontally by means of core business 
processes (though a vertical steering for customers or products may exist in addi-
tion). 

 
Fig. 30: Today’s large-scale ICT and reasons for integrating security with ITSM processes 

The right-hand side in Fig. 30 is much more interesting. It summarizes reasons for 
actually integrating IT security management with IT service management. Firstly, 
the main goal of this integration is to ensure that security is actually implemented. 
The ICT services are designed, implemented and operated according to IT service 
management processes defined by the rather complex framework ITIL and 
ISO/IEC 20000. IT security is also a complex matter. Why are processes used at all? 
The activities must be repeatable. Therefore, all steps that need to be carried out 
have to be defined in advance. If one would try to specify all required security 
activities in one security management process the result would either be very gen-
eral only or too complex to be used at all.34 This means that it would either describe 
only general security management principles that cannot directly be applied by the 
employees or nobody would study this comprehensive work. The result is the 

                                                           
34 Consider that such a separate security management process would have to refer to every 

important ITIL process, sub-process and activity and then specify what is required with 
respect to security. 
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same: only some heroes would care for security whereas the majority wouldn’t 
care. Note that ESARIS pursues another model. Level 3 and Level 4 are mainly 
used by the Security Management organization and security experts. The ICT Secu-
rity Baselines (Level 5), however, are designed to provide practical, hands-on guid-
ance for almost every member of the IT staff which tells them how to take action in 
order to provide for security or avoid endangering it. These instructions are dedi-
cated to specific people (roles) performing very specific activities in managing ICT 
on a day-to-day basis. This includes incident agents, change approvers, quality 
managers, people from the procurements department, testers and administrators 
with numerous responsibilities just to name a few. 

Secondly, often one cannot separate security from ICT. When a technician config-
ures an IT component he or she adjusts several settings. In many cases one cannot 
differentiate if the setting is for providing a usual function or for security. It is even 
difficult to put this fact into words. One cannot actually separate hardening and 
security hardening. If an incident occurs such as the breakdown of a server it is not 
clear if it was hacked or simply malfunctioning. The same with patches; though 
vendors denominate some patches as security patches, this is merely done to say 
that this does not alter the primary functionality. Repairing the functionality can 
also have an effect on security since malfunction can result in a vulnerability that 
put data at risk. The third argument for integrating security with the core processes 
is that it brings security close to the core competencies of the ICT Service Provider. 
Technicians who care for the IT functionality including all characteristics are very 
experienced and familiar with the technology. Hence, it makes sense that they care 
for security too. They can most probably do it better than others. Fourth, a parallel 
stream of security activities does not make sense at all. This would result in extra 
work because everything must be touched twice. Fifth, budgets for security are 
limited as others are. If security is cared for in an extra security management pro-
cess and maybe by extra people, this must be funded from the security budget. 
What happens if the budget is exhausting? What happens if this budget is cut? 
Security managers all over the world know such situations. A way out can be as 
follows: Do not feel responsible for the implementation of security! That’s it. It is 
the IT business unit that is responsible for providing the ICT service including all 
its characteristics! Treating security like all other characteristics means to make the 
best with the limited security budget. 

If there is a separate security management process that is actually responsible for 
the implementation of security measures, the equation is simple: extra process 
means extra costs and this also means that it’s somebody else’s business. Extra 
costs result in a situation that the IT business reduces security in order to produce 
competitive ICT services. Somebody else’s business means that eventually nobody 
cares for security. The Security Management organization will definitely be pushed 
too hard. Budgets will never be sufficient. And one may look at the numbers: There 
are maybe thousands of IT experts. How many IT security experts are required or 
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available to work after each IT employee? Security was often treated as a patch 
attached after completing ICT that turned out to be imperfect with respect to secu-
rity. This does not work. 

As a matter of fact, IT security management and IT service management (ITIL) 
need to be integrated. It is, however, also true that ESARIS is the first approach 
that systematically pursued this integration. 

It is outlined in the following how this integration is done: ITIL processes are 
mapped with the areas of the ESARIS Security Taxonomy, especially with the ICT 
Security Standards from Group B associated with general IT management services 
because ITIL is about IT service management. This mapping shall provide an over-
view only. The details of the integration are explained near the end of the book in 
Chapter 12. The matching that follows also provides a good overview of ITIL for 
readers which are not familiar with it. 

The mapping is organized in two parts. First the core ITIL processes are consid-
ered: 

Service Design (ITIL) comprises the activities which are necessary to set up or sig-
nificantly modify an ICT service ready for subsequent release (including de-
ployment). This process is not described in detail within the core ITIL publica-
tions. In ESARIS this is described in the ICT Security Standard – Systems Devel-
opment Life-Cycle (SDL). 

Supplier Management (ITIL): This process ensures that the hardware, software, 
system or ICT services obtained from third parties have the necessary charac-
teristics such as functionality and quality. It also ensures that contracts are 
agreed and met by the supplier. In ESARIS this is covered by the ICT Security 
Standard – Systems Acquisition and Contracting (SAC). 

Release Management (ITIL): A Release comprises one or typically many Changes 
to be applied on hardware, software, documentation, processes or compo-
nents. The Release Management process coordinates the planning and steers 
implementation, testing and deployment including handover to Operations. In 
ESARIS this is described in the ICT Security Standard – Release Management and 
Acceptance Testing (RMA). 

Service Catalog Management (ITIL) delivers and maintains service catalogs which 
contain all information about customer-facing ICT service and supporting ser-
vices. In ESARIS this is a subject of the ESARIS Attainment Model. 

Service Portfolio Management (ITIL): The service offering portfolio comprises all 
ICT services of the ICT Service Provider. The Service Portfolio Management 
process develops and maintains the portfolio and ensures that all ICT services 
meet defined market requirements and deliver the business value as expected. 
In ESARIS the link is created by the ICT Security Standard – Release Management 
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and Acceptance Testing (RMA). The activities themselves are the subject of the 
ESARIS Attainment Model. 

Event Management (ITIL): An event is a change of state in ICT that has or may 
have significance for the management of the ICT service. Security events are 
covered by the ICT Security Standard – Logging, Monitoring and Security Report-
ing (LMR). Security events are events that are security-related or security-
relevant. They are recorded in form of log data or are generated as an alert. 

Incident Management (ITIL): This process is triggered through the occurrence of an 
incident which is an unplanned interruption or a reduction of the quality of an 
ICT service. The Incident Management process aims at normal service opera-
tion is restored as soon as possible and that impacts on the business are mini-
mized. In ESARIS the ICT Security Standard – Incident Handling and Forensics 
(IHF) covers this. 

Problem Management (ITIL): In this process, the root causes have to be found that 
caused incidents. A solution must be found too in order to avoid subsequent 
incidents and/or to minimize their impact on the business. In ESARIS this is 
part of the ICT Security Standard – Change and Problem Management (CPM). 
However, due to the complexity of this area, the ICT Security Standard – Vulner-
ability Assessment and Mitigation Planning (VAM) also plays an important role 
here. 

Change Management (ITIL): This process is triggered by a Change Request (CR). 
The process coordinates the execution of changes in a way that their impact 
(especially disruption of ICT services) is minimized and risks are confined to 
an acceptable level. Changes are addition, modification or removal of anything 
which is part of or affects an ICT service. In ESARIS this is part of the ICT Secu-
rity Standard – Change and Problem Management (CPM). 

Service Asset and Configuration Management (ITIL): This process ensures that 
appropriate and reliable information is available about hardware, software and 
other objects (“assets”) that are used to deliver ICT services. The information 
being managed includes information about the configuration of the assets and 
their relationship. In ESARIS this is covered by the ICT Security Standard – Asset 
and Configuration Management (ACM). 

A summary of this mapping is shown in Fig. 31. 
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Fig. 31: Core ITIL processes versus areas in the ESARIS Security Taxonomy 

In this overview some processes were left out that nevertheless are worth mention-
ing in the context of discussing how ESARIS areas consider ITIL processes. The 
following forms the second part of the matching. 

Demand Management (ITIL): In this process the requirements and expectations of 
the customer (users and user organization) are collected, understood, ana-
lyzed, judged and communicated internally so that they are considered espe-
cially during design. In ESARIS this is partly covered by the ICT Security 
Standard – Customer Communication and Security (CCS) and a subject of the 
ESARIS Fulfillment Model too. 

Access Management (ITIL): This process ensures that only authorized users have 
the ability to make use of ICT services and to modify them. In ESARIS this 
plays an important role and is therefore distributed amongst different stand-
ards. The ICT Security Standard – Provider Identity Management (PIM) is about 
managing digital identities (including credentials and rights) for privileged us-
ers (administrators). The ICT Security Standard – User Identity Management 
(UIM) does the same for normal users usually not working for the ICT Service 
Provider but for the user organization or even being a customer of the user or-
ganization. The technical realization of granting access depends on the tech-
nology and is therefore a subject of the individual ICT Security Standard. Gen-
eral infrastructures such as authentication services are usually described in ICT 
Security Standard – Gateway and Central Services (GCS), ICT Security Standard – 
Operations Support Security (OSS) and others like ICT Security Standard – User 
LAN Periphery (ULP). The access infrastructure for privileged users (adminis-
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trators) is a subject of the ICT Security Standard – Administration Network Securi-
ty (ANS). 

IT Service Continuity Management (ITIL) shall minimize the impact of possible 
disruptions of the ICT services or of a loss of data which includes a timely and 
complete recovery of services and data. In ESARIS this is covered by the ICT 
Security Standard – Business Continuity Management (BCM). Note that the term 
business relates to ICT services since ICT service provisioning is the business 
of the ICT Service Provider. 

Information Security Management (ITIL): ESARIS provides concepts, methods and 
means for managing information security in a large-scale IT production. 

There is only one ICT Security Standard from Group B missing in the above list. 
Group B in the ESARIS Security Taxonomy comprises all areas associated with gen-
eral IT management services. The missing standard is the ICT Security Standard – 
Security Patch Management (SPM). There is a simple reason for this. Surprisingly, 
ITIL does not talk about patching. With respect to security, however, patching is so 
important that a separate ICT Security Standard was created. The relations to vul-
nerability management, problem management, change management and incident 
management are described later. 

5.2 Division of labor between IT and IT security 
Introduction and summary: ITIL is security-aware and a dedicated process is 
defined for this. In practice, however, this receives little attention from practi-
tioners. A different approach is required. In this section the advantages and dis-
advantages of using the ITIL Information Security Management process are dis-
cussed. It is shown that security needs to be treated differently. The different 
role of the Security Management organization and a staged model for integrat-
ing IT security in IT service management activities is presented. 

There is actually an ITIL process not yet described in any detail. It is the Infor-
mation Security Management process quite arbitrarily assigned to Service Design. 
The ITIL process shall ensure that overarching objectives are considered and pro-
cesses and objectives are coordinated. Why is this process not used? Actually, it is 
used. There is the so-called Enforcement Framework for ESARIS (Sect. 2.1) with the 
Information Security Management System (ISMS). The ITIL process as well as the 
ISMS ensures that defined processes are in place for the security organization to 
take care for security which includes the definition of corporate security policies 
and their implementation. The problem is that the ITIL Information Security Man-
agement process is automatically assigned to the Security Management organiza-
tion and the people working in this field. 

More critical, extra process could be understood as extra charge. This is the oppo-
site from “inherent security” or the ESARIS objective “secured by definition”. It is 
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a fundamental principle of ITIL to define everything service-based. It is recom-
mended to develop and offer a catalog of security services that can be consumed 
by other departments of the company. Although security features of ICT services 
must be described in the ICT Service Provider’s services catalog, these features 
cannot be delivered by anybody else than the one who delivers the functionality 
that needs to be secured. 

The role of the IT business and Security Management organization and the division 
of labor between them is shown in Fig. 32. There are two things which need to be 
centralized and coordinated from a central point: the production of security stand-
ards and guidance (requirements engineering and setting) and the verification if 
the security standards and guidance are correctly applied. There is one thing 
which can neither be centralized nor delegated to certain individuals: the imple-
mentation and use of the security standards. It is up to the IT business to deliver 
secure ICT. This includes all the features necessary to gain business value from 
using the ICT services. Obviously, security or mitigation of associated risks to an 
accepted level is one of these features. 

 
Fig. 32: Role of the IT business and Security Management organization 

There is one major lesson learnt for managing security in the past. People start 
acting if they are affected by the negative result of their own activities. Making 
security features part of the ICT specification is one step. Making the IT teams and 
departments responsible for securing their deliverables is consequently the second 
step. Security programs must be built around the people whose impact is greatest. 
The Security Management organization is not responsible for the security of the 
ICT services. It is responsible for providing best support for securing them and for 
ensuring that inappropriate security is made apparent and evident so that the 
business is able to take sound decisions whether to improve the security or treat 
the risk differently. 
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A large-scale IT business is organized along the ITIL processes. This means that the 
security management activities have to be integrated into them. Fig. 33 shows four 
steps in this integration each being characterized by a higher maturity. 

 
Fig. 33: Four stages of integrating security with IT service management activities 

In stage 0 there is almost no integration though both sets of processes and activities 
exchange information. This ensures that security requirements may or may not be 
considered. In stage 1 the Security Management organization takes over the man-
date to care for security of the ICT services. It defines requirements for securing the 
ICT services (red arrow in the figure) but also feels responsible for implementing 
the security measures to a great extent (black arrows). In stage 3 the IT businesses 
get aware that securing the ICT services is their job. They use the requirements 
defined by the Security Management organization and implement the security 
measures by their own. However, considerable assistance is required from the 
Security Management organization (black looping arrows) for two reasons. First, 
the security guidance is not as mature, ready for use and fit for purpose as it 
should be. Second, the IT staff is not familiar enough to actually care for security 
on their own using written instructions only. The Security Management organiza-
tion monitors the activities, receives feedback and improves the security guidelines 
continuously (red looping arrow in the figure). Note that at this stage the IT teams 
actually take the responsibility for securing the ICT services they are responsible 
for. The Security Management organization is mainly responsible for providing 
appropriate guidance for the IT. This may result in approaching stage 3 in which 
the IT teams and departments become more and more involved in security. Refer 
to Fig. 33. They not only use security guidelines, they participate in their develop-
ment. They may take over their development so that the Security Management 
organization mainly approves what they have defined (two red arrows). Assis-
tance during the application of the security guidelines is provided by security ex-
perts not necessarily belonging to the Security Management organization (arrows 
that loop closely). The IT departments have their own (who of course work along 
the policies and requirements set-up by the Security Management organization; 
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red bricks in the middle). Sometimes however, central support may still be re-
quired (large black looping arrow). The Security Management organization is still 
responsible to verify compliance and to provide evidence if and to what extent the 
security measures have been implemented in technology and activities. 

5.3 How the integration looks like and actually works 
Introduction and summary: Two examples show how the integration of IT se-
curity management on the one hand and IT service management (ITIL) on the 
other should actually be done. New activities need to be added to the ITIL pro-
cesses or even to the process map in order to make sure that the specific re-
quirements of managing security are met. The ITIL processes dominate the in-
dustrialized IT production characterized by rigorous division of labor and by a 
high degree of specialization and standardization. In this environment, process-
es are important elements that exactly specify all steps in advance which need to 
be carried out by employees. Security activities need to be integrated. 

It is now assumed that security standards exist which are fit for purpose and used. 
Then the Security Management organization must work on improvements includ-
ing corrections. There are three types of instances that should cause the ICT Service 
Provider to become active with respect to security: 

 First, an actual policy violation is observed. Some employee may have actually 
seen that something went wrong. The inspection and analysis of log data may 
have revealed a hostile action (like hacking) or any other event that turns out 
to be not in line with the security policies. Or, a technical audit or any other 
audit or self-assessment brought something like this to light. These are just ex-
amples. 

 Second, a deviation from the ESARIS security standards is revealed. Here are 
examples for this. The inspection of design information or of evaluations of the 
design have shown that some security measures were not or not appropriately 
been implemented. Vulnerability or compliance monitoring (scanners) showed 
that an ICT element was not patched or not correctly been configured. Pene-
trating and other testing have shown that there are differences between stand-
ard and actual implementation. 

 Third, a gap or an error in the security standards is revealed. This may also 
cause a security issue since the correct implementation of the deficient security 
standard would lead to a vulnerability. 

These three triggers are also shown in Fig. 34. The follow-up activities are dis-
cussed now showing how security activities are conducted as part of core ITIL 
processes. While doing this, it becomes clearer why ITIL integration is quite com-
pulsory though for the first time the integration is elaborated explicitly with 
ESARIS. 
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Fig. 34: ITIL integration - activity triggers and follow-ups 

The first trigger is the observation of a policy violation. In this context it is of no 
interest how this was observed. The source of information doesn’t matter here; the 
focus is on discussing follow-up activities. Three core ITIL processes are consid-
ered: Incident Management, Change Management and Problem Management (light 
blue boxes in Fig. 34). A Risk Management process (lower right in the figure) is 
added as an extension of the security management to ensure that information secu-
rity risks are explicitly treated. The other two boxes will be explained little later. 
When a violation of a security policy was observed, the next step is determined by 
the nature of the case: As a general rule, the Incident Management process (ITIL) 
must be triggered if the violation entails an imminent danger. For instance, the 
hacker is still active and in the system. Note that Incident Management is the only 
process which really works “real-time”. Each activity is executed right after having 
finished the preceding one. Everything is done immediately if possible. The Inci-
dent Management process (ITIL) must therefore become capable of managing se-
curity incidents. More about this comes later. If a solution is known it is imple-
mented; if there is no solution available a work around is implemented and the 
Problem Management process is triggered (ITIL). The Problem Management pro-
cess must find a way to find a final solution. The implementation of both a work 
around and a real solution is coordinated by the Change Management process 
(ITIL). It might be necessary to record a risk while the problem is being managed. 
This can be necessary if the ICT Service Provider or its customer is exposed to a 
considerable risk despite of having implemented a work around. That’s why 
Fig. 34 branches also to the Risk Management process (lower right in the figure). A 
new solution or fix may also be required to be described in an ESARIS security 
standard. That’s why the Problem Management process branches to a box entitled 
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“ESARIS Maintenance process”. This part is responsible for the update of ESARIS 
security documentation. Though the Change Management process (ITIL) could 
also be used for updating documentation it is not realistic to use it for all ESARIS 
documentation. As a result, an extra maintenance system or document manage-
ment process is introduced. Details are given in Chapter 10. 

The next case is that the “violation of a security policy” does not entail an immi-
nent danger (as it would be in case of an ongoing attack). If it is apparent and for 
certain that the issue is caused by a deviation from ESARIS security standards, this 
needs to be fixed. The required change can be initiated directly by triggering the 
Change Management process (ITIL). This case is not shown in the figure. In many 
cases it is necessary that some experts do some analysis and take care that the re-
mediation of the security deviation actually takes place. That’s why a remediation 
management process is shown in Fig. 34. This process should be an intermediate 
solution only, which is required until the organization is mature enough to repair 
security deviations without assistance (reminders and exerting pressure). The re-
mediation management process also triggers the Change Management process 
(ITIL) to implement the repair. In case of risk exposure (above a certain threshold) 
the Risk Management process is triggered. Also the latter can initiate the change, 
e.g. in case that the general management had released the necessary budget or 
given order to fix the issue. 

Now the “violation of a security policy” is neither entailing an “imminent danger” 
nor related to a “deviation from security standards”. Then one may ask if the issue 
is really demanding. Further activities can be initiated by the Problem Manage-
ment process or by the ESARIS Maintenance process which simply performs an 
update of ESARIS security documentation. It could happen that a policy was simp-
ly wrong or that an update of a guideline will for example prevent that the viola-
tion can happen again. 

The second trigger and the third trigger are easier to understand. Almost all facts are 
already described. In the second case, it has been observed that implementation or 
activity on the one hand and ESARIS security standards on the other deviate. Such 
deviations are revealed for example by inspecting design information, from vul-
nerability or compliance monitoring (scanners) or by means of penetrating and 
other testing. The Incident Management process (ITIL) must be triggered if the 
deviation entails an imminent danger. This is, for instance, the case if the deviation 
causes a critical vulnerability that can easily be exploited which would in turn re-
sult in a considerable impact. The next steps are as described above. In case that 
there is no imminent danger, the remediation management process can be trig-
gered. Note that this extra process (refer to Fig. 34) should be an intermediate solu-
tion which is, as already mentioned, only required until the organization is mature 
enough to repair security deviations without assistance (reminders and constant 
pressing). 
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The third trigger is the simplest: an error in the ESARIS security standards is dis-
covered. This should directly be fixed through the ESARIS Maintenance process. A 
possible detour via the Incident Management process (ITIL) may not actually 
speed up the process in case of an imminent danger (not shown in Fig. 34). How-
ever, this can be necessary if, for instance, customers need to be informed. If no 
support from this process is required the course of actions can directly proceed 
with updating the security documentation. 

The length of this description shows two things: 

 The matter of integrating IT security management and IT service management 
is complex and difficult. The complexity does not come from the integration, it 
is due to the fact that IT service management and managing security of ICT 
services is a complex matter in a large-scale IT production environment. 

 One should not expect that this can be specified in one or two chapters in a 
security management document. Consequently, the Enterprise Security Architec-
ture for Reliable ICT Services (ESARIS) uses Level 3 and Level 4 (with the ICT Se-
curity Standards) for these orchestration activities and reserves the Level 5 (with 
the ICT Security Baselines) for numerous guidelines each for specific activities of 
specialized people in the supply chain. 

In the following example, it is explained why the ESARIS Security Taxonomy also 
comprises the two areas Vulnerability Assessment and Mitigation Planning (VAM) and 
Security Patch Management (SPM). Fig. 31 shows these two areas in addition to gen-
uine IT service management process areas. The next Fig. 35 illustrates how vulner-
ability and patch management are dealt with in ESARIS. The explanation below 
underlines what was said in the last two bullets. It will also be apparent that it is 
absolute necessary to exactly specify all steps in advance that need to be carried 
out by the employees. 

Surprisingly, patching is not explicitly mentioned in ITIL. There is no description 
about this, although it is very clear that patches as well as all other changes are 
coordinated by the Change Management process (ITIL) triggered by a Change 
request. Changes are additions, modifications or removals of anything which is 
part of or affects an ICT service. 
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Fig. 35: ITIL integration – security patching and vulnerability management 

The Change Management process (ITIL) is shown as a light blue box on the right-
hand side of Fig. 35. Contingency and rollback planning as well as risk mitigation 
and review and approval of changes are major tasks of this process. The Incident 
Management process (ITIL) has also been already described shown above the 
Change Management process in the figure. What triggers the cause of actions ini-
tially? A patch is provided by the manufacturer of the software. The manufacturer 
(vendor) notifies if a patch is available. Refer to the lower left in the figure. That’s 
where patch management starts. There are many vendors and different software. 
The process starts with collecting and checking the notifications and the software 
patches. Usually the ICT Service Provider has defined at least one normal patch 
cycle and one fast or emergency mode for patching. Before any patch is applied 
they are packed and it is scheduled when the patches to be applied. Refer to the 
figure. They need to be tested and a Change is requested so that the Change Man-
agement process (ITIL) is triggered. This also holds for security patches. The actual 
deployment or installation of the patches can be regarded as being part of the 
patch management process (not explicitly described in ITIL). This is a standard 
procedure for patches where security experts or security services are not required 
and not necessarily involved. 

Vulnerability management, CERT services and the like are an important element of 
security management. In ESARIS all such activities around revealing vulnerabili-
ties, their analysis and planning of mitigation activities are put into one area of the 
ESARIS Security Taxonomy. The related ICT Security Standard is called Vulnerability 
Assessment and Mitigation Planning (VAM). How does the ICT Service Provider get 
aware of vulnerabilities? There are several sources of information. Refer to the 
upper left in Fig. 35. Vulnerability and compliance monitoring (using scanners) can 
for example provide the information that software is not current. The ICT Service 
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Provider has subscribed to receive so-called CERT advisories or CERT notifications 
which also contain information about available patches. But also penetration test-
ing can show that software is not kept up-to-date. (Misconfiguration is not consid-
ered here for the sake of simplicity.) All such vulnerabilities are collected, assessed 
and it is planned how and when to fix them. Before any actual change is made, it 
must be understood if the vulnerability entails an imminent danger. If so, the Inci-
dent Management process (ITIL) needs to be triggered since this is the only “real-
time” process as discussed above. The Incident Management process (ITIL) finally 
triggers the Change Management process (ITIL) which in turn involves activities 
from the patch management as just described. In case if there is no imminent dan-
ger, one has to ask if a solution exists for fixing the vulnerability. If not, the Prob-
lem Management process (ITIL) is triggered since a solution must be found. Refer 
to the figure. Note that this is a rhetoric question only since only patches are dis-
cussed here. Other types of vulnerabilities like misconfiguration are not described. 
The result is handed over to the patch management process. This means that the 
latter receives something similar to the vendor’s list of patches. The vulnerability 
management process has perhaps collected different or additional information. The 
patch management receives this information together with concrete advice how to 
deal with the vulnerability and the patch. There are a lot more relations that could 
not all be discussed. For instance, the Asset and Configuration Management pro-
cess provides information about the components that need to be patched; it is also 
used to document the new configuration. 

The starting point was very simple. Software is required to be updated (patched). 
It is neither possible nor appropriate to separate functional patching from security 
patching. Both processes must be melt together (integrated). However, it turns out 
that security vulnerabilities require specific care and analysis which can only be 
conducted by security experts. Hence, an area called Vulnerability Assessment and 
Mitigation Planning (VAM) exists. In this area also other sources of information are 
used. The analysis and the mitigation planning may also deviate from managing 
weaknesses and errors in functionality. 

This results in an enhanced map of ITIL-related processes. New activities are add-
ed in order to make sure that the specific requirements of managing security are 
met. Existing processes are enhanced in order to interact with them and to ensure 
that the complete picture actually works in an industrialized IT production charac-
terized by rigorous division of labor and by a high degree of specialization and 
standardization. In such a production environment, processes are important ele-
ments that exactly specify all steps in advance which need to be carried out by 
employees. The ITIL processes dominate IT production. Security activities need to 
be integrated. More details are provided in Sect. 12.2. 

 



 

 

 

 

 

Part 2: Core activities 

Fig. 36 shows the program of this second part of the book. The customer-to-
customer-process starts with considerations about standardization (denoted by 
requirements engineering and document management described in detail in 
Part 3), implementation of the ESARIS security standards including a verification 
of compliance, and the contracting including the comparison with the customer’s 
security requirements. The management of suppliers is discussed in the last chap-
ter of this Part 2. 

 
Fig. 36: ESARIS as a customer-to-customer process 
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6 Standardization – ensuring quality and efficiency 

Introduction and summary: The business demands cost reduction, flexible 
sourcing and customary quality when it comes to getting ICT services. Internal 
and external ICT Service Providers must therefore industrialize their IT produc-
tion. Industrialization in turn requires standardization of all components in 
modern IT production. This includes standardizing the security measures that 
are used to protect the ICT service provisioning. Necessity and benefits are dis-
cussed (Sect. 6.1). The ESARIS Industrialization Concept explains how require-
ments from different sources are treated, structured and used and how stand-
ardized elements are combined in order to create tailored ICT services and to 
meet various security requirements (Sect. 6.2). The ESARIS Security Specification 
Concept provides guidance to structure the ESARIS security standards in order 
to guarantee modularity, to support standardization and to ease the use of the 
documentation in practice (Sect. 6.3). There are obstacles in the way towards 
standardization of security. These are discussed and practical advice is provided 
to support the standardization in a larger corporation (Sect. 6.4). 

Editorial note: This section (except Sect. 6.2 and 6.3) is based on one of the author’s 
earlier publications.35 

6.1 Understanding standardization, its necessity and benefits 
Introduction and summary: The origin of “in-house standardization” and the 
motivation to use standards in general is analyzed. The topic is further nar-
rowed down by briefly discussing the possible nature of the standards. The term 
“standard” is defined which is needed in order to discuss benefits later. 

Many people associate with a standard that they must use it or adhere to it. This 
understanding leads into the wrong direction. Standards, as being understood 
here, are not a “must” – they are not a “law”: 

 Standards (as used here) primarily provide benefits such as competitive ad-
vantages that should motivate to use them.  

 If this motivation is not sufficient, enterprises may enforce their use and pun-
ish ignorance. No external enforcement, pressure or influence is assumed. 

This is shown on the right-hand side in Fig. 37. There are different motivations for 
standardization such as legislation, regulation or technical reasons which are, 

                                                           
35 Eberhard von Faber: In-house standardization of security measures: necessity, benefits 

and real-world obstructions; in: ISSE 2014 Securing Electronic Business Processes, High-
lights of the Information Security Solutions Europe 2014 Conference, Springer Vieweg, 
Wiesbaden, 2014, ISBN 978-3-658-06707-6, p. 35-48 [46] 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_6 
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however, not in focus here. It is assumed that the corporation has an intrinsic in-
terest in standardization of security (raise “competitive advantages”). As a result, 
standardization means “in-house standardization”. The term (in-house) standard 
is defined on the right-hand side in Fig. 37. Such standards are based on agreement 
driven by the corporation on its own. It is not assumed that the standards are 
agreed upon or recommended by market players (industry standards) or issued by 
a standard’s organization, the government or any other such authority. However, 
the origin of standardized measures does not count. It is sufficient to distinguish 
between “standardized” and “not standardized” (or custom) as long as the motiva-
tion is intrinsic. 

 
Fig. 37: Motivation for standardization and definition of in-house standards 

The above consideration is now applied to standardization of security in an indus-
trialized IT production. It is first described why standards need to be applied in IT 
production (refer to the upper left in Fig. 38). Then general outcomes of standardi-
zation are discussed (upper right in the figure). Finally, specific benefits for securi-
ty professionals, most notably the CISO,36 are provided. Note that all three parts 
are important for the CISO since he does his business in a given corporate envi-
ronment where all the usual business rules and mechanisms apply. 

                                                           
36 CISO: Chief Information Security Officer; head of security in a corporation 
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Fig. 38: Necessity and benefits for standardizing security (in-house) 

Necessity relating to ICT service provisioning: The provisioning of ICT services (in 
an industrial fashion) is of complex nature and characterized by a high degree of 
division of labor and by the distribution of activities throughout the organization. 
As a result, many organizational units and business roles have to contribute to 
protecting the ICT services. ICT service provisioning on a large scale (“produc-
tion”) requires the standardization of security for the following reasons: 

 Industrial production is characterized by a high degree of division of labor and 
high specialization of people. Industrial production uses defined processes 
where procedures need to be clearly defined too. This very structured ap-
proach requires many elements described in terms of modules (that can often 
be reused). Such modules or patterns are the result of standardization. (Per-
spective: outside-in.) 

 ICT Service Providers mostly maintain a comprehensive portfolio of various 
ICT services including desktop services, communication services, and compu-
ting services. The service models (i.e. the division of labor between ICT Service 
Provider and user organization) may also differ. (Perspective: inside-out.) Pro-
ducing these services in an industrial way also requires the modules or pat-
terns from standardization as demanded in the previous bullet. 

 Reduction of complexity is required in order to make information security 
manageable. This is required both to understand and to sell/buy the ICT ser-
vices (perspective: outside-in) and to secure the ICT services (perspective: in-
side-out). 

Benefits relating to quality and cost improvements: The definition of “standard” 
directly leads to benefits that are produced by standardization. Refer to Fig. 38. The 
same level of security is required around the world (important for customers with 
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global business; no. 1 on the upper right in Fig. 38). Enterprises are working on a 
global basis so that they need to use ICT services on different continents and in 
different countries. Though there are local differences in legislation and in industry 
regulation, global enterprises like to streamline their business as much as possible. 
This also holds for consuming ICT services and for managing IT security risks as-
sociated with this. But moreover ICT services can be obtained on a global basis. 
This is a result of deregulation, the rise of global providers and made possible 
through the development of communication networks and IT. 

The reduction of costs (no. 2 on the upper right in Fig. 38) is the result of re-use 
which reduces the expenditure or the effort. In modern IT production scaling ef-
fects play an important role. They can only be realized if platforms are identical 
which in turn requires the implementation of standards. 

Improved quality and faster provisioning (no. 3 and 4 in Fig. 38) are also straight-
forward to understand. Quality is increased since more time and effort can be 
spent to develop and prove the solution. More experience is available from using 
it. Faster provisioning is an extra benefit which is very important for the fast-
moving information technology and its market. Note that quality is in turn directly 
correlated to security. Reduction of complexity (no. 5) considerably improves secu-
rity since complex things are hard to understand and to manage. Simplicity helps 
to meet the security target. 

Benefits relating to CISO specifics: The standardization of security has further ben-
efits that are essential for the Security Management department and the people 
steering the security of the ICT services, foremost the Chief Information Security 
Officer. There are at least four benefits or advantages (refer to the lower part in 
Fig. 38). Standardization of security leads to higher assurance (no. 1 of the CISO 
specifics in Fig. 38). Nowadays, user organizations are facing problems obtaining 
detailed information when investigating the market in order to find third-party 
ICT services with the appropriate security or risk profile. They need reliable infor-
mation about security in order to be able to estimate and manage associated risks. 
Hence, the ICT Service Providers must deliver appropriate assurance together with 
their ICT services. This is made easier or is even enabled through standardization 
that is as complete as possible. 

But more straightforward, standardization increases the level of security (no. 2 in 
Fig. 38). If there are no security standards, the consideration of security maybe left 
to people with their respective personal opinions and priorities. If using security 
standards (as security patterns) it is more likely that security is considered at all. 
Standards also improve the availability of information about the “security”. This in 
turn helps to identify gaps and vulnerabilities. Transparency is essential for an 
effective security management. Without standards, transparency is hard to achieve 
in a complex IT production. 
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Improved control (no. 3) is very similar. The Security Management department can 
concentrate on the standards. The available resources are usually far from being 
sufficient to control security in a largely heterogeneous environment. In this way, 
standardization of security also helps to live with the limited resources the CISO 
may have available. 

Good news for the CISO (no. 4). The security standardization is also a way to inte-
grate security into the day-to-day IT business. This can help the security organiza-
tion to safe money since the costs are transferred from the security budget to other 
corporate budgets: 

 It is a main principle of ESARIS that IT security management is integrated with 
IT service management. One result is that some dedicated security costs be-
come inherent IT costs. Another main principle is: security is everybody’s re-
sponsibility. This reduces the work load of security professionals. 

 However, the main effect of standardizing security is reduced costs for devel-
opment and maintenance of security measures. The standardization leads to a 
harmonization of the IT environment which reduces all efforts that are associ-
ated with the management of information security. 

But security experts should not expect money to be left. Increasing demands will 
eat up this money. Security experts must standardize security in order to be able to 
do their job with reasonable quality. 

6.2 ESARIS Industrialization Concept 
Introduction and summary: The design, production and marketing of ICT ser-
vices incur considerable costs. There are two ways to reduce these costs com-
pared to traditional computing: economies of scale and standardization. Smaller 
IT departments and providers can standardize, whereas their ability to generate 
economies of scale and distribute costs through different services and users is 
limited. Especially large ICT Service Providers require a concept of industriali-
zation in order to reduce costs. Generally, such a concept comprises dealing 
with the various requirements (Sect. 6.2.1) and the composition of the service us-
ing predefined, standardized elements (Sect. 6.2.2). Both issues are dealt with be-
low. 

6.2.1 Dealing with requirements 
Fig. 39 illustrates the process from the identification of requirements (first row), 
through their consolidation (second row) to the conception and integration of ICT 
solutions (third row) and the operation and maintenance of them (fourth row). 
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Fig. 39: From requirements to services 

Security-related requirements originate from both the ICT Service Provider (corpo-
rate) and the user organizations (customers): 

 The ICT Service Provider maintains its business in a legal, social and economic 
environment. As a result, there are requirements from the imperatives Gov-
ernance, Risk (management) and Compliance – more specifically those relating 
to ICT usage and provisioning. 

 The ICT Service Provider provides ICT services for customers. The customer in 
turn maintains its business in a legal, social and economic environment and 
therefore has specific security concerns which need to be considered in the ICT 
services it consumes from the ICT Service Provider. 

Note that both sets of requirements may partially overlap. 

In order to meet all the different requirements, the ICT Service Provider needs to 
organize and assess them. It is one rule of ESARIS that requirements are catego-
rized as follows: 

 Standard requirements: these will constitute and correspond to a “baseline 
security”; no service will come with “lower” security (unless an exception is 
required and overrules this baseline); 

 Options: such requirements are not common to all services and customers; 
they are, however, important for several customers, thus they are considered 
and addressed in the (standardized) offering portfolio of the ICT Service Pro-
vider; 

 Full custom: the ICT Service Provider is not prepared to meet such require-
ments with out-of-the-box services; it may be decided to develop a specific (i.e. 
custom) solution to meet such special requirements. 
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It is important that requirements fall into one of these categories. It is also im-
portant that the first group covers a considerable part, and that the first two groups 
cover the vast majority. Otherwise, the ICT Service Provider cannot sufficiently 
realize economies of scale. 

These three sets of requirements result in three types of service categories. Similar 
to the requirements, there are 

 the “baseline security services” (in line with industry standards) which can be 
considered as a “foundation” and 

 the “optional security services” which can be added. 

Both are used to deliver industrialized services using established platforms and 
processes. 

 Full custom requirements can be met by providing “customer-specific security 
services” which may or should also take advantage of what already exists. 

Note that meeting “exotic” requirements and the provisioning of corresponding 
services may not be in line with the strategy of the ICT Service Provider. Therefore, 
the company may decide not to serve the customer. 

6.2.2 Composition of services 
The Enterprise Security Architecture for Reliable ICT Services (ESARIS) comprises 
technological, organizational and procedural means required to secure ICT ser-
vices and to provide dedicated security services as well. ESARIS implements and 
maintains security. 

The main emphasis is on supporting the core business (ICT) of the ICT Service 
Provider. The ICT Service Provider must develop a modular approach in provid-
ing ICT services. This is shown in Fig. 40. An ICT service consists of a “core ser-
vice” where “options” may be added. The same approach is used for security. 
There are the “baseline security services” where “optional security services” can be 
added. 

ICT services incorporate security services as shown in Fig. 40. In the first example, 
the customer consumes the “pure” ICT service with the “baseline security ser-
vices”. However, there are ICT service options (black plugs in Fig. 40) as well as 
“optional security services” (red plugs) which are not used in this example. In the 
second example, the customer uses ICT service options (one black plug) as well as 
“optional security services” (two red plugs), even though there are still unused 
options. 
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Fig. 40: Provisioning of ICT services 

Most security services (the red plugs on the right-hand side of Fig. 40) are required 
to secure ICT services. Some security services, however, may also be provided as 
dedicated or stand-alone security services. The offering portfolio of large ICT Ser-
vice Providers also includes dedicated security services both to complete the over-
all offering portfolio and to strengthen their ability to secure other ICT services. 

6.3 ESARIS Security Specification Concept 
Introduction and summary: The ICT Security Standards describe security 
measures that are in place to protect the ICT services delivered by the ICT Ser-
vice Provider. The level of abstraction of the standards, more precisely of their 
security measures, was already determined. The ESARIS Security Taxonomy has 
been developed that determines the structure and organization of topics, realms, 
areas or aspects and that distributes the corresponding security measures 
amongst 31 ICT Security Standards. In this section, the internal structure of the 
ICT Security Standards is defined. All standards are structured in exactly the 
same way. They provide a definition of a security target and specify the solution 
in terms of security measures. With this approach modularity and standardiza-
tion is consequently pursued. 

The Enterprise Security Architecture for Reliable ICT Services (ESARIS) is strictly 
modular and will appear as a hierarchy. Refer to Fig. 41. 
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Fig. 41: General structure of the ESARIS security standards 

In order to support this and guarantee its realization, the following is stipulated 
regarding the ICT Security Standards (Level 4): 

 All ICT Security Standards have exactly the same structure. This greatly facili-
tates the use of the complex material, since information can better be found 
and readers can more easily be acquainted with the standards after having 
studied the first one. The unique structure also guarantees that the required 
content actually exists in all standards. 

 A mandatory document template has to be provided to every author. In prac-
tice, a unique structure for all standards cannot be accomplished without 
providing a template that is mandatory and must not be changed by the au-
thors of the standards. Usage of templates and style sheets for the office pro-
grams being used also has the benefit of improving the quality and the effi-
ciency of drawing up and maintaining documents. 

 A guidance document has to be provided to every author which explains the 
purpose and expected content of each section in the document. 

 The standards are structured as security concepts or security targets 37 even 
though they mainly define the security measures that are being implemented. 

This methodology 

 helps to ensure that all standards contain the required information, and 

 facilitates the handling of the standards; in particular, required information 
can be found more easily. 

                                                           
37 Refer to: ISO/IEC 15408 – Information technology — Security techniques — Evaluation 

criteria for IT security — Part 1: Introduction and general model; 2009 [9] 
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Each ICT Security Standard is organized as follows: 
 security problem definition, 
 security objective identification, 
 scope and coverage clarification, 
 identification of external support (dependencies with other standards), 
 definition of security measures with implementation guidance and rationale, 
 responsibilities and possible deviations. 

The structure of the ICT Security Standards is shown in Fig. 42. 

 
Fig. 42: Structure of the ICT Security Standards 

Together with the regulations mentioned before, this structure and related guid-
ance constitutes the so-called ESARIS Security Specification Concept; which is ex-
plained in more detail below. 

Note that in the remaining part of this section, all references to chapters and sec-
tions are made to the content of an ICT Security Standard (Fig. 42) and not to chap-
ters and sections within this book. 

The security measures only describe the solution. Strictly speaking, they cannot be 
understood if their context is not also provided. This context is described in detail 
in the Chapters 2 and 3 of each ICT Security Standard (see Fig. 42). The scope or 
concrete field of application is not evident from the title of the ICT Security Stand-
ard. The world of ICT is far too complex to allow this. Moreover, it is best practice 
to derive requirements and measures, respectively. If technology changes (e.g. 
emergence of a new operating system), measures need to be adapted. Where secu-
rity objectives have not been defined, this adaptation may lead to a reduction in 
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the security achieved, even if the new technology looks better and is more state-of-
the-art. Furthermore, it is not possible from studying the security measures alone 
to determine whether or not they are adequate and complete. This can only be 
managed if they are mapped to security objectives in the context of a well-defined 
scope. Finally, adequate security objectives can only be formulated if the problem 
has been analyzed appropriately and understood. 

This concept is borrowed from the security target specification defined in the 
Common Criteria.38 In Common Criteria, a security target is an implementation-
independent specification of security needs. This is what is exactly needed here. 
Common Criteria sets standards for security evaluations. After such an evaluation, 
a security target “serves as a basis for an agreement between the developer or re-
seller of the TOE and the potential consumer of the TOE”.39 The abbreviation TOE 
means “Target of Evaluation” and should be translated into “ICT service” in the 
ESARIS context. All relevant security standards together make the ICT service 
secure that is provided by the “developer or reseller” (ICT Service Provider) and 
used by the “potential consumer” (user organization). 

All ICT Security Standards are organized in exactly the same way. Firstly, the envi-
ronment is described in Sect. 2.1 (“Environment”). It comprises the identification of 
ICT elements, important processes or tasks as well as other conditions or con-
straints that are necessary or relevant to understand the situation. At the same 
time, this section addresses primary security concerns or challenges. To summa-
rize, this section contains a minimal risk analysis. The guidance document states 
that the following have to be described and observed: 

Facts that are determined to be relevant in order to understand the context 
This section contains a description of the “environment” which includes condi-
tions or constraints necessary to understand the situation. This may comprise the 
information and communication technology (ICT) being used, organization 
and important processes, laws, contractual dependencies as well as expertise 
or knowledge or operations personnel. 

Minimum analysis of threats and risks 
This section addresses major security concerns, threats, risks or problems that are 
relevant in order to understand the security measures being proposed and 
specified in the standard. Critical assets may also be mentioned which require 
specific protection. Major assumptions may be added which are to be met by the 

                                                           
38 ISO/IEC 15408 – Information technology — Security techniques — Evaluation criteria for 

IT security — Part 1: Introduction and general model; 2009 [9]. In 1999, the Common Cri-
teria were published as the International Standard ISO/IEC 15408. 

39 Ibid. 
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organization in order for the system to be considered secure. This may com-
prise specific security policies or framework conditions. 

The security objectives are derived and described in Sect. 2.2 (“Objectives”). The 
description starts with some kind of demand analysis. The section may provide 
information about sources for specific requirements and policies that need to be 
observed. Then the security objectives are described, which explain the situation to 
be achieved. They are used to derive the security measures which later build the 
main part of the security standard. The guidance document states: 

Facts required to understand the origin of requirements 
This section outlines the origin of requirements in order to address security con-
cerns or counter threats. This information is helpful to identify the stakeholder 
or understand motivation and the business case. This section is intended to inform 
the reader about specific sources for requirements such as specific protection 
requirements according to PCI-DSS 40 in the event that credit card payment da-
ta are processed. If there are no such specific sources of requirements, this sec-
tion can be used to provide general guidance, e.g. for the mapping to 
ISO/IEC 27002,41 or may be left blank. 

Minimum description of objectives and goals 
This section also outlines the purpose of the security measures being specified in 
the standard. Note that this is different to the analysis of threats and risks in 
Sect. 2.1 since the focus here is on the situation to be achieved. This description 
should be consistent with the “environment” stated in Sect. 2.1. Note that the 
information to be given in this section is important and must not be left out. 
Instead, a precise description of objectives and goals should be given which 
aids the understanding of the result of the security expenses and costs associ-
ated with this security standard. 

Chapter 3 (“Subject”) is also important. Sect. 3.1 (“Scope and Coverage”) contains 
information about the specific field of application or the scope. This includes the 
boundaries and possible interfaces. Here one can learn how the security standard 
is embedded into the overall architecture (ESARIS Security Taxonomy) and the 
business of the ICT Service Provider. The guidance document states: 

What is in scope – what will be covered? 
This section describes all the elements which are subject to security measures. It 
therefore describes the elements which are in scope and therefore covered by 
the security standard. Such a description can outline the information and tele-
communication technology (ICT), its architecture or construction. It can also 

                                                           
40 PCI Standards Council: PCI DSS (PCI Data Security Standard); Version 3.2 as of 2016 [13] 
41 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
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describe usage scenarios and thereby mention the elements being used. If the 
security standard is about service management, the processes and procedures 
are outlined. The boundaries can also be described. All the details should be 
added here in order to allow ICT minded people to understand the subject 
which needs to be controlled. 

Sect. 3.2 (“Limitations, Dependencies and Obligations”) contains limitations and 
describes dependencies. Here one can also learn how the ICT Security Standard and 
its security measures interact with other areas. The guidance document states: 

What is out of scope – what is not covered? 
In order to enhance clarity it might be helpful to list elements which are not con-
sidered and out of scope. Providing this information here and not in the “Scope 
and Coverage” section makes the latter easier to read. It may also be important 
that specific exceptions are prominently listed here early in the document. For 
instance, one can state here that “Release 5.7” is excluded and does not provide 
the features described in the document. This can be useful if “Release 5.7” is 
used in exceptional circumstances. 

What are the dependencies – what are others needed to do? 
The security measures do not stand alone; they often need support from other 
measures. Prominent examples are procedural and organizational measures to 
support technical means. It is considered helpful if supporting functions that are 
not under the control of the standard in particular are identified early in the doc-
ument, even though details about them can be provided later and their effect 
can also be understood only after having read the main body of the document. 
The ICT Security Standard will or may require direct support from other securi-
ty measures which are the subject of another ICT Security Standard. These other 
ICT Security Standards will be listed and may be referred to as assisting ICT Se-
curity Standards. These references to major support and primary needs should 
be limited since all security standards are binding; all standards and security 
measures are needed and contribute to overall, comprehensive security. 

Dependencies should also be mentioned here if the security measures have an im-
pact on other security standards. For instance, a system requires central sup-
port for log management. Such relations to other security standards can also be 
mentioned here. Note that only the direct and “most important” dependencies 
are to be described here: There is no need to explain the world of information 
security – all security measures work together in the sense that they all come 
together to make ICT services appropriately secure. From this perspective, 
they all depend on each other. 

One further type of dependency to be described here is obligations for other peo-
ple to cooperate (especially customer’s obligations). This does not refer to issues 
which are usually addressed by user manuals. However, if for example anoth-
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er department or even the customer takes responsibility for a part of a system 
or a process, then this should be mentioned here. Normally, such issues are the 
subject of contracts. For instance, they are listed as disclaimers in such con-
tracts. 

Chapter 4 provides the description of the security measures. This is the main body 
of an ICT Security Standard. Each description comprises three parts: the authorita-
tive description, the Implementation Guidance and the Rationale (see Fig. 43). 

 
Fig. 43: How a security measure description looks like 

The definition or description of each security measure is highlighted in a box and 
is relatively concise in order to fulfill the following three criteria for security 
measures that are explained in Table 5 (of this book on page 49): 

 Criterion 1: specific, informative and unambiguous, 

 Criterion 2: largely implementation-independent, 

 Criterion 3: comprehensive and intelligible. 

The so-called “Implementation Guidance” provides further details and substantia-
tion with examples of implementation or technical detail. Technically-oriented 
readers in particular are therefore helped to associate the security measure with 
their own practical experience and knowledge. Finally, the Rationale provides 
justification and additional information about the purpose and benefit of the secu-
rity measure. The Rationale feeds back to the security analysis and to the definition 
of security objectives which are part of Chapters 2 and 3 of each standard. The 
guidance document states among other things: 

In this chapter the main security characteristics, features or measures are described. 
Note that this is not a comprehensive, thorough specification which is detailed 
enough for implementation. Instead, consider this description as some kind of 
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high-level design documentation. Design documentation means that it identifies 
and states “security-related facts”. Security measures are the conclusion or 
consequence of a risk analysis. Security measures are formulated for the sub-
ject of the security standard (ICT or process/procedure). 

Chapter 5 provides additional information. The guidance document states: 

Service design and delivery 
The information provided here first of all is the identification of the departments 
responsible for the realization of the security measures, including design and/or 
delivery and/or compliance. Additional information can be added. For in-
stance, in the case that there are questions or demands for further information, 
it is helpful to know who is responsible for the results stated in this document. 
In some cases, it may also be helpful for the reader if some explanation is given 
about the role and the mission of the corresponding department or team. 

Deviations 
This section also enables some specifics such as deviations to be described– or 
even the provision of compliance statements. Why? – because there might be fre-
quently asked questions (FAQ) or concerns from auditors or customers. In this 
case, there is room to actively address them. One might claim compliance but 
provide information about restrictions (if any) or explain why the intention of 
specific requirements is met but do not match word for word because other 
means are used to achieve the same requirements. 

Exceptions 
Standards are to be followed – they are valid. However, there might be excep-
tions for some reason. This section provides an opportunity to give information 
on such exceptions and provide guidance on how to deal with them. 

Due to their exclusive role the ICT Security Standards (Level 4, ESARIS Orchestration 
Layer) are specifically standardized. They refine the principles from Level 3. It may 
not be appropriate to standardize the ICT Security Baselines (Level 5) as rigorous as 
the ICT Security Standards (Level 4) and the security measures they describe. How-
ever, the whole structure of documents is standardized. On Level 5 also document 
types and a basic structure of their content is predefined. This is described in detail 
in Chapter 10 which deals with the maintenance of the documentation which in-
cludes assignment of document IDs according to the Hierarchy of Security Standards 
and the ESARIS Security Taxonomy, as well as many other methodologies that relate 
to standardization and ease the use of security standards. 

6.4 Obstacles towards standardization and solutions 
Introduction and summary: There are obstacles in the way towards standardi-
zation of security. These are discussed in this section. The obstacles or problems 
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are organized into those which are business related, related to security concerns 
and those which are related to humans. Solutions are provided for each type of 
obstacle. 

Business issues may hinder standardization of security, human behavior may hin-
der standardization of security, but also the aim to increase the security may pro-
vide reasons against the standardization of security. Refer to Fig. 44. 

 
Fig. 44: Obstacles and problems towards standardization of security 

Business factors 
Standardization of security requires investments. There are fixed costs before any 
economies of scale or any other improvement becomes visible. In many cases it is 
not easy to justify the investments. Everybody seems to know that there is no other 
way but the go-ahead for the investment in standardization requires a well calcu-
lated business case where often only numbers count. In practice, too many people 
hesitate to develop the business case and some managers are reluctant to make the 
only reasonable decision. Even more critical, the standardization also means delay. 
The standards need to be developed and approved before they can be used. This 
takes time. Ad hoc implementations are much faster. People tend to prefer fast ad 
hoc solutions and the management mostly demands fast completion of projects. 
Standardization only takes place if the corporation is lucky enough to have an in-
formed management that is also willing to make a decision. 

The situation with the business is shown in Fig. 45 (schematically only). The figure 
shows the function of the total effort spent over the elapsed time. There are two 
cases: Without standardization the effort decreases only slightly over time. The 
decrease is due to practice. – Now standardization is considered. The effort is ini-
tially higher. But after having elaborated the standards, the effort is lower than in 

Obstacles towards security standards:
Standardization requires investments.
Standards require additional time before 
they can be applied for the first time.

Business factors 
Obstacles towards security standards:

Standards may make it hard to meet 
specific requirements.
Distribution of possible vulnerabilities.

Security factors

Obstacles towards security standards:
No understanding – no motivation; 
intellectual abilities
Conflicts with personal working style and 
individual perception of the “meaning of life”.
Standards may discourage people 
(feeling to be treated like a child).

Human factors
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the first curve. The area between the two curves indicates the investment and the 
savings, respectively. These simple graphs show the following: 

 Firstly, the CISO can try to prolong its planning horizon beyond the break-
even. If the planning horizon is shorter, no standardization will take place. 

 Secondly, the investment costs. No problem if the CISO’s budget is increased 
so that it also covers the extra investments for standardization. But in most 
cases this will not happen. The only way to master the standardization is a 
budget shift: Reserve 10% of the total budget or so for standardization. This 
means stop about 10% of other activities and live with the security chaos (that 
will not occur). Alternatively, oblige every security project and longer lasting 
security activity to produce about 15-20% results that can be reused as stand-
ards. 

 
Fig. 45: Standardization as investment and how to circumvent an obstacle 

Security factors 
Security concerns may also hinder the standardization of security. The very first 
and most frequent objection is the lack of flexibility and the belief that require-
ments cannot be met. To make it short, this is not true. In the 1990ies, user organi-
zations may have insisted that their ideas are exactly realized and their require-
ments are exactly used as the basis. Time has changed. Cost cutting etc. has led to a 
situation where even complex applications are moved to cloud computing envi-
ronments that are highly standardized and do not provide many options. Optional 
security measures can be used to meet specific (uncommon) requirements. These 
optional security measures are added to the standardized environment as de-
scribed in Sect. 6.2.2. It’s worth noting that these optional security measures are 
also predefined and standardized. That’s why the objection is not correct. 

In terms of security, standardization is double-edged. On the one hand it raises the 
quality and strength of a mechanism if it is widely investigated and proven. On the 
other hand, it is best practice not to put all eggs into one basket. Standardization 
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means using the same technology. If there is, for example, a vulnerability in the 
technology, the ICT Service Provider gets more vulnerable if the measure is dis-
tributed through its IT infrastructure by applying standards. Not without reason, 
there is the rule to better combine technology or solutions of different manufactur-
ers in order to get a good result. If one fails the other(s) can maintain the security. 
Note that, however, a standard can exactly define the use of different technologies. 

But in fact, the level of security can be decreased when the degree of standardiza-
tion becomes too high. Fig. 46 (schematically only) shows the degree of standardi-
zation and its effect on quality and security. The quality raises with the degree of 
standardization. But there is a saturation at high values. The “level of security” 
does not follow this curve directly. There is a delay instead since many things are 
interwoven in security and need to be fixed altogether. If the degree of standardi-
zation becomes high, the security decreases since flexibility and attention will de-
crease and measures will no longer be up-to-date and state-of-the-art: 

 This means that the real conflict between a high degree of standardization and 
security is a lack of speed in modernization and adaptation. But long before 
this point is reached, standardization raises the quality with positive effects to 
the level of security. The CISO shall drive standardization and focus on the 
most stable aspects. He should also consider the 80:20 rule and stop before the 
standardization has provided its maximum effect and the curve has reached its 
maximum value. 

 Another solution is to work with predefined (also standardized) optional secu-
rity measures that may be added if required. This combines standardization 
with flexibility. 

 
Fig. 46: Quality and security versus degree of standardization 

Human factors 
This third area is the most critical one. People are different and their motivation is 
different. Some characters tend to move towards standardization but many are 
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reluctant and hesitate to do so. Their background is maybe illustrated with the 
following. There are highly skilled, multi-purpose experts (Type 1): These individ-
uals do not have any problem with standardization and will support such pro-
grams since they are firmly convinced to do the right. Unfortunately, it seems that 
only about 5% of a large enterprise’s staff belong to this group. There are also ex-
perienced experts who worked in one specific topic for long (Type 2). They may be 
reluctant to adopt standards since they become less important and perhaps they 
fear that they can be replaced. However, they understand the value of standardiza-
tion and know that it is useful. Less experienced and less skilled persons (Type 3) 
often don’t understand the approach and dislike standardization at all. Maybe they 
fear that they can be replaced. Then there are the “firemen” (Type 4) who are very 
important since they regularly help out in critical security situations. As a result 
they have a high reputation. Nonetheless, they often don’t think in a strategic and 
corporate way. Instead, they act very pragmatic. The “fireman” dislikes standardi-
zation since their working style is situational, event-driven and often disordered. 
Perhaps they also intuitively feel that they become less important since critical 
situations would become more seldom if security measures are standardized. 

Finally, there are the managers (Type 5) who understand their role as “moderator”, 
“admin employee”, “preserver” or “executor” only. Many managers are aiming at 
short-term objectives only. Standardization requires managers who think strategi-
cally and act tactical accordingly. 

The study of such characters may provide less than half of the truth. The other half 
should be filled with real analysis. This may provide the common denominator. 
Here are some reasons why people may have problems to adopt standardization: 

 Standards describe how people should work. The “how” is often subject to the 
personal working style which people don’t want to have addressed. Standards 
also affect or try to change an individual’s attitude to work. This causes re-
sistance. 

 Standards replace some of the work (“what”). The standardized part appears 
to be done already. This may impose a restriction on people’s creativity. But 
moreover, the definition of parts of the workers’ result may also discourage 
them. Some people may also fear to lose their job. 

Such problems may vanish if an industry gets mature and reaches a high level of 
industrialization. In other words, the problems just stated may be less critical in 
other industries and work areas than IT. The CISO may sometimes publically talk 
about working methods in such mature industries in order to push employees 
towards standardization. 

Security professionals, especially the CISO, must know how to overcome the barri-
ers. There are several ways towards this. Refer to Fig. 47 for an overview of possi-
ble solutions. The advices on the right-hand side are mapped to existing practices 
in order to make the issue more clear. 
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Fig. 47: Possible strategies to unleash standardization of security 

Standards add conditions and constraints to day-to-day work. This causes re-
sistance by the staff. Notwithstanding, standardization leads to an improvement of 
the final result of the work. Therefore, one may not solely focus on motivating 
people to do their work! Instead one must support that people are interested in the 
result of their work. Only then they will also be motivated to use and adhere to 
standards. 

The second advice is to change the security trainings held in the corporation ac-
cordingly. Often they are designed according to the principle “the more actionable 
detail the better”. To support standardization it must be explained that results and 
quality are important and why. So, strategies and methodologies should be ex-
plained. The “actionable detail” should be about “Who does what in the chain?” 
and “Why does our success solely rely on all links in the chain?” 

It is a fashion to consider IT as complex. Compared to other disciplines like pro-
ducing airplanes it is not. So, stop repeating that the IT and security business is 
complex and intricate. Instead support the attitude that simplicity and transparen-
cy is great and support the willingness to reduce complexity and to make things 
easier whenever possible. 

Motivation is key in every corporation. Hence the management provides incentives 
for individuals who have done extraordinary things. This is right. But one should 
be cautious not to support the opinion that only “hero performance” counts. Most 
people cannot be heroes and cannot provide outstanding performance. They may 
be discouraged. Instead, improve the cooperation and the spirit necessary for this. 
Honor teams and their team leaders. Real “heroes” are those who brought the 
business to a smooth mode of operation, who supported simplicity and transpar-
ency and who increased the degree of security standardization. 
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Competition between organizational units and the disassociations of them may be 
natural and maybe necessary in today’s business. But this must not lead to fencing 
and protecting intellectual property within the corporation since this adds another 
serious barrier to standardization. The CISO should support cooperation and 
transparency. 

It is strongly recommended to establish one central library for security documents 
that is the mandatory place to store relevant security material. This provides the 
necessary transparency and forces all organizational units and experts to open 
their material for other departments. In this way contradicting specifications be-
come apparent and will be standardized. Best practices are better distributed so 
that they can replace others. 

Encourage people to open their knowledge and material. They must not fear cor-
porate-wide criticism. Instead they shall internally publish their material with the 
attitude: “It’s not mine, it belongs to the company anyhow.” – And my manager 
says “It’s better to give than to receive.” 



 

7 Attainment – achieving compliance with ESARIS 
standards 

Introduction and summary: The ESARIS Attainment Model (or: ESARIS Compli-
ance Attainment Model) relates to activities ensuring that the ESARIS security 
standards are actually implemented and comprise methods for verifying this 
(Sect. 7.1). In the first place, the ESARIS security standards have to be developed 
by starting with requirements engineering as the basis (Sect. 7.2). The “Attain-
ment” is organized into five ESARIS Attainment Levels which relate to the 
achievement of milestones in delivering ICT services according to the methods, 
procedures, and standards of ESARIS. The first three levels are related to more 
technical activities (IT engineering, implementation), the set-up for delivery (op-
erations) and include methods for measuring the compliance (Sect. 7.3). The oth-
er two levels relate to the integration into portfolio and service catalogs. The 
portfolio development and the consideration of security in service catalogs 
(Sect. 7.4) are important for user organizations or even the next party in the in-
ternal supply chain of the ICT Service Provider. 

7.1 Foundation 
Introduction and summary: The ESARIS Attainment Model is an important 
means for an active security management. It ensures that appropriate security 
standards are maintained and used. It also provides information if and to what 
extent the ESARIS security standards are actually implemented. But the infor-
mation relating to the compliance with ESARIS security standards is moreover 
important when making any business with user organizations (customers). 

The ESARIS Attainment Model describes how security is integrated in the ICT ser-
vices using ESARIS. This comprises the phase where the ESARIS security stand-
ards are being developed as “security design patterns” and the phase where they 
are applied. In the second phase it is measured if and to what extent an ICT service 
meets the security standards stipulated in ESARIS. The result is called the ESARIS 
Attainment Statement and provided in form of so-called Aces. This measurement is 
a snapshot that measures a current outcome. If practices are still adhered to, the 
ICT services maintain the quality that has been attained. 

The basis for ESARIS attainment assessments are the ESARIS security standards, 
mainly the ICT Security Standards (Level 4) with the security measures described 
therein. The ICT Security Baselines (Level 5) provide information on an implementa-
tion level including detailed work instructions etc. Refer to Fig. 48. 
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Fig. 48: Role of ESARIS Attainment and the Aces 

(1) The standards are used to develop and implement ICT services including their 
basic constituents such as components and activities. They also provide the design 
patterns which shall be used to achieve the “secure by design” goal. The ICT Ser-
vice Provider files the ESARIS security standards in a central ESARIS Library. Refer 
to the figure. 

(2) The design and its implementation are compared with the ESARIS security 
standards from the ESARIS Library (step 1). The result is the ESARIS Attainment 
Statement called Ace (see below) which states compliance with and potential devia-
tions from ESARIS security standards. The integration of ICT services and their 
security features into the service catalogs is also covered by Attainment. 

On the one hand, the ESARIS Attainment Statements form the basis for an operative 
security management which identifies possible vulnerabilities and organizes their 
remediation. Refer to Fig. 48. 

On the other hand, the ESARIS Attainment Statements provide information about 
the security features actually being built-in. This information plays an important 
role in the relationship with user organizations. 

(3) When preparing new business with customers it is necessary to verify if the 
customer’s security requirements are fulfilled. Refer to Fig. 48. To this end, one 
must know if the ICT service being subject of the contract is compliant with the 
ESARIS security standards. The ESARIS Attainment Statements (in form of Aces) 
provide the information about the built-in security features and possible deviations 
from the ESARIS security standards (step 2). Hence, the verification of “attain-
ment” is the basis for a sales promise to customers and for contracting (“Fulfill-
ment”, see Chapter 8). 
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implemented in an ICT service according 
to the ESARIS security standards.

1

2

3

How do you 
know this?

How do you 
know this?

How do you 
know this?

Inspect the ESARIS Library.

ESARIS Fulfillment Model

Compare and write the contract.

ESARIS Attainment Model

Compare and create an Ace !

ACE=Attainment Component in ESARIS; details below



Requirements engineering and elaboration and application of ESARIS standards123 

7.2 Requirements engineering and elaboration and application 
of ESARIS standards 

Introduction and summary: Any verification of compliance with ESARIS securi-
ty standards assumes that the latter exist and that they are high quality and fit 
for purpose. The development of security standards starts with requirements 
collection, analysis and acceptance. It must consider constraints of industrialized 
IT production. Development of security standards and design of ICT services 
are often interwoven. 

The overall process of implementing security standards comprises three steps. 

 Requirements engineering (Step A): The ICT business starts with the identifica-
tion of relevant requirements and their analysis. 

 Provisioning of guidelines (Step B): Then security standards are developed 
based on the identified requirements. The security standards provide re-usable 
design patterns for IT production in an industrialized fashion. 

 Application of security standards (Step C): The security standards are used for 
the design of technology and processes and implemented accordingly. Security 
features become part of the ICT services specification and are used during op-
erations. 

Requirements engineering (Step A) 
Fig. 49 illustrates the process from the identification of requirements (left) to their 
consolidation (middle). 

 
Fig. 49: Requirements engineering (Step A) 

Basically, Fig. 49 shows the ESARIS Industrialization Concept (Sect. 6.2). There are 
two sources of security-related requirements: corporate and market requirements.
Note that the two types of requirements do overlap. The focus in this section is on 
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customer-independent developments. Customer requirements are requirements 
that are seen in the market and articulated by actual and potential customers. Cor-
porate requirements are mostly defined to mitigate risks for the ICT Service Pro-
vider. 

It is important here that the requirements are analyzed with respect to their signifi-
cance and grouped into 
 Standard requirements, 
 Optional requirements, and 
 Custom requirements. 

Standard requirements are accepted as state-of-the-art so that they shall be met on 
a global basis by all ICT services. Optional requirements need to be met in many 
cases. But it is too costly to implement the corresponding security measures in 
every ICT service regardless of whom it is delivered to. For both types of require-
ments security measures are developed in Step B. Finally, there are requirements 
that are very specific and only relevant for one customer or a specific group of 
them. In this case it may not be economic to develop related solutions in advance 
and to include them into the standard catalog. Such custom security requirements 
may be realized in customer projects. Consequently, they are out of scope here. 
Examples are legacy and very high security requirements. 

Security requirements differ in scope and relate to different level of abstraction. 
Hence, the analysis also considers this fact. Refer to Fig. 49. 

The security management organization is responsible for the requirements engi-
neering (Step A). However, employees, especially if engaged in deals and in ser-
vice design, must support this process by identifying security requirements that 
are not met yet or where standards need to be modified in order to increase the 
level of standardization or for the sake of general improvements. It might be neces-
sary to identify today’s custom requirements which may become optional or 
standard requirements in the future if they are requested by more and more cus-
tomers. 

The Security Management organization uses the same process, boards, and roles 
that are used for the management of security documents. This process covers re-
quest, analysis, planning, and approval and is part of the so-called Maintenance 
System for ESARIS (Chapter 10) which is mainly designed to support the provision-
ing of guidelines. 

Provisioning of guidelines (Step B) 
The next step comprises the development of security documents and is therefore 
also straightforward to understand. Refer to Fig. 50. 
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Fig. 50: Provisioning of guidelines (Step B) 

New or modified requirements (from Step A) result in a formal Change Request 
that describes what has to be added or modified and where. Then the security 
standards are developed or modified, respectively. This process results in having 
security documents that are approved and mandatory. The Hierarchy of Security 
Standards has three levels in which security standards are provided for ICT service 
on a different level of abstraction (refer to Sect. 3.4). 

All security documents are filed in one ESARIS Library and made available 
throughout the ICT Service Provider in this way. Otherwise standardization may 
not take place. 

The business units are responsible to develop and maintain all security documen-
tation which they require for developing, implementing and operating ICT services 
in an industrialized fashion. This especially covers the ICT Security Baselines (Lev-
el 5) they are requiring or use. ICT Security Standards (Level 4) should also be con-
sidered since the security measures stipulated in there are the base for the detailed 
implementation and operating instructions (Level 5). The Security Management 
organization supports the development and maintenance of all security docu-
ments. But their main responsibility is requirements engineering, approval of secu-
rity standards, as well as steering and control that the security standards are used 
and adhered to. 

Application of security standards (Step C) 
The application of security standards covers 
 Development (design), 
 Implementation (realization), and 
 Operations (delivery) 

of ICT services. The development, implementation and operations processes are 
not security-specific and follow the standard processes of the ICT Service Provider. 
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Fig. 51 shows the application of the ESARIS security standards. All information 
about implementation and operations should be covered by the design which ei-
ther provides explicit descriptions or refers to standards. Especially Operations 
should follow general processes and procedures which are not specific to an ICT 
service. For the sake of simplicity implementation and operations are not shown in 
the figure. In terms of security the ESARIS Library provides all information that has 
been agreed in advance and is therefore standardized. In order to provide ICT 
services in an industrialized fashion these security standards shall be reused as 
design patterns. 

 
Fig. 51: Application of security standards (Step C) 

Not all security standards have to be used for a specific ICT service since some 
information is obviously not relevant. For instance, computing service does not 
include user workstations such as notebooks. Hence, the relevant standards need 
to be identified. This is done using the method called Provider Scope of Control de-
scribed in Sect. 4.5.  In short, the ICT service specification is analyzed in order to 42

identify all areas where the ICT Service Provider is responsible for. Implemented 
technologies are identified and it is analyzed how the ICT service is developed and 
managed. Based on this information the relevant ICT Security Standards (and secu-
rity measures) are selected. The funnel in Fig. 51 represents this. The ESARIS Secu-
rity Taxonomy as a basic element considerably helps to identify the relevant areas. 
In specific cases, it may additionally be required to verify if all security measures 
stipulated in a standard actually apply to the ICT service under consideration. The 

                                                           
42 This method is not only used for “attainment”. It will be used again when verifying 

compliance with customer requirements in contracts (“fulfillment”, Chapter 8) and when 
managing supplier networks (“3rd party integration”, Chapter 9). The Provider Scope of 
Control methodology is a fundamental principle of ESARIS. 
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result of this analysis is a set of relevant standards (refer to Fig. 51). The relevant 
standards are mandatory. If not being used, the degree of standardization is de-
creased which has an impact on industrialized ICT service provisioning. However, 
it is possible to step out and decide to use other solutions than specified. This step-
out process is risk-based and requires a business case. The decision needs to be 
documented. 

The mandatory security standards or patterns are the input for the “design” to-
gether with a bunch of other material that is not related to security aspects. The 
“design” incorporates a security conception. Important features from the design 
are reflected in the “ICT service description” as used in service catalogs. This also 
holds for security so that the “ICT service description” is expected to also describe 
security features. Refer to Fig. 51. The “ICT service description” must contain in-
formation about security if this is important for the next party using the ICT ser-
vice (customer or next unit of the ICT Service Provider in the supply chain). 

Note that there is a cycle in the relation shown in Fig. 51. If the “design” for some 
reason leads to a change of the “ICT service” and its “ICT service description”, it 
may be required to analyze again what standards are actually relevant. This may in 
turn lead to a changed set of mandatory standards which can have an effect on the 
design. 

The business units are responsible to develop and implement an ICT service. This 
means that they are also responsible to develop and maintain all design documen-
tation (including those about security). The designers can reuse the security 
measures stipulated in the ICT Security Standards (Level 4). The related ICT Security 
Baselines (Level 5) contain further detail which should also be reused. This ap-
proach reduces the effort for designing the security part of ICT services. During 
operations the business benefits from using standards which allows for provision-
ing ICT services in an industrialized manner. 

Summary: The overall process is shown in Fig. 52. 

Step A: Internal and external requirements are analyzed and it is decided which of 
them shall be met by all possible ICT services (standard requirements) and which 
of them shall be considered as possible additions (optional security requirements). 

Step B: Solutions are elaborated. This means that design patterns are developed in 
form of security standards. They are made available in a central library. 

Step C: The security standards can now be used. This covers the phases of devel-
opment or design, implementation as well as operations. Each activity is based on 
standards and predefined elements that are reused. All information can be consid-
ered to be part of the design. The business units are fully responsible for the provi-
sioning of ICT services which includes all security features. 
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Fig. 52: Overview of the Attainment process 

Fig. 52 also shows the responsibilities and the focus of both the Security Manage-
ment organization and the IT departments (business units). 

Step A: The Security Management organization manages the requirements with the 
help of the business units. 

Step B: The Security Management organization manages the provisioning of the 
security standards. The business units must elaborate the implementation and 
operating instructions. 

Step C: The business units design, implement and operate the ICT services. The 
Security Management organization provides support and verifies results. 

7.3 ESARIS Attainment Levels and verification of compliance 
The application of the ESARIS security standards goes along with a “verification 
process”. It is organized into five ESARIS Attainment Levels which relate to the 
achievement of milestones in delivering ICT services according to the methods, 
procedures, and standards of ESARIS. The first three levels are related to the de-
sign and implementation of technology and IT management processes but also 
include “successfully delivered”. The last two stages are related to the manage-
ment of the service portfolio (called Service Catalog Management in ITIL). The 
ICT (functionality) and the related IT service management activities shall com-
ply with the ESARIS security standards. The ESARIS Attainment Model (or: 
ESARIS Compliance Attainment Model) comprises a method to formally verify if 
and to what extent an ICT service, component or activity complies with the 
ESARIS security standards. The result is documented in form of an Ace which 
also contains the ESARIS Attainment Statement. 
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In order to ensure that the ESARIS security standards are actually used, a verifica-
tion mechanism is required that checks if and to what extent an ICT service, a 
component or a activity complies with the relevant security standards. The verifi-
cation mechanism is an important element of the ESARIS Attainment Model and 
organized in stages each associated with achieving an ESARIS Attainment Level. 
The first three stages are related to more technical tasks (engineering and imple-
mentation). The last two stages are related to the management of the service port-
folio. The ESARIS Attainment Levels are shown in Fig. 53. 

 
Fig. 53: ESARIS Attainment Levels 

The ESARIS Attainment Levels are as follows: 

 Engineering and implementation 
 Level 1 – Technologically complete (ready to “run”; this means that the 

ICT is build and functional; the components integrate the security 
measures defined in the lower half of the ESARIS Security Taxonomy), 

 Level 2 – Operations ready (ready to “deliver”; this means that the service 
and IT security management processes are in place; the IT service man-
agement activities are enhanced as described by the security measures 
from the upper half of the ESARIS Security Taxonomy), 

 Level 3 – Successfully delivered (this means that the ICT service has at 
least once been provided to a customer with ESARIS security measures in 
place), 

 portfolio design and integration 
 Level 4 – Integrated into delivery portfolio (this means that service catalogs 

for internal use describe relevant security features explicitly or by referring 
to ESARIS security standards), 
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 Level 5 – Integrated into sales portfolio (this means that service catalogs 
which describe ICT services for customers also describe their relevant se-
curity features). 

A core ICT service with its functionality achieves the ESARIS Attainment Level 1 
(“technologically complete”) if the security measures from the lower half of the 
ESARIS Security Taxonomy are applied. A comparison must also exist which shows 
possible deviations from the ESARIS security standards. 

An ICT service (functionality and included IT service management) achieves the 
ESARIS Attainment Level 2 (“operations ready”) if the security measures from the 
upper half of the ESARIS Security Taxonomy are applied. This means that all rele-
vant IT service management processes are in place and can be applied to the core 
ICT service. A comparison must also exist which shows possible deviations from 
the ESARIS security standards. 

An ICT service can reach the ESARIS Attainment Level 3 as soon as it has been suc-
cessfully delivered to a customer. This level is seen as a reality check since the real 
business of ICT service provisioning is expected to provide extra knowledge which 
can be used to review and proof the information gathered for the levels 1 and 2. 

While the first three ESARIS Attainment Levels focus on service design and imple-
mentation as well as on operations based on standardized processes in the delivery 
units, the ESARIS Attainment Levels 4 and 5 are related to the organization of sales 
processes and of the internal supply chain. In general, the ICT Service Provider’s 
service catalogs cover two types of ICT service: customer-facing ICT services that 
are to be purchased by the customers and supporting ICT services that are re-
quired to deliver customer-facing services. The service catalogs are developed and 
maintained according to the Portfolio Management process usually by people spe-
cialized in this job. In fact, three categories of ICT service exist: those in the pipeline 
(proposed or in development), those which are currently “for sale” (live or availa-
ble for deployment), and retired ICT services as well. 

An ICT service achieves the ESARIS Attainment Level 4 if appropriate information 
material about security features (including an appropriate ESARIS Attainment 
Statement) is integrated in the ICT service description reproduced or referred to in 
a service catalog for internal use. Obviously, design and operating documentation 
must also contain such security-related information. 

An ICT service achieves the ESARIS Attainment Level 5 if the same is achieved with 
respect to a service catalog used to sell and deliver ICT services to user organiza-
tions (customers of the ICT Service Provider). Highly standardized ICT services 
may be sold, purchased and deployed over the Internet (user self-provisioning). In 
such a case, the necessary preparations are subject of this attainment phase. 

Both parts as well as the stages may be started or run simultaneously. However, 
the attainment of ESARIS compliance follows a bottom-up approach. The founda-
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tion is built first with ICT and process implementation. The stage “successfully 
delivered” demonstrates that the implementation works. Portfolio design and in-
tegration is put at the end which does not mean that the development process 
should not follow a top-down approach. It is put at the end here, since the message 
“ready to deliver” assumes the foundation in technology and IT service manage-
ment. 

The major goal of “attainment” is to ensure that the ESARIS security standards are 
adhered to through the correct implementation of the design patterns provided by 
the ESARIS security standards. This needs to be verified. Fig. 54 shows how the 
compliance with ESARIS security standards is verified. The comparison between 
“reality” (left in the figure) and “standards in paper” (right-hand side) results in a 
document called Ace which includes the ESARIS Attainment Statement as a sum-
mary.43 Compliance with ESARIS security standards is documented by means of 
Aces. An Ace is created for an entity which can be an ICT service, a component, or 
a activity. Such entities (and their Aces) can be reused when building composite 
ICT services. Aces are the basis for an operative security management since they 
contain information about deviations which are to be dealt with. 

 
Fig. 54: Verification of compliance with ESARIS security standards and Aces 

The attainment verification is performed for all relevant areas in the ESARIS Securi-
ty Taxonomy. Hence, the relevant ICT Security Standards (Level 4) need to be identi-
fied first. Perhaps, it is necessary to analyze if specific security measures are rele-
vant or not. This selection of standards and measures is done using the method 
called Provider Scope of Control described in Sect. 4.5. 
                                                           
43 “Ace” is an abbreviation which stands for “Attainment component in ESARIS”. Howev-

er, the name was mainly chosen to draw the attention of stakeholders to this important 
instrument and raise the motivation to elaborate one. “Do you have an Ace up in your 
sleeve?” 
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The Ace is created during development and provided by the Business Unit (“ser-
vice owner”) responsible for the ICT service design, realization, and provisioning. 
This approach ensures that the designers are applying the ESARIS security stand-
ards and that caring for security is everybody’s obligation and not restricted to the 
Security Management organization. The finalized Aces are approved by the Securi-
ty Management organization. The Aces are then centrally stored for future refer-
ence and re-use. 

An Ace documents the level of compliance with ICT Security Standards and ICT 
Security Baselines and thus serves as ESARIS Attainment Statement. An Ace for an 
ICT service, component, or activity consists of a frame document which contains 
several attachments. The following information is collected in the documents: 

 Ace summary: 
 Identification and characterization of the ICT service, component, or activi-

ty including its supplier and the intended areas of application, 
 Identification of the relevant ESARIS areas (ICT Security Standards) togeth-

er with an indication of the depth in which the verification or comparison 
was performed (on Level 4 only or including Level 5). 

 Summary of compliance levels with the security measures from the appli-
cable ESARIS areas and description of major exceptions. 

 Detailed ESARIS Statement of Compliance document (attachment): Evaluation 
of compliance with security measures defined in the ICT Security Standards for 
each of the relevant ESARIS areas. Any deviation from security measures is 
identified and forwarded to the evaluation of potential risks implied by this 
noncompliance. 

 List of related ICT Security Baselines (Level 5) which actually have been incor-
porated in the design and therefore been considered in the Attainment evalua-
tion (attachment). 

 List of referenced Ace(s) of sub-components in case of a composite Ace (at-
tachment). A composite Ace relates to an ICT service, component or activity 
which is composed of other ICT services, components or activities already 
evaluated so that Aces exist. 

It is worth to note two things. First, the business is responsible for the comparison 
of reality with standards and the evaluation of compliance. Templates exist. 
Though, security experts may do the work and consult the Security Management 
organization too, the business manager (“service owner”) is responsible for the 
result. The Ace is signed by him or her. This also holds if the Ace is elaborated 
under the auspices of the Security Management organization or initiated by it. 
Second, deviations from ESARIS security standards are possible for several rea-
sons. Some may be tolerated. However, deviations which result in exposing the 
ICT Service Provider or the user organization (customer) to a significant risk are 
tracked and require treatment according to common risk management practices. 
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Modularization is important for an industrialized IT production. As a conse-
quence, ICT Service Providers follow a modular approach in providing ICT ser-
vices. The service offering portfolio is hierarchical and modular which supports 
combining different elements. The composition is based on a set of building blocks 
and uses a hierarchy of standardized ICT delivery components as illustrated in 
Fig. 55. This needs to be taken into account when considering the management of 
ESARIS Attainment Statements (Aces) since all yellow elements in the figure may 
have an associated Ace. 

 
Fig. 55: Structure of an offering portfolio (principle only) 

An industrialized IT production uses a composition schema in which ICT services 
are combined with options and are aggregated to ever more complex ICT services. 
This means that “production elements” are used to build Standard Delivery Ele-
ments (SDE), the SDE are used to build ICT services, and the ICT services can be 
used to build “service chains”. 

Fig. 56 shows the aggregation of ICT services again. Each ICT service has an ICT 
service specification and a design. The design comprises a security conception 
which in turn provides information about compliance with the ESARIS security 
standards in terms of the ESARIS Attainment Statement in the form of an Ace. If the 
ICT Service Provider works on the next level of aggregation it is not necessary to 
analyze compliance with ESARIS from scratch. Instead the Aces from the reused 
ICT services can be reused where available. This is shown in Fig. 56. If Aces are not 
yet available, they need to be requested from the service owner in a recursive pro-
cess to get all required Aces. Of course, the attainment statements are not only 
collected and summed up. They are aggregated requiring a step where the integra-
tion is being analyzed. 
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Fig. 56: Composition of ICT services and aggregation of Aces 

In order to avoid multiple checks and verifications of ESARIS Attainment State-
ments, it is usually only required to step down to the next lower level of the com-
position hierarchy and refer to the Aces available at that level. In case that further 
detailed information needs to be reviewed, the references to underlying ICT Securi-
ty Baselines (Level 5) or additional Aces on even lower composition levels can be 
retrieved from the information collected within the Aces. 

7.4 Service offering portfolio integration 
Introduction and summary: The collection of available ICT services and their 
specification together form the so-called service offering portfolio of an ICT Ser-
vice Provider. The security measures specified in ESARIS security standards 
must be implemented in the ICT services. Their service specifications must re-
flect this fact and also describe relevant security features. In this way, security is 
one element in service catalogs. The latter are an important instrument for man-
aging the relationships along the complete supply chain. The structure of the 
ESARIS security standards is the perfect input for the service portfolio manage-
ment and the elaboration of service catalogs. This relates to the achievement of 
the ESARIS Attainment Levels 4 and 5. 

The Service Portfolio Management (or Service Offering Portfolio Management) is a 
complicated process interwoven with several other processes. For example, almost 
all ITIL processes are directly affected, including Service Strategy (SS), Service De-
sign (SD), and Service Transition (ST). Continual Service Improvement (CSI) and 
Service Operation (SO) are involved rather indirectly. Merely the result of the pro-
cess is therefore shown in the following instead of describing all the necessary 
steps in the standard Portfolio and Offering Management process. 
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It has been mentioned, that the ICT Service Provider’s service catalogs cover two 
types of ICT service: customer-facing ICT services that are to be purchased by the 
customers and supporting ICT services that are required to deliver customer-facing 
services. It has also been mentioned, that two types of service catalogs exist relat-
ing to two types of portfolio. There are service catalogs that describe the delivery 
and are used by the ICT Service Provider only internally to organize the internal 
supply chain. And there are service catalogs which are given to the customers and 
describe the sales portfolio with the corresponding ICT services. Both types of ser-
vice catalogs may contain both customer-facing services and supporting services. 
Note that supporting services may optionally supplement customer-facing services 
and require an order from customers in this case. This means, that the portfolio 
(and service catalog) integration relates to the achievement of both ESARIS Attain-
ment Levels 4 and 5. Service catalogs (and offering portfolios) are structured in a 
modular way which corresponds to and is necessary for an industrialized IT pro-
duction. In the following, no distinction is made between delivery and sales portfo-
lio because the differences are not essential in the context given.44 

The offering portfolio consists of individual, predefined ICT services each being 
described by a service specification. Security is one characteristic or feature among 
others and must therefore also be part of the service description. The principle is 
shown in Fig. 57 using a simple example of a managed workplace service. 

 
Fig. 57: ICT service specification (workplace) versus ESARIS security standards 

The service specification (upper left) is examined by possible customers and their 
buying decision depends on its contents. In this example, the hardware features 
are not security relevant, but the software and the management services are. The 
                                                           
44 ITIL moreover distinguishes between pipeline (planned ICT services), catalog (ICT ser-

vices that are currently delivered), and retired ICT services (delivered in the past). 
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ESARIS security standards (right in the figure) provide the pattern both for the 
design (lower left) and the service specification (upper left). In the example, the 
workplace is equipped with appropriate means for boot protection, container-
encryption and malware protection. And the software is fully managed. IT service 
management includes the maintenance of the software based on a secure initial set-
up of the machines (using a software image). Both types of security aspects are 
covered by ICT Security Standards (Level 4, ESARIS Orchestration Layer). This is 
visualized by two red boxes in Fig. 57 that frame specific ICT Security Standards 
which specify the security measures in detail. In the above example, the Office 
Workplace (OWS) standard is providing the re-usable patterns for the service speci-
fication and the high-level design (Level 4). The underlying ICT Security Baselines 
(Level 5) are used for the low-level design. Note that the service specification in the 
service catalog directly reflects the description of the security measures stipulated 
in the relevant ICT Security Standards. Utilizing the underlying ICT Security Base-
lines (Level 5) ensures that the security measures are correctly implemented result-
ing in reliable service catalogs. The same is done regarding the aspects of IT service 
management. 

In an industrialized IT production environment, IT service management and other 
services are defined and set up once and then used for almost all ICT services. This 
results in a modular service offering portfolio and, more important, in higher qual-
ity and lower costs. Two examples are discussed in the following. 

 
Fig. 58: ICT service specification (standard support) versus ESARIS security standards 

The first example is shown in Fig. 58. The ICT Service Provider has standardized 
the security support for cloud and other computing services. Three aspects are 
shown on the left-hand side of the figure: security scanners, use of root accounts 
and a basic virus protection. All three have their equivalent in ESARIS security 
standards shown on the right-hand side. The figure shows more detail for the last 
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aspect: The text in the ICT service specification (left) is a copy or a shortened ver-
sion of the text specifying the security measure in the ICT Security Standard about 
computer systems in data centers. The document ID (ESARIS-L4-S14) is indicated 
but explained later in Chapter 10. There is a complete set of design patterns speci-
fying how this virus protection is implemented. The document ID “ESARIS-L5-
S14-xyz” refers to these ICT Security Baselines. 

The second example is shown in Fig. 59. Most large companies are organized along 
business processes though people still belong to legal entities. These business pro-
cesses are a mixture of processes from general business administration (or Enter-
prise Resource Planning, ERP), typical business processes and others relating to the 
life-cycle of the products or services offered by the company. A diagram with such 
a process map is shown in the upper left of Fig. 59. The upper half of the ESARIS 
Security Taxonomy (upper right in the figure) relates to the life-cycle activities of the 
ICT services, more specifically to the IT service management activities. 

 
Fig. 59: Set-up of processes and practices versus ESARIS security standards 

The ESARIS security standards provide design patterns (lower right in Fig. 59) that 
are to be reused. If new processes are designed or existing ones are modified (low-
er left in the figure), the ESARIS security standards must reflect these additions or 
changes and vice versa. 

There are several reasons for, on the one hand, having security integrated in the 
portfolio and the process landscape and for explicitly specifying security in 
ESARIS security standards. First, managing security in a complex environment 
requires having one defined set of documents which can be looked at and ana-
lyzed. Gaps cannot be found if the information is distributed amongst an unde-
fined series of documents which may also be updated or revoked quite inde-
pendently. That’s why the ESARIS security standards, namely the ICT Security 
Standards (Level 4), are required even if the same contents would also be part of 
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process documents. Second, the ESARIS security measures need to be implement-
ed. Therefore, the security aspects need to be described or referred to in the prima-
ry process documents. IT personnel will expect all relevant information to be pro-
vided by the primary work instructions they are using, either in form of directly 
workable instructions or as a reference to other such material (e.g. ICT Security 
Baselines (Level 5)). Third, customers need to be informed and to be provided with 
a complete picture about all relevant security measures in place. Contracts need to 
have a common basis. Hence, descriptions of security measures are required that 
are unique, not ambiguous and not providing room for interpretation. This can 
only be achieved by having one centrally managed set of ESARIS security stand-
ards. Note that for the same reason, ICT service specifications are centralized and 
made available by means of service catalogs. Both the security standards on Lev-
el 4 and the service catalogs are highly modular, well-structured and provided in a 
formalized form. 

 



 

8 Fulfillment – meeting customer demands 

Introduction and summary: User organizations are strongly dependent on us-
ing secure ICT services. But ICT Service Providers must do more than just im-
plementing suitable security measures. They must actively manage the relation-
ship with their actual and possible customers (Sect. 8.1). The importance of 
transparency as well as of having interfaces and room for interaction has already 
been stressed. This is now made specific by considering big IT outsourcing 
deals, their phases and the activities in each phase in detail. Consideration of 
contracting provides advice for the user organization and the ICT Service Pro-
vider to fill the contract with security agreements appropriately (Sect. 8.2). User 
organizations require evidence that their requirements are met when purchasing 
ICT services from a third party. They need such information for their own risk 
management and as evidence for their own customers and auditors. Contractual 
evidence is only one element of the assurance required. The provider must 
demonstrate fulfillment of the requirements also at run time. This is called oper-
ational evidence here. These aspects are also covered by the ESARIS Fulfillment 
Model (Sect. 8.3). 

8.1 Foundation 
Introduction and summary: ESARIS takes operational requirements into ac-
count and focuses on user requirements, thus facing the reality in the market 
economy. Obviously, the ICT Service Provider must meet the expectations and 
requirements of its customer, a user organization. Otherwise the latter would 
not buy. This section emphasizes that “meeting customer requirements” is more 
than just implementing the right security technology. Transparency, interfaces 
and interaction as well as standardization are the keywords. By providing some 
more insight about these topics, the scene is set for a comprehensive considera-
tion of “Fulfillment” in subsequent sections. 

Enterprises continue to intensify the use of third-party ICT services and reduce or 
give up internal IT production. Though ICT services can almost completely be 
taken over by ICT Service Providers, the risks associated with using these ICT ser-
vices cannot. Nowadays, IT risks put business at risk. Those risks cannot be “out-
sourced”. User organizations can buy the design, integration and operation of ICT 
from specialized service providers, but they are still responsible for information 
security. This means that users have to have the ability and the resources for cor-
porate IT risk management. They have to define their general security and compli-
ance requirements and need to make the comparison with the ICT services provid-
ed from the external. 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_8 
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Large enterprises in particular take a comprehensive risk-oriented approach. They 
have different requirements due to the fact that their business differs. Hence, it is 
important to verify if the customer’s security requirements are actually met by the 
ICT services delivered or planned to be delivered by the ICT Service Provider. This 
chapter is about the comparison between demands on the one hand and promise 
and reality on the other. 

Such a comparison is the subject of the ESARIS Fulfillment Model (or: ESARIS Cus-
tomer Fulfillment Model). It measures if an ICT service is compliant with the user 
organization’s security requirements. Note that in ESARIS, compliance refers to 
two different areas. 1) The ESARIS Compliance Attainment Model (Chapter 7) 
measures if the ICT services are compliant with the relevant ESARIS security 
standards. It is verified if the security features are correctly implemented in tech-
nology and processes used for delivering the ICT service. The result is documented 
in form of an Ace. 2) The ESARIS Customer Fulfillment Model (this chapter) com-
pares the security measures of real ICT services with the security requirements of a 
specific user organization (customer). This duality is also the subject of the so-
called ESARIS Concept of Double Direction Standards (Sect. 3.5). 

But more is required to satisfy user organizations. Already at the very beginning of 
this book (Sect. 1.2) 
 Transparency, 
 Interfaces and interaction, as well as 
 Standardization 

were described as the main focus for user organizations when it comes to security. 

User organizations (consuming parties) require transparency, i.e. meaningful in-
formation about the security of the ICT services. This information is required to 
feed the user organization’s risk management and to verify compliance as e.g. de-
manded by auditing companies. 

Cloud computing services are inherently non-transparent for the user organiza-
tion. Users will not see how the ICT service is produced. This constitutes the secu-
rity dilemma with cloud computing. But less transparency and control are not spe-
cific to cloud computing. The more tasks are outsourced and the more technology 
is at the providers’ side, the more the users lack ad hoc knowledge and direct con-
trol. Notwithstanding, user organizations require transparency and knowledge of 
implementation details for their risk management. From the ICT Service Provider’s 
perspective, transparency is the basis for a successful business relation with cus-
tomers. 

What does ESARIS define for supporting transparency? ESARIS is a structured 
approach helping to understand how secure ICT services are produced and deliv-
ered. ESARIS is designed to support transparency in an appropriate way. The 
ESARIS security standards are organized in a Hierarchy of Security Standards. Lev-
el 4 (ESARIS Orchestration Layer) is introduced and used for communicating, nego-
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tiating and agreeing security issues with customers. It is important to know that 
Level 4 shall also provide a synopsis of all security aspects relevant in IT produc-
tion. It allows verifying completeness and dependencies and provisioning of an 
integrated mutually supporting whole. 

The exchange of information between the two parties requires having interfaces in 
all phases of the business (from sales all the way to Operations). Security requires 
the ability to make changes and to directly control and check. Hence, interaction is 
required. There is one fact in IT outsourcing which makes such interfaces more 
important on the one hand and more complicated to implement and maintain on 
the other. Compared with buying from an internal IT department, the user organi-
zation cannot directly intervene in a third-party IT production. People belong to 
another legal organization and there is no common boss directing them if required. 
No one has the authority to issue directions to both parties. Note that the separa-
tion of the user organization on the one hand and the ICT Service Provider on the 
other was one of the reasons to develop ESARIS since the separation generates a 
new situation which has a radical impact. Existing models and processes need to 
be adapted.45 However, it is worth noting that the same situation may arise in case 
that an internal IT department becomes really huge. Then internal ways become 
long, interests appear to be very different and specialization demands a price. 
That’s why ESARIS is also designed for large IT departments. 

A specific form of interaction is contracting which also includes verification of 
contract fulfillment. That’s where the term ESARIS Fulfillment Model comes from. 
Details will be provided later in this chapter. It is explained how contractual evi-
dence is gained and how operational evidence is provided using security measures 
that have been contractually agreed. 

The last aspect is standardization. It has already been mentioned that standardiza-
tion is a consequence of an industrialized IT production or the other way around. 
Industrialization in turn is the means to decrease the costs while improving quali-
ty. ICT service provisioning on a large scale (“production”) requires the standardi-
zation of security since industrial production is characterized by a high degree of 
division of labor and high specialization of people. This results in a higher quality 
at lower costs. This is what customers want. Standardization is a must-have for 
producing competitive ICT services. Refer to Chapter 6 for more detail. Standardi-
zation meets customer requirements and provides benefits for them. 

                                                           
45 Eberhard von Faber and Michael Pauly: User Risk Management Strategies and Models – 

Adaption for Cloud Computing; in: N. Pohlmann, H. Reimer, W. Schneider (Editors): 
Securing Electronic Business Processes, Vieweg (2010), ISBN-10: 3834814385, p. 80 – 90 
[41]. 
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8.2 IT outsourcing 
Introduction and summary: User organizations strongly depend on getting reli-
able ICT services reliably. The importance of transparency as well as of having 
interfaces and room for interaction has already been stressed. Now this is ap-
plied to real situations. The reality of big IT outsourcing deals is considered. IT 
outsourcing is organized along phases. The activities in each phase are ex-
plained. The interfaces and ways for interaction are different in those phases. All 
important security aspects shall be specified in the contract. Its structure is 
unique for big IT outsourcing undertakings. It is a challenge for the user organi-
zation and the ICT Service Provider to fill the contract with appropriate security 
agreements appropriately. 

Nowadays, IT is used almost everywhere in industry, commerce and administra-
tion. It seems that no business, governmental or public administration process can 
be executed without the help of some software. The use of IT speeds up processes 
and reduces costs. IT is the fuel and the lubricant of today’s society. The other side 
of the coin: 
 User organizations are strongly dependent on the reliability of the ICT services 

they are using. 
 The IT must carefully be planned and maintained since it is the IT being a ma-

jor factor to achieve competitive advantages. 
 Hostile or mistaken activity can cause considerable damage to the business if 

the ICT services are not sufficiently protected. 
This still holds if ICT services are outsourced. 

Consequently, ICT Service Providers invest much in organizing the relationship 
with their large customers accordingly. ESARIS is one example for this. However, 
security managers and experts do not always understand the environment and 
complexity of IT outsourcing, the sequence of actions and the reason why they 
exist, and how this affects the security they are responsible for. That’s why ESARIS 
has also been introduced. 

Fig. 60 shows the IT outsourcing phases with indication of interfaces and interac-
tion. “IT outsourcing” needs to be initiated, implemented and executed; hence, it 
has its own life-cycle schematically shown in top of the figure. The figure also 
shows that different teams or businesses are involved in each stage. These are 
shown as interfaces because IT outsourcing is about managing the relationship 
between provider and user organization. Finally, the figure shows examples for the 
interaction which takes place throughout the sequence of actions. Examples are 
shown only. 



IT outsourcing 143 

 
Fig. 60: IT outsourcing phases with indication of interfaces and interaction 

Why is this so complicated? Often the IT outsourcing contracts have really high 
volume ranging for instance from millions to hundreds of millions of Euro. The 
ICT is very complex and often it needs to be modernized. IT outsourcing is not like 
purchasing a product, it means purchasing a service. There is a big difference be-
tween a product like a computer and a service like getting an application running 
and maintained. The product is purchased as-is. Perhaps some services are added 
including repair and software updates in case that the manufacturer made mis-
takes. Nevertheless, the product (including some services) is well-defined from the 
very beginning. An ICT service is different if it is more complex than using e.g. 
cloud storage. Here are the reasons: An ICT service cannot be specified in all detail 
since the environment may and will change in the future. New business require-
ments need to be met which requires changes in software. Capacity and access 
need to be modified due to different use cases or user habits. Performance needs to 
be adjusted since the use of ICT services is about to change. Technology had 
changed and some components are no longer available or maintained by the ven-
dor. Errors causing e.g. malfunction as well as vulnerabilities are discovered and 
require repair. The threat landscape has changed since there are new players; they 
have different tools and opportunities; targets and motivation changed, or even the 
possibility to generate money has turned a pure theoretical scenario into a real 
opportunity for attackers. 

The phases of IT outsourcing are as follows (mainly from the provider’s perspec-
tive). It is assumed that the user organization has performed some planning, has 
analyzed the current situation and identified the needs, has examined economic 
circumstances and developed a business case, and knows about commercial and 
business risks. Then the user organization can analyze the market and look for 
possible providers. Often they contact possible providers by sending a so-called 
Request for Information (RfI) to collect written information about the capabilities 
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of various providers. In other cases, possible providers are directly contacted, or 
the user organization is contacted by providers e.g. they know that an IT outsourc-
ing contract is to be renewed. Despite these details, the ICT Service Provider starts 
managing a business opportunity (refer to Fig. 60). Often such contacts have a long 
history and the provider’s sales departments and representatives of the user organ-
ization have met several time and exchanged information about requirements and 
possible solutions. 

After this it is getting more concrete. The user organization sends out a Request for 
Proposal (RfP) (also called Request for Tender, RfT, or Request for Quotation, 
RfQ). ICT Service Providers which are on the “long-list” of the user organization 
receive this RfP. If interested in the matter, they are working towards a “deal” and 
elaborate a proposal. Refer to Fig. 60. This requires analyzing the user organiza-
tion’s requirements and developing a solution for it. If there is mention of “solu-
tion design” in this phase, in an industrialized environment mostly the arrange-
ment of standardized, predefined elements is meant. This can be complicated and 
time-consuming, and sometimes customer-specific elements need to be developed 
in addition. On the provider’s side, the Deal management is responsible. The pro-
posal is sent out and then studied by the user organization. Proposals are checked 
if they meet the minimum requirements. Here, the user organization uses lists of 
criteria which were defined before the RfP was sent out. Several workshops are 
performed by both parties in order to obtain more information and to clarify open 
issues. The ICT Service Providers can present their proposals or offers. The user 
organization often visits the ICT Service Providers’ premises including data cen-
ters. This is the basis for the user organization to finally assess the proposals and to 
decide with whom to continue. The list of possible providers is reduced and a so-
called “short-list” is created. 

The so-called due diligence is executed with the ICT Service Providers on the 
short-list. This means that further audits are planned and conducted; several 
rounds of negotiations take place each concentrating on a specific topic; the hand-
ing over of the ICT service provisioning (called Transition) is planned and dis-
cussed, and last but not least both parties and their representatives become more 
acquainted with each other which is necessary because they may have to closely 
work together in the following years. 

The contract is signed. Before, the user organization assessed all available infor-
mation and discussed possible alternatives and effects of their proposed decision. 
Based on this the ICT Service Provider is selected. Of course, the general manage-
ment takes this final decision not only the IT department. Refer to Fig. 60. 

Now the selected ICT Service Provider starts managing the deal or contract in a 
different direction. ICT services, hardware and software are taken over from the 
customer and/or existing ICT is allocated to the customer. Sometimes, whole data 
centers and personnel are taken over. Usually, at least data needs to be migrated to 
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the provider’s premises. This is a critical period with respect to security because 
neither the existing security measures (old location) nor the new ones (target loca-
tion) are in place during the “transport”. When taking over ICT, the provider al-
ready starts to apply changes towards meeting the contractual expectations and the 
provider’s internal standards. This brings the ICT from the Current Mode of Oper-
ation (CMO) to the CMO+ which means that changes were applied. Of course, this 
phase called Transition (Fig. 60) needs to be carefully planned and executed. The 
planning includes fall-back scenarios etc. since usually the ICT services are taken 
over while being used. Note that the representatives have changed on both sides. 
The “Deal management” has done its job which is now taken over by a “project 
team” which implements the ICT services and applies the changes according to the 
plan. But also the provider’s Service Delivery Management (SDM) becomes active 
since ICT services are up and running and the ICT Service Provider took over the 
responsibility for Operations which is no longer project business. But further adap-
tations may follow in order to run the ICT services according to the provider’s 
standards (and according to final agreements) which is often called Future Mode of 
Operation (FMO). Refer to Fig. 60. 

As soon as the ICT services are operated under the responsibility of the ICT Service 
Provider, the Service Delivery Management (SDM) gets involved and the organiza-
tion of the business changes. It is no longer project-related but built for continuous 
business though major changes may be performed in the future in form of projects 
embedded into the continuous Operations business. The ICT Service Provider 
must continue to provide transparency to the user organization. This includes re-
porting e.g. about security. Incidents (including security incidents) must be man-
aged, in case of major incidents mostly in cooperation with the user organization. 
Finally, changes may be required as mentioned and explained above. Such changes 
may require changing the contract too. Other changes are covered by the contract. 
They are conducted according to the IT service management processes and practic-
es and the Service Level Agreements (SLA) agreed upon in the original contract. 

The structure of a typical IT outsourcing contract is shown in Fig. 61. It is essential 
that contracts define the ICT service including all maintenance activities as exact as 
possible despite the general problem of specifying an ICT service to be delivered in 
an “unknown“ future environment which may come up with new circumstances, 
conditions, requirements, scenarios and the like. 
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Fig. 61: Structure of large IT outsourcing contracts 

An IT outsourcing contract can have hundreds of pages and more. Therefore, a 
structure is needed. Primarily, the ICT services need to be specified. If several dif-
ferent ICT services are purchased by the user organization, then the contract will 
comprise more than one part called “Statement of Work”. Refer to Fig. 61. Each of 
these parts describes the core ICT service (functionality) but does also contain the 
related Service Level Agreement (SLA). The SLA specifies quality, availability and 
responsibilities. In most cases, common practices are applied e.g. for the IT service 
management. Also organizational issues such as contacts are common to all ICT 
services covered by the contract and specified in a Statement of Work. Hence, it 
makes sense to specify ICT-related common practices such as processes and organ-
izational issues in one central Statement of Work. Refer to the figure. There is one 
specific work which is done only once: this is the Transition or migration of the ICT 
services from the current provider to the new provider. The work and its character-
istics (quality etc.) are also specified in a separate Statement of Work as shown in 
the figure. Finally, there are general terms and conditions which are related to 
commercial matters such as reimbursement, rules for subcontracting etc. These 
clauses are incorporated into the so-called Master Service Agreement (MSA). All 
other clauses which not seem to fit into any Statement of Work are also put into the 
MSA. 

The contract must also specify security. How is this managed? Refer to Fig. 62. The 
security requirements of the user organization must be collected, analyzed and 
clarified. They can be distributed amongst all sections of the contract. Note that 
such a complex document is developed by many people each specialized in a spe-
cific topic. There are procurement people involved, pure IT staff, compliance man-
agers, IT managers, process and application managers, business units (the users’ 
representatives) just to name a few. Some of them are aware to express their securi-
ty requirements now. They choose the chapter they are responsible for. That’s why 
security issues are usually distributed throughout all parts of the contract and per-
haps also contained in documents that are only referred to as being contract-
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relevant. This is shown on the right-hand side in Fig. 62. Not only this, also legisla-
tion etc. is relevant with respect to security. 

 
Fig. 62: Contract design and review during the phase Manage the deal 

The ICT Service Provider must ensure that the provider’s own security standards 
are considered. At least all specifications must go hand in hand with them. Based 
on both the user organization’s security requirements and the provider’s security 
standards, solutions are developed and specified. Refer to Fig. 62. The ICT services 
must be migrated into the hand of the ICT Service Provider and adaptations are 
required in most cases. This is the subject of the phases Transition and Transfor-
mation which start after signing the contract. The ICT Service Provider must plan 
all these activities and consider all costs related to these activities. A real challenge, 
especially for the security experts, is shown in two light blue rounded rectangles in 
the figure: Managing the deal cannot last long. There are costs for managing the 
deal because people are kept busy. And it’s not clear for the ICT Service Provider 
that the contract is signed while working on it. Time is another criterion. There are 
fixed times and the next project is knocking on the door. Risks are number three. 
Usually project risks are considered more important than security risks later in 
Operations. Losing the deal appears more serious than having a few security inci-
dents or a longer discussion some month from now. This makes it hard to ensure 
that the contract is, also with respect to security, neither vague nor ambiguous but 
very specific and the provider is able to fulfill it. 

Well-structured and well-designed security specifications (such as the ESARIS 
security measures) help to achieve this. But a method for verifying the fulfillment 
of the user’s requirements is required. This is described in the next section. 
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8.3 Assurance for customers 
Introduction and summary: User organizations require evidence that their re-
quirements are fulfilled when purchasing ICT services from a third party. They 
need such information for their own risk management and as evidence for their 
own customers and auditors. However, the security measures protecting the ICT 
services are implemented by the ICT Service Provider. In large IT outsourcing 
situations, user organizations use tendering for getting information about the 
ICT services and their security. It is up to the ICT Service Provider to provide as-
surance and demonstrate that the user’s security requirements are met. The con-
tractual evidence is only one element of the assurance required. The provider 
must demonstrate fulfillment of the requirements also at run time. This is called 
operational evidence here. Both aspects are covered by the ESARIS Fulfillment 
Model and described in detail in the following. 

8.3.1 Contractual evidence 
The ESARIS Fulfillment Model (or: ESARIS Customer Fulfillment Model) describes a 
method to demonstrate that the customer’s security requirements are met and 
how. Though the method or procedure looks very straightforward and may be 
simple, it is important to formalize it: The assessment of customer requirements 
and the mapping to existing security measures is the most important issue in terms 
of security in the relation between the user organization and its ICT Service Pro-
vider. Moreover, it is not easy to perform this method or procedure in big IT out-
sourcing deals in practice. 

Verifying the fulfillment on a contractual level comprises several steps. The process 
comprises 
 the collection of existing material (step 1), 
 the identification of relevant ESARIS security measures (step 2), and 
 the requirements matching (step 3), 
 the treatment of possible differences (step 4). 

User organizations (customers) express their security requirements on a different 
level of detail. More precise, the security requirements have different scope and 
therefore different level of abstraction and detail. This is shown in Fig. 63. Users 
provide general policies (case a). In this case, ESARIS concepts may provide the 
answer provided that the ICT Service Provider follows them. User organizations 
often refer to security standards or industry guidelines such as ISO/IEC 27002 46 or 
guidelines of the Cloud Security Alliance47 (case b). ICT Service Providers are rec-
ommended to develop a comparison between such sets of requirements and their 
                                                           
46 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
47 Cloud Security Alliance (CSA): Security Guidance; Version 3.0, Nov. 2011 [31] 
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own ESARIS security standards. Refer to the Endorsement Framework for ESARIS 
described in Sect. 2.1. Then such a mapping can be reused to show the fulfillment. 
Users also require e.g. the existence of a security incident handling process (case c). 
In such cases, the reference to an ICT Security Standard (Level 4) would be suffi-
cient. Most requirements are more specific (case d). An answer can be given using 
specific security measures from the ICT Security Standards (Level 4). 

 
Fig. 63: Security requirements in contracts feature different level of detail 

Sometimes even more detailed requirements find their way into the contract draft 
(case e). In the following it is assumed that user organization’s requirements are 
expressed with a level of detail that corresponds to the ESARIS security measures 
stipulated in the ICT Security Standards. If not, the second step is modified and oth-
er types of ESARIS security standards are brought in.48 

Step 1: The collection of existing material is the starting point and shown in Fig. 64 
above. The available material to be collected comprises: 

 The customer’s requirements  are analyzed first. They need to be collected, 
reviewed and documented. In Fig. 64 these requirements are schematically 
represented by R1 through R5 and red arrows. They point to a chess board or 
matrix that will later be used to verify if appropriate measures (C1 – C7) are in 
place that are suitable to meet the customer’s requirements. 

 Then there are the security measures in 31 ICT Security Standards . These 
standards (Level 4) are organized in the ESARIS Security Taxonomy which is al-
so shown in the figure. The ICT Security Baselines  may also be required se-
lectively. They refine the security measures in the ICT Security Standards (Lev-

                                                           
48 Important: Note that this model is developed for complex ICT services and high volume 
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Customer has not provided 
explicit security requirements or 
provided general policies only

Customer refers to industry or 
international guidelines and 
standards

a

b

Customer has specified 
detailed security requirements c

Corporate policies
(and ESARIS concepts if appropriate)

Reusing compliance lists (usually with 
security measures from ICT Security 
Standards (Level 4) as in case d )

Objective and subject of
ICT Security Standard(s) (Level 4)

more detail from 
ICT Security Baseline(s)  (Level 5)

Security measure(s) from 
ICT Security Standard(s) (Level 4)d

e

A

B

C



150 Fulfillment – meeting customer demands (Ch. 8) 

el 4). The ICT Security Baselines (Level 5) instruct people how to implement the 
security measures (from Level 4) and how to act during development, imple-
mentation and operations. They may provide helpful background if required. 

 The last important input is the specification  of the ICT service that is under 
consideration. The nature and scope of the ICT service determines which 
ESARIS security standards are relevant. 

 
Fig. 64: ESARIS Fulfillment Model, collection and analysis of material 

This inventory is important and builds the basis for the next steps. 

Step 2: The identification of relevant ESARIS security measures is also shown in 
Fig. 64. The ESARIS Security Taxonomy (and its ICT Security Standards ) are 
matched to the ICT service . A security standard is relevant if the ICT Service 
Provider is responsible for this part. The concept called Provider Scope of Control is 
used for the selection. The tasks are already described in Sect. 4.5 but summarized 
here for the sake of convenience: 

 The ICT service (being delivered or planned to be delivered to the customer) is 
analyzed. Based on the ICT service specification the relevant ICT Security 
Standards are identified. In many cases it is sufficient to work with the ESARIS 
Security Taxonomy only. An ICT Security Standard is selected if the ICT Service 
Provider is responsible for the corresponding technology or IT service man-
agement activities. 

 Then the division of labor between the provider and the customer is analyzed 
in more detail. In order to provide final clarity it can be necessary to take more 
contractual details into account. It may then be necessary to remove single se-
curity measures from the list because the customer is responsible for them. 
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The resulting set of relevant security measures (  in Fig. 65) is used in the next 
step. 

 
Fig. 65: ESARIS Fulfillment Model, selection of security measures and matching 

Step 3: Now the security measures ( ) from the ESARIS security standards are 
assigned to the customer’s requirements . Refer to Fig. 65. Then it is verified if 
the latter are actually met. This runs as follows: 

 The customer’s security requirements are analyzed one after the other. For 
each of them one or more relevant security measures (M1 through M7 in the 
figure) are identified which are suitable to meet the customer’s requirements. 
(Security measures that do not have any counterpart on the requirement’s side 
may be left out at this point or later.) 

 It may be required to have more than one security measure to meet one re-
quirement (for instance M2 and M3 to meet R2). In can also happen that a se-
curity measure (for instance M4) serves two requirements (R3 and R4 in 
Fig. 65). 

 It is checked if the security measures are actually implemented. This is done by 
inspecting the internal ESARIS Attainment Statements (provided in form of 
Aces). Aces are the result of the “Attainment” process. Refer to the next Fig. 66 
which shows the Aces. 

 The result  is specified. Three results are possible: accordance, difference 
and no counterpart found. 
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Fig. 66: ESARIS Fulfillment Model, verification of matching 

Step 4: The treatment of possible differences and open issues is the last step: 

 In case that not all customer requirements are fulfilled, the following solutions 
are considered: a) minor extensions, additions or modifications to existing se-
curity measures or b) specification of new or considerably modified security 
measures. c) The customer may also realize that the provider’s security 
measures provide appropriate protection so that no further action is needed. In 
case of changes, the resulting security measures need to be verified again to see 
if the open issues have been resolved. 

 If the customized solution or the new solution is (expected to be) required for 
multiple customers or contracts, its specification may become a part of an up-
dated ICT Security Standard (Level 4) or ICT Security Baseline (Level 5). The 
change may be initiated through a formal change request. 

 In the last step, the result is summarized. This requires performing a synopsis. 
The result of the analysis (including solutions for possible differences) is pro-
vided in form of a so-called Customer Security Arrangement (CSA) (often also 
called customer security concept). 

The Customer Security Arrangement (CSA) is a major outcome of this analysis. The 
CSA will be developed by the ICT Service Provider but should be reviewed and 
accepted by the user organization. Moreover, a CSA can be used as a contractual 
document and signed by security officials of both parties. The first version of the 
Customer Security Arrangement (CSA) is developed when the proposal or draft con-
tract is developed. It can be updated during Transition and Transformation. Fur-
ther changes during Operations should also be documented in form of the CSA. 
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requirements and the security measures of the ICT Service Provider should, how-
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ever, already take place in the “Manage the Deal” phase to spot open requirements 
as early as possible. The Customer Security Arrangement (CSA) can then also be used 
to track the remediation of gaps. 

8.3.2 Operational evidence 
The above method of comparing requirements from customers with implemented 
ESARIS security measures may flatter to deceive that this is about design only. It is 
not. The ESARIS security measures are designed in a way that they cover the veri-
fication if security features are still correctly effective and corrections are made if 
necessary. To this end, they additionally ensure that the necessary information is 
being generated and used. 

The term operational evidence shall summarize all means which ensure that secu-
rity measures are not only designed in an appropriate way but also implemented, 
used, maintained and repaired during Operations. The ESARIS security measures 
are designed in a way that this is also covered 

 
Fig. 67: Measures provide evidence about implementation of others (examples) 

Fig. 67 shows the principle using five more general examples: 

 ESARIS security measures require security testing. This directly provides op-
erational evidence about the correct operation of other security measures 
which are tested. The same is achieved by performing audits, evaluations etc. 

 ESARIS security measures provide instructions for people to implement 
ESARIS security measures as well as instructions for others to verify that the 
implementation is correct. Quality gates are examples which provide opera-
tional evidence, e.g. in the form of records. 
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 ESARIS security measures require IT components to be checked in order to 
identify vulnerabilities caused by using outdated or unpatched software ver-
sions and by wrong configurations. The operational evidence that such vulner-
abilities do not exist is provided by using appropriate monitoring tools such as 
system scanners. The scanners additionally demonstrate if for example provi-
sioning, hardening and patching were correctly carried out. 

 ESARIS security measures require the assessment and planning of mitigation 
activities. They are performed by means of changes organized through the 
Change Management process. The latter requires planning including a specifi-
cation of the change as well as verification of the correct execution. In this way 
operational evidence is given that the target was actually modified so that mit-
igation has successfully been performed and vulnerabilities are removed. 

 ESARIS security measures require logging and the analysis of such data. Log 
data provide operational evidence whether security functions work properly. 

Fig. 68 shows again Level 4 and Level 5 of the ESARIS security standards. The im-
portant point here is that there are two types of ESARIS security measures (Level 4, 
ESARIS Orchestration Layer). 

 
Fig. 68: Measures provide evidence about implementation of others (indicators) 

The “generators” actually “produce security” by actively hindering or preventing a 
compromise of security policies. They are lowering a risk by 
 removing a threat (e.g. the technical architecture eliminates a threat scenario), 
 eliminating a vulnerability (e.g. addition of a security feature), 
 reducing the likelihood of a breach (e.g. strengthening of a security feature), or 
 reducing the impact (e.g. limit the scope of an attack by separating compo-
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The “indicators” (Fig. 68) are not hindering or preventing any attack or accidental 
security breach. They are just “measuring security”. They provide the basis for 
specific “generators” (organizational and technical measures) to work. The “indica-
tors” 
 provide information about the effectiveness of “generators”, 

(For example, security testing verifies existence and functionality of security 
functions.) 

 provide information in order to identify malicious activity or risk, 
(For example, log data allow to apply corrections.) 

 provide accounting information. 
(For example, records about passing quality gates and inspection of log data 
collect evidence about security-relevant activities.) 

It is the goal and methodology of ESARIS to specify all means required to achieve 
an appropriate level of security in form of ESARIS security measures. The only 
thing which is assumed and not specified by means of security measures is that the 
ICT Service Provider is capable of implementing and maintaining the ESARIS se-
curity measures. E.g., the company must have a Security Management organiza-
tion and processes. These means are part of the ESARIS Enforcement Framework 
which comprises the Information Security Management System (ISMS) which is 
not separately specified in ESARIS. Hence user organizations can thoroughly rely 
on agreed security measures provided that the “indicators” and their outcome are 
appropriately used. 

The ESARIS Fulfillment Model combines contractual evidence and operational evi-
dence. The comparison between the user organization’s security requirements and 
the built-in security measures is conducted by the ICT Service Provider, docu-
mented in form of a Customer Security Arrangement (CSA) and agreed upon be-
tween the two parties. This is embedded in the phases of IT outsourcing while the 
ICT Service Provider cares for transparency and provides interfaces and possibili-
ties for interaction. The design and structure of the ESARIS security measures shall 
ensure that all relevant security aspects are covered appropriately. 

8.3.3 Contractual and other changes 
It has been mentioned that the Customer Security Arrangement (CSA) is continuously 
kept up-to-date so that it reflects the current status of compliance with the user 
organization’s security requirements at any time. Obviously, if the customer 
changes its security requirements the current CSA is possibly invalidated. But 
there are two other types of changes which may put a question mark on it: 
 Change of ESARIS security standards and 
 Change of technology or of process activities related to the contracted ICT ser-

vice. 
It is now examined how these types of changes relate to the CSA and the contract. 
This examination is performed based on Fig. 69. The figure has three layers: the 
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ESARIS security standards on the bottom, the ICT service(s) (implementation) 
above them and the CSA and the contract on the top. 

 
Fig. 69: Contractual agreements and treatment of changes  

Now possible changes are tracked and their effect is studied. 

 To recap, the ESARIS security standards are used as design pattern for deliver-
ing secure ICT services (bottom left of Fig. 69). The standards have a version 
and the ICT services are considered to be of version X. They are assessed ac-
cording to the ESARIS Attainment Model and an Ace is created which tells if 
and to what extent the ICT service is compliant with the relevant ESARIS secu-
rity standards. Then the ESARIS Fulfillment Model is applied in a deal with a 
customer. It is evaluated if the implemented security measures fulfill the cus-
tomer’s security requirements. The result is documented in form of a Customer 
Security Arrangement (CSA) shown as the contractual agreement in the figure. 
Version X is also assigned to it because all documents and the ICT service in 
the left column of Fig. 69 belong to the same time period denoted by t0 in the 
figure. 

 Now the time is getting on to t1 and the first change occurs. An ESARIS securi-
ty standard is changed. Refer to the bottom in the figure. It is important to un-
derstand that there is no effect on the customer’s business, ICT or level of pro-
tection. The current Customer Security Arrangement (CSA) still reflects the actual 
situation since it shows if and to what extent the currently delivered ICT ser-
vice meets the customer’s security requirements. 

 In time t2 a new release of the ICT service is deployed which has now ver-
sion X+1. This is the same version as that of the ESARIS security standard since 
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Attainment Statement in form of the Ace is updated for this new version. 
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 In time t3 this new release of the ICT service (version X+1) shall now be pro-
vided to the customer. As a result the existing Customer Security Arrangement 
(CSA) (Version X) is no longer valid. Three cases are possible leading to three 
different results. 
 It turns out that the CSA still covers the new release of the ICT service de-

scribed by the new Ace (version X+1). In this case, the CSA can easily be 
updated by updating versions only. There is no reason for discussions, 
contractual negotiations and the like. 

 The CSA must only slightly be modified since the fulfillment of the cus-
tomer’s security requirements is not affected though the security measures 
of the ICT service were modified or changed. Again there is no reason for 
discussions, contractual negotiations and the like. 

 In case that a new analysis and a comparison between the customer’s secu-
rity requirements and the security measures of the ICT service (ver-
sion X+1) reveal new differences, both parties have to discuss possible im-
pacts and solutions. In other words, the process of discussing, negotiating 
and agreeing starts again. The result is a new Customer Security Arrange-
ment (CSA) (Version X+1) and an updated contractual agreement. 

This examination showed that no change except the planned deployment of a new 
ICT release (new version of the ICT service) requires immediate action with respect 
to the contract. Although, it is common practice that new releases are announced to 
customers and possible effects on contracts and business are discussed and re-
solved in advance. 

Nevertheless, there is another aspect. The ESARIS security standards are not only 
used for designs which have an effect on real ICT services later when actually be-
ing deployed. ESARIS security standards are also used by IT personnel as guid-
ance for their day-to-day activities. Only exceptionally, they will use different ver-
sions of guidance for different versions of ICT services and customer contracts. In 
general, they are told to use the most recent standard filed in the central repository. 
This underlines the necessity to keep the security measures used in contractual 
agreements as stable as possible. As a consequence they should not contain im-
plementation details because the latter tend to change more frequent than the ma-
jor security achievement. In other words, the implementation should not be the 
subject-matter of a contract whereas the security achievements (and the implemen-
tation independent specification of the security measures) shall. Both parties must 
have an interest to manage contractual changes only if considerable changes with a 
real impact need to be considered. Otherwise there are costs at both sides with 
actually no real gain. 



 

9 Flexibility – managing the supplier network 

Introduction and summary: ICT Service Providers deliver ICT services to cus-
tomers but does not produce all of its parts by themselves. Instead, products and 
services are purchased from other companies called 3rd parties (Sect. 9.1). These 
products and services are then integrated and become part of the ICT service de-
livered to customers. The ICT Service Provider is still responsible for the com-
plete ICT service. Hence, procedures must be put in place to ensure that the 
ESARIS security standards are met so that the security requirements of the cus-
tomers can be fulfilled. The ESARIS Third Party Integration Model allows manag-
ing external suppliers or partners of the ICT Service Provider, more specifically 
the security of products and services they are providing. It extends ESARIS to 
the whole supplier network. The link is established by one of the 31 ICT Security 
Standards (namely, Systems Acquisition and Contracting, SAC). The ESARIS Third 
Party Integration Model describes how this standard is applied in practice. There-
by the ESARIS Attainment Model is used. The ESARIS Security Taxonomy is the 
basis since one of its design principles is “aligned with IT production: organized 
in realms that match with production units” (Sect. 9.2). 

9.1 Roles and types of suppliers 
Introduction and summary: It is useful to have some insight in the structure of 
the IT industry. There are different types of companies each being specialized to 
provide a specific range of products or services. This forms the basis for under-
standing the importance of managing security in the supplier network on the 
one hand and for getting aware of the complexity of such an undertaking on the 
other hand. 

The industrialization of IT is going on and has intensified during the recent years. 
As a result, the IT industry is highly specialized and characterized by a high degree 
of division of labor and by intensive networking and interdependencies between 
companies working together in a global supplier network. Though there are very 
large IT companies even those are specialized. They are not doing everything; their 
vertical range of manufacture is limited. Instead, several services and also hard-
ware and software are purchased from other companies and then integrated in 
order to create an ICT service for the customer. On the left-hand side of Fig. 70 
examples for such specialized roles in the supplier network are shown. Obviously, 
there are manufacturers or vendors of hardware and software. Note that the pro-
duction of hardware and sometimes of software as well is also distributed amongst 
many participants (not shown in the figure). Many hardware and software vendors 
do not sell their products directly but use resellers for this purpose. Then there are 
system integrators (see figure) which often develop complex software systems but 
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also combine many hardware and software components to complex systems. The 
term “provider” in the figure primarily relates to companies which actually oper-
ate such systems in order to provide ICT services to user organizations or other 
customers. Currently the market is split in most cases between those companies 
providing network services (TC) and others providing IT services. This differentia-
tion was not important till now so that the term ICT Service Provider was exclu-
sively used. Finally, there are broker and reseller which concentrate on offering 
services produced by other companies as well as consulting companies and ana-
lysts. This picture is not complete but provides some insight in the division of labor 
in modern ICT provisioning and the organization of today’s supplier networks. 

 
Fig. 70: Participants in supplier networks (left) and selected services (right) 

The right-hand side of Fig. 70 shows examples of services being used in this con-
text. Today hardware and some systems are so complex that the ICT Service Pro-
vider is not able to manage it. The vendors also learned that they can deliver their 
systems as a managed service and no longer as a product that is basically managed 
by the ICT Service Provider though the latter would also fall back upon the vendor 
in case of issues relating to second or third level support. Storage systems, for ex-
ample, are often offered “as-a-Service”. The ICT Service Provider purchases the 
“Storage as-a-Service” from the manufacturer that is now fully responsible for 
many IT service management activities relating to the storage system. Typical ex-
amples are diagnosis and repair services. This is quite more than software for 
which the vendor delivers updates and patches. The supplier has direct access to 
the storage system in the infrastructure of the ICT Service Provider. The same 
holds for large networks. Supplier of equipment and services for networks and 
data center infrastructures belong to the greatest corporations in the IT industry. 
Another activity which can often not be performed by the ICT Service Provider 
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itself is application management. Application management (or application life-
cycle management) covers the definition and update of demands, development, 
integration, testing, release and the maintenance of the software till its end of life. It 
also includes adaptation necessary to increase performance in a specific infrastruc-
ture and use case and maybe many more. The other activities (or supporting ser-
vices) mentioned on the right-hand side of Fig. 70 can be conducted by the ICT 
Service Provider in many cases. Obviously, the ICT Service Provider will not give 
up Operations because this is its core business. But other services (see figure) may 
be candidates for being delegated to suppliers. 

It is rather impossible to draw a map of a “typical” supply chain in the IT industry 
that considers most business relations. Nevertheless, Fig. 71 shows a decomposi-
tion of computing, workplace and network services (red boxes) into typical ser-
vices and components which are or may be provided by other companies than the 
ICT Service Provider being the primary contracting party of the user organization 
(customer; shown as dark grey box). The figure shall mainly demonstrate that the 
supply chain is complex and composed of multiple tiers. 

 
Fig. 71: Services and components of the IT industry (illustrative) 

The ICT services primarily used by the user organization (shown as red boxes in 
Fig. 71) are subject to upkeep and maintenance. Such management services (green 
boxes) can be performed by the ICT Service Provider or by other service providers 
(or even by the user organization itself). Moreover, it is possible that the user or-
ganization purchases additional management services (also shown in green) which 
are more likely provided by another company than the primary ICT Service Pro-
vider. The lower half of the figure shows several business areas in which many 
companies provide numerous hardware and software components and systems; 
often together with related maintenance services. For example, today’s storage 
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systems are made available “as-a-Service” which means that the manufacturer also 
provides IT service management services in addition to diagnostics and repair 
services. The provisioning of ICT services is characterized by a high degree of divi-
sion of labor; the IT industry comprises highly specialized companies. There are 
many interdependencies between them in the supplier network. Hence, it is very 
important to deal with these relations. Every component, technology or service, 
may guarantee an appropriate level of security or even have vulnerabilities. The 
chain is only as strong as its weakest link. Eventually, it is the ICT Service Provider 
being responsible for all ICT services according to the contract with the user organ-
ization regardless if the services and components are produced by the ICT Service 
Provider or by one of its subcontractors. 

9.2 Third party integration model 
Introduction and summary: The ESARIS Third Party Integration Model allows 
managing external suppliers or partners of the ICT Service Provider, more spe-
cifically the security of products and services they are providing. The ESARIS 
Third Party Integration Model describes how the 31 ICT Security Standards are ap-
plied in the relationship between the supplier and the ICT Service Provider. The 
ICT Security Standard - Systems Acquisition and Contracting (SAC) defines the se-
quence of actions for managing third-party products and services. The modular-
ity of ESARIS and the methodology Provider Scope of Control play a major role 
too. The model also works within a multi-tier supplier network. 

Today’s IT industry consists of numerous companies each being specialized in a 
specific manner. Especially ICT Service Providers use products or services from 
other companies. It is therefore necessary to open the ESARIS models so that sup-
pliers and their products and services are also covered. It is worth mentioning that 
the ICT Service Provider is the contract partner for the user organization and there-
fore responsible for the composite ICT services including all its constituents. So, 
the situation is as follows: 

 The ICT Service Provider purchases products and services from 3rd parties 
(suppliers). 

 These third-party products and services are integrated into ICT services of the 
ICT Service Provider. 

 The composite ICT services are delivered to customers. 
 The ICT Service Provider is responsible for the composite ICT services includ-

ing the 3rd party products and services. 
This is shown in Fig. 72. It shows how the ESARIS security standards are used and 
how the ESARIS Security Taxonomy supports the decomposition of the ICT service 
and the security standards. The composition is managed by means of the ESARIS 
Attainment Model. 
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Fig. 72: Supply chain management and division of labor 

With respect to security, the ICT Service Provider (central right in Fig. 72) is re-
sponsible for all relevant areas in the ESARIS Security Taxonomy. But some ICT 
services relating to specific areas are “outsourced” by the ICT Service Provider to 
the Supplier 1 and Supplier 2, respectively. Refer to Fig. 72. 

To manage the relations between the ICT Service Provider and the two suppliers 
the following is needed: 

 The ICT Service Provider must define security requirements for the third-party 
products and services. To this end, the ESARIS security standards are used. 

 The ICT Service Provider keeps records that/if the 3rd party products and ser-
vices are compliant with the relevant ESARIS security standards. 

 This means that third parties are treated similar to an internal delivery unit 
except for the fact that they are completely independent companies. 

This is detailed in Fig. 73. The required elements of the ESARIS Third Party Integra-
tion Model are shown on the left-hand side, the sources on the right-hand side. 

 There is an ICT Security Standard (area in the ESARIS Security Taxonomy) 
which defines security measures for managing the relationship with part-
ners/suppliers and the security of the products/services. This standard is 
named Systems Acquisition and Contracting (SAC). 

 The ESARIS Security Taxonomy is structured in a way that it provides means to 
recur using the ESARIS security measures for 3rd party products and services 
and not just for the primary ICT Service Provider of the customer. 

 The ICT Service Provider needs to verify if the third-party products and ser-
vices are actually compliant with the ESARIS security measures and to docu-
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ment the result. This is achieved by using the ESARIS Attainment Model namely 
the concept of Aces (Chapter 7.3). 

 Third-party products and services become part of a composite ICT service 
which is then delivered to a customer of the ICT Service Provider. A composi-
tion model is required for integrating internal and third-party prod-
ucts/services. This is also part of the ESARIS Attainment Model which is reused 
for managing supplier networks. 

 
Fig. 73: Elements of the ESARIS Third Party Integration Model. 

It is important that the ESARIS Third Party Integration Model supports multiple 
stages in the supply chain and supports supplier networks as well. This is shown 
in Fig. 74: 

 A cluster of areas in the ESARIS Security Taxonomy can be split into smaller sets 
(decomposition). In the example, the Supplier 1 uses deliverables from both 
Supplier 2 and Supplier 3 in order to deliver an ICT service to the next in the 
supply chain (which is the Provider 1 in the figure). 

 Not only clusters can be split, ICT Security Standards can be assigned individu-
ally and sets of ESARIS security measures can also be assigned to a supplier or 
the service/product being provided. This is possible due to the rigorous modu-
larization in Level 4 of the Hierarchy of Security Standards. 

 Supplier networks are supported since all suppliers can deliver both to Pro-
vider 1 and Provider 2. (The division of labor may differ.) This works well if 
the same ESARIS Security Taxonomy with the same or similar ESARIS security 
measures is used. Note that the support of supplier networks requires stand-
ardization as introduced through ESARIS. 
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Fig. 74: Supply chain management (multi-staged) 

A product or service is provided by a supplier or partner of the ICT Service Pro-
vider. The ICT Service Provider integrates them, provides core services and deliv-
ers the composite ICT service to the user organization. Reimbursement goes the 
other way around. The customer pays the ICT Service Provider and the latter pays 
the supplier. Obviously, the customer sets requirements that need to be fulfilled by 
the ICT Service Provider. The same happens on the next level. The ICT Service 
Provider sets the requirements for the product or service bought from the 3rd par-
ty product vendor or service provider. Requirements are made explicit and agreed 
upon in a contract. To this end, the ICT Service Provider (now the customer) must 
elaborate a list of requirements which need to be met by the product or service 
from the 3rd party (now the provider). This document is called “Product Require-
ments Document (PRD)” in the following. 

The ICT Service Provider uses ESARIS security standards in order to produce se-
cure ICT services which reduce risks for both the provider and its customers to an 
acceptable level. Consequently, the ESARIS security standards should also be used 
when it comes to securing third-party components and services. In both cases, 
namely the security measures from the ICT Security Standards (Level 4) are used as 
“directives” for the delivering party (refer to Sect. 8.3). 

There is a little difference between the usage of ESARIS security standards inter-
nally (ICT Service Provider) and for third-party products and services (supplier). 
The ICT Service Provider has both the ICT Security Standards (Level 4) and the ICT 
Security Baselines (Level 5). Whereas the ICT Security Standards (Level 4) are com-
municated, the ICT Security Baselines (Level 5) are internal documents that are con-
sidered to be intellectual property. Not only that these documents are confidential 
and not given to external parties, suppliers or partners are independent companies 
that are fully responsible for the products and services they are producing. The 

Supplier 1

Supplier 2 Supplier 3

Provider 1 Provider 2
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products and services are designed following standards of the supplier. Hence, 
only the ICT Security Standards (Level 4, ESARIS Orchestration Layer) which are 
implementation-independent can be used as “requirements”. 

The development of the “Product Requirements Document (PRD)” is shown in 
Fig. 75. There is an ICT Security Standard that specifies how an ICT Service Provider 
should manage suppliers and third-party products and services. This standard, 
Systems Acquisition and Contracting (SAC), specifies security measures as shown on 
the upper left in the figure. 

 
Fig. 75: Development of the Product Requirements Document (PRD) 

The security measures described in this standard are independent from the service, 
system or product being procured. They comprise security measures relating to 
market analysis as well as supplier and procurement management : 

 Preparatory, continuous activities such as market research that includes inves-
tigations of demands, technologies, products, and vendors, 

 Activities of supplier management which help to evaluate, select and develop 
suppliers. The latter may include partner programs set up to develop and in-
tensify the cooperation between the ICT Service Provider and the suppliers in 
order to improve the gain from such a relationship, 

 Activities around contracting which includes the preparatory tasks as well as 
the initiation and the conclusion of contracts. The business relationship is 
maintained through its life-cycle here. 

The security measures defined in this ICT Security Standard have to be appropriate-
ly considered in all stages of procurement and use of the procured service or prod-
uct. All security measures are defined to minimize risks for both the ICT Service 
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Provider and its customers. Uncertainty and ambiguity can leave areas not being 
considered with care and secured as expected. Managing the relation with suppli-
ers and closing contracts following strict rules does not mean to mistrust. All secu-
rity measures are safeguards to raise reliability and transparency. 

The security standard Systems Acquisition and Contracting (SAC) also describes se-
curity measures relating to the services and products being purchased or otherwise 
obtained from a supplier  (refer to Fig. 75) including: 

 Definition of a Product Requirements Document (PRD) (highlighted with the 
abbreviation SAC-QST in the figure) as well as 

 Activities of quality inspection, in particular in the form of acceptance testing. 

The PRD ensures that mandatory security features of the third-party service or 
product are made explicit. With respect to security, it is the basis for the business 
between the two parties. Strictly speaking, the specification of security features 
(“Security Target”) is only one part of an overall “Product Requirement Document 
(PRD)” since security is only one feature amongst others. 

But how is such a Product Requirements Document (PRD) being developed? This 
is very straightforward since all required methodologies have already been de-
scribed in this book. The definition of the PRD or of the Security Target contained 
therein shall be based on ESARIS security measures from ICT Security Standards  
(Level 4). As already mentioned ICT Security Baselines  cannot be used. Now the 
method Provider Scope of Control (Sect. 4.5) is used again in order to identify the secu-
rity measures relevant for the service or product to be purchased. First of all, the 
product or service needs to be understood. What are the functions and services 
being provided? Then the relevant ICT Security Standards  can be selected. By 
analyzing the deliverable from the third party in more detail the individual 
ESARIS security measures  are extracted that are to be used for the Security 
Target specification in the PRD. 

Note that this procedure is a little bit more complicated. But in fact it runs very 
similar to the one described in very detail about managing the internal supply 
chain with the ICT Service Provider with the ESARIS Attainment Model (Sect. 7.3). 
The contractual relation is managed by means of a Product Requirements Docu-
ment (PRD) which contains the Security Target specification using ESARIS security 
measures.49 

                                                           
49 Contractual relations are subject to the ESARIS Fulfillment Model so that some ideas are 

borrowed from this model too: The supplier must confirm that the Product Require-
ments Document (PRD) with the Security Target specification is met. This relates to the 
“contractual evidence” mentioned in the description of the “fulfillment” method in Sec-
tion 8.3.1. The ICT Service Provider must also check the deliverable and verify if it actu-
ally meets the Product Requirements Document (PRD) containing the Security Target 
specification. This relates to what was called “operational evidence” in Section 8.3.2 
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The check of the service or product purchased from a supplier is performed as 
follows: 

 An attestation is required from the supplier that the Security Target specifica-
tion is fulfilled. In case of complex services, this would correspond to the pro-
cedures explained in the last steps of the ESARIS Fulfillment Model. Note how-
ever that the Product Requirements Document (PRD) and its Security Target 
specification already contain only relevant ESARIS security measures. No 
chessboard matching is required. It must only be confirmed if a security meas-
ure is fulfilled or not. In case of deviations, the supplier must describe com-
pensating measures or the two parties find another solution for an agreement. 

 The attestation should be brought into the form of an Ace. Such ESARIS At-
tainment Statements are the basis for the composition of ICT services by the ICT 
Service Provider. More details are provided below. 

 The ICT Service Provider must verify the quality of the service or products 
being purchased. More detail is provided by the ICT Security Standard - Systems 
Acquisition and Contracting (SAC) and the ICT Security Baselines (Level 5) which 
refine it. An example is acceptance testing. 

The check if the deliverable meets its Security Target shall exist in form of an Ace. 
Why? This can be understood from Fig. 76. 

 
Fig. 76: Compositions of ICT services and the use of Aces in supplier networks 

First, the internal business of the ICT Service Provider without external suppliers is 
briefly considered. An Ace documents compliance with and possible deviations 
from ESARIS security standards, mainly the ESARIS security measures stipulated 
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in ICT Security Standards (Level 4). The ICT Service Provider uses the ESARIS secu-
rity standards to develop, implement and deliver ICT services, components and 
procedures, i.e. anything which can be covered by an Ace. The standards provide 
design patterns to achieve the “secure by design” goal. The design and its imple-
mentation are compared with the ESARIS security standards according to the 
ESARIS Attainment Model. The result is the Ace which states compliance with and 
potential deviations from ESARIS security standards and therefore allows identify-
ing built-in security features. In a customer deal, the ICT Service Provider needs to 
verify if the customer’s security requirements are fulfilled. Therefore, one must 
know if the ICT service being subject of the contract is compliant with the ESARIS 
security standards. This verification is performed according to the ESARIS Fulfill-
ment Model. The verification uses Aces as the basis since the Aces provide the in-
formation about the built-in security features and possible deviations from the 
ESARIS security standards. 

Second, the picture is now widened to also cover external suppliers. Refer to 
Fig. 76. The service or product from the third party is integrated into the ICT Ser-
vice Provider’s ICT service and then delivered to user organizations. Single ele-
ments are collected and assembled creating a composite service. Services are com-
bined to build a “service chain” which is the subject of the contract. Such an aggre-
gation of ICT services requires the aggregation of the compliance information pro-
vided by Aces. Note that the integration needs to be evaluated in each step to some 
extent. The information from composing ICT services, components or procedures 
contained in ESARIS Attainment Statements and provided in form of Aces is reused 
at the level of the composite ICT service to leverage already available information 
and to avoid performing verification of compliance with ESARIS security stand-
ards at a very detailed level over and over again. 

Summary: Deliverables from third parties (suppliers, partners) are treated similar 
to those provided from one internal organizational unit of the ICT Service Provider 
to another. The details are subject of the ESARIS Third Party Integration Model de-
scribed in this chapter. The model basically extends the ESARIS Attainment Model 
to an external supplier network but borrows also other methods described in this 
book. 

The ESARIS Security Taxonomy decomposes the “whole world of security” into 
areas that relate to and can be assigned to individual businesses (i.e. production 
units like organizations, departments, teams). In this way, it supports the division 
of labor. The ESARIS Third Party Integration Model applies the ESARIS Security Tax-
onomy and its organization to the external supply chain or supplier network. 

The verification of compliance with ESARIS security standards is the subject of the 
ESARIS Attainment Model. The major outcome is a so-called Ace which informs 
about the level of compliance and possible deviations. The aggregation of single 
services and components into composite ICT services is also described by the 
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ESARIS Attainment Model. This method (developed for internal use) is applied in a 
similar way for managing the supplier network. 

Two elements are added in order to manage external relations: First, the ICT Securi-
ty Standard – Systems Acquisition and Contracting (SAC) is applied. This standard is 
applied by the ICT Service Provider and contains security measures for supplier 
and contract management. Moreover, it defines security measures that require 
developing and using a Product Requirement Document (PRD) containing a Secu-
rity Target specification to ensure that the third-party service or component meets 
relevant ESARIS security standards. The Security Target is developed using the 
method Provider Scope of Control which helps to apply the ESARIS Security Taxono-
my and to select the relevant ESARIS security standards and security measures. 
The PRD and its use represent the second new element. 

 



 

 

 

 

 

Part 3: Implementation 

The adoption and use of ESARIS start with a management decision shown as “en-
actment” in Fig. 77 which is not detailed in this part of the book. The improvement, 
upgrade and revision of the documentation are organized according to the Mainte-
nance System for EASRIS which includes a sophisticated identification schema to 
facilitate the search for and the localization of documents. The introduction of 
ESARIS in a large organization needs to be carefully planned and executed. This 
process called Transformation towards ESARIS uses a staged approach with maturity 
and attainment levels. About 100 pages in this book are dedicated to details about 
the IT production and its protection in practice. A wealth of security measures derived 
from real-world challenges are described in detail. ESARIS changes the everyday 
security management. This is analyzed before a short conclusion is given at the end 
of this part of the book. 

 
Fig. 77: Adoption and use of ESARIS in practice 
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10 Maintenance – requirements, documents, 
improvements 

Introduction and summary: Necessary changes and additions in terms of secu-
rity practices and measures result in updating or extending the ESARIS docu-
mentation, respectively. The improvement, upgrade and revision of the docu-
mentation are organized according to the Maintenance System for EASRIS which 
is described in the following. Document management is performed according to 
the relevant process instruction of the ICT Service Provider. However, additions 
and modifications are required for managing the ESARIS security documents. 
The documents must be stored and kept accessible for all employees. A docu-
ments identification schema is used in order to facilitate the search for and the 
localization of documents (Sect. 10.1). ESARIS security documents are subject to 
additions and modifications. The ICT Service Provider requires boards as well 
as detailed processes and tools to coordinate the activities in the large undertak-
ing of creating and updating hundreds of documents which directly affect the 
ICT Service Provider’s business (Sect. 10.2). All documents must be published in 
one central library since otherwise standardization will not work. Not only ver-
sion control is required but also means facilitating to maintain an overview and 
to help achieving consistency (Sect. 10.3). ESARIS is, amongst other things, a 
means to communicate, negotiate and agree with customers. But this does not 
mean that all documents are given to any audience. Rules must be defined to 
organize the communication of ESARIS documents (Sect. 10.4). 

10.1 Document IDs and more 
Introduction and summary: The description of ESARIS, including the concepts, 
rules and standards, must be distributed within the ICT Service Provider and 
made available to the employees who require access to it. Central storage is re-
quired for the sake of consistency and availability. But this is not sufficient since 
the full documentation comprises a large number of documents. A hierarchy of 
Document IDs is developed and used in a file naming convention that facilitates 
finding and organizing documents. 

One specific challenge is the storage and availability of documents. However, the 
large number of documents or files is not easy to handle. For this reason, 

 Helping pages are set up in the Intranet which presents an introduction and 
guides people to access the document repository. 

 A document hierarchy is developed and used as prefix in all file names. 

All documents that are officially released can be found in a document library of the 
ICT Service Provider, which is also used to store documentation relating to other 
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topics. The whole library can be organized using the enterprise’s process landscape 
or other methods. The subset of ESARIS documents is called ESARIS Library in the 
following. 

A large bundle of documents in particular is often stored in a directory and ac-
cessed by means of the operating system (such as Windows) that is installed on the 
user’s workplace computer. In this case, the file managing program (such as Win-
dows Explorer) displays a long and endless list of files. Users can use search func-
tions to facilitate access to these files and to locate the one they want. However, 
this assumes that the user knows what they want to look at, whereas in fact many 
users do not. They scroll through the list hoping to find a file that looks promising 
enough to examine. 

With the correct tool, even an alphabetically ordered list of files may provide a 
clear view. Each file name begins with the Document ID as unique prefix that or-
ders the documents hierarchically and is chosen appropriately. The documents 
which are most important and are to be read first are automatically placed at the 
top of the list. The hierarchy of ESARIS is also automatically reproduced in the list. 
By assigning unique Document IDs that code scope and content document man-
agement systems are automatically provided with metadata necessary for greater 
transparency and instant access. 

Fig. 78 shows the general structure of the ESARIS documentation. 

 
Fig. 78: ESARIS document structure and Document IDs 
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All documents have a Document ID that starts with “ESARIS–“. This string is fol-
lowed by a letter which codes the type of the document. The entire documentation 
consists of around three types of documents: 

 Concept papers (information as provided in this book) are assigned a Docu-
ment ID starting with “ESARIS-G”, 

 Specifications and standards are assigned a Document ID starting with 
“ESARIS-L”. There are five levels in total so that the Document IDs for those 
documents are “ESARIS-L1” through “ESARIS-L5”. 

 Tutorials, templates, help documents and presentations are assigned a Docu-
ment ID starting with “ESARIS-T”. 

This is the prefix of the Document ID. The Enterprise Security Architecture for Reliable 
ICT Services (ESARIS) is hierarchical and modular, as is its documentation. 

The letter “G” stands for “general” or “global”. Documents with this letter provide 
introductions and fundamental information about the architecture. They appear at 
the top of an alphabetical list. The prefix “ESARIS-G” is followed by a sequence 
number as suffix so that complete Document IDs are “ESARIS-G1” and “ESARIS-
G5”. 

The same is done for the “T” documents which are tutorials and the like. They exist 
on the same level as “G” documents within the hierarchy. The prefix “ESARIS-T” 
is followed by a sequence number as suffix so that complete Document IDs are 
“ESARIS-T02” and “ESARIS-T03”. Tutorials are automatically located at the end of 
the alphabetically ordered list since ESARIS largely provides standards which are 
listed between “G” and “T”. 

The hierarchy of standards has several levels, denoted by the suffixes “L1”, “L2”, 
“L3”, “L4” and “L5”. They are shown after the document with the suffix “G”. 
There are three types of documents 

 Overarching documents for primary reading (P) are assigned the Document ID 
“ESARIS-Ln-Pxy”. 

 The security standards (S) are assigned the Document ID “ESARIS-Ln-Sxy” or 
which has this prefix. “S” may also be read as secondary reading. 

 Tutorial documents and templates (T) are assigned the Document ID “ESARIS-
Ln-Txy”. 

Here “n” stands for the Level and “xy” is a two digit sequence number. 

The result is shown in Fig. 78. Tutorial documents do not provide binding re-
quirements or obligations and the like. They shall be considered as supporting 
material helping people to adhere to binding requirements or obligations stipulat-
ed in other documents. Templates are binding in most cases. “P” documents can 
have different character. Their content explains how they are to be used. 
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The ICT Security Standards (on Level 4) are an essential part of the ESARIS docu-
mentation. Their Document IDs are “ESARIS-L4-Sxy”. Each describes one of the 31 
areas in the ESARIS Security Taxonomy. The sequence number “xy” is chosen ac-
cordingly. Refer to the upper part of Fig. 79 where the sequence number “14” is 
assigned to the ICT Security Standard – Computer Systems Security (CSS) which 
therefore carries the Document ID “ESARIS-L4-S14”. 

 
Fig. 79: Document IDs for and types of genuine security standards 

The ICT Security Baselines (on Level 5) are the other category of genuine security 
standards. They contain refinements of the ICT Security Standards (Level 4). In or-
der to reproduce the hierarchical structure of the standards, the sequence number 
of the related ICT Security Standard (Level 4) is referred to in the Document ID of an 
ICT Security Baseline (Level 5). Refer to Fig. 79. 

In the example, the Document ID is “ESARIS-L5-S14-CW01”. This document is an 
ICT Security Baseline (Level 5) that refines security measures from the ICT Security 
Standard – Computer Systems Security (CSS) that was assigned the sequence number 
“14”. 

Then a further suffix is added which comprises a code for the type of the document 
(“CW” in the example) and a sequence number (“01” in the example). ICT Security 
Baselines (Level 5) serve different purposes. In order to provide more structure into 
this large set of documents, the type of the document is coded in the document ID. 
Refer to the table in the lower half of Fig. 79. The character is doubled (e.g. “PP”) 
for pure documents. In the other case that the document has a mixed character, the 
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Policy P design document and development of 
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Tutorial T document that educates and provides 
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conducting day-to-day work (not to prepare it) Checklist L
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two most suitable document types are coded. “GW” is for instance used for mate-
rial which is a guidance document with a work instruction part. 

This concept allows the identification of every single document. References and 
quotations are made quite easy which is an important feature for indexing and for 
automated search in a repository. Note that the document title and description in 
the file name may change but the document remains uniquely identifiable. The 
concept also ensures that the ESARIS classification schema is maintained as long as 
the files are listed in alphabetical order (independent from where the files are 
stored). Such a list of selected ESARIS document files is shown in Table 13. 

Table 13: Alphabetical list of some ESARIS documents 

Document file name Document type 

ESARIS-G1 – Introduction and Concept Top level, global 
document 

ESARIS-G2 – Terms and Definitions Top level, global 
document 

ESARIS-L3-P01 – ESARIS Attainment Model Level 3, primary to 
read 

ESARIS-L3-P02 – ESARIS Fulfillment Model Level 3, primary to 
read 

ESARIS-L3-S02 – Security Organization Policy Level 3, standard 

ESARIS-L3-T05 – Template for an Ace Level 3, template 

ESARIS-L4-P01 – Synopsis of ICT Security Standards Level 4, primary to 
read 

ESARIS-L4-S01 – Certification and 3rd Party Assurance (CTP) Level 4, standard 

ESARIS-L4-S02 – Risk Management (RMP) Level 4, standard 

ESARIS-L4-S31 – Business Continuity Management (BCM) Level 4, standard 

ESARIS-L4-T01 – Template and Guidance for Standards Level 4, tutorial and 
template 

ESARIS-L5-S14-CW01 –Security setting Windows server… Level 5, concept 
with guidance 

ESARIS-T01 – Presentation Overview and Concept Top level, tutorial 

ESARIS-T02 – Frequently Asked Questions (FAQ) Top level, tutorial 
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This file naming convention has the effect that an alphabetical list reproduces the 
hierarchy within the documentation. Secondly, it means that by looking at the file 
name alone, a user can find out if the document provides concepts, standards or 
tutorials and so on. Moreover, they can obtain a great deal of information about the 
documents’ content and intention from looking at just the file name. 

ESARIS comprises 31 ICT Security Standards. A large number of documents on Lev-
el 5 refine the security measures stipulated in Level 4 in terms of working instruc-
tions, checklists, and manuals. Icons are assigned to each ICT Security Standard in 
order to facilitate their use. The small pictures or illustrations are introduced with 
the ESARIS Security Taxonomy in Chapter 4. They are used to easily identify the 
standards and to highlight dependencies between them. They can also be attached 
to text in other documents in order to assign an issue to an individual standard. 
Icons of Level 4 are red so that associated documents on Level 5 can use the same 
icon in, for example, blue. Other icons can be created for other Levels and other 
purposes. Here are two examples: 

SAC (Level 4)  versus  and SDL (Level 4)  versus  

The ICT Security Standards define a large number of security measures. It must be 
possible to refer individual security measures when using e.g. the ESARIS Custom-
er Fulfillment Model (refer to Chapter 8). The ESARIS Fulfillment Model is used to 
demonstrate how the customer’s requirements are met by the ICT Service Provid-
er. So, a naming convention is required since the organization of a document and 
the numbering of sections may change. 

The following naming convention may be used for the ESARIS security measures: 
 The abbreviation of the corresponding ICT Security Standard is used as the pre-

fix. The abbreviations (for instance VAM, LHR, IHF or CSS) are introduced in 
Sect. 4.3 and shown in Table 7 through Table 12. That means, all security 
measures stipulated in the ICT Security Standard – Computer Systems Security 
(CSS) are assigned an ID beginning with “CSS-“. 

 The prefix is suffixed with a combination of three letters which may abbreviate 
the name of the security measure. For example, the security measure which de-
scribes the protection of “Administrative Access” is finally assigned the ID 
“CSS‒AAA” for instance. Note that three letters are used in any case. 

These IDs are very short names for the security measures. This eases references 
and quotations. The IDs are very helpful especially in mapping tables. They can 
easily be used in searches. Of course, the IDs are unique. Moreover, IDs should be 
modified (i.e., a new one is chosen) if the security measure is considerably modi-
fied. This invalidates e.g. mapping tables and alerts users that an update was 
made. 

AB
CDE
AB
CDE

AB
CDE
AB
CDE
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10.2 Virtual organization, roles and processes 
Introduction and summary: ESARIS security documents are subject to additions 
and modifications. This needs to be organized in a manner that the documents 
are of high quality and approved to become a global standard. The ICT Service 
Provider requires at least an editorial board which organizes the document 
management including approvals. But detailed processes and tools must also ex-
ist to coordinate the activities of the participants in the large undertaking of cre-
ating and updating hundreds of documents which directly affect the ICT Service 
Provider’s business. 

The Maintenance System for ESARIS organizes the development, improvement, 
upgrade and revision of the ESARIS documentation. It consists of 
 A virtual organization having a mandate, 
 Roles in this virtual organization having dedicated responsibility, 
 A process that describes the activities being executed. 

General requirements regarding the document management are usually provided 
by the corresponding process instruction of the ICT Service Provider.  They build 
the basis the Maintenance System for ESARIS is established upon. 

The virtual organization comprises working groups that bring together people 
with existing or new roles. Following their mandate, defined activities are con-
ducted according to the defined process. There are two working groups 
 the ESARIS Editorial Board (maintenance of documents) and 
 the ESARIS Advisory Board (steering). 

The ESARIS Editorial Board organizes the practical work with the documents (au-
thor guidance and support, proof-reading, content approval, quality assurance). It 
consists of the ESARIS Chief Editor and a few ESARIS Editors. The ESARIS Adviso-
ry Board builds a steering committee and is staffed with existing roles. It takes stra-
tegic decisions related to ESARIS and its development and supervises the ESARIS 
Editorial Board and its work as well. Main issues that need to be ensured and dis-
cussed include a) if requirements and standards are realistic (costs, complexity and 
enforceability are considered), b) if requirements and standards are effective (ob-
jectives are reached, remaining risks are treated), and c) if requirements and stand-
ards are consistent (feasibility is examined). The ESARIS Advisory Board does not 
replace the Security Management organization and its major roles. Instead, it can 
be regarded as a committee of the Security Management organization. 

The specific realization of the document management process for ESARIS docu-
ments is outlined in Fig. 80. Note that the documents are used and mandatory on a 
global basis. They have great effects, positive and maybe negative ones. Hence, 
 the development and update of documents must involve the subject matter 

experts and stakeholders, 
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 approvals are required to ensure that impacts and risks are considered, quality 
and effectiveness are reviewed, and plans for introducing new practices exist 
and are agreed. 

 
Fig. 80: Process of managing ESARIS documents (simplified) 

Four parties are involved in the process outlined in Fig. 80: the requesting party 
(initiator) which can be any employee, the ESARIS Editorial Board, the ESARIS Ad-
visory Board, and the technical department (“topic owner” including document 
owner and authors). Usually, only one representative from the ESARIS Advisory 
Board is required. This is a role entitled “Head of Security” in the figure who pro-
vides for final approval. The sequence of actions is as follows: 
 A Change Request (CR) is issued.  It is registered by the ESARIS Editor and 

will be tracked by the ESARIS Editorial Board until completion. 
 Then, the request is analyzed and the realization is planned.  Hereby the 

ESARIS Editor works with the „topic owner“. The latter involves at least the 
author. 

 Now the change request is being worked on.  A new document is created or 
an existing one if modified. The author and/or the topic owner involve stake-
holders and other subject matter experts if necessary. The ESARIS Editorial 
Board ensures that the right roles are involved. In case that further clarification 
or a strategic decision is needed, the issue is brought before the ESARIS Adviso-
ry Board. 

 Finally, the result is approved.  There are three steps in the approval which 
starts with the ESARIS Chief Editor, continues with the “topic owner” and 
concludes with the Head of Security. 

The Document Managers support this process. The ESARIS Advisory Board gets 
involved if there is the need for clarification or decisions. 
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The approval process is organized in multiple stages. The first check comprises but 
is not limited to verifying if change requests are considered, if format and structure 
meets requirements, if relations to other documents are considered and if contents 
is clear and of high quality. The second check focuses on the correctness and effec-
tiveness of the specification. Moreover, it is verified if costs and other constraints 
are considered, if corresponding units are prepared and if the solution is ready for 
production. ESARIS security standards are usually used on a global basis. Hence, it 
needs to be verified if other units are possibly affected. If so, they have to be in-
volved in order to receive their approval and confirmation if required. At least, 
they should be aware that they are expected to apply the updated or new practices. 
In case of major changes or introduction of new practices, it can be necessary to 
perform an impact analysis, with planning of migration and the provisioning of a 
corresponding documentation. Performing an impact analysis means that it is ana-
lyzed if all conditions are fulfilled to release the document as a standard for com-
mon practice. It may be necessary to postpone the “document release” if this is not 
the case yet. A “roll-out planning” can be required too. The migration needs to be 
planned and documented. Before the document is approved it must be confirmed 
that the conditions for its application are in place. The concrete sequence of ap-
provals and related activities depend on the “change type” which rates effects of 
the changes demanded by the updated or new document. 

The document management process is organized by tracking individual change 
requests that are assigned to documents. (The IT uses similar methodologies de-
fined in ITIL.) A tool is used for managing the change requests (tickets) and the 
management of the documents. The content of such a single ticket is shown in 
Fig. 81. Each ticket comprises information about the subject in general (dark blue), 
status and scheduling (red), affected document(s) (black), details (green), involved 
people (amber), and versions and document files (light blue).  

A new entry is created in the list or an existing one is revised when a new change 
request is received by the ESARIS Editorial Board. The status of editing is set to “re-
quested” and changed every time progress is made along the process. The process 
include all necessary approvals and ends with the publishing of the document in 
the ESARIS Library. 
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Fig. 81: Ticket (change request) from the Editorial Board Tracking List (EBTL) 

10.3 Library, versions and consistency 
Introduction and summary: The ESARIS documents must be made available for 
virtually all employees of the ICT Service Provider. A central library is required 
for this since otherwise standardization will not work. The existence of hun-
dreds of documents which are regularly reviewed and changed requires rigor-
ous version control but also means facilitating to maintain an overview and to 
help achieving consistency since documents usually build upon each other so 
that dependencies exist. 

Almost all security facets shall be described in ESARIS documents since this would 
also mean that the degree of standardization is high. ESARIS documents stipulate 
security facets that predominantly become global standards of the ICT Service 
Provider which are mandatory to be observed. 

It is absolutely necessary to file all ESARIS documents in one central repository 
(called ESARIS Library). All documents must be available to everybody in the com-
pany. Otherwise standardization won’t work. Critical (confidential) content can be 
removed from the document before publishing but the frame document being pub-
lished must still explain subject, purpose, target group, effect etc. Then people can 
decide if the document is required for them and initiate to get it. Note that having a 
central document library is priceless: people see what exist. This avoids that they 
start reinventing the wheel. They also see documents that are related to their cur-
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rent activity. All this raises the quality and the degree of standardization and there-
fore reduces costs for security. This used repository must support that people see 
adjacent and similar documents. It is not sufficient that they find the specific doc-
ument they are told to read. 

Specific organizational units and even projects may also require information (such 
as lists of contact persons or references to specific inventory) that goes beyond 
ESARIS. Such information is not for global use. Hence, there are “unit specific doc-
uments” too. They provide the unit specific information but may not replace 
ESARIS documents. They must not copy a significant amount of ESARIS content. 
Instead these unit specific documents shall make references to ESARIS documents 
and shall be used together with them. Otherwise consistency problems will occur 
very likely. Unit specific documents may or may not be filed in the ESARIS Library. 
To make this decision, one should consider if the document can or should be used 
by a wider audience and therefore be published in the central document library. It 
is essential that unit specific documents refer to other ESARIS documents. This is 
important to prevent silos. It is recommended that such documents are assigned a 
Document ID that is similar to that of ESARIS documents: The prefix „ESARIS –“ is 
replaced by „Oxyz –“ where „xyz“ stands for a string that identifies the organiza-
tional unit. The other part of the Document ID can comply with the ESARIS speci-
fication described above. 

Customer specific documents (such as statements of compliance or security con-
ceptions) exist too. These customer specific documents shall also make references 
to ESARIS documents. They may or may not copy text from other ESARIS docu-
ments even if they are forwarded to customers. It must, however, be prevented 
that there are documents with the same content that may evolve differently and 
diverge at some time. Customer specific documents are not part of the ESARIS 
documentation. However, they should maintain the ESARIS documentation struc-
ture. It is recommended that such documents are assigned a Document ID that is 
similar to that of ESARIS documents: The prefix „ESARIS-“ is replaced by „Uxyz-“ 
where „xyz“ stands for a string that identifies the customer or the customer organ-
ization. The other part of the Document ID complies with the ESARIS specification. 
Customer specific documents may also be filed in the ESARIS Library because they 
could play a vital role in standardization. Practices that are unique to one customer 
today can become a global standard for all customers tomorrow. 

Documents are given a unique version and date of release. The documents in 
ESARIS will be reviewed and updated as required. There will be not one release 
with all documents having the same version. It is not manageable to bring all rele-
vant documents to a common version. This would require regularly reviewing and 
updating all documents simultaneously. The amount of work is very large and the 
interdependencies between the documents make the job very hard to do. The ad-
vantage of updating documents on demand is resource efficiency and speed. 
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Moreover, the document maintenance process can concentrate on the most rele-
vant issues while not spending work on revisions that are formal only. 

However, if the documents are updated in that way the question may arise if the 
documents are consistent with each other and how to achieve and to maintain this 
consistency. 

First of all a “bibliography” (that is a list of all current and released documents) is 
maintained. The “bibliography” matches with the content of the ESARIS Library. It 
looks similar to the list shown in Table 13 on page 177 though it provides much 
more detail. In addition, a “library history” is maintained that lists all changes 
applied to the ESARIS Library. The “bibliography” and “library history” are inde-
pendent from each other. The latter is used to achieve consistency. 

The “library history” is shown in Fig. 82.  

 
Fig. 82: Consistency and the ESARIS Library History  

Many documents are developed and updated simultaneously. However, the pro-
cess of their creation and updating cannot be synchronized. This would require 
bringing all “document releases” in a timely order that allows an author to become 
aware of and possibly consider all documents that were released before. This 
would result in terrible delays and chaos. 

Notwithstanding, there is for many documents the need to identify if a certain 
other document has been considered or not. Documents that were considered are 
usually listed as a reference. But it is not common to list references in a document 
that were considered but had no effect. At the end of the day, this would mean to 
list all existing documents as references just to show that the author was aware of 
their existence. 

The solution which authors may decide to use is as follows. 
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 The “library history” enumerates all “document releases” in the order of the 
time of their release. Documents are listed with all necessary bibliographic de-
tails (empty right columns in Fig. 82). Each “document release” creates a new 
entry in the list. The entries are sequentially numbered. One row refers to a 
creation of a new document, an update of an existing one, or even a revocation 
of a document. If a document is updated several times, it appears as often as it 
was updated plus once for its creation. 

 Each new item is put onto the top of the list. It is essential that the existing 
body of the list is never modified and that the list is never reordered. 

 Authors can inspect the “library history” in order to identify documents that 
may be of interest and require consideration. 

 It is assumed that an author has inspected the list published January 5, 
2017, i.e. immediately after entry number 770 has been created. Refer to 
Fig. 82 and the marker “Version X” for the author’s document. It is fur-
thermore assumed that all documents that existed on that list were consid-
ered by the author. 

 This document of the author (Version X) now passes the approval and is 
then e.g. published as number 772 on January 8, 2017. The “library history” 
now contains entries till this date (including 772). 

 After a period of time, after February 11, 2017 in the example, the author 
again works on his or her document and wants to know if related other 
documents were changed meanwhile. This can easily be done by inspect-
ing the “library history” which now has 777 entries. Seven changes were 
completed after the last inspection. Hence, the author must only inspect 
the entries 771 to 777 were number 772 is his or her own document. Each 
entry contains a detailed description of the changes applied to each docu-
ment (“change log” not filled out in Fig. 82). Document IDs and biblio-
graphic details allow inspecting the changed documents in detail. Note 
that a document’s topic is already made clear by the Document ID. With 
this information the author can create “Version X+1”of his or her docu-
ment and retains the information of the new marker 777. 

 This document of “Version X+1” (with marker 777) is approved and pub-
lished. It appears in the “library history” with an entry number greater 
than 777 (not shown in the figure). 

 The author must record this highest sequence number in his document: all 
document versions below this number were considered. Note that most of the 
entries are not relevant for the author since the documents are about a totally 
different subject. It may take seconds to sort them out. The inspection of the 
“library history” not only shows updates but also new documents. No other 
version control reveals such information. 
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 When authors inspect the “library history” it may happen that the same docu-
ment has been changed more than once since the last inspection of the “library 
history”. Obviously, one has to work with the most recent version only. Not-
withstanding all change logs should be inspected. 

This document “library history” is an important means towards consistency. 
Moreover, it is the basis for identifying any change applied to the ESARIS docu-
mentation. People can use the “bibliography” in order to browse through the 
ESARIS Library. This function is very important since people must become aware 
of documents which are new for them and which relate to the topic they are inter-
ested in. The sequence of documents produced by the Document IDs ensures that 
related documents appear close to each other in the list. The Document IDs repro-
duce the structure of ESARIS specifically its Hierarchy of Security Standards and its 
ESARIS Security Taxonomy. 

10.4 Protecting intellectual property 
Introduction and summary: ESARIS is, amongst other things, a means to com-
municate, negotiate and agree with customers. But this does not mean that all 
documents are given to any audience. The ICT Security Baselines (Level 5) in par-
ticular will contain information which is intellectual property of the ICT Service 
Provider and needs therefore be communicated in a restricted way. The distri-
bution of such documents must also be restricted since they may contain infor-
mation that can facilitate an attack. 

In the following, general rules are stated that apply to the forwarding of ESARIS 
documentation to potential or actual customers of the ICT Service Provider. Such 
rules are necessary since some documents contain intellectual property of the ICT 
Service Provider. Their content has to be protected in order to maintain competi-
tive advantages. Other documents will contain information which must be kept 
confidential for security reasons. Security concepts and detailed design infor-
mation are examples. This section deals with such documents which are clearly 
marked as “sensitive”, regardless of the reason for restricting the access to them. 

The sharing of sensitive, security-relevant information has to balance the protec-
tion needs – especially regarding Intellectual Property (IP) - of the ICT Service Pro-
vider on the one hand and the valid interest of (potential) customers to gain assur-
ance about professional security management of the provider on the other. The 
“Need-to-Know” principle tends to describe the problem rather than provide a 
handy solution. Employees require further assistance. The following rules may 
provide guidance on what this type of assistance may be. 

 The ICT Security Standards (Level 4) are used for communicating, negotiating 
and agreeing upon security. The ICT Security Baselines (Level 5) containing the 
most details are intended for internal use only and usually not given to cus-
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tomers. User organizations that “outsource” IT want to reduce complexity and 
delegate tasks. They are therefore not usually interested in these “bits and 
bytes” and are often not even able to understand this documentation because, 
with the IT outsourcing, they have reduced the corresponding IT competen-
cies. The ESARIS security standards comprise many security measures which 
ensure that customers are provided with information they requiring, e.g. 
through security reports. 

 Selected parts of the ESARIS documentation (i.e. a couple of ICT Security 
Standards together with some ESARIS-Gx documents) may generally be shown 
or presented to a (potential) customer, if it is deemed appropriate and promis-
ing for a potential deal or simply as part of customer relationship manage-
ment. Note that this book already provides such information. 

 Usually, the ICT Service Provider has to reply to security-specific questions 
coming from the user organization (customer). It is recommended that these 
are answered individually and not by providing documents that seem to suit-
ably address the subject. The answers can be given with the help of the rele-
vant and necessary ESARIS security standards. It does not make any sense to 
handover a bundle of or all ICT Security Standards because, among other things, 
the sheer quantity of the associated information may overload the potential 
customer. 

 Not all documents are relevant for the customer. The set of ESARIS security 
standards which are relevant and maybe helpful for the customer can be de-
termined by applying the method Provider Scope of Control (refer to Sect. 4.5). It 
always depends on the business with the customer, more specifically the ICT 
service being provided, which documents could be of interest. Their handover 
in either format (paper-based or electronically) requires proof of valid interest 
and a Non-Disclosure Agreement (NDA) signed by the customer. Providing 
services to customers also means to reduce the amount of information the cus-
tomer should pay attention to. 

These are general rules that are to be applied in an appropriate manner and modi-
fied, where required, by authorized personnel. The authorization has to be as-
signed to roles or even individuals in advance. 

The application of confidentiality rules to a well-defined group of documents 
makes it easier for employees to adhere to confidentiality rules. 



 

11 Transformation – implementing ESARIS sustainably 

Introduction and summary: The Enterprise Security Architecture for Reliable ICT 
Services (ESARIS) has been developed for a large ICT Service Provider. This 
chapter reports real-world experience gained during the “transformation“ per-
formed in a global IT organization with business in 20 countries and more than 
40,000 employees in total. This also demonstrates that ESARIS is a workable ap-
proach and that the concepts and methodologies of ESARIS really work. Securi-
ty managers are given deep insight into the specific situation and the challenges 
on the one hand and in the solutions developed to change the security mode of 
operation sustainably on the other hand. First, it is justified why a program 
called Transformation towards ESARIS is necessary. The description of major 
goals and achievements rounds this off (Sect. 11.1). The implementation of the 
concepts, procedures and practices within the ICT Service Provider is complex 
and must carefully be planned and conducted. It is explained how the project 
can be organized. A staged approach is used based on the ESARIS Maturity Lev-
els. The ESARIS Transformation Master Plan, Key Performance Indicators (KPI) 
and certifications of organizational units are main instruments for managing the 
Transformation. Total costs are also estimated (Sect. 11.2). A main challenge is to 
bring ESARIS into the employees’ hearts and minds. Motivation, training and 
communication are major success factors. A few best practices are presented in 
this area (Sect. 11.3). The Transformation is not complete if the ICT services of 
the ICT Service Provider are not affected. Hence, this second “stream” of the 
Transformation is also considered (Sect. 11.4). 

Editorial note: This section is based on one of the author’s earlier publications.50 

11.1 Mission: induce a massive change 
Introduction and summary: IT provisioning is undergoing fundamental chang-
es. Technical developments (e.g. cloud) and other changes (e.g. industrialization 
of IT) require reorganizing the security management of large IT organizations 
(especially ICT Service Providers acting on the market). ESARIS responds to the 
challenges. A Transformation program is required for implementing the new 
methods, procedures and standards. The special character, its scope and 
achievements are outlined in this section. 

                                                           
50 Eberhard von Faber: Changing the security mode of operation in a global IT organiza-

tion with 20000+ technical staff; in: ISSE 2015, Highlights of the Information Security So-
lutions Europe 2015 Conference, Springer Vieweg, ISBN 978-3-658-10934-9, p. 286 – 304 
[47] 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_11 
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Why this is not a usual program 
A program is required for introducing new methods, procedures and standards in 
a large global IT organization. This program is Transformation towards ESARIS since 
massive changes are required: 

Definition: Transformation is the act of revising or altering into a different form 
(involving reconsideration and modification). The change (revision or alteration as 
meant here) has a significant effect so that the starting and the ending point signifi-
cantly differ in terms of maturity or attainment. The change lasts a period of time 
and usually has an anticipated ending as projects have. So, the Transformation is 
not considered to be a continuous process nor it is repeated. The expected changes 
are massive. 

The security mode of operation shall be changed. “Usual programs” mostly have a 
limited scope and aim at causing limited changes only. There is another difference 
which makes the Transformation more difficult. In “usual programs”, organiza-
tional units and employees use to work through predefined material. They execute 
what has been prepared. In the Transformation the organizational units shall refine 
on working methods by themselves: They shall identify necessary roles and assign 
them. They shall identify interfaces to other organizational units (and suppliers 
and customers as well) and find out what they like to receive and what they have 
to deliver. They shall understand security in their business and learn how to de-
velop and apply security standards. This means that the organizational units shall 
take part in shaping the division of labor and in refining the processes. 

Cloud computing and industrialization lead to a change of the provisioning pro-
cesses: The interface between the provider and the user organization changes, and 
the IT organization must modify and optimize its internal provisioning processes. 
This results in a situation where “traditional” security management no longer 
works. Large IT organizations have to change their internal security mode of oper-
ation and introduce new methods, procedures and standards. That’s why the En-
terprise Security Architecture for Reliable ICT Services (ESARIS) had been elaborated. 
The models and standards of ESARIS were developed for large-scale IT produc-
tion, which is characterized by resolute division of labor and by resolute process 
orientation. In terms of security, there is the challenge to implement the right divi-
sion of labor and to shape the processes appropriately. 

The three most important changes of the new methodology ESARIS are as follows. 
Refer to Fig. 83. 

 Consequent standardization of security measures including all those in pro-
cesses and procedures necessary to implement and to maintain technical secu-
rity measures. Today’s technology and provisioning processes are highly 
standardized. Security can only be ensured if it is also standardized. 

 Consequent integration of IT security management (SecMan) and IT service 
management (ITSM). The IT production is organized according to the ITSM 
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processes as stipulated in ITIL and ISO/IEC 20000.51 Security can only be en-
sured if the security management becomes part of the IT service management. 

 Modified role and mission of the Security Management organization. This is a 
direct consequence of the last point. One can no longer solely rely on security 
experts who care for security. Security can only be ensured if the security 
measures are applied by the IT staff. The Security Management organization 
concentrates on setting requirements and on verifying if standards are applied 
so that the requirements are met. The business units and the IT staff must ap-
ply the security standards and implement security measures in technology and 
processes. 

 
Fig. 83: Fundamental changes requiring reorganizing the security management 

This fundamental change is important in our context, since all IT people are now 
the audience for the “Transformation”. They are provided with very detailed ma-
terial and must learn to care for security autonomously. 

What shall be achieved? 
Obviously, such fundamental changes need to be actively managed and the intro-
duction of the new guidelines etc. needs to be organized accordingly. Hence, a 
“Transformation program” needs to be designed, and set-up and progress must be 
measured continuously. 

Fig. 84 summarizes why the “Transformation” is so special and complex. It is not 
only a common training. The Transformation runs for more than two years and 
addresses about 40,000 people. The figure (right-hand side) shows what the organ-

                                                           
51 ISO/IEC 20000 – Information technology – Service management – Part 1: Service man-

agement system requirements, Part 2: Guidance on the application of service manage-
ment systems; 2012 [2] 
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ization (IT business units) must have done in the Transformation autonomously. 
The left-hand side shows the central support. 

 
Fig. 84: Instruments (left) and results (right) of the Transformation 

The program is quite comprehensive and the expectations are challenging. The 
business units take the responsibility to secure their ICT services and to identify 
what is required to do so. The IT staff (not primarily security experts from the Se-
curity Management organization) applies the security standards that are made 
centrally available. The business units identify the roles and tasks necessary to do 
so and assign these roles to teams and individuals. They analyze the supply chain 
and their own business and organize the collaboration with other units so that 
security aspects get considered as required. The business units develop their own 
plan to develop the security methodology and to improve obeying standards. Fi-
nally, the ICT services shall be compliant with the security standards and security 
is considered in the service catalogs (delivery and sales offering portfolio). – This 
seems to be a perfect world. The Transformation program must, however, deliver 
accordingly. 

As support (left-hand side of Fig. 84) the business units receive guidance in form of 
a master plan as well as project support from a central office and a competence 
team. Assessments and audits help them to carry on with the Transformation and 
to actually work on the right things. 

11.2 Approach: ESARIS Maturity Level and master plan 
Introduction and summary: The organization of the Transformation covers best 
practices related to project structure, split into the Transformation of organiza-
tional units (people) and the Transformation of ICT services (service delivery), 
the provisioning of master plans and their use by the organizational units, per-
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formance review and KPI as well as tool support and certification. The Trans-
formation of organizational units (people) is organized into five ESARIS Maturi-
ty Levels. The overall organization is also sketched and costs are estimated for 
the Transformation. 

This chapter reports real-world experience gained while introducing the Enterprise 
Security Architecture for Reliable ICT Services (ESARIS) in a global IT organization 
with more than 40,000 employees. Several best/proven practices are described. 
These blueprints help CISOs and other security managers to manage introducing 
new methods, procedures and standards and to establish a new security mode of 
operation in a larger IT organization. 

 
Fig. 85: Structure of the Transformation 

Fig. 85 is the overall structure of the Transformation. Three things are required as 
initial set-up and basis for the genuine Transformation: A) obviously, the new 
methods, procedures and standards must exist. B) A rough Transformation plan 
must be elaborated. C) Before getting in touch with all the employees, it is abso-
lutely necessary to have the explicit support from the top management. The ICT 
Service Provider’s Board of Directors issued the “Directive for the Adoption and 
Use of ESARIS”. Hereby the board also formally decided that the organization 
undergoes the Transformation and that every organizational unit must support the 
Transformation program which includes provisioning of the required budget and 
resources as well as the execution of the activities which were predefined to be 
done. 

On the one hand, employees need to be trained and organizational units be ena-
bled to work with ESARIS and to apply the security standards. On the other hand, 
ESARIS mainly aims at producing ICT services according to the ESARIS security 
standards which cover all phases of the life-cycle including service strategy, service 
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design, service implementation, service operations and maintenance. As a result, 
the Transformation is split into two streams. Refer to Fig. 85. 

 The preparation of organizational units is seen as prerequisite for “overall 
ESARIS compliance” and therefore started first. This process (stream 1, called 
Transformation of organizational units) has to create the necessary conditions 
for the delivery of secure ICT services according to ESARIS. In this stream, the 
organization and the people working there learn how to use the methods, pro-
cedures and standards of ESARIS in order to produce ICT services that are 
compliant with the security standards and produced efficiently. 

 After having achieved a reasonable maturity level (see below), organizational 
units can start with stream 2, the Transformation of ICT services. This means 
that the IT production starts to use ESARIS. Methods, procedures and stand-
ards of ESARIS are applied. Note that this needs to be done also step-by-step 
since during ongoing operations only a few practices can be changed at a time. 
Hence, the second stream also takes time so that the overall Transformation 
has two streams both taking considerable time to be completed. Refer to 
Fig. 85. 

Both Transformation processes use a staged approach. There are five levels in each 
process (or stream). The levels in the Transformation of organizational units 
(stream 1) are called ESARIS Maturity Levels. Refer to Fig. 86. The Transformation 
of ICT services (stream 2) is organized along the standard ESARIS Attainment Mod-
el and uses the ESARIS Attainment Levels already described in great detail in Chap-
ter 7.3. This simplifies both processes and eases the organization of the overall pro-
cess. Stream 2 will be taken up in Sect. 11.4. 

 
Fig. 86: ESARIS Maturity Level organizing the Transformation towards ESARIS 

The ESARIS Maturity Levels relate to the achievement of milestones and a defined 
ranking with five stages: started, prepared, managed, established and controlled 
(Fig. 86). The levels were developed using input from the Capability Maturity 

ESARIS 
Maturity Level

Description 
(measurement will go deeper as level increases)

“Started” initial activities such as overall trainings; management attention; 
identification of roles and responsibilities

“Prepared” business-related trainings; assignment of roles and 
responsibilities; integration with ISMS and ICT business

“Managed” role-related education; use in most businesses; continuous 
steering still necessary

“Established” integration into processes (bid, transition, transformation, 
operations, portfolio management); day-to-day use

“Controlled” as “established” but continuously measured and improved; 
active participation in development of ESARIS as standard
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Model® Integration (CMMI®)52 and the Systems Security Engineering - Capability 
Maturity Model® (SSE-CMM®).53 The CMMI is built to implement and improve 
processes. Processes coordinate three things: (i) people with their skills and moti-
vation, (ii) tools and equipment they are using, and (iii) procedures and methods 
that organize and manage individual tasks. The CMMI levels are not used as is. On 
the one hand, the Transformation towards using ESARIS is not only implementing 
processes. New working methods are introduced, skills are developed and even 
the products of the ICT Service Provider are changed. On the other hand, the 
Transformation towards ESARIS is not a continuous sequence of actions; it is a 
project having a planned starting time and an anticipated ending. 

The whole company is partitioned into many organizational units, departments or 
teams. This allows starting with smaller entities. After having achieved higher 
ESARIS Maturity Levels the scope is increased so that finally all relevant organiza-
tional units are enabled and cooperate efficiently. 

Each organizational unit assigns a so-called Transformation Manager who organ-
izes the Transformation in his or her organization. A Sponsor is also assigned for 
the Transformation of an organizational unit. This ensures the necessary manage-
ment attention and support. Refer to the left-hand side in Fig. 87. Note that there 
are hundreds of such entities in a very large company. The execution of the Trans-
formation needs to be organized centrally which requires a central team perform-
ing the overall project or program management (right-hand side of Fig. 87). 

 
Fig. 87: Organizational structure of the Transformation towards ESARIS 

                                                           
52 Chrissis, Mary Beth; Mike Konrad and Sandy Shrum: CMMI – Guidelines for Process 

Integration and Product Improvement; Addison-Wesley, 2003, ISBN 0-321-15496-7 [34] 
53 ISO/IEC 21827 – Information Technology – Systems Security Engineering – Capability 

Maturity Model (SSE-CMM), 2008 [3] 
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At this stage we are facing an inconsistency. On the one hand, we want the organi-
zation to act autonomously while adopting ESARIS with the new methods, proce-
dures and standards. This is required since the IT staff shall take over tasks that 
will no longer be conducted by security experts from the Security Management 
organization. It is also true, that no one can actually anticipate all situations and 
define the best solution for each of them. On the other hand, it is clear that organi-
zational units require assistance and guidance to step-by-step adopt the new 
methods, procedures and standards of ESARIS. It was also planned to verify the 
achievement of milestones and certify the related levels (ESARIS Maturity Levels, 
refer to above). Such a certification also requires the definition of concrete require-
ments as the basis. One cannot start an assessment without having defined the 
target. 

The way out of this situation turned out to be straightforward but was not easy to 
go. A so-called ESARIS Transformation Master Plan (ETMP) was developed and 
given to all organizational units in the Transformation. This plan actually compris-
es five individual plans, one for achieving one ESARIS Maturity Level. The levels 
are reached subsequently; a level must not be skipped. Each plan is organized in 
different activities or steps and described in one table. Refer to Fig. 88 which shows 
a small and very simple part of the ETMP. Each activity is given a number and 
name. Then the major goals are described which shall be achieved. This part also 
describes the motivation and can be considered as a rationale too. The field “De-
scription of activity” enlists things that are demanded to be done. The field “Fur-
ther remarks” provides explanations etc. 

 
Fig. 88: Part of the ESARIS Transformation Master Plan (stream 1) 

As mentioned above, each organizational unit has its Transformation Manager. 
This role organizes the Transformation in one organizational unit. A main task for 
him or her is to create a unit-specific ESARIS Transformation Plan (ETP) using the 
master plan (ETMP) as the basis. The cell describing the information to be added is 

ESARIS Transformation 
Plan (ETP):

Detailed plan
with actions
Certification
after completion
All five ESARIS 
Maturity Levels 
are covered
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entitled “Unit specifics”. Refer to Fig. 88. This unit-specific information includes for 
example the following: “Roles and responsibilities” to determine who should do 
what, “Due date” and “Completion date/status” are for planning to describe the 
progress made, and “Evidence” refers to things that have to be delivered (docu-
mented) by the Transformation Manager in order to complete the ESARIS Maturity 
Level and get certified to have achieved this milestone. The field “Evidence ex-
pected from the Transformation Manager” provides the details. 

Technically the Transformation of an organizational unit is supported by a well-
defined process and central roles. An organizational unit registers for the Trans-
formation process or is asked to do so. Here general information is recorded. The 
Transformation Manager performs the planning. Hereby he or she uses the ESARIS 
Transformation Master Plan (ETMP) as described above. The Transformation Man-
ager must demonstrate that the activities and sub-activities have successfully been 
conducted. To this end, he or she must provide evidence. The necessary evidences 
are also described in the ETMP. Training of employees is e.g. an important part of 
conducting the Transformation. So, evidence that employees attended the trainings 
is required. After having performed all activities and sub-activities, the Transfor-
mation Manager can request for certification, i.e. formal approval of the achieve-
ment of an ESARIS Maturity Level. The ETP, specifically the evidences, are checked 
and verified by the central ESARIS Transformation Program Management. Other 
people help to organize the overall process: they do normal project management 
for the Transformation of the whole company and especially take care that the 
entities keep to the schedule. This team is called ESARIS Transformation Project 
Management shown in Fig. 87 on page 195. 

KPIs are used to manage the overall project where the individual organizational 
units have to provide key figures. The process described above is supported using 
tools: there is a workflow tool and electronic filing of all information including the 
units’ plans with the evidences. Also certification reports are filed which are gen-
erated using templates with a questionnaire. 

How many organizational units must pass how many certifications? This seems to 
be an easy question but its analysis shows the real challenge. This Transformation 
program is huge and difficult. 

It is really a question if a company can actually manage such a process. In order to 
find out if this can realistically be managed and how, some estimation is per-
formed. Refer to Fig. 89. 
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Fig. 89: Four scenarios for which the costs are calculated 

Three simple questions guide through the analysis which is necessary for the de-
tailed planning (refer to the dark blue box in Fig. 89): 

 Path: How to work through the whole corporation? What are the units to begin 
with? How to know if the whole organization has actually been covered? 

 Size: What is the best or realistic size of an organizational unit that performs 
the Transformation according to one ESARIS Transformation Plan (ETP) as de-
scribed above? If the units are small, their business is homogeneous which fa-
cilitates the process. However, the smaller the units the higher the number of 
certifications (called cases in Fig. 89). 

 Costs: What are the overall costs for the central ESARIS Transformation pro-
gram/project? Is it realistic at all to perform the Transformation under the giv-
en circumstances as planned? Note that one cannot calculate the costs for the 
business units in detail. Primarily, the extra costs for the central team are esti-
mated. The central team must spent time for kick-off meeting, for support dur-
ing the Transformation and for the certification process which includes the 
management of the registration information and of the ETP as well as the eval-
uation of the ETP and the provisioning of the result. 

Fig. 89 (light blue box) shows the assumptions: It is assumed that there are 40,000 
employees. There are also five ESARIS Maturity Levels so that each unit must go 
through five processes. The number of cases the central team must manage is “5 × 
number of units”. We assume that one expert can spent 1,400 hours a year and that 
the Transformation lasts two years. 

Fig. 89 (red and grey) shows a specimen calculation. The first parameter is “people 
per unit” which determines the “size” of a typical organizational unit under con-

Assumptions:
40,000 employees in total
5 maturity levels per unit

Questions:
Path: How to work though the whole corporation? 
Size: What is the best size of a “unit”?
Costs: What are the overall costs?

PPeople per unit HHours per case Number of units Number of cases Hours in total People needed

100 5 400 2,000 10,000 4

250 12 160 800 9,600 4

250 8 160 800 6,400 3

500 16 80 400 6,400 3

Additional people in 
central function only5 × Column 3

Parameters (chosen):
Column 4 × Column 240,000 / Column 1
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sideration. The second parameter is “hours per case” to be spent by the central 
team for kick-off, support and the certification process. 

As an example, three values for the average “size” of a unit are taken for the calcu-
lation: 100, 250 and 500 (refer to the lower part in Fig. 89). The “hours per case” 
which must be spent by the central team are related to the size. It is assumed that 
the larger the unit the more complex and inhomogeneous its business. As a result, 
the effort for the central team is higher. We take absolute minimum values: 5 hours 
only for a rather small unit and only 16 hours for a larger unit with 500 people in 
average. For the units with 250 people we take the assumption in the specimen 
calculation that 12 or 8 hours are required for kick-off, support and the certification 
process. 

The results show the challenge. The “number of cases” varies between 2,000 and 
400. Note that for each case the unit needs to be registered, the process needs to be 
started which requires a kick-off meeting (usually using the Web), support during 
the execution of the Transformation, some project management activities like 
scheduling and corrective measures in the case of delays, and the evaluation of the 
ESARIS Transformation Plan (ETP) including the certification as well. Hence, 5 to 16 
hours per case are not much. 

Here are some other numbers: 

 Is it realistic to manage 2,000 cases in two years? Or, is even 400 too much? It is 
advantageous to take smaller units at the beginning, since the process is easier 
for both the unit and the central team. But the number of cases must be re-
duced to a minimum. 

 The total effort for the central team varies between 10,000 and 6,400 which 
relates to about four or three extra people. These people only provide project 
support. The Transformation activities are executed by the people in the organ-
izational units. If every employee would spend two hours a year this would 
sum up to additional 80,000 hours equivalent to 45 people equivalents (full 
time). 

 Each unit has a Transformation Manager. If we assume that he or she spends 
only 25% of the time for the Transformation, this sums up to 100 to 20 people 
equivalents (full time). 

Hence, the total costs range approximately between 70 and 150 people equivalents 
(working full time) which would only work for the Transformation from its start to 
the end. This does not only mean that the Transformation is complicated It also 
means that the standardization produced by ESARIS leads to savings in develop-
ment and operations that are higher than the effort spent for the Transformation. 
ESARIS is also the basis for the secure ICT service delivery in a industrialized, 
large-scale IT production. That’s why the company introduced ESARIS. 
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A calculation as the one shown above also provides important information on how 
to organize the Transformation. There are three things which had to be done to 
manage the complexity and to reduce the effort: 

 Prioritization: A list that helps to choose the right units have been developed. 
Depending on its business one organizational unit may have higher priority to 
participate in the Transformation than another. High priority units are “lead-
ers” or “centers of gravity” in a larger organization. Operations management 
or units that provide infrastructure services may be more important to start 
with than others. 

 Nomination: Finally, ESARIS is used along the whole supply chain. Some 
“single units” started. Then the scope is increased so that “several units” are 
involved and reach the same ESARIS Maturity Level. Finally, all units that are 
involved in businesses along the internal supply chain are working with 
ESARIS. To achieve this, each organizational unit must nominate other organi-
zational units during the Transformation which provide or receive relevant 
services to or from it. The nomination of “neighbors” helps the unit to apply 
the ESARIS security standards and to reach a higher ESARIS Maturity Level. 

 Aggregation: As already mentioned it is best to start with smaller organiza-
tional units. The effort for higher ESARIS Maturity Levels is higher than for the 
lower ones. Therefore, the number of certifications (cases) especially in higher 
levels should be reduced. That’s why, only large organizational units are ac-
cepted in higher ESARIS Maturity Levels. 

11.3 Enablement: training and communication 
Introduction and summary: The organizational units and the employees should 
not try to get familiar with ESARIS using the concept papers and security stand-
ards alone. Instead, comprehensive training material and training programs are 
required. This section provides best practices related to target group definition 
using avatars, video production and distribution, integration of video clips into 
Office documents, the provisioning of navigators as well as a central repository 
for leaflets, posters, FAQ etc. 

It is a real challenge to distribute the right information to the right people. The 
difficulties were underestimated at the beginning of the Transformation. For the 
team that developed the material, it was obvious that a certain information is e.g. 
for designers or operations personnel. However, in a large organization terms like 
“design”, “engineering”, “realization”, “implementation”, “production”, “deliv-
ery” or “operations” are not as clear as one might expect. If certain information is 
e.g. labeled with “design”, many employees may ignore it since their unit is not 
labeled “design” even if they are working in projects where something is designed. 
Additionally, the internal supply chain is complicated: there are organizational 
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units which perform tasks in different phases of the supply chain. Moreover, ex-
perts get involved in tasks which are usually not performed by the unit they be-
long to. Names and titles also change when the company is reorganized. 

 
Fig. 90: Avatars are introduced to specify the audience 

As a result, the material was organized in working areas. The working areas had 
more or less understandable names. However, it turned out that they were not 
clear to everybody and maybe they were too long. In addition, people do not nec-
essarily associate a working area with people doing this work independent from 
the name of their organizational unit. That’s why the avatars Adrian, Betty and 
Chris were introduced representing the three major ESARIS Work Areas (refer to 
Sect. 3.2) as shown in Fig. 90. Each avatar representing a work area / function is 
then split into three sub-avatars as shown for Adrian in Fig. 90. Short names facili-
tate communication; the names are gender balanced since Chris may be male or 
female. The areas are related to the ITIL processes. The employees must only be 
familiar with these processes since the IT production they are working in is orga-
nized along them. The avatars help to recognize activities which originally have 
complicated and ambiguous names. 

Note there is a high volume of information. The organization has to manage a large 
number of corporate security documents, but due to the high degree of division of 
labor every team only requires specific security documents although these teams 
also need to have a complete picture to some extent. There is a huge number of 
recipients, and the audience is inhomogeneous. The organization has to distribute 
the content not only to some security experts but to almost all people who are en-
gaged in the design, implementation and delivery of ICT services. Note additional-
ly that in a global organization specific roles and teams with a dedicated delivera-
ble exist many times. The avatars help to get the message actually across. 

Service operations:
Continuous business 

Sales and new deals:
Customer-related project 

business

Service strategy and service design:
Customer-independent projects

Service implementation
Standard and platform
Extension for customers

1

CCC
3

4

5

rmm

2

Continual service improvement

Adrianann Betty

Chris

Adrian Sales
Adrian Deal
Adrian Build



202 Transformation – implementing ESARIS sustainably (Ch. 11) 

It is common practice to use multimedia to train people. Companies engage agen-
cies which produce high quality video material based on the specialists’ input be-
ing provided. The advantages are perfect content and professional performance. 
The disadvantages are high effort since an external agency needs to be provided 
with all information and results need to be reviewed in review cycles. Another 
problem is that the videos get outdated and mistakes cannot easily be fixed. 

The solution was that experts use of-the-shelf software that captures the screen and 
records the voice on a PC. In this way training videos and video instructions are 
produced. Refer to Fig. 91. External support was only used for specific videos. The 
training videos (run time 15, 30 or 45 minutes) are stored in a central repository 
and therefore available to all employees. 

 
Fig. 91: Interactive content and video material 

How do employees know what video to watch? The videos are made available 
through interactive maps in Intranet sites and the knowledge base. These interac-
tive maps (refer to the upper left in Fig. 91) provide an overview of a specific topic. 
The interactive maps show the available content and guide employees to the con-
tent they are looking for. A click on a graphical element of the map opens a list or 
directly the video. The interactive maps are called ESARIS Navigators internally. 
They are created from PowerPoint slides which are converted into HTML5 or Flash 
using a special software. These formats make it possible to seamlessly integrate the 
maps into web pages. 

Video instructions were also produced which for instance explain how to work 
with a document. Guidance is given e.g. how to fill in required information. These 
video instructions are played if one clicks onto a graphical element in the docu-
ment (right-hand side in Fig. 91). This approach allows employees to get the best 
support working with ESARIS documents. 
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In order to ensure sufficient quality, one must develop a training concept. The 
training concept describes all content on a general level and provides a structure 
that is necessary to make sure all target groups and all topics are addressed in the 
right way. Each video is characterized by a few parameters: Of course, all videos 
are assigned a unique reference number (ID). For each topic a range of reference 
numbers (IDs) is reserved. Other parameters include length, depth, language, me-
dium, target group and topic code. In addition to these parameters, a short descrip-
tion of the content and of the use case is provided. 

One of the big challenges is to ensure that people are able to find and identify doc-
uments. ESARIS is a fully hierarchical, structured and modular approach to organ-
ize information about how to secure ICT services. Every ESARIS document that is 
electronically filed for general use throughout the company is assigned a unique 
document ID. This document ID is composed of letters and numbers which allow 
identifying 
 the nature of the document and location within ESARIS and its hierarchy, 
 the topic or area as organized by the ESARIS Security Taxonomy, 
 the use and purpose of the document. 

The details are described in Chapter 10. This facilitates the identification of docu-
ments. References to documents can be made with the document ID only. Mixing 
up is avoided. The document ID also makes it possible to create Navigators as 
mentioned above. The interactive maps (Navigator) can indicate one document or 
a group of documents with a specific topic and/or purpose. Document IDs are very 
space-saving which is important for many multimedia applications. 

Not all content can be made available in one repository. The storage media are still 
optimized to serve specific purposes. Official documents of the company are filed 
in its Document Library. There is a Knowledge Base to share associated infor-
mation. A social media platform is optimized for the communication between peo-
ple and not to store structured content. 

One central repository was used for leaflets, posters, FAQ etc., i.e. all information 
that cannot be stored in the Document Library. However, there are still different 
sites and people use to start with one of them and may be confused not to see the 
content they are expecting to see. To this end, each site has been equipped with the 
same interactive map that provides links to the other sites. 

Though this is maybe considered to be common practice, we think it is not. It is 
complicated to get the message across since people concentrate on the content and 
there is no time to simultaneously consider why the content is important. Howev-
er, motivation is important. Hence, three messages were developed (shown in 
Fig. 92) which were repeated again and again when communicating to the employ-
ees. Each message is related to a request since the employees shall act. 
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Fig. 92: Information is linked to one of the three key messages 

Finally, the security management itself had to be adapted. Best practices relate to 
balancing activities 
 in the transformation project on the one hand (this Chapter 11) 

and those in the day-to-day, continual security management on the other hand. 
The day-to-day activities cover 
 fostering standardization (Chapter 6), 
 supporting the “attainment” (including the management of the Aces, Chap-

ter 7), 
 watching the “fulfillment” (Chapter 8) as well as 
 assessing the management of suppliers (Chapter 9) and 
 managing security standards (Chapter 10). 

The responsibilities and processes must be (re-)defined accordingly. 

ESARIS is introduced to respond to the fundamental changes in IT. The new ap-
proach aims at the consequent integration of IT security management and IT ser-
vice management (ITIL). This has a major effect. 

The IT staff (and not only people from the security organization) implements the 
security measures that are stipulated in the ESARIS standards. The business units 
are responsible to secure their ICT services. This includes the provisioning of re-
quired resources (technology, people etc.). The IT experts shall also participate and 
strongly support the development and maintenance of the security standards. 

This new approach has been summed up with the (elder) slogan “Security is eve-
rybody’s responsibility”. In practice, this is a massive change in roles and respon-

EESARIS –– STANDARDIZATION  AND 
HARMONIZATION  OF  SECURITY.
WWe implement security measures as required and
reuse pre-defined modules whenever possible.

I know: Utilizing standardized elements helps to improve
quality, reduces costs and accelerates processes.
Customers expect the same level of security around the
globe. That’s why I am using the elements from the ESARIS
Library when it comes to security.
Standardize, now!

ESARIS – SECURITY  IS  EVERYBODY’S 
RESPONSIBILITY.
WWe deliver secure ICT services to our customers since 
IT risks put the business at risk.

I know that my part is only one single element. But it can be
an essential one. Thus everybody in the businesses must
take his or her responsibility regarding security. Only then
we can safeguard our company and our customers. Success
depends on the reliability of our ICT services.
Contribute, now!

ESARIS – SHAPING  THE 
SECURITY  OF  ICT  BUSINESSES.
WWe integrate security into technology and service 
management and thus raise our competitiveness.

I know that information security is important – though not
always easy to cope with. ESARIS provides a holistic
approach and really helps to manage security in our large-
scale ICT production. With ESARIS the integration of
security can really work. Securing ICT services becomes a
manageable task – also for me.
Gain benefit, now!

What should I remember?
ESARIS can be summarized differently.
Finally, this comes down to:  standardize, contribute, and gain benefit.
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sibilities requiring a quite different mindset of many employees and managers. But 
also people from the Security Management organizations must learn that standard-
ization alters their way of acting. 

As described above, the Transformation is split into two streams. The Transfor-
mation of organizational units (stream 1) has to establish processes and create the 
necessary conditions for the delivery of secure ICT services according to ESARIS. 
In this stream the organization and the people working there learn how to use the 
methods, procedures and standards of ESARIS in order to produce ICT services 
that are compliant with the security standards and produced efficiently. After hav-
ing achieved a reasonable maturity level, organizational units can start with 
stream 2, the Transformation of ICT services. This means that the IT production 
starts to deliver ICT services meeting the ESARIS security standards. 

The Transformation of ICT services (stream 2) is also initiated by the unit’s Transfor-
mation Manager. The business unit (represented by the “service owner”) designs, 
implements or operates the ICT service and must thereby take the ESARIS stand-
ards into account. ESARIS defines a methodology (ESARIS Attainment Model) for 
documenting the level of compliance of an ICT service with the ESARIS security 
standards. The result is called Ace and produced by the business. This attainment 
information is collected and then checked and verified by the Security Manage-
ment organization. They assess the risks associated with deviations and request 
mitigation if required. In this way, stream 2 of the Transformation initiates a pro-
cess that will later run in the same way without support from a Transformation 
Manager. 

People from the Security Management organization play also a major role in in-
specting the ESARIS Transformation Plans (ETP) delivered by organizational units 
to get certified. The Transformation Manager is required to describe critical success 
factors as well as obstacles and supporting factors for the use of ESARIS in his or 
her organizational unit. Obstacles and supporting factors are an important source 
of information. The Security Management organization can use such information 
to plan and initiate corrective measures (as a part of Transformation or not). In 
addition, a quality gate with an extensive audit is scheduled before the work on 
ESARIS Maturity Level 4 (“established”) actually starts. 

11.4 Voyage of ICT services 
Introduction and summary: Rome was not built in a day and the transformation 
of all existing legacy ICT systems and related processes and practices would 
take a long time and be expensive. Legacy systems may deviate from the securi-
ty measures stipulated in ESARIS for many reasons. If an ICT Service Provider 
starts using one unique set of security standards, which means disposing of oth-
ers, it must analyze effects on existing contracts and on the current business. 
Consequently, the effects of the Transformation of ICT services (stream 2 of the 
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Transformation) are studied in little more detail. Note that deviations from ICT 
Security Standards may not be limited to legacy systems.  

To recap: The ESARIS Attainment Levels relate to the achievement of milestones in 
delivering ICT services according to the methods, procedures and standards of 
ESARIS. The first three levels are related to more technical tasks (IT engineering 
and implementation). Level 1: The technical components integrate the security 
measures that are stipulated in the ESARIS security standards. Level 2: The IT ser-
vice management processes also integrate security as defined in the ESARIS securi-
ty standards. Level 3 is “successfully delivered” which means that the ICT service 
has at least once been provided to a customer with security measures as defined in 
the ESARIS security standards. The last two stages are related to the management 
of the service portfolio (called Service Catalog Management in ITIL). Level 4: inte-
grated into delivery portfolio means that ESARIS is part of the ICT service specifi-
cation provided by the delivery units. Level 5: integrated into sales portfolio means 
that ESARIS is part of the ICT service description provided to customers.  

The consideration of compliance with ICT Security Standards during Transfor-
mation requires the consideration of history and the rollout of ESARIS at an ICT 
Service Provider. The ICT Security Standards may not have existed when certain 
ICT services were implemented or these standards had a different content. The 
process is shown in Fig. 93. There are several factors which determine if and to 
what extent a given ICT service actually complies with the relevant ICT Security 
Standards. The letters A through E denote a timeline which is simultaneously a first 
filter. The Transformation towards ESARIS started with letter C. The ESARIS security 
standards were applied on a voluntary basis (C) and finally became mandatory (E). 
The letters F and G denote steps for deeper analysis. The judgment is shown on the 
bottom: not compliant, partly compliant or compliant with ESARIS. 
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Fig. 93: Time line of the Transformation and effect on ICT services 

The time line of the Transformation and the effect on ICT services is now investi-
gated in more detail. 

Step A – Earlier period: Providers often stay in the business for a long time. Hence, 
there are legacy systems as well as services for existing customers which address 
very different requirements and that therefore have various security measures in 
place. Legacy does not mean that security has not been adequately considered. 
However, the security requirements may be different from those in use today. Im-
provements may also be made later. However, security measures which are de-
fined or consolidated after the deployment of these ICT systems and services may 
not exist or may not meet the ESARIS specification exactly. The security measures 
implemented may not match in each case with those being specified as part of 
ESARIS and its ICT Security Standards. As a result, in many cases these legacy sys-
tems and services are “not compliant”. But even historic systems and services may 
partly comply with ESARIS measures which can be verified by a case-by-case as-
sessment. 

Step B – Transition: An ICT Service Provider may also extend the business using 
legacy practices. Services are provided using existing platforms or platforms that 
are simply extended. This means, for instance, that a service is extended by an 
existing customer (under a new contract). An established and existing platform is 
used for some reason so that legacy practices have an impact on the security. 
Hence, this service may still be “not compliant” or “partly compliant” with 
ESARIS. 

The ICT Security Standards and their security measures are only applied on entities 
that are designed and controlled by the ICT Service Provider. As described above, 

legacy business
(built in the past)

extension of business
using legacy practices

business
established after start of Transformation

EESARIS

voluntary
consideration 

compulsory
treatment 

intermediate
application

different portfolio
(results in exemption)

earlier period transition

not compliant partly  compliant compliant

Contractual up/downgrades?
(enhancement or step-out)

standard portfolio
(consistency)case-by-case 

assessment

BA C D E

F

G



208 Transformation – implementing ESARIS sustainably (Ch. 11) 

it is determined by the timeline whether or not this is the case. But moreover, it is 
up to the contracted ICT services and related regulations. 

Larger ICT Service Providers continue to take over ICT systems and components 
from customers, sometimes whole data centers with operations personnel and all 
the processes established there. When being taken over, the systems are in a status 
named CMO (“Current Mode of Operation”). It is expected to deviate from the ICT 
Service Provider’s standards. If so, changes and adjustments are made early on in 
order to achieve the so-called CMO+, which does feature improvements and adap-
tations. The next step is called Transformation. In this phase, the actual moderniza-
tion is performed where standards of the ICT Service Provider are introduced in 
full. Finally, the ICT is in the so-called FMO (“Future Mode of Operation”). ICT 
systems and services that are CMO or CMO+ are expected to be not or only partly 
compliant with ESARIS. This must be checked. 

Please note that the situation described here is by no means specific to security and 
also applies to other quality characteristics of the ICT business. Security is not the 
only area which features gaps between old and new. 

Steps C through E – Rollout and treatment: ESARIS is designed and designated to 
apply to all delivery platforms, locations of production and ICT services in an ICT 
Service Provider’s portfolio. The Transformation towards ESARIS is necessary to 
enable people and organizations to apply the ESARIS methods and security stand-
ards step-by-step. Moreover, the providers who have acquired other providers or 
business from other enterprises in particular are expected to have different ICT 
offerings and production methods. This applies to ICT services, but is also true for 
their security. Larger ICT Service Providers require time to implement the same 
practices and standards in all their subsidiaries and departments. That’s why the 
ESARIS methods and standards are used voluntarily, then from case to case, and 
finally they are treated mandatorily. 

Step F – Portfolio: ICT Service Providers have a well-defined service offering port-
folio that describes all the ICT services customers can procure. These ICT services 
cover the core business of the company. ESARIS defines standards in the field of 
security for this core business. 

The ICT Service Provider may decide to provide custom services that are tailored 
to a very specific demand of a specific customer. In this case, best practices are 
adapted and used as far as possible. This applies both to ICT features and to securi-
ty characteristics. Hence, if the service under consideration deviates from the 
standard portfolio (refer to Fig. 93) it cannot be expected that the standardized 
security measures laid down in ESARIS and its ICT Security Standards fully apply. 

Step H – Contractual up/downgrades: The contractual agreements may also lead to 
deviations from ESARIS security standards and a “partly compliant” statement 
(see Fig. 93) even if ESARIS was already made mandatory. 



 

12 Implementation – IT production and its protection in 
practice 

Introduction and summary: The organization, concept and content of the ICT 
Security Standards were described in Chapter 4. This chapter looks behind the 
scenes and describes the industrialized IT production along with the technology 
and processes used. Using this portrayal as a basis, security problems, issues or 
concerns are identified and specified. They need to be addressed. The descrip-
tion of the environment and its analysis is performed step-by-step for each indi-
vidual realm addressed by an ICT Security Standard. Each section is dedicated to 
one cluster of standards. After characterizing the challenges, the measures are 
addressed that are intended to counteract the problems and solve the challenges. 
Thus, information about major security measures is provided for each ICT Secu-
rity Standard. Overall, the chapter offers a comprehensive view about the IT pro-
duction and protecting it in practice. 

12.1 Evidence and Customer Relation 
Introduction and summary: This cluster comprises four areas: Customer Com-
munication and Security specifies how the ICT Service Provider acts, interacts and 
communicates with customers. Vulnerability Assessment and Mitigation Planning 
refers to activities such as security testing, regular scanning, CERT services, 
evaluation of impacts and planning of corrective actions. Logging, Monitoring and 
Security Reporting deals with log management and analysis, monitoring of sys-
tems, measurement and information provisioning to customers. In Incident Han-
dling and Forensics, practices for handling (security) incidents in IT production 
are described, possibly, together with the customer. It also describes investiga-
tions. This section is split into two types of descriptions. Firstly, the general en-
vironment, the scope and major activities are described in each area of the whole 
cluster. Thus, the context in the ICT service production and delivery is portrayed 
in order to highlight the security problems, issues or concerns which need to be 
addressed. Secondly, information about major security measures is given. These 
are not specified in full, but this section can be used when designing security 
measures that protect the area. 

Fig. 94 below shows the location of the “Evidence and Customer Relation” cluster 
within the ESARIS Security Taxonomy. The four ICT Security Standards are high-
lighted. This section is organized as follows: 
 Sect. 12.1.1 describes the general environment, the scope and major activities. 
 Sect. 12.1.2 contains information about major security measures. 
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Fig. 94: Landing cluster of “Evidence and Customer Relation” 

12.1.1 Match – (Im)Prove – Correct 
ICT Service Providers operate data networks for customers and process data in 
their own or in customers’ data centers. ICT security and data privacy are a top 
priority in all these activities. The survival of a company can depend on the securi-
ty of data, how it is protected from manipulation and, last but not least, the high 
availability of this data. Appropriate security measures are necessary. These are 
stipulated in standards and implemented accordingly. 

Match 
In a complex IT outsourcing situation, the activities of an ICT Service Provider start 
with upon first contact with the customer, cover the entire sales process, including 
solution design and contract implementation, and comprise service set-up and 
service operations. The following four areas are identified (refer to Fig. 95): 

 General communication between the ICT Service Provider and the user organ-
ization covers the day-to-day exchange of information for the purpose of man-
aging the business relationship between them. The communication media in-
clude e-mail, telephone, file servers and groupware or even delivery of storage 
media. It is performed from the Manage the Deal phases through Transition 
and Transformation to Operations. 

 Another type of information is being exchanged while new business is set up 
and major changes are performed. The exchange is required to allow the ICT 
Service Provider to design, implement and set up the requested ICT service. 
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Here, provider and user organizations work in projects with a definite starting 
point and an estimated end point. 

 The migration is also a project. Here, data and ICT systems are transferred to 
the ICT Service Provider. 

 Operations refers to day-to-day business. Here, primarily the ICT Service Pro-
vider provides information to the user organization. It must maintain the secu-
rity of its ICT infrastructure and provide evidence that security requirements 
are met. In case of incidents, it might be necessary for the two parties to work 
together. 

Each of these areas has its own challenges. They are outlined in slightly more detail 
below. Security aspects are considered in this process model as depicted by the 
eight activities on the bottom of the figure. They are provided as an orientation 
only and not being elaborated further in this book. 

 
Fig. 95: Customer interaction from Manage the Deal all the way to Operations 

In all phases including Manage the Deal, Transition, Transformation and Opera-
tions, provider and customer communicate and exchange relevant, sensitive, con-
fidential or proprietary information. Such information comprises business-related 
information and other internal information of the customer as well as information 
about the ICT Service Provider and its ICT service delivery considered to be intel-
lectual property or sensitive. This information needs to be kept confidential. As a 
minimum, the availability thereof is highly restricted to a group of people. Other-
wise, one party can suffer serious economic loss, loss of reputation or other dam-
age. It is also important that data integrity is ensured and that data originates as 
expected. Manipulations can lead to similar effects. Note that not only design in-
formation etc. is exchanged during sales and service delivery set-up. Moreover, 
information needs to be exchanged during Operations for effective Service Deliv-
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ery Management and in order to make changes, treat possible problems and devel-
op the cooperation. 

However, large amounts of data and ICT systems are also transferred to the ICT 
Service Provider when the latter takes over ICT services from a customer or its 
previous provider. This is done in the so-called Transition phase. That migration is 
critical for the obvious reason that the customer’s data and ICT might be accessed 
in an unauthorized, hostile way leading to a loss of confidentiality, integrity or 
availability. However, it is worth noting that additional and serious threat scenari-
os come into play since security measures of the existing environment are no long-
er effective during this intermediate situation whereas the planned security 
measures of the destination environment are not yet effective. Because of the tem-
porality of this phase, implementation of extra protective measures may reach 
limits despite being very important. 

Another problem area to be mentioned here is the lack of common understanding 
and binding clarity and uncertain or vague stipulation. The two parties must rely 
on each other. This requires mutual understanding and contractual clarity. Other-
wise, business cannot be managed appropriately. 

(Im)Prove 
In the Operations phase, the ICT Service Provider operates ICT systems for user 
organizations. ICT systems and components as well as ICT security solutions oper-
ated to protect them may and will have vulnerabilities which could be exploited 
and may have a serious impact on the customers’ business. Attacks may, for ex-
ample, lead to a loss of availability, or may violate confidentiality, privacy and 
other requirements, e.g. as a result of gaining of unauthorized privileges. Vulnera-
bilities themselves may result from flaws in design, missed patches or updates, 
from unanticipated changes in use or to the operating environment, or technical 
progress that may provide new attack methods. ICT systems and components may 
also be misconfigured or their configuration tampered with. In addition, incorrect 
changes could be made, e.g. by applying patches which are not tried and tested, or 
by using patches which are not correctly serialized. 

Just the appearance or knowledge of vulnerabilities can significantly change the 
anticipated risk and, therefore, requires the earliest possible detection, notification, 
thorough analysis and timely action. Therefore, a Vulnerability Assessment proce-
dure is set up in order to detect existing and potential vulnerabilities from diverse 
sources and/or by different means as early as possible. Mitigation needs to be 
planned in order to remediate the vulnerabilities as quickly as possible in an effi-
cient and effective manner. 

If the required corrective actions are not performed for any reason (if a vulnerabil-
ity goes unnoticed or a corrective action is postponed) the ICT service may suffer a 
loss of 
 confidentiality — unwanted or unauthorized disclosure of information, 
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 integrity —unauthorized modification or corruption of information, 
 availability — system or service cannot be accessed and used upon legitimate 

demand, 
 control — system or service cannot be modified and adapted upon legitimate 

demand, or 
 trust — there are doubts that the system or service meets requirements. 

The relevance of a vulnerability has to be assessed within the individual customer 
context. 

Most systems produce log data in order to provide “run-time information”. Those 
generated by ICT security systems in particular are of great importance here where 
others may have another purpose such as capacity management. This log data is 
examined and specific tools are implemented to monitor ICT systems in order to 
gain information about possible attacks and abuse. This provides information 
about the security status of ICT systems and components in order to demonstrate 
adherence to policies and compliance with regulation, etc. 

Log data is analyzed in order to allow system troubleshooting, check compliance 
with security policies and regulation, respond to security incidents and perform 
security investigations (forensics). Pattern recognition, normalization, classification 
and tagging as well as correlation analysis are typical examples of automated log 
data assessment. Such tasks should be performed on different system levels and 
consolidated centrally in order to generate a best possible overall picture. User 
monitoring covers the investigation of user access (rights and policies) and activity. 
It is important for threat management, fraud detection, breach discovery and com-
pliance reporting. Applications also need to be monitored and other resource ac-
cess monitoring may also be required. Improved threat management may require 
real-time data collection that enables immediate analysis. The most important data 
which needs to be collected and analyzed is security-critical events. This monitor-
ing and alerting information from different sources is aggregated and then corre-
lated. Notification should be supported in nearly real-time. 

Both the user organization and the ICT Service Provider like to gather information 
about the security status or security quality of the ICT services they are consuming 
or delivering. There are two types of such information: 

 snap-shot information about the design (construction) and set-up (configura-
tion) of the ICT systems, 

 run-time information about use and suspicious or malicious activity. 

The first type of information, which is called snap-shot information, relates to the 
current construction and configuration of the ICT systems. The purpose of gather-
ing this information is to discover and mitigate vulnerabilities. Appropriate securi-
ty reports provide information about the vulnerability status and mitigation activi-
ties and their effect. The run-time information relates to the use of ICT systems and 
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services. Suspicious, malicious or even hostile activities are analyzed. Appropriate 
security reports show if the countermeasures are working as expected and if at-
tacks or other unwanted actions are being prevented. 

Logging of information is the basis for all further activities. Only information being 
logged can be interpreted (in correlation to a system, process or business object). 
Logging itself is not just collecting the information, but may include also the activi-
ties for storing or processing information for later activities. Monitoring interprets 
log, event and configuration data, correlates information from different sources 
and relates results to targets such as ICT systems, services or processes. Security 
reporting finally makes the results of such evaluations and ratings visible. Security 
reporting may differ in terms of detail depending on the addressee: For the cus-
tomer or the management, a higher level of abstraction may be the best choice. For 
those who have to deal with technology, a more detailed report will be essential. 
The content of a report may be different too, based on the fact that the information 
included must not be handed over to customers for confidentiality or data privacy 
reasons. 

Logging and monitoring are considered to be the provider’s internal activities. 
Security reporting is also used for internal purposes but the main objective is to 
inform customers. 

Precautions during development and acquisition reduce the probability of security 
breaches. Moreover, ICT systems and components are to be maintained and kept 
up-to-date by applying security patches. Such corrective actions are the result of 
findings from the vulnerability management described above and of findings from 
logging and monitoring of ICT services and systems. Notwithstanding those day-
to-day activities, circumstances may occur or be observed that require urgent coun-
teraction. These are called incidents or here, more specifically, security incidents. 
Therefore, a so-called Incident Management process is needed in order to collect 
notifications of such circumstances and to mitigate the impact by remedying the 
weakness and through the timely restoration of the ICT service delivery in accord-
ance with the requirements. 

12.1.2 Accomplishing security 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“Evidence and Customer Relation” (described in Sect. 12.1.1). Note that security 
should also have a business case; the design, implementation and maintenance of 
security measures incur costs, but customers especially tend to look for lower pric-
es. Thus, security needs to be carefully designed. 
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 The ICT Security Standard – Customer Communication and Security (CCS) de-
scribes all the procedures that arrange the communication with customers and all 
means used to secure this electronic communication. This includes non-disclosure 
agreements and encryption technology for e-mails. Moreover, this standard covers 
the management of the relation between the customer and the ICT Service Provid-
er and major security-related tasks in the Manage the Deal phase, during Transi-
tion and Transformation as well as in Operations. 

A very basic obligation concerns confidentiality and the protection of intellectual 
property. The parties shall agree upon the classification of information before it is 
exchanged. Non-disclosure and other agreements may be signed. The use of com-
munication resources should be discussed and agreed upon since media such as 
phone, e-mail, file servers and media exchange provide a different level of trust 
and risk exposure. In addition, all documents in any form shall be categorized in 
advance according to their level of confidentiality and labeled accordingly. This 
enables the other party to adhere to regulations that are agreed upon. Appropriate 
means may be necessary and used to securely exchange data, documents as well as 
e-mails. Here all phases of the cooperation, starting from the Manage the Deal 
phase, shall be considered where specific circumstances are to be taken into ac-
count. The means may include a technical infrastructure for encrypted e-mail 
communication. Such solutions can use a special gateway or an installation on 
workplace computers. Documents are often shared on collaboration platforms such 
as Microsoft’s SharePoint. Security reporting may, for example, require means for 
secure data delivery, encryption, masking or pseudonymization54. The use of such 
platforms shall be agreed upon. It may be necessary to add security measures; at 
least the level of protection and possible risks should be transparent to both sides.  

These examples also show that mutual agreements are a general foundation for the 
collaboration between the user organization and the ICT Service Provider. Regula-
tions may be stipulated to ensure that essential and legitimate interests of both the 
ICT service consuming party and the ICT Service Provider are respected, main-
tained, considered and balanced. This requires appropriate transparency as well as 
clear statements and regulations, usually expressed in written or even signed 
agreements. In particular, the customer’s security requirements shall be made ex-
plicit as required. This is a prerequisite for appropriate planning and secure ICT 
service delivery. The parties are reminded that definitions of security and 
ICT-related terms may differ in various organizations. Hence, alignment of under-
standing and practices is another essential prerequisite for comprehensive security. 
Complex services usually require a security concept to be developed based on the 
security measures, practices and processes stipulated in ESARIS. Regardless of 

                                                           
54 also called “tokenization” 
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whether ICT systems and components are newly designed, procured off-the-shelf 
or taken over from the customer, their security status must be analyzed and under-
stood in advance. Plans need to be developed and agreed to mitigate risks and to 
apply changes during Transition and Transformation e.g. in order to achieve con-
formity with provider standards. 

Measures have to be taken during the migration of ICT systems or data55 in order 
to ensure the protection of the migrated ICT systems and the customer’s data. A 
security concept or plan shall be developed which is valid during the migration 
processes and appropriately considers applicable security policies and regulations. 
Such a concept or plan should define scope, actions, milestones, responsibilities, 
expected results and validation methods, agreements on risk treatment and trans-
fer, troubleshooting and recovery planning, planning of technical process steps 
including freezing and testing, finalization and approval as well as possible re-
work. Migration is a critical process in the Transition phase since the security 
measures of the previous environment are no longer effective during this interme-
diate situation, whereas the planned security measures of the destination environ-
ment are not yet effective. Hence, appropriate planning and organization is essen-
tial in order to manage this step. This, in turn, requires knowledge of the critical 
assets in order to be able to provide appropriate protection. A risk analysis specific 
to this phase may be necessary. Risks must be identified but also acknowledged by 
the parties. A formal process for the transfer of hazard (or risks) shall be set up. 
Additional measures may be implemented in addition in order to mitigate identi-
fied risks. 

The transfer of business and responsibility from the user organization (or its for-
mer provider) to the new ICT Service Provider needs to be planned, analyzed and 
tracked in a similar way. The status of migration and business transfer needs to be 
documented and tracked, verified and formally approved. Precautions are to be 
taken for troubleshooting and for recovery in case of interruption and relaunch of 
migration. Interfaces with roles and responsibilities as well as the interaction in-
cluding the definition of deliverables are described and agreed upon. This particu-
larly pertains to all phases after signing of the contract. The Security Manager and 
Customer Security Manager roles are introduced as described by the ESARIS Collabo-
ration Model (Sect. 3.3). 

 The ICT Security Standard – Vulnerability Assessment and Mitigation Planning 
(VAM) describes all activities of regular security testing and scanning of systems 
software and their configuration, CERT services, evaluation of impacts and plan-
ning of corrective actions. The main objective is to ensure that all ICT systems and 
components operated by the ICT Service Provider maintain the appropriate securi-

                                                           
55 Migration means the transfer of equipment and data (if any) as part of the Transition. 
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ty level being assumed and agreed upon. As far as possible, vulnerabilities are 
fixed before corresponding attacks take place and try to exploit them. A high de-
gree of proactive handling is required in order to achieve this. This area covers 
assessment and planning activities only. Remediation is conducted using the inci-
dent, change and patch management processes as shown in Fig. 35 on page 95. 

First of all, means and processes are required for the identification of vulnerabili-
ties. Vulnerability notification services and other sources such as announcements 
and release notes of manufacturers shall be utilized to gather information. Tools 
and testing shall be used to regularly search for vulnerabilities in ICT systems and 
components. This may include integrity scanning, detection of unauthorized or 
incorrect changes to software or configurations, version and patch status verifica-
tion, automatic or manual testing of configurations and functions, penetration test-
ing, identification and tracing of intrusions and possible misuse. 

Then, processes shall be established and means provided for the assessment of 
vulnerabilities. This assessment requires identifying the parts of the ICT environ-
ment being affected. The possible impact on operations and possibly business is 
also determined. A risk-based approach may be used here. This assessment is 
needed to prioritize the defending and the remediation tasks that shall follow. It is 
additionally important to identify the root cause if intrusions, misuse or attacks are 
the reason for the correction regardless of whether they are security breaches or 
only attempts. A practical metric for managing vulnerabilities is a major compo-
nent of the assessment. The metric may combine priorities (combination of possible 
damage and probability of vulnerability exploitation) and practicability (derived 
from the criticality and the agreed service level of the system, the application or the 
ICT service that is agreed with the customer). Timelines are developed based on 
the resulting valuation. 

Finally, the ICT Service Provider must be prepared for the remediation of vulnera-
bilities and for the mitigation of their impact. Means and processes shall exist for 
the planning and implementation of corrective actions that either remediate or at 
least mitigate the vulnerabilities being identified and assessed in advance. To this 
end, interfaces to incident, change and patch management processes must exist. 
Critical vulnerabilities have the potential to greatly affect the ICT services being 
delivered. Precautions to handle them shall exist in particular. Preparatory activity 
includes at least plans for communication to responsible service delivery personnel 
and representatives of the user organization. Such a Vulnerability Assessment and 
Mitigation Planning considerably help to reduce risks for the ICT Service Provider 
and its customers to an acceptable level. 

 The ICT Security Standard – Logging, Monitoring and Security Reporting (LMR) 
comprises all activities and tools used for central log management and analysis, 
monitoring of systems, measurement and information provisioning to customers. 
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It includes Security Information Management (SIM) with log management, data 
collection, analysis and reporting of log data, privileged user und resource access 
monitoring as well as Security Event Management (SEM) with real time log and 
event data processing, correlation and analysis of events. 

Log data is generated by almost all ICT systems and components. This data is ana-
lyzed in order to allow system troubleshooting, check compliance with security 
policies and regulation, respond to security incidents and to perform security in-
vestigations (forensics). Pattern recognition, normalization, classification and tag-
ging as well as correlation analysis are typical examples of automated log data 
assessment. Such tasks should be performed on different system levels and consol-
idated centrally in order to generate a best possible overall picture. User monitor-
ing covers the investigation of user access and activity with respect to rights and 
policies. It is important for threat management, fraud detection, breach discovery 
and compliance reporting. Applications also need to be monitored and other re-
source access monitoring may also be required. The systems must be identified for 
which log data are to be captured and the logging content need to be specified. A 
real technical discipline is the storage and centralized archiving of log data. Avail-
ability and integrity have to be maintained. Privacy requirements may also be tak-
en into account. 

Improved threat management may require real-time data collection that enables 
immediate analysis. Security critical events are primarily collected and analyzed. 
This monitoring and alerting information from different sources is aggregated and 
then correlated. Notification should be supported for security critical events in 
nearly real-time. The scope of monitoring must be determined together with the 
motivation for this activity or the goals to be achieved, respectively. Monitoring 
can require installing software agents on systems or network elements. They may 
run continuously or be used on demand. Logging and monitoring should be orga-
nized so that Incident Management and related workflows are appropriately sup-
ported. Operations personnel must be enabled to recognize and notify security 
incidents as part of their daily business. Logging and monitoring must provide the 
basis for Incident Management by effectively observing security violations (refer to 
Fig. 34 on page 92). 

User organizations (i.e. customers of the ICT Service Provider) must be appropri-
ately informed about the security status of the ICT services they are consuming 
(and of the ICT systems and components used for production as appropriate). This 
information is provided as a security report. Security reports can have different 
content and serve different purposes. Types, formats and content should be de-
fined and agreed upon in advance. In particular, customers want to be informed 
about whether and to what extent contractual security promises are kept. That 
usually includes adherence to policies and regulations. Reports can be generated, 
for instance, about vulnerabilities and their remediation or mitigation, about the 
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effectiveness of security solutions such as anti-malware software or about security 
incidents and their treatment. Security reports are usually provided in an electron-
ic form. Often special servers are used to provide the information online. Such 
systems and the access to them must be adequately protected. The area of logging 
and monitoring helps to identify misuse and malicious activity so that counterac-
tion can be initiated. Summary information in the form of security reports provides 
information to the user organization that allows evaluation if specific requirements 
are met by the ICT service. Security reports are also used by the ICT Service Pro-
vider in order to systematically identify gaps and to continuously improve the 
security of ICT service delivery. 

 The ICT Security Standard – Incident Handling and Forensics (IHF) describes 
all procedures and means for the handling of and responding to security-related 
circumstances that may have a significant impact and require timely resolution 
through the implementation of workarounds or by removing the root cause. Iden-
tification of the root cause may in certain cases imply forensics, which in turn may 
try to discover an offender’s identity. 

Means and processes shall exist that allow recognition and consideration of chang-
es to the risk profile (e.g. as a result of the knowledge acquired) that may lead to a 
significantly higher impact on the customer’s business. Indicators are vulnerabili-
ties that are not fixed, malicious activity and the like. The sources of such indica-
tors (e.g. vulnerability management, user help desk) shall be known and used. 
Even more critical than changes to the risk profile are actual or possible violations 
of security policies. Thus, appropriate preparations shall be made that allow 
recognition and consideration of security breaches that have already taken place 
and that are expected or already have a significant impact on the customer’s busi-
ness. The sources of such indicators (e.g. logging and monitoring, poor service 
delivery) shall be known and used. 

The management of security incidents is integrated into the standard Incident 
Management process, e.g. according to ITIL. Thus, process and activities are decid-
ed upon and roles and responsibilities are defined and assigned. The management 
of incidents requires the support of workflow tools. There are several issues that 
distinguish security incidents from other incidents (such as lack of availability). 
These must be taken into account in the standard Incident Management process. 
Security-related issues need to be considered through the pre-qualification of inci-
dents, their analysis and assessment as well as their rating or prioritization. 

Means and processes shall exist to make a sound decision if reported incidents are 
to be handled or refused. They are categorized, understood and assigned for re-
mediation. In the case of “known errors”, the filed action for remediation is initiat-
ed. Others are further qualified. A first categorization can be conducted using a 
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schema such as the one proposed by the Information Security Forum (ISF)56. Fur-
ther analysis is required. The rating or prioritization, however, is something that 
requires specific attention in larger organizations. There are three quantities that 
need to be considered: the actual or possible limitation of ICT service delivery (ser-
vice level), the severity of the actual or potential violation of security policies (secu-
rity) and the criticality of the system or ICT service for the customer’s business 
(dependency). Guiding metrics are required and need to be implemented for each 
of the three factors as well as for the combination thereof. 

The ICT Service Provider shall then be prepared to deal with incidents and restore 
the status with an accepted level of risk. Actions have the purpose of mitigating the 
impact or minimizing the impact of secondary damage. Especially if only the risk 
profile has changed, actions are aimed at improving security measures in order to 
prevent future security breaches or mitigate their impact. Note that the possible 
actions can be very different. In most cases, remediation activities are initiated that 
result in either the removal of the root cause or in the implementation of a worka-
round. Though this is not performed as part of the Incident Management process, 
the review and the closing is. Refer also to Fig. 34 on page 92. 

Especially in the case of major security incidents, the user organization needs to be 
informed and involved. The ICT Service Provider shall also be prepared to receive 
information from the customer and to start coordinated action of both the ICT Ser-
vice Provider and its customer if required. Finally, the ICT Service Provider may be 
required to perform forensic analysis that discovers root cause and the offender’s 
identity together with any accounting data and evidence required. Note that the 
above description concentrates on ICT and on security incidents resulting from a 
failure or breach of security measures. It is not possible to discuss incident han-
dling and forensics in a comprehensive way here. 

12.2 Service Management 
Introduction and summary: This cluster comprises eight areas and addresses 
life-cycle issues and general aspects of operations security. The Release Manage-
ment and Acceptance Testing standard describes the set-up of new ICT systems or 
ICT service delivery environments or major changes, respectively. System Devel-
opment Life-Cycle describes requirements for systems being developed by the 
provider in particular. Systems Acquisition and Contracting describes specific re-
quirements for systems and services being purchased from vendors for the pur-
pose of ICT service provisioning. The Change and Problem Management standard 
describes how corrections are made and how possible problems are managed. 
The four remaining standards refer to general aspects of operations security: As-

                                                           
56 Information Security Forum (ISF): Information Security Incident Management, Establish-

ing a Security Incident Management Capability; 2006 [27] 



Service Management 221 

set and Configuration Management, Hardening, Provisioning and Maintenance, Secu-
rity Patch Management and Business Continuity Management. – This section is split 
into two types of descriptions. First, the general environment, the scope and ma-
jor activities are described in each area of the whole cluster. Thus, the context in 
the ICT service production and delivery is portrayed in order to highlight the 
security problems, issues or concerns which need to be addressed. Secondly, in-
formation about major security measures is given. These are not specified in full, 
but these sections can be used when designing security measures that protect 
the area. 

Fig. 96 shows the location of the “Service Management” cluster within the ESARIS 
Security Taxonomy. The eight ICT Security Standards are highlighted. 

 
Fig. 96: Landing cluster of “Service Management” 

This section is organized as follows: 
 First column of standards (“plan – build – change”): 

 Sect. 12.2.1 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.2.2 contains information about major security measures. 
 Second column of standards (“stocktake – assemble – preserve”): 

 Sect. 12.2.3 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.2.4 contains information about major security measures. 
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12.2.1 Plan – Build – Change 
IT operations and service provisioning follows well-defined processes and proce-
dures and the best practices stipulated in the IT Infrastructure Library (ITIL). They 
are proven and also contain a cycle of continuous improvement and adaptation. 
Refer to Fig. 31 on page 87 for a mapping between ITIL core processes and ESARIS. 

Releases, changes, problems 
New ICT service provisioning environments are set up and significantly changed 
since the ICT Service Provider wants to extend or modify its ICT service offering 
portfolio or improve its performance. Portfolio and Offering Management as well 
as Requirement Management have an influence on security issues, but cannot be 
explained in detail in this short summary of activities. These processes are part of 
the overall strategic alignment of the provider’s business that includes market re-
search, portfolio strategy and design, realization management, monitoring and 
performance review, making corrections and other activities. This area is far too 
complex to be covered thoroughly here. The same is true for all activities relating 
to Requirement Management, which collects, aligns and manages many requests 
often long before the realization or modification of a concrete ICT system is initiat-
ed. This complex of optimization, modernization and strategic alignment is also 
too complicated to be dealt with in full here. Specific security activities such as 
requirements engineering and portfolio and service catalog integration are part of 
the ESARIS Attainment Model (refer to Chapter 7). Other more life-cycle oriented 
activities are portrayed in the following since they are of primary importance in 
terms of security. 

New ICT systems are set up in order to provide new services, and changes are 
applied to existing ICT systems or service provisioning platforms. In other words, 
the ICT Service Provider regularly generates new releases of its ICT service provi-
sioning environment. A “release” is considered to be a set of pre-approved changes 
to the ICT service environment (i.e. ICT systems and components used to provide 
ICT services). A release is produced as part of the so-called Release Management 
process. Release Management plans, tests, communicates and coordinates the im-
plementation of all releases, monitors the implementation of a specific release in 
the ICT service environment and ensures that all technical and nontechnical as-
pects are considered. 

The incentive for new releases may come from 
 customer requirements, 
 need for (security) updates, 
 demand from Business Development, 
 request from Service Development or, 
 changes resulting from incidents or problems. 
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The Release Management process ensures the bundling of changes and their order-
ly implementation in the ICT infrastructure. It extends from release planning, 
through to control of testing and acceptance procedures, to backout and rollout 
planning at organizational and technical levels. It is linked to Requirement Man-
agement, defines release policies, controls the interfaces for software deliveries, 
authorizes releases for use and archives master copies and reference configura-
tions. Release and deployment management covers the whole assembly and im-
plementation of new or changed ICT services for operational use, from release 
planning through to early life support. 

Release Management is closely related to the Change Management process, be-
cause the latter is often the source of a new release. Both processes are interlaced as 
shown in Fig. 97. The changes are planned, assessed in terms of risks and ap-
proved by Change Management. Except for “normal changes”, they are executed 
by the Release Management. Patch management and asset management issues are 
also managed in this way. 

 
Fig. 97: Offering, Release and Change Management 

Changes are alterations to ICT components which are mainly requested due to 
incidents or problems. Change Management is the life-cycle process of making 
modifications from request and analysis, to implementation and final verification. 
Thus, Change Management can broadly be defined as the process of requesting, 
analyzing, approving, developing, implementing and reviewing a change which 
has been planned in the long-term or one requested at short notice within the ICT 
infrastructure. Changes arise as a result of observed problems or incidents, but 
many changes can come from proactively seeking business benefits such as reduc-
ing costs or improving services. 
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Changes are planned and applied as a response to an observation, and the action 
or resolution is known. The ICT Service Provider knows how to react in advance or 
immediately. Situations, in which the root cause is not clear and the appropriate 
action or resolution has to be developed, are called problems. Such situations are 
managed through the Problem Management process. 

Problem Management comprises the activities required to discover the root cause 
of incidents and to find a resolution. Problem Management also maintains infor-
mation about problems, workarounds and resolutions. Thus, Problem Manage-
ment maintains the so-called Known Error Data Base (KEDB). Nevertheless, the 
Problem Management consists of two major parts, the reactive Problem Manage-
ment and the proactive Problem Management, both initiated in Service Opera-
tions57. 

Change Management and Problem Management usually follow the general ap-
proach of ITIL. The handling of changes and problems and the related activities 
comply with IT service management requirements. It focuses largely on the availa-
bility of ICT service delivery. It must be ensured that security-related issues are 
also considered. 

The various activities necessary for an effective Change and Problem Management 
interact. A schematic representation of the integration of the (Security) Change and 
Problem Management in the overall process landscape and major relations to other 
activities is shown in Fig. 98. 

 
Fig. 98: Change and Problem Management 

                                                           
57  The term Service Operations is used to specify all departments that are actively involved 

in the production and delivery of ICT services for customers. 
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There are several triggers for Change and Problem Management: 

 Incident Management: 
Notifications of (security) incidents may require a change to be made to the 
ICT service provisioning environment. The appearance of a serious vulnerabil-
ity may also be notified as a security incident. However, mainly actual attacks, 
cases of misuse or other security events result in a request for a change. 

 Security Patch Management: 
Service Operations also receives notifications of flaws in ICT systems and 
components. Service Operations performs analysis and planning as part of its 
Patch Management process. However, the application of a patch requires prior 
issuance of a Request for Change (RfC) that appears in Change Management 
and will be processed in full there. Within the Change Management process, 
Service Operations is assigned to apply the patch as part of its Patch Manage-
ment process. 

 Service Operations: 
Service Operations may also observe other weaknesses in ICT systems and 
components, such as a lack of performance, a shortage of capacity or a failure 
in functionality. Such weaknesses must be remedied. Thus, the Change or 
Problem Management (CPM) is triggered to initiate resolution. 

 Service Delivery Management: 
Similarly, the customer, the Service Delivery Management organization or the 
respective Customer Security Manager may observe defects in ICT services, sys-
tems or components. Then, the Change or Problem Management is triggered 
for resolution. 

 Problem Management: 
The Problem Management seeks the root cause of a problem. If the root cause 
and a respective solution are found, the solution will be implemented through 
the Change Management process. Hence, the Problem Management process fi-
nally triggers the Change Management process. 

It is important to differentiate precisely between incidents and problems, and the 
management thereof. Incident Management is described in detail in Sect. 12.1. 

 Incident Management: 
The primary goal is to restore normal service operation as quickly as possible 
and to minimize the adverse impact on business operations. 

 Problem Management: 
The primary process objectives are to prevent problems and resulting incidents 
from occurring, to eliminate recurring incidents and to minimize the impact of 
incidents that cannot be prevented. 

The established standards and procedures for Change and Problem Management, 
including fallback and recovery procedures, will also be used for security issues. 
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First of all, the receiving and recording of change requests and problems is consid-
ered, followed by their identification and classification. The next step is the (securi-
ty) impact assessment and prioritization of changes and problem resolutions be-
fore planning normal changes, releases and problem resolutions. After acquiring 
the formal approval and authorization, the proposed changes can be executed. 
Change testing and status tracking of problem resolutions is maintained by de-
fined procedures and is documented appropriately. 

It has already been stressed that final or acceptance testing is an absolute must and 
a mission-critical factor when providing ICT services. As a minimum, each new 
release has to undergo user acceptance testing, operational acceptance testing, as 
well as contract and compliance acceptance testing. 

Development and procurement 
A Release integrates ICT services, systems and components such as software 

 that is developed by the ICT Service Provider or one of its subsidiaries, or 

 that is procured from a vendor or another service provider. 

In the first case, the ICT Service Provider must follow procedures in order to en-
sure quality that includes the appropriate consideration of security requirements. 
These practices are summarized under the heading “System Development Life-
Cycle (SDL)”, sometimes also referred to as “Security Development Life-Cycle 
(SDL)”58 if security issues are mainly being considered. Here, general processes are 
used and security concerns are integrated so that the term System Development 
Life-Cycle (SDL) is used. If the ICT Service Provider develops systems or compo-
nents including software, they are integrated into a Release as shown in Fig. 99. In 
the second case, ICT services, IT service management activities, ICT systems and 
components are procured from software vendors, hardware producers or service 
providing companies. The selection of partners and products has a significant in-
fluence on security and must therefore be performed carefully. This is the subject 
of practices summarized under the heading “Systems Acquisition and Contract-
ing”. Refer to Fig. 99. Note that the acquisition of ICT services and single IT service 
management activities shall also be included. 

                                                           
58 Michael Howard and Steve Lipner: The Security Development Lifecycle, A Process to 

Develop Demonstrably More Secure Software; Microsoft Press, 2006, ISBN-10: 0-7356-
2214-0 [42] 
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Fig. 99: Release Management and Secure Sourcing 

A secure System Development Life-Cycle comprises all security measures that 
allow software and system engineers to identify and integrate an adequate level of 
security into the ICT system at all phases. Security aspects need to be considered 
early on and implemented in the design phase. A generic life-cycle is shown in 
Fig. 100. 

 
Fig. 100: Generic ICT system life-cycle 

At first glance, the broad coverage and generic nature of this life-cycle might be 
surprising. However, this generic model, or parts of it, can easily be matched 
against existing, established life-cycle models like those in service management, 
software engineering and solutions design. For example, quality gates which are 
typical for life-cycles are also known from service management. 

The problems that may arise from an unsuitable life-cycle are diverse. Examples 
are as follows. A security-aware life-cycle starts with the identification of the secu-
rity problem (risk analysis) and derives security objectives and requirements that 
are to be met. An inadequate analysis of the security environment results in in-
complete requirements. Insufficient design documentation may result in the incor-
rect refinement of requirements, absence of measures, failures and vulnerabilities. 
Inadequate testing may mean that faults remain undetected. Poor configuration 
management may allow older, incorrect versions to be used, different ones to be 
mixed in and modifications to be made that are not allowed. Improper develop-
ment tools may cause faults and vulnerabilities in the implementation. And, insuf-
ficient guidance may prevent users or administrators from installing, configuring, 
using and maintaining the system in a way that it is secure.59 

                                                           
59 Refer to Part 3 of the Common Criteria which contains requirements for evaluating 

product security through analysis of the product’s development life-cycle in its broad 
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The ICT Service Provider will not develop all ICT systems and components on its 
own. Instead, ICT systems, components and services are purchased from third 
parties (the manufacturer, the vendor, the distributor). Obviously, using the wrong 
supplier or product can have a negative impact and can cause risks that should be 
minimized. 

Confidence in the fact that the security components or products will perform as 
expected and required is an important basis for the ICT Service Provider when 
delivering secure ICT services. Here, the ICT Service Provider is in a similar posi-
tion to a user organization purchasing ICT services from the ICT Service Provider. 
The user organization can take advantage of ESARIS. The ICT Service Provider 
must define its own measures during systems acquisition and contracting. Other-
wise, the following problems or threats may emerge: The ICT Service Provider 
may not be able to distinguish between valued vendors on the one hand, and those 
with fewer capabilities, a poorer reputation, lower dependability, viability, trust-
worthiness, and less experience, for example, on the other. The provider may not 
understand technology trends and may not be able to distinguish between useful 
products on the one hand and products with less functionality, lower quality and 
similar on the other. The ICT Service Provider may also fail to verify whether a 
product can meet the requirements; either if the latter are not explicitly document-
ed or if the comparison or assessments cannot be conducted for some reason. Ob-
viously, such issues may result in serious security problems with ICT service pro-
visioning if inadequate systems, components or services are being integrated into 
the provider’s ICT service provisioning environment. 

Acquisition decisions need to find a balance between costs and timing. Further-
more, quality is an important parameter, which is understood to comprise all 
product-related characteristics. The acquisition of products is an investment that 
needs to give further consideration to short-term requirements as well as mid-term 
and long-term strategic considerations. An example of the latter is a standardiza-
tion program. 

Aspects that relate to the acquisition of ICT systems, components and services are 
outlined in Fig. 101. Note that the ICT systems, components and services that are 
purchased from a third party are integrated so that the System Development Life-
Cycle (SDL) (Fig. 100) and the Systems Acquisition and Contracting process (refer 
to Fig. 101) are interwoven. 

 
Fig. 101: Systems acquisition and contracting 

                                                                                                                                                    
meaning: ISO/IEC 15408 – Information technology — Security techniques — Evaluation 
criteria for IT security — Part 3: Security assurance components; 2008 [11] 
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Independent from the systems, products, components or services being procured, 
the acquisition process comprises the following, for example: 

 preparatory, continuous activities such as market research, which includes 
investigations of demands, technologies, products, and vendors, 

 supplier management activities which help to evaluate, select and develop 
vendors. The latter may include partner programs set up to develop and 
strengthen the cooperation between the ICT Service Provider and the vendors 
in order to improve the benefits gained from such a relationship, 

 activities relating to contracting, which includes the preparatory tasks as well 
as the initiation and the conclusion of contracts. The business relationship is 
maintained through its life-cycle here. 

 activities relating to quality inspection, in particular in the form of acceptance 
testing. 

Systems, components and services from third parties and those being developed 
by the ICT Service Provider are used to carry out a new Release or to apply Chang-
es. In terms of security, the changes made through a Release or a Change can pri-
marily address known vulnerabilities or other weaknesses in ICT service delivery 
such as lack of performance and the like. The ICT services that are delivered to 
user organizations cannot be considered as secure if the planned systems and fea-
tures are not set up or if the necessary modifications are not made, are postponed 
or are not adequately carried out. Required security measures may not be imple-
mented in the ICT systems, vulnerabilities may not be removed or other vulnera-
bilities may be added, and security incidents may occur repeatedly because root 
causes are not removed or inappropriate workarounds are used. 

The process of setting up ICT services and of making modifications needs to be 
well defined and controlled for reasons other than security. These include, but are 
not limited to, the following examples: availability of ICT service delivery and 
adherence to Service Level Agreements (SLA) as well as reasonable and cost effec-
tive resource utilization. Note that a complex ICT service provisioning environ-
ment can only be set up in a well-defined and organized way. Otherwise, it will 
fail completely. 

12.2.2 Accomplishing security 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“service management” with “plan- build –change” (described in Sect. 12.2.1). Note 
that security should also have a business case; the design, implementation and 
maintenance of security measures incur costs, but customers especially tend to 
look for lower prices. Thus, security needs to be carefully designed. 
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 The ICT Security Standard – Release Management and Acceptance Testing 
(RMA) describes the planning, testing, communication and coordination of the 
implementation of all releases, the monitoring of the implementation of a specific 
release in the ICT service environment and measures that ensure that all technical 
and nontechnical aspects are considered. A Release is a set of pre-approved chang-
es to the ICT service provisioning environment. 

The preliminary approval of changes includes the assessment of quality, benefit as 
well as impacts such as risks. The appraisal is conducted as part of the Change 
Management process. Thus, the contents of each Release, including the hardware, 
software, documentation, processes or other components, are managed, tested, and 
deployed as a single entity. Since a Release goes far beyond making a simple 
Change, the Release has to be assessed again to minimize the impact on the busi-
ness service. Content and quality is to be evaluated in order to minimize impacts. 
This comprises acceptance testing including security assessments. 

The Release Management shall be connected to the Offering Management of the 
ICT Service Provider in order to ensure that requirements are taken into account 
that are relevant to the market and express the actual demands of customers. In 
this way, the Releases are built to produce or improve ICT services that have the 
required characteristics, including security. Offering Management should be linked 
to an overall Portfolio Management, which also ensures that individual ICT ser-
vices create a consistent whole and that standards are used. Generation and im-
plementation of a new Release shall follow a defined process in order to ensure 
quality and integrity, prevent manipulation and ensure that all changes are author-
ized before being executed. The approval of a Release shall verify that security 
requirements are specified, reflected and actually respected. If not, the Release 
must not be approved for implementation. 

Release Management is integrated with Change Management. This ensures that 
the same standards are used in both areas. Release Management, however, has its 
own defined roles and responsibilities. They are assigned in order to ensure the 
timely, correct and adequate execution of activities including mutual control. All 
associated updates to documentation shall be included in the Release, e.g. business 
processes, design documents, support documents and Service Level Agreements 
(SLA). This ensures further development and facilitates fault diagnostics. The de-
sign documents shall include security concepts as well. Guidance shall exist that 
instruct personnel to securely configure, operate and maintain the ICT service. 

The goal of the Release Management (and deployment) process is to assemble and 
position all aspects of ICT services into production and establish effective use of 
new or changed ICT services. Effective release and deployment creates significant 
business value by delivering changes at optimized speed, risk and cost, and by 
offering a consistent, appropriate and auditable implementation of usable and 
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useful business services. The key purpose of service validation and acceptance 
testing is to provide objective evidence that the new or changed ICT service sup-
ports the business requirements, including the agreed service level and level of 
security. The ICT service is tested explicitly against the specification set out in the 
ICT service design package, including business functionality, availability, continui-
ty, security, usability and defect remediation. 

Release Management coordinates the activities of the ICT Service Provider, a num-
ber of suppliers and the business to plan and deliver a Release across a distributed 
environment. A new Release integrates ICT services, systems and components that 
are developed and produced by specific departments or subsidiaries of the ICT 
Service Provider and internally purchased from there. It must be verified to some 
extent that the System Development Life-Cycle, with its security measures, were in 
place. The life-cycle and its measures ensure the integration of demonstrably more 
secure ICT systems into the Release. Details are given below. However, many ICT 
services, systems and components that are integrated into a Release are not devel-
oped by a specialized department or subsidiary of the ICT Service Provider but 
bought from the market. Here the ICT Service Provider has security measures in 
place that help to select the right suppliers and purchase the right products or ser-
vices. 

 The ICT Security Standard – System Development Life-Cycle (SDL) describes a 
process for developing demonstrably more secure ICT systems. It includes activi-
ties performed with the goal that ICT systems respond to needs by providing the 
required functionality correctly and nothing more. That means that requirements 
are correctly being implemented without introducing vulnerabilities. 

According to the ISO/IEC 27000 family of standards for information security man-
agement systems, security is an integral part of the operation, development, 
maintenance and use of ICT systems, and of the ICT system itself.60 Unfortunately, 
these documents neither address the life-cycle nor the intended recipient. The 
Common Criteria61 do address life-cycle aspects with very concrete security 
measures that need to be considered. A further very helpful source is the NIST 
publication about secure development62, which is recommended for adoption. It 
can easily be extended to include evaluation and certification activities. 

                                                           
60 for example: ISO/IEC 27002 – Information technology – Security techniques – Code of 

practice for information security management, 2013 [6] 
61 ISO/IEC 15408 – Information technology — Security techniques — Evaluation criteria for 

IT security — Part 3: Security assurance components; 2008 [11] 
62 Richard Kissel, Kevin Stine, Matthew Scholl, Hart Rossman, Jim Fahlsing, and Jessica 

Gulick: Security Considerations in the System Development Life Cycle; National Insti-
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The standard helps to reduce the residual risks resulting from the ICT system’s 
built-in security to a level that is both acceptable to the ICT Service Provider and its 
customers. The general system development life-cycle shall be seen from a security 
perspective and ensure that generally accepted industry best practices are applied 
appropriately. The main principles are as follows. 

Requirements are identified up front and must be well-defined in terms of confi-
dentiality, integrity and availability and may cover additional aspects such as pri-
vacy. It is best to understand and discuss the requirements up front in order to 
make appropriate management decisions and planning. Risks are continuously 
being analyzed and mitigating measures are taken early in the development phase. 
Then security design issues can be found and fixed before coding is committed. 
Processes or plans should be established to respond to new security vulnerabilities 
or situations. Design and implementation shall be done in a structured way to en-
sure that requirements are met and flaws are prevented. Secure coding best prac-
tices should be applied as well as proven testing processes and procedures. A final 
security review and testing shall be conducted before delivery. Guidance for cus-
tomers shall be part of the product that helps to configure, deploy and use it se-
curely. The development (and production) environment needs to be protected and 
appropriate tools shall be used in order to prevent manipulation, espionage or any 
other impact on the manufacturing process and its results. Especially in case of 
systems and components (with hardware), such requirements should be adapted 
as appropriate. Guidance can be gained from ISO 15408 (Common Criteria). 

Often systems are developed for a purpose, an environment or risk profile but 
utilized in a different context later. Therefore, major assumptions must be docu-
mented. Moreover, it must be ensured that the ICT service, system or component is 
correctly be deployed in its environment. This includes but is not limited to a cor-
rect configuration which requires having appropriate guidance documents. Fur-
ther life-cycle activities include the review of operational readiness, the integration 
into the configuration and operations management environment, continuous con-
trol and even precautions for a secure replacement or closing down at the end of 
life. 

It must be emphasized that a security categorization is important. Thus, the ICT 
system and the data it processes need to be classified in terms of confidentiality, 
integrity, availability and business criticality. Such a categorization also gives high-
level security requirements and indicates the level of effort (and costs) for security 
within the ICT system’s life-cycle. Security requirements shall be understood and 
documented. The high-level and all refining design documentation shall explicitly 

                                                                                                                                                    
tute of Standards and Technology, NIST Special Publication 800—64 Revision 2, October 
2008 [19] 
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address security issues. The testing concepts, plans and reports in particular shall 
ensure that testing is performed against security requirements. 

 The ICT Security Standard – Systems Acquisition and Contracting (SAC) de-
scribes measures for the selection of the right supplier and for purchasing ICT sys-
tems and components that are reliable and secure. This includes properties and 
other characteristics, the possibility of corrections and the process to achieve this. 
Most of these issues need to be fixed in a contract. 

First of all, the ICT Service Provider should observe and know the market and 
therefore be able to identify and rate appropriate suppliers as well as goods and 
services. Larger companies usually have departments which specialize in these 
activities. It is critical, however, that the knowledge gained is distributed and actu-
ally utilized in design and purchasing processes. At least ICT service specific inves-
tigations63 should reuse and consider the knowledge gained by the central market-
ing or offering management departments. The latter support the business success 
of the ICT Service Provider with the allocation of crucial market and sales infor-
mation regarding a differentiated business analysis. 

The purchasing processes range from quotation support to invoice settlement. 
Some processes are beyond the responsibility of the purchasing organization. The 
role of procurement is to ensure effectiveness and efficiency when procuring prod-
ucts and services. At the same time, it aims to respond flexibly to changes in the 
market and to lower supply chain costs. All contractual ties with payment obliga-
tions for the ICT Service Provider must be approved. This includes products, ser-
vices and also nonmaterial goods such as patents, licenses, user rights, copyrights 
etc. Larger companies have a preselection process for suppliers and a supplier de-
velopment process as well. Alliances and partnerships are managed in order to 
increase the benefit for the ICT Service Provider.  

The security characteristics of goods and services being purchased shall be clear 
when taking a decision to purchase an ICT service, system, product or component. 
Security measures that need to be implemented are to be defined in a Product Re-
quirements Document (PRD) which forms the basis for the contractual relationship 
between the ICT Service Provider and its supplier. Details are specified by the 
ESARIS Third Party Integration Model (refer to Chapter 9). 

Security acceptance testing and other types of analysis provide evidence that the 
ICT service, system, product or component have the expected characteristics. Secu-
rity must continuously be maintained. Suppliers should contractually be bound to 
fix security vulnerabilities or at least to support this. Corrections are therefore per-
formed for errors which are made during development or manufacturing or in 

                                                           
63 as performed when managing a specific offering or ICT service or even a Release 
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order to respond to changes in the environment. The latter may include, for in-
stance, new attack methods or usage scenarios. The process and treatment of 
changes shall be regulated. An escalation process for problem resolution shall be 
established as appropriate. The definition of conditions for renegotiation and ter-
mination of agreements is required. 

The ICT Service Provider may integrate third-party ICT services into the ICT ser-
vice that is delivered to the customers (user organizations). Then, ICT service pro-
duction is tiered in its supply chain. In this case, it may be necessary to monitor the 
ICT services from the supplier with respect to their characteristics and in order to 
prevent them from being abused in a way which would compromise the security 
of the ICT Service Provider or any of its customers. Specific agreements are re-
quired if suppliers are involved in the installation, operation, provisioning, man-
agement or maintenance of ICT systems and components used by the ICT Service 
Provider to provide ICT services to its customers. Specific agreements are also 
required if suppliers are involved in accessing, processing and managing data of 
the ICT Service Provider and of data accessed, processed and managed by the pro-
vider on behalf of its customers. Access to ICT systems and components shall be 
restricted and monitored as appropriate. 

The responsibilities and the division of labor between the supplier and the ICT 
Service Provider shall be clear, transparent and adhered to at all times. This re-
quires a description of the product or service. It also requires a description of the 
information to be made available along with its security classification. Verifiable 
quality or performance criteria should also be agreed upon. Liability should be 
regulated. Suppliers should be cooperative and obliged to report on observed or 
suspected security vulnerabilities of the systems, components or service they pro-
vide. Contractual binding non-disclosure agreements (NDA) shall be signed if 
required. Confidentiality and specific measures which ensure enforcement can be 
agreed upon. 

 The ICT Security Standard – Change and Problem Management (CPM) de-
scribes all security measures for applying Changes and for managing Problems. 
Changes are alterations to ICT components, which are requested due to incidents 
or problems. Change Management is the life-cycle process from request and analy-
sis to implementation and final verification. Problems are the cause of any failure 
or of incidents in ICT service delivery. Problem management is the life-cycle pro-
cess from occurrence, notification, analysis and identification of causes to planning 
of workarounds and changes. 

The goal of the Change Management process is to ensure that standardized meth-
ods and procedures are used for efficient and prompt handling of all changes, in 
order to minimize the impact of change-related incidents upon service quality and 
consequently to improve the day-to-day operations of the organization. This re-
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quires a clear definition of the process and its activities and the inclusion of securi-
ty as well. Roles and responsibilities are also not primarily designed to consider 
information security, but shall be chosen and enabled to deal with this subject. 
Both Change and Problem Management requires the support of workflow tools. 

Changes require formal request and approval before being implemented. Here, the 
extent of the change and its impact need to be estimated and documented. It is 
checked if the organization or person which requested the change has verified 
possible impacts on meeting actual security requirements. If the change is request-
ed to fix a security issue, this needs to be made clear by the requester too. When 
taking decisions it shall be guaranteed that both the required knowledge is availa-
ble and the responsible decision makers are available. Precautions for a planned 
service outage (downtime) need to be considered. The result of a change is verified 
and also documented (refer to Asset and Configuration Management (ACM)). A 
risk assessment is mandatory within the Change Management process in order to 
minimize negative impacts. The focus should be on identifying the factors that 
may disrupt the business, impede the delivery of service warranties or impact cor-
porate objectives and policies. This assessment considers several influencing fac-
tors. Mainly the criticality is considered that measures the dependency of a cus-
tomer on the proper operation of the ICT service. The service restriction measures 
the impact that may occur if the change is made, or if it is not. The complexity also 
provides information about the possible difficulties, the size or dimension of the 
Change, the experience with such a Change and other preparations, as well as the 
existence of test options, fallback scenarios and alternatives. The planning to make 
the Change considers these risks as well as the priority. The priority is important 
with respect to IT security and provided by the requester in the Request for 
Change (RfC). Many RfC originate from an (security) incident or a (security) prob-
lem. The corresponding processes do perform a prioritization for implementing a 
workaround or for eliminating a root cause. This prioritization is fed to the Change 
Management process. The final decision, especially about major Changes (higher 
risks) and emergency changes (highest priority), is finally taken by a Change Advi-
sory Board (CAB) to ensure decisions to be correct and reliable. 

The goal of the Problem Management process is to prevent problems and resulting 
incidents from happening, to eliminate recurring incidents and to minimize the 
impact of incidents that cannot be prevented. Problem management shall learn 
from experience. Hence a record of known errors, causes and resolutions is kept. 
Actions such as the analysis of trends and correlations shall be taken in order to 
minimize response time and increase quality of result. If the problem originates 
from Incident Management, the Problem Management process can reuse the rating 
or prioritization made before. Otherwise, the problem manager shall determine 
this value accordingly. The prioritization is a combination of three quantities: the 
actual or possible restriction of ICT service delivery (service restriction), the severi-
ty of the actual or potential violation of security policies (security rating) and the 
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criticality of the system or ICT service for the customer’s business (dependency). 
The values may be changed in the Problem Management process. Guiding metrics 
are required. 

12.2.3 Stocktake – Assemble – Preserve 
ICT Service Providers set up new ICT systems in order to provide new services. 
The ICT systems and components are purchased from vendors and integrated into 
the ICT service delivery infrastructure. Others are developed by the ICT Service 
Provider. Changes are also applied. In other words, the ICT Service Provider regu-
larly generates new Releases of its ICT service provisioning environment and ap-
plies changes for maintenance reasons. A Release is considered to be a set of pre-
approved changes. Refer to Sect. 12.2.2. 

Operational ICT systems may have vulnerabilities that could be exploited and may 
cause a serious impact on the customers’ business. Such systems may also feature a 
lack of performance, a shortage of capacity or a failure in functionality. In all these 
cases, modifications need to be applied to the ICT systems and components in or-
der to repair, correct or improve their functionality and adherence to expectations 
and requirements. 

All changes that make corrections or improvements require the analysis of existing 
ICT systems and components. Therefore, an inventory is needed which provides 
all the required information. It needs to be kept up-do-date at all times. Ultimately, 
such an inventory is also the basis for any Risk Management, which requires 
knowledge of the existing assets. Such information is handled by the Asset and 
Configuration Management process. 

Any Change generates new information about a so-called Configuration Item (CI) 
as shown in Fig. 102. 

 
Fig. 102: Setting up ICT systems 
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record and maintained throughout its life-cycle in a data base. Examples of Con-
figuration Items (CI) are computing systems (e.g. hardware, operating systems, 
middleware, and application software) and associated centralized services (e.g. 
data bases, directories and authentication) on the one hand and equipment for 
operations support (e.g. capacity and performance management, monitoring sys-
tems, update server and repositories) and networking (e.g. firewalls, routers or 
switches) on the other. 

In this way, Configuration Management provides a logical model of the ICT infra-
structure. It contains all Configuration Items (CI) as an inventory with identifica-
tion, definition and status and is used to control and monitor all changes by means 
of a Configuration Management Data Base (CMDB). The Change Management 
process provides CI Information but it also receives information about the Config-
uration Items (CI) to allow preparation and planning of changes. Other major pro-
cesses that require information about Configuration Items (CI) are the Problem 
Management and the Incident Management processes. 

Note that genuine Asset Management has the primary purpose of providing an 
inventory for general Risk Management and of enabling the tracking of financial 
values. In ESARIS, ICT systems and components are mainly considered so that 
Asset Management is closely related to the Configuration Management aspects. 

If the information about the assets (required for ICT service delivery) and their 
configuration (characteristics and relationships) is not available, incomplete or 
incorrect, the analysis is performed based on the wrong information,  which could 
lead to defective, inadequate or missing results. In particular, vulnerabilities may 
not be identified and therefore not thoroughly remediated, an incident’s root cause 
may not be identified with the result that incidents accumulate, or changes are not 
applied as required, are imperfect or may even produce a change for the worse. 
These are only examples. The dimensions of failure are conceivable if the provider 
does not know the object of the investigation and change. 

Release Management and Change Management are processes that deal primarily 
with the organization of work on ICT than actually tackling the administration of 
the ICT components. The highly technical, concrete tasks to be carried out on each 
ICT component are described under the heading “Hardening, Provisioning and 
Maintenance”. Refer to Fig. 102. The ICT systems and components need to be set 
up according to specifications. They need to be deployed and put into operation. 
And later they need to be maintained. This results in the following activities: 

 Hardening comprises all methods applied to ICT systems, software and com-
ponents that reduce the possibility of vulnerabilities and susceptibility to at-
tacks. General configuration requirements such as the removal of test data and 
software before deployment for production are also considered. 

 Provisioning comprises all methods of deployment and activation of ICT ser-
vices, including conception, installation, configuration and approval. That in-
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cludes technical life-cycle issues, approval and ownership issues and general 
configuration requirements for final deployment. 

 Maintenance comprises technical support to ensure continued operation and 
actuality, including the help desk. Specific attention is paid to the life-cycle of 
data that is stored and processed and which may require secure deletion at the 
end of a component’s life. 

The initial set-up of ICT systems and components is critical since a configuration 
must be established that meets the specifications exactly. Otherwise, the ICT sys-
tem or component will fail to meet the requirements including its security target. 
An important part of this initial set-up is the so-called hardening. If not adequately 
being carried out, the ICT system or component may unnecessarily contain soft-
ware with vulnerabilities or simply provide functionality which is not needed and 
which exposes the ICT to risks. Hardening also reduces the attack surface. 

After this set-up, the ICT systems and components are deployed and put into op-
eration. Obviously, this process requires accuracy. Otherwise, the status of the 
installation may not be clear, for example, which leads to the risk of using ICT sys-
tems and components for production that are not set up and approved for produc-
tion. This could lead to assets and their configuration not being documented, 
which could hinder later modifications and mean that vulnerabilities are not re-
moved as required. 

Finally, continuous maintenance is essential. Flaws need to be remediated, which 
may fail if the right experts or vendors are not committed or not available. Security 
problems may also rise if other resources are not available for the necessary repairs 
during the operational period of the ICT systems and components. 

Hardening, Provisioning and Maintenance can be considered as a technical, more 
implementation-oriented level of development and deployment on the one hand 
and of normal changes in the operational phase on the other (Fig. 102). Asset and 
Configuration Management plays an important role in all these phases since in-
formation about the ICT systems and components and their configuration is main-
tained there. 

Patch Management is another technical, more implementation-oriented discipline. 
The application of (security) patches is so important that it is considered as an ex-
tra area with a distinct ICT Security Standard. ICT systems and components may 
have vulnerabilities. Vulnerabilities could be exploited and may cause a serious 
impact on the customers’ business. Attacks may, for example, lead to a loss of 
availability. Other attacks may violate confidentiality, privacy and other require-
ments. Examples include theft and espionage. 

In order to penetrate the corresponding target system and thereby cause a security 
breach, attackers can exploit security vulnerabilities in any ICT systems and com-
ponents. Software updates or patches remove many of these vulnerabilities. Securi-



Service Management 239 

ty Patch Management covers all ICT systems and components used by the ICT 
Service Provider to provide ICT services to customers. This includes office work-
stations (e.g. desktop computers, laptops) and related central ICT services (e.g. file 
servers, mail servers, domain controllers) on the one hand and equipment for cen-
tral ICT services (e.g. Unix/Windows servers, web and application servers, data 
bases) and networking (e.g. firewalls, routers or switches) on the other. 

The application of security patches is performed in accordance with the overall 
processes and procedures for applying changes, including patches to ICT systems 
and components. However, the vulnerability management process plays an im-
portant role in this context and must be considered too. A schematic representation 
of the integration of the (Security) Patch Management process into the overall pro-
cess landscape is shown in Fig. 103. 

 
Fig. 103: Security Patch Management 
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Management process and through a formal Request for Change (RfC). Change 
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or installation (initiated by the RfC and ended with the closing report). Generally, 
the overall process has two starting points (refer to Fig. 103): 
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as a central service. In case that the vulnerability is found to require immediate 
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well as software updates and patches from vendors and possibly other sources. 
The information includes notifications for functional repair (bug-fix, hot-fix, 
update, service pack, etc.) as well as notifications about vulnerabilities and 
software patches for repair (security patches). 

Duplicate requests will be dealt with by Change Management or by Security Patch 
Management at latest. Change Management will also ensure that the configuration 
data base is updated. Note that ITIL does not describe vulnerability management 
so that the above description is ESARIS specific and already part of the solution 
which is summarized in the next Sect. 12.2.4. 

ICT systems may fail and data might be lost as the result of, for example, natural 
disasters, accidents, equipment failures and deliberate actions. In this case, normal 
operation must be restored and resumed. Fig. 104 shows the phases that follow a 
possible disaster which disrupts normal operation: 

 After the disaster, ICT service provisioning is interrupted or critically affected. 

 Immediate measures are taken (after a delay). Systems are restarted or recov-
ered in the original location, in a backup location or services are replaced by an 
alternative. But operation is still reduced. 

 Some systems may sustain with operation, whereas other systems and data 
may be restored in the middle stages. Business processes must also be sus-
tained. 

 Typically, this restoration takes time if operation is to be restored from the 
emergency operation level back to the normal level. Finally, business is re-
sumed to normal operation. 

 
Fig. 104: From disruption to resumption 
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Disruptions to ICT service provisioning have a variety of consequences for the ICT 
Service Provider and the customer: 

 System outage affects the customer’s business and can cause financial loss, 
impact on reputation, breach of laws, regulations and obligations and other 
consequences. 

 Loss of data can lead to similar situations for the customer. 

 The ICT Service Provider may fail to fulfill the contract with the customer. That 
may result in a penalty, loss of future business, impact on reputation or even 
breach of laws, regulations and obligations. 

The impact of possible disruptions or loss of data should be low. A combination of 
preventive and recovery measures is required to achieve this. 

Business Continuity Management is standard for professional ICT service delivery. 
The volume Service Design of ITIL 64 defines the “IT Service Continuity Manage-
ment” process. In ISO/IEC 27002 65, Business Continuity Management is one of the 
fourteen security control clauses. Strictly speaking, the ICT Service Provider cannot 
resume the customer’s business or ensure its continuation. The provider can only 
resume ICT service delivery and ensure continuation of ICT service delivery. Fol-
lowing the ISO standard, the term Business Continuity Management is used. It is 
considered synonymous with Service Continuity Management here. 

12.2.4 Accomplishing security 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“service management” with “stocktake – assemble – preserve” (described in 
Sect. 12.2.3). Note that security should also have a business case; the design, im-
plementation and maintenance of security measures incur costs, but customers 
especially tend to look for lower prices. Thus, security needs to be carefully de-
signed. 

 The ICT Security Standard – Asset and Configuration Management (ACM) 
describes the process that is responsible for tracking and reporting the value and 
ownership of ICT systems and components throughout their life-cycle. It also 
comprises the process responsible for maintaining information about any compo-
nent required to deliver an ICT Service, including their relationships. 

                                                           
64 ITIL: IT Infrastructure Library, version 3 
65 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
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Changes are alterations to ICT components which are mainly requested due to 
incidents or problems. Change Management is the life-cycle process of making 
modifications from request and analysis to implementation and final verification. 
Tracking and inventory of all assets and their characteristics is essential and an 
integral part of these activities. (Service) Asset Management tracks and reports the 
existence, value and ownership of ICT systems and components throughout their 
life-cycle. The inventory of ICT systems and components must be integrated with 
procurement and order management processes since new items are dealt with 
here. The inventory must also be integrated with Change Management processes 
since modifications including withdrawal from service are initiated through 
Changes. 

Asset and Configuration Management covers different disciplines: It identifies 
requirements, specifies interfaces and relations, and develops a plan and imple-
ments a Configuration Management System (CMS). The CMS is a complex IT sys-
tem. As part of these activities, data structures, naming conventions, identifiers 
and attributes are determined in particular. This includes relationships. Roles and 
responsibilities should be clear and assigned. Configuration of all critical ICT sys-
tems and components must be documented or made available as appropriate (out-
side the ICT systems or components). Other materials also required for ICT service 
delivery and maintenance are also subject to inventory and configuration control 
as appropriate. Most of these activities are not specific to security, though they 
essentially contribute to maintaining the security of the ICT. It is, for instance, im-
portant that ownership and criticality can be retrieved at any time. Both values are 
important for Incident and Change Management. Moreover, security-related con-
figuration or security settings must also be documented and made available. 

Modification of the inventory or of configuration information content must be ap-
proved, shall be limited to authorized operations personnel and must reflect the 
status of the corresponding ICT components and other material being required for 
ICT service delivery and maintenance. Requests primarily originate from Change 
and Problem Management, although a large amount of information about configu-
rations is generated during Hardening, Provisioning and Maintenance and Securi-
ty Patch Management activities. The requests and the data should be validated and 
integrity must be ensured. Typical data to be tracked may include identifier, de-
scription, category and type, product and manufacturer, version, location and re-
sponsible person, change history, relation to other Configuration Items (CI), licens-
es, settings, and records. 

 The ICT Security Standard – Hardening, Provisioning and Maintenance (HPM) 
describes real, practical, hands-on activities. Hardening comprises all methods 
applied to ICT systems, software and components that reduce the possibility of 
vulnerabilities and susceptibility to attacks. Provisioning comprises all methods of 
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deployment and activation of ICT services including conception, installation, con-
figuration, and approval. Maintenance comprises technical support to ensure con-
tinued operation and up-to-dateness, including the help desk. 

Only those versions of ICT systems and components should be used which are 
approved for IT production (at least by the manufacturer). They should only be 
used within the period of active manufacturer support. Test data sets, software 
components installed for testing, default data sets and default (or initial) accounts 
or passwords and the like shall be removed from ICT systems before switching to 
ICT service delivery for customers. Such software or data may remain on the ICT 
systems where they are necessary for power-on or regular self-testing. 

ICT systems, software and components should be configured in a way that reduces 
the possibility of vulnerabilities and susceptibility to attacks. One way of achieving 
this is the so-called system hardening in which for example software components 
or services are removed which are not required and will never be used. Baseline 
policies, guidelines and working instructions shall exist to ensure appropriate 
hardening. Note that dynamic computing and virtualization may impose re-
strictions on the hardening of platforms since different applications may use the 
platform software systems. ICT systems should be assigned to classes which ex-
press different levels of control, trustworthiness and attack potential depending on 
the network zone in which they are operated. For instance, ICT systems in the 
DMZ and in the data center LAN may belong to different classes and may be treat-
ed differently. 

Provisioning comprises all methods of deployment of ICT systems and compo-
nents and activation of service. This may include conception, installation, configu-
ration, and approval. Such tasks shall be organized so that there are no configura-
tions which could compromise security. Example measures to achieve this are as 
follows. People assigned such tasks should be trained and approved in order to 
ensure that the likelihood of flaws is minimized that could have negative impact 
on security. Appropriate tools should be used for the same reason. Methods and 
processes should be approved before being deployed as standard. ICT systems, 
software and components shall be configured so that applicable security policies 
are met. ICT systems and components shall run with the least possible privileges 
as appropriate. Rights are configured according to applicable policies and consider 
the segregation of duties, for example. ICT systems and components used for de-
velopment, testing and ICT service delivery to customers (production) shall strictly 
be separated. Acceptance testing must include security checks. 

Maintenance comprises technical support to ensure continued operation and actu-
ality. Help desk services are most often the entry gate for basic maintenance. 
Maintenance-related tasks shall be organized so that the secure state is maintained 
and so that no configurations are produced which may compromise security. 
Maintenance shall be performed in a way that confidentiality, integrity and availa-
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bility of user data is ensured. It is worth noting that the users’ data needs to be 
considered in the life-cycle. The storage, backup, restoration or recovery as well as 
final deletion and removal of this data must be taken into consideration. When 
removed from the data center, all items and equipment containing sensitive data 
shall securely be disposed of in order to maintain the confidentiality of data and 
any other restrictions to their use. The same applies if items and equipment such as 
storage media are reused for different customers or services. 

 The ICT Security Standard – Security Patch Management (SPM) describes the 
process responsible for the consolidated proactive update of ICT systems for which 
new potential vulnerabilities are discovered and their fixes are available. It is ap-
plicable to all ICT systems, both customer-specific installations and general infra-
structure. Even though patching seems to be a standard procedure in maintaining 
ICT systems, it is not explicitly described in ITIL or ISO/IEC 20000 and a few secu-
rity considerations may be worth mentioning as well. 

Manufacturers often fix vulnerabilities by providing software updates or patches. 
The proactive installation of critical security patches within a specified period con-
siderably reduces the likelihood that a known vulnerability is exploited. Hence, 
Security Patch Management contributes to effectively guaranteeing the operational 
availability, confidentiality and integrity of ICT systems. The process covers IT 
systems patched at runtime as well as software images patched before being de-
ployed and executed in a cloud computing environment. ICT systems shall also 
carefully be designed and tested. Hence, even if patches are to be applied soon, 
control, testing and precautions for rollback are essential too. This trade-off needs 
to be dealt with carefully. 

Security Patch Management shall ensure that all ICT systems have the right securi-
ty level at the right time. The process shall be simple and standardized as much as 
possible for all ICT systems, using the standard Change Management process that 
triggers the application of security patches. Patches must be collected from authen-
tic sources in a secure way. They are checked, approved and stored in patch regis-
ter. Packaging, testing and scheduling are important. The patch levels of all ICT 
systems shall be visible at all times (refer to Configuration Management). The re-
porting of patch levels is demanded by many user organizations. 

The business impact caused by system downtime shall be minimized. A standard 
downtime cycle must be agreed between the ICT Service Provider and the custom-
er. During standard downtimes, standard patches will be installed in a smooth 
manner with minimal business impact. Precautions for urgency patching (patching 
outside the normal interval) and for applying emergency patches are to be taken. 
Emergency patches require shortening the overall procedure primarily by setting 
short-term deadlines. Necessary patches that are not installed for any reason shall 
be identified and treated as risks. 
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The most important measure with respect to security is the integration of the Vul-
nerability Assessment and Mitigation Planning (often also referred to as CERT 
services). The corresponding activities can realistically not be conducted as part of 
the Change Management process. The activities are usually also not performed by 
Operations personnel and the scope of vulnerability management is wider than 
that of Security Patch Management. 

 The ICT Security Standard – Business Continuity Management (BCM) defines 
precautions that minimize the impact of possible disruptions to ICT service provi-
sioning or loss of data, which includes a timely and full recovery of service and 
data. 

Business Continuity Management is a complex matter. Hence, only a few examples 
of security-related issues are provided in the following. Designing any precaution 
requires an understanding of the subject and priority. Hence, critical business pro-
cesses shall be identified and made known together with the ICT systems and 
components and other resources necessary for them. The criticality of the process-
es, services and resources needs to be assessed in terms of the business impact. 
This requires the identification of reasons for discontinuity and analyzing the con-
sequences of disasters, security failures, loss of service and service availability. A 
plan should be developed and implemented to ensure the timely restoration of 
essential operations. ICT security must be an integral part of the overall business 
continuity process like other management processes within the organization. The 
plan should consider management requirements as well as resource and capacity 
planning relating to such aspects as operations, staffing, materials, transport and 
facilities. The use of backup locations or services must not lead to situations where 
the systems are exposed to severe security risks. This must be considered during 
planning. The plan should also establish measures to identify and proactively re-
duce risks or mitigate the impact of damaging incidents. A process should be im-
plemented, trained and repeatedly tested to counteract interruptions and recover 
from disaster or other major failures of information systems. 

More detail about Business Continuity Management is provided in the literature.66 

                                                           
66 Marianne Swanson, Pauline Bowen, Amy Wohl Phillips, Dean Gallup and David Lynes: 

Contingency Planning Guide for Federal Information Systems; National Institute of 
Standards and Technology, NIST Special Publication 800-34 Rev. 1, May 2010 (updated 
Nov. 2010) [20] 

 Aligning Business Continuity and Information Security; Information Security Forum 
(ISF), Special Project Report, March 2006 [28] 

 ISO 22301 – Societal security – Business continuity management systems – Require-
ments; 2012 (replacing BS 25999-1:2006); and ISO 22313 – Societal security – Business 
continuity management systems – Guidance; 2012 (replacing BS 25999-2:2007 [12] 
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12.3 ICT Service Access 
Introduction and summary: This cluster comprises eight areas. Wide Area Net-
works connect users (or user organizations) with ICT services from the ICT Ser-
vice Provider. Users use their workplace to access the ICT services that are pro-
vided remotely. Office Workplace Security and Mobile Workplace Security address 
the corresponding security issues of protecting these workplaces and the infor-
mation and applications being used and processed with them. In mobile usage 
scenarios in particular, the workplaces need be enabled to securely connect via 
Remote User Access. In the office usage scenario, it is the User LAN Periphery that 
establishes the connection from the user’s side. This part comprises the corre-
sponding ICT security solutions such as firewalls and VPN. The user organiza-
tion requires the management of users, equipment and their access to ICT com-
ponents and services. If provided by the ICT Service Provider, this is described 
in User Identity Management. The elements on the user’s side require their coun-
terpart on the provider’s side where the data center is located. Corporate Provider 
Access comprises all network and IT elements required to protect the provider’s 
computing periphery and to provide VPN capabilities. The standard Gateway 
and Central Services comprises elements residing on top of a sole connection such 
as e-mail security services. – This section is split into two types of descriptions. 
Firstly, the general environment, the scope and major activities are described in 
each area of the whole cluster. Thus, the context in the ICT service production 
and delivery is portrayed in order to highlight the security problems, issues or 
concerns which need to be addressed (Sect. 12.3.1 through 12.3.3). Secondly, in-
formation is provided about major security measures. They are not specified in 
full but these sections can be used when designing security measures that pro-
tect the area (Sect. 12.3.4 through 12.3.6). 

Fig. 105 below shows the location of the “ICT Service Access” cluster within the 
ESARIS Security Taxonomy. The eight ICT Security Standards are highlighted. In this 
section and the one that follows, two clusters are defined: “ICT Service Access” 
(Sect. 12.3) and “IT Service Production” (Sect. 12.4).67 This section is organized as 
follows: 
 Transportation (covering Wide Area Networks, WAN): 

 Sect. 12.3.1 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.3.4 contains information about major security measures. 
 Customer side and endpoints (covering the five standards to the left of the 

WAN): 

                                                           
67 Note that the ICT Security Standards associated with ICT services and their functionality 

are organized differently in Sections 4.2 and 4.3. There are three clusters, i.e. “Customer 
and Users”, “Networks” and “Data Center”. 
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 Sect. 12.3.2 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.3.5 contains information about major security measures. 
 Connectivity (covering the two standards to the right of the WAN): 

 Sect. 12.3.3 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.3.6 contains information about major security measures. 

 
Fig. 105: Landing cluster of “ICT Service Access” 

12.3.1 Transportation 
Global cooperation and services from the web are a matter of course in today’s 
world. High-performance network infrastructures and flexible applications are a 
prerequisite for this. Companies are centralizing more and more ICT services and 
connecting sites to their head office with high bandwidths. Customers are connect-
ing their sites (head offices and branch offices). This allows communication be-
tween them. Depending on the geographical situation, this requires a connection to 
be set up via Wide Area Networks (WAN). Customers connect their sites with data 
centers of ICT Service Providers in order to consume the ICT services produced 
there. The Wide Area Network (WAN) is the sole connection between the users 
and the data center systems. 

The communication between the customer’s site via a WAN can be implemented 
differently (refer to Fig. 106). First, a Direct Network Link (DNL) can be established 
where one customer site is connected to another (No. 1 in Fig. 106). Usually this is 
implemented with a Layer 1 connection. The network or communication service 
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provider (referred to as “carrier” in the figure) can furthermore interconnect sites 
of its customers while using the same physical network infrastructure for different 
customers. The Virtual Private Network (VPN, No. 2 in Fig. 106) separates the data 
streams of different customers and is built on Layer 2 or Layer 3. 

 
Fig. 106: Connections via the WAN 

In order to be accessible, the provider’s network needs to be present (that is, the 
ICT Service Provider must have a so-called Point of Presence, PoP). The edge 
where the customer accesses the provider’s or carrier’s network is called Provider 
Edge (PE) or Service Point (SP) with an appropriate PE router which establishes 
the connection. At the customer’s side, some Customer Premises Equipment (CPE) 
is required in order to connect. This is considered to be part of the WAN, although 
physically this equipment (a router) is often located at the customer’s premises 
(called User LAN Periphery below). 

Some ICT Service Providers provide a variety of WAN communication services. 
The site-to-site connection over a shared network of the carrier is mostly imple-
mented through MPLS (Multiprotocol Label Switching). MPLS is a technology that 
separates the data transmittal of different users by using labels and thereby allows 
the communication of different users over the same physical network. Legacy 
transport platforms, ATM (Asynchronous Transfer Mode) and Frame Relay exist 
as well. All these types of connection are based on networks owned and operated 
by the ICT Service Provider. There are core technologies that are directly integrated 
into the networks, which are operated and maintained by the provider. The ICT 
Service Provider also has central platforms which are used for management, in-
cluding service delivery. 

In other cases, the WAN is only a means for data transport. Especially if public or 
third-party networks are used, no specific security features can be assumed. In this 
case, the security is solely implemented at the endpoints (No. 3 and 4 in Fig. 106). 
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A distinction is made here between two cases. A site (i.e. a User LAN) is connected 
to a public network (Internet) and the communication is tunneled and, at the end, 
reaches the provider’s data center (Nr. 3 in Fig. 106). In the other case, a user’s 
workplace connects to a public network (Internet) and the communication is tun-
neled and, at the end, reaches the provider’s data center (No. 4 in Fig. 106). This 
second variant is called Remote User Access in the following. 

The different connections over the WAN (see Fig. 106) provide different levels of 
trustworthiness. In the case that a public network (Internet) is used, generally 
speaking, no specific security level or security measures can be assumed. Here, the 
security must solely be provided by the endpoints (both for end-to-site and site-to-
site connections). 

If the networks are operated by named carriers, then more trust and knowledge is 
available. If the networking capability is provided by a single service provider 
(carrier), the situation can be even better. If the ICT Service Provider provides the 
networking service, the user organization can rely on the existence of security 
characteristics as part of the WAN connectivity such as separation of user traffic 
through MPLS. 

If there is no protection, the communication in the WAN can result in security is-
sues: 
 Information is not properly routed so that it does not reach its correct destina-

tion. 
 Information is not properly separated so that unauthorized users can access 

the information being transmitted. 
 Information can be manipulated without being noticed by the authorized re-

cipient. 
 The communication of users interferes with that of another authorized user. 

These are examples only. 

12.3.2 Customer side and endpoints 
Users work on a computer (client) equipped with a keyboard and a display. Soft-
ware and data can be stored locally on that machine (thick client), or the client 
computer is used to access programs provided by remote data centers, where the 
data is also stored. The workplace computer systems are located at the customer’s 
premises but often managed by an ICT Service Provider. Set-ups also exist where-
by parts of the management environment reside on the customer’s site. Regardless 
of the details of the service model, the workplace computers are handed over to the 
customer so that the ICT Service Provider does not have physical control over 
these systems. Therefore, at least some of the measures for securing the operation 
of the workplace may be under the responsibility of the user organization itself. 
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Typical security issues associated with the use of workplace computers include the 
following: 
 Unauthorized persons gain access to functionality provided by the system or 

to data stored on that machine. 
 The configuration of the workplace computer may be manipulated in order to 

fraudulently obtain privileges. Or, persons may change or add functionality, 
for instance, by installing software that is not intended for use or which is ex-
plicitly forbidden for some reason. 

 The integrity of the system is compromised through infection by malware. 
 The integrity or confidentiality of data being communicated or stored locally is 

lost. 

The list of security concerns, threats, risks or problems that are relevant when us-
ing a workplace computer can be made much longer since this front-end is usually 
a focal point of many use cases. It is the way in which most users consume central-
ly provided ICT services. Depending on the connectivity, it can access a large 
amount of functionality and data provided remotely. It provides important func-
tionality locally and stores important data persistently or at least temporarily in its 
internal storage facility. 

There are two basic types of workplace computers which are referred to as the 
following, in this book: 
 Mobile Workplace and 
 Office Workplace. 

The difference is the way in which it is used, or more precisely, the connectivity 
which is used. The form factor is therefore not important here,68 although the usage 
environment which determines threats, etc. is. This is shown in Fig. 107. 

 
Fig. 107: Mobile (A) versus Office Workplace environment (B) 

                                                           
68 This does not mean that the device and its construction do not influence security. How-

ever, in this section the environment is analyzed in order to identify the security con-
cerns and sources for requirements. These are independent of whether the device may or 
may not allow a threat to be counteracted or help to clear a vulnerability. 

Logon Logon
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The following terms are used in order to differentiate between the types of connec-
tivity: 

 The term “User LAN” refers to local area networks of the user organization. 
The User LAN is located at the user’s site. Workplace computers that are locat-
ed in offices of the user organization are directly connected to the User LAN. 

 The term “public network” or “Internet” is used for all noncorporate networks. 
Public networks do not belong to the user organization; they are also not 
owned or managed by the ICT Service Provider who provides ICT services. 
Public networks and the Internet are third-party networks in which no specific 
security control can be assumed or is agreed upon. 

Furthermore, the following is stated: 

 Users are anyone who is designated by the user organization to access the ICT 
services provided by the ICT Service Provider. The group of users mainly 
comprises the employees of the user organization. However, users may also be 
customers of the user organization. If the latter runs an Internet business, for 
instance, consumers or citizens of a country belong to the group of users. 

 A Mobile Workplace is a computing device that is not solely used inside an 
office of the user organization. Instead, it connects to public networks first in 
order to be put through to the ICT services being provided. This includes note-
book computers, tablets and smartphones. 

 An Office Workplace is a computer that is only used inside an office of the user 
organization. This computing device only connects to the “User LAN” from 
which it is put through to the ICT services being provided. 

 An office is a location providing reasonable protection against theft and direct 
access to equipment (including User LAN network components). The protec-
tion is provided by physical security measures, including access control to the 
building, floors and rooms as appropriate as well as suitable supervision by 
guards or other means. 

There are three ways of using a Mobile Workplace: 

 The users (e.g. employees) connect their Mobile Workplace devices to public 
and other noncorporate networks. Thus, they are “mobile” and work “any-
where”. This access is directed in full to the corporate network or, more pre-
cisely, to corporate services and applications being produced in a data center. 

 But the users may also be enabled to use public and other services (which are 
not corporate but usually provided on the Internet). In this second usage sce-
nario, the Mobile Workplace device is used outside of any corporate ICT. 

 The Mobile Workplace device is used offline (no data connection) or on the 
user organization’s premises. On the premises, the device may be connected to 
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the User LAN (mostly via WLAN) or to an Office Workplace for the purpose of 
data synchronization (via Bluetooth or cable). 

In the first usage scenario, the Mobile Workplace device uses a special software 
system called Remote User Access (refer to Fig. 108) to connect to a public network 
and to be put through to the ICT services being provided remotely in the ICT Ser-
vice Provider’s data center. Many enterprises do not use or do not allow the second 
usage scenario. Critical enterprise services are usually not provided on public net-
works such as the Internet. The use of public services is out of scope or they are 
provided using the first usage scenario. In the third usage scenario, the Mobile 
Workplace device uses the so-called User LAN Periphery to establish a connection 
to the outside and to be put through to the remote ICT services. 

 
Fig. 108: Accesses to ICT services69 

This model therefore includes: 
 workplaces (two types: Mobile and Office), 
 connectors to the WAN (two types: Remote User Access and User LAN Pe-

riphery) that provide a connection to the WAN or another public network first 
of all, 

 WAN connectivity (two types: firstly a network controlled by a “carrier” who 
is an ICT Service Provider of the user organization and secondly a public net-
work or the Internet), and 

 ICT services (one type: those being provided by the ICT Service Provider in the 
remote data center). 

This differentiation is needed in order to understand the different security con-
cerns that are to be encountered. 

The situation of an Office Workplace is easily characterized: 
                                                           
69 CPA (Corporate Provider Access) and GCS (Gateway and Central Services) are de-

scribed below. CPA and GCS enable accessing ICT services from the WAN. 
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 The Office Workplace is a personal computer which is considered to be con-
nected to the User LAN. 

 The Office Workplace is physically located in an office. Theft or unauthorized 
removal is not considered. 

Situations are not foreseen in which an Office Workplace establishes a connection, 
which is not or not thoroughly controlled by the User LAN. If such situation is 
possible, the analysis for Mobile Workplaces may also be used. Though designed 
to connect to the corporate network (User LAN) first, Office Workplaces may also 
utilize virtual private network technology (e.g. using TLS, SSL) to connect securely 
to remote ICT services. In this case, they use technology from Remote User Access 
in the User LAN (not shown in Fig. 108). 

Users access their Workplace computers, functions provided by them and data 
stored there. Users also consume ICT services and thereby access applications, 
servers, networks and other equipment. Such access shall be enabled in a con-
trolled way while preventing abuse and hostile action, especially unauthorized 
access. Therefore, digital identities including rights and other attributes for users 
are required. Organizational, procedural and personal means are also necessary. 
Identity management and account management procedures and techniques, in-
cluding rights management and user provisioning for users on the customer’s side, 
are therefore required. These users are typically employees of the ICT Service Pro-
vider’s customer. More specifically, these users are all individuals who the cus-
tomer anticipates will access the ICT systems and components. Operations person-
nel (administrators) of the ICT Service Provider are explicitly not included in this 
group and are not taken into consideration here. 

Examples of risks or threats that encourage the need for correct identity admin-
istration are: 
 Compromised integrity and privacy of customer information when accessed 

by non-authorized individuals. 
 Need-to-know principles cannot be enforced. 
 Non-authorized access to customer systems occurs. 
 Litigation issues in the case of security breaches or failures. 
 The management of entitlements and access covers the provisioning with iden-

tities and passwords or tokens and the assignment of duties and rights, and fi-
nally requires the maintenance of all means. 

12.3.3 Connectivity 
Office Workplace computers are directly integrated into the User LAN and con-
nected to it. The User LAN Periphery is the bridge between the User LAN and the 
Wide Area Network (WAN). Users (of customers) come from the User LAN. The 
ICT services are provided from the WAN side. All ICT equipment, which is used to 
provide and secure this bridge, is seen as part of the User LAN Periphery. The 
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User LAN is to be protected from the potentially hostile WAN environment by 
components in the User LAN Periphery. The availability of a communication line 
between the User LAN and a WAN, including the Internet, is associated with sev-
eral security risks and threats which have to be considered and controlled. 

If the User LAN Periphery is not being properly protected, 
 unauthorized users may gain access to the User LAN and its ICT systems or 

services, 
 the User LAN Periphery and the ICT equipment it consists of are vulnerable 

and susceptible to attacks if single ICT systems and components are not 
properly managed, 

 the User LAN and its ICT systems or services may be subject to manipulation 
or other hostile activity, 

 the communication of authorized users may be subject to eavesdropping or 
manipulation, or 

 the communication of authorized users may interfere with that of other au-
thorized users. 

These are examples of possible security issues that are to be addressed by appro-
priate protection of the User LAN Periphery. 

Note that a large variety of ICT services and solutions may be provided in the User 
LAN by equipment installed at the customer site. However, it is assumed here that 
all essential ICT services are provided from within the data center. Essential ser-
vices comprise, but are not limited to, e-mail services (such as Microsoft Exchange), 
file server and storage, complex collaboration platforms (such as Microsoft Share-
Point) as well as specific business applications. Consequently, the User LAN Pe-
riphery only contains a typical (minimal) set of services required for workplaces to 
be used in the User LAN and to consume the ICT services provided from the re-
mote data center. 

Key ICT elements that are used for a secure connection between users and (remote) 
ICT services include 
 MPLS routers, VPN gateways,  
 firewalls and Intrusion Detection and Prevention Systems (IDS, IPS). 

Note that other ICT elements might be required to support communication. Fur-
thermore, the User LAN Periphery may comprise domain controllers, print servers 
and software distribution services. 

Communication both from the User LAN Periphery (fixed connect) and from any-
where (Remote User Access) to the data center requires appropriate router or 
gateway functionality on the data center site. 

Data centers are the heart of any IT production and ICT service delivery in general. 
Almost all ICT systems and components, except for external networking, for ex-
ample, are located in data centers. Applications which support business processes 
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are hosted in data centers. They store critical data in storage systems which are also 
located in the data center. The applications and ICT services are accessed from 
outside the data center. User organizations or individuals such as employees of the 
customers connect to the data center infrastructure in order to consume the ICT 
services being produced there. Consequently, this access to the data center needs to 
be appropriately protected. The technical ICT equipment that is installed in order 
to protect the access to and the electronic communication with the ICT services in 
the data center, is also located in the data center. This part is called Corporate Pro-
vider Access (denoted by CPA in Fig. 109). The Corporate Provider Access is the 
user-side interface or periphery of the data center and provides the communication 
bridge between users (coming from the WAN) and the ICT services produced by 
the ICT Service Provider with ICT systems located in a data center. 

 
Fig. 109: External WAN interface of a data center 

The ICT systems and components for ICT service production are connected direct-
ly to an internal Data Center Network (denoted by DCN in Fig. 109). The ICT sys-
tems are to be protected from the potentially hostile WAN environment by com-
ponents in the Corporate Provider Access area. This is the main task of the Corpo-
rate Provider Access. It also comprises central services for communication and the 
required management systems. Thus, the Corporate Provider Access is the bridge 
between the Wide Area Network (WAN) and the Data Center Networks (DCN). 
Users come from the WAN. The ICT systems are connected to the Data Center 
Network. 

If this “bridge” is not properly protected, 
 unauthorized users may gain access to the ICT systems or services, 
 ICT systems or services may be subject to manipulation or other hostile activi-

ty, 
 the communication of authorized users may be subject to eavesdropping or 

manipulation, or 
 the communication of authorized users may interfere with that of other author-

ized users. 
These are examples of possible security issues that are to be addressed by appro-
priate protection of the Corporate Provider Access. 
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The Corporate Provider Access comprises all ICT equipment between the WAN 
and the Data Center Network, i.e. the communication periphery of the data center 
(refer to Fig. 109). That includes packet filter firewalls, switches and routers, VPN 
gateways and intrusion detection / prevention (IDS/IPS) solutions. Other central 
equipment is required for relaying the communication. This equipment is summa-
rized under the heading “Gateway and Central Services” (denoted by GCS in the 
figure). First, the ICT systems and components in the Corporate Provider Access 
area require specific security services which should be centrally provided. Typical 
examples are authentication or domain name system (DNS) services. In addition, 
communication and front-end services may also be provided to customers. These 
are application-oriented services or services which need to be centrally available 
and perhaps equally accessible both from WAN and from applications in the data 
center. They are placed in the Gateway and Central Services area in order to be 
easily accessible from the WAN. Examples are services for e-mail security and oth-
er such communication. The third group of equipment comprises general security 
services at an application level, including the Internet. Typical examples are prox-
ies, reverse proxies, and load balancers. 

If central services such as authentication or domain name system (DNS) services 
do not function properly, the access from the WAN to the data center internals 
may not be properly protected. If communication and front-end services are not 
properly protected they may not be reliable, the data being exchanged may, for 
instance, be infected with malicious code or Internet communication may provide 
undesired content. Similarly, specific applications may require central protection 
by means of a gateway or reverse-proxy system. Otherwise, sensitive information 
about network or application internals may be gathered from the WAN, complex 
functionality may feature too many vulnerabilities, applications in the data center 
may be easier to attack, or peak loads may affect performance and availability. The 
use of a “gateway system” can, in turn, also protect the client accessing the applica-
tion in the data center. These examples are not exhaustive. 

12.3.4 Securing transportation 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“transportation” (described in Sect. 12.3.1). Note that security should also have a 
business case; the design, implementation and maintenance of security measures 
incur costs, but customers especially tend to look for lower prices. Thus, security 
needs to be carefully designed. 
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 The ICT Security Standard – Wide Area Network Security (WAN) comprises all 
means to securely transport data between users and between users and IT systems 
in data centers including direct network links, Internet access, bandwidth and 
MPLS. 

There is no standard set of requirements for WAN communication services. The 
requirements may depend on 
 the existence and quality of security measures at the endpoints, 
 the complexity and distribution of the WAN, which includes the existence of 

subnets, geographical distribution and distance, 
 the ownership and the level of control of subnets. 

Whereas consumers solely use the Internet to connect to remote IT services, enter-
prise users may not, since many applications require a quality of service which 
cannot be guaranteed by public networks. Connections such as MPLS moreover 
provide features that are advantageous for user organizations since they often re-
quire flexible cross-linking of different sites and data center locations. 

Since Wide Area Networks are diverse in nature, security objectives are to be de-
fined that reflect the customer’s needs for confidentiality, integrity, authenticity, 
and quality of service (including availability). Reasonable measures shall then be 
selected to protect the WAN service being provided. 

Protection of networking shall be effective and purposeful and precautions shall be 
taken so that possible impacts are isolated as far as possible. Therefore, networks 
should be segmented into subnets, where each answers a specific or similar pur-
pose and meets similar security needs. Parameters that guide such segmentation 
include security objectives, types and rights for access, purpose and users as well 
as the relation of such users (e.g. differentiation into customers, organizations, 
groups etc.). Or, depending on the security objectives being defined, the appropri-
ate network connection is chosen featuring the required protection or risk profile, 
respectively. 

Parts of the total network, such as segments, differ in the level of control, trustwor-
thiness and attack potential. It is therefore necessary to perform an analysis of 
these parameters and assign each part or network segment to a category. For ex-
ample, wireless networks are usually considered to be unsecure because communi-
cation can easily be intercepted. Networks with different security levels or risk 
profiles shall be separated by firewalls, routers or gateways. Networks with an 
inappropriate level of security can still be used if the data is, for example, encrypt-
ed so that the total traffic is tunneled through the potentially unsecure network. 
Such control may include intelligence and filters as appropriate. The security 
gateways and other network components shall themselves be appropriately pro-
tected. Interference with measures taken on the application level in particular shall 
be avoided in order to limit or prevent impacts. 
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The possibility and probability of attacks shall be reduced by a means that reduces 
the attack surface. Hence, network segments with a higher level of control, trust-
worthiness or a potentially lower attack potential shall disclose as little information 
as possible to other networks, especially those of third parties or to the Internet. 
Services and protocols that are not used should not be made available. It can be 
necessary to protect routing information when it is exchanged and to allow the 
proof of its origin through digital signatures. Commercially provided networks 
should be monitored continuously in order to identify malicious or suspicious 
activity. 

Authorized operations personnel (administrators) shall have the means to conduct 
the administration of the networks securely and consistently. Unauthorized indi-
viduals are excluded from accessing administrative functions and services. In par-
ticular, device management traffic may be encrypted. All network elements must 
be securely configured. This needs to be maintained in the case of automated con-
figuration of network components in particular. Configuration information needs 
to be protected and backed up. 

Public network segments are owned and operated by an ICT Service Provider (car-
rier), often called an Internet service provider (ISP) in this context. The Internet 
service providers provide a communication service by establishing the best route 
through the Internet or to the next Internet service provider70. This chain is con-
trolled by BGP (Border Gateway Protocol, which is the Internet’s routing protocol). 
The destinations are resolved using DNS (Domain Name System, which is a 
worldwide directory service that provides the IP address for a host name). These 
services are necessary for any Internet communication and are mostly taken for 
granted by users. Internet services and their security are not considered in this 
book. Thus, the Internet is taken as an opaque data transport service. User organi-
zations may, however, take related risks into account and consider related threats 
and current attacks. However, protective measures are beyond the scope of this 
description. For example, effective protection against Distributed Denial-of-Service 
Attacks (DDoS) can only be implemented in an Internet backbone. The receiving 
endpoints (Internet users including ICT Service Providers) have limited ability to 
do this. 

12.3.5 Securing workplaces 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“customer side and endpoints” (described in Sect. 12.3.2). Note that security 

                                                           
70 more precisely to the next or through a chain of Autonomous Systems (AS) 
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should also have a business case; the design, implementation and maintenance of 
security measures incur costs, but customers especially tend to look for lower pric-
es. Thus, security needs to be carefully designed. 

 The ICT Security Standard – Office Workplace Security (OWS) describes all the 
software and equipment that is used to protect office computers and the data and 
software stored and processed there. Office Workplaces connect to remote IT ser-
vices via the User LAN. 

The Office Workplace offers the user significant functionality to support his daily 
business. From the user’s point of view, it is also the entry point to the ICT infra-
structure of the user organization. As a side effect, this entry point may also be 
subject to attacks. Therefore, effort is taken to keep such workplaces under control 
of the IT administration and to add and maintain the security functionality that is 
required. In the following, it is assumed that the Office Workplaces are company-
owned and controlled and managed by the ICT Service Provider (on behalf of the 
user organization). Individual users are considered to have limited entitlements. 

Users shall not be able to access Office Workplace computers other than their own. 
Access to and usage of Office Workplaces requires authorization. Users shall be 
equipped with a credential (means for authentication) that is compliant with the 
security requirements of the use of the Office Workplace and data and applications 
being processed. Re-authentication may be required after a certain period or time 
of user inactivity. 

The correct configuration of Office Workplaces shall be maintained. Changes to the 
configurations and settings of an Office Workplace should require authorization. 
In other words, access to all administrative functions (especially of the BIOS and of 
the operating system) requires authorization. Users are not intended to perform 
administrative tasks and must not have administrative privileges. User-defined 
software shall not be executed since this may cause security breaches or at least 
violate corporate policies. Hence, the installation of privileged software requires 
authorization or is performed by a privileged administration process remotely. 
Software in centrally managed Office Workplaces is not updated using services in 
the public Internet and related communication channels, as well as error messages 
are not submitted to external parties. Office Workplaces shall only be used as in-
tended. Remote control, e.g. of cameras and other recording devices, is completely 
disabled or restricted to prevent abuse. 

The integrity of Office Workplaces shall be maintained through the use of anti-
virus and malware scanners. The latter cannot be disabled by users without notice 
and must regularly be provided with appropriate update information. Their status 
needs to be reported. Office Workplace computers communicate with the external 
(its environment) which they do not control. As a result, they may control inbound 
and outbound traffic and decide which protocols and services can be used and by 
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which applications. Office Workplaces may be equipped with the means to detect 
attacks (i.e. potentially hostile access). Negative effects may then be mitigated or 
avoided as appropriate. 

Office Workplaces may be equipped with means for encrypting files, file contain-
ers, virtual drives, hard disk partitions or the entire hard disk. Hard disk encryp-
tion (either partitions or in its entirety) must be enforced so that users are prevent-
ed from disabling this function. Implementation of such features depends on the 
criticality of the Office Workplace and data and applications being processed as 
well as on the office environment and risks associated with it. Web browsers are 
powerful tools and work as a presentation layer, application front-end or multi-
media player. Malicious communication, data or executable code should be detect-
ed. Negative effects shall be mitigated or avoided as appropriate. 

E-mail client software and office software may be supplemented by encryption 
functions, the means to apply digital signatures or tools to control information 
flow (known as data leakage or loss prevention or as Enterprise Digital Rights 
Management (EDRM) solutions). The necessity of such features depends on the 
security policies to be applied. E-mail client software may also provide functions 
for the automatic treatment of unsolicited or undesired e-mail messages (known as 
spam). 

Office Workplaces should be provided with the ability to backup and restore of 
data. The necessity depends on the criticality and the amount of this data being 
stored locally. If Office Workplace computers are used outside the internal corpo-
rate network, connections to networks should be set up through an encrypted 
channel for secure remote access to the required ICT service. Physical locks and 
screen privacy filters may also be provided. 

 The ICT Security Standard – Mobile Workplace Security (MWS) describes all 
software and equipment that is used to protect mobile computers and the data and 
software stored and processed on them. There are notebook computers and differ-
ent types of smartphones. Mobile Workplaces connect to remote IT services also 
via Remote User Access, possibly using public networks. 

Notebook computers are examples of Mobile Workplaces. These computer devices 
are fully equipped personal computers with a hard disk and operating system. But 
they are mobile and can be used on the move or in an office environment to serve 
as an Office Workplace. Because of this dual use, notebooks should feature the 
same protection as defined above for Office Workplace. The description will not be 
duplicated here. Tablet computers and other such form factors may be treated ac-
cordingly where possible. 

Notebook computers (or even tablets) require the base protection referred to 
above. However, they are used in a mobile, unsecure environment which requires 
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additional protection. The level of protection and the concrete security measures 
strongly depend on this environment, namely the physical environment, the con-
nectivity and the risk profile of the networks being used. The description in this 
section will therefore be limited to provide general recommendation only. 

Since the environment and the usage scenarios are diverse, security objectives are 
to be defined that reflect the needs of the user organizations in terms of confidenti-
ality, integrity, authenticity, and accountability. Thereby “types of usage” should 
be defined, for example office bound, home worker, and occasionally mobile, or 
“road warrior”. Security is implemented accordingly. It is also important to under-
stand how the mobile device connects (locally, wireless LAN, wireless UMTS/LTE, 
etc.) and what kind of data is stored, processed and transmitted.  

The correct configuration of Mobile Workplaces shall be maintained. Changes to 
configurations and settings for a Mobile Workplace should require authorization. 
Configuration includes but is not limited to logon and device unlock, network and 
other log requirements, synchronization and connection facilities, backup, and 
application installation and management. Note that the synchronization with other 
computers and web or cloud services should be controlled as appropriate. Precau-
tions shall be taken if a Mobile Workplace computer is lost in order to prevent a 
security breach or mitigate the possible impact. It must be clear what kind of data 
is stored on which devices. Strategies for backup and, possibly, recovery shall exist. 
The goals and objectives developed for the Office Workplace security shall be ex-
amined in order to find out which are valid, which should be applied and which 
can reasonably be afforded for Mobile Workplaces. 

Note that smartphones and other “embedded systems” feature limited capabilities 
to add security features. If the device lacks an expansion slot (such as micro SD) 
then it may not be possible to add hardware-based key storage for encrypted e-
mail and other purposes. More critically, most of these devices are developed for a 
consumer market. Therefore, they do not feature functions that are required in an 
enterprise context. They are equipped with functions for easy repair which can 
unfortunately also be used to compromise the device’s security. This trend is called 
consumerization. It also considers dual-use scenarios where people start to use 
their private equipment for business application or vice versa. In this case, it can be 
necessary to adapt the usage scenario of the device including data and applications 
in order to avoid violation of corporate policies. Other devices such as flash drives, 
portable disks and multimedia devices should also be treated. Security measures 
should combine user education, device protection, connection security and data 
protection as appropriate. Other literature than this book should be consulted re-
garding appropriate strategies for dealing with these trends. 
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 The ICT Security Standard – Remote User Access (RUA) describes all client 
components that are used in a mobile usage scenario to securely communicate via 
the possibly unsecure WAN and establish a connection to remote IT services. This 
includes VPN clients, authentication tokens and other such client tools. 

Selected employees or even the entire staff of the user organization shall be able to 
connect to the company network and use all or some of the corporate infrastruc-
ture, services and applications.71 A “mobile” or “home office” usage scenario is 
considered where the Workplace computer connects directly to a network other 
than a corporate User LAN (i.e. usually to the Internet). This opens the door to 
various new threats. These threats can occur anywhere on the end-to-end remote 
connection, beginning at the remote user’s device, up to the data center periphery. 
The threats have to be considered and controlled by taking the following into ac-
count. 

Users shall be allowed to connect securely to specific ICT services produced in the 
data center. Non-authorized individuals shall not gain access to these ICT systems 
and functions. This feature cannot be guaranteed by the client side. But users shall 
be equipped with a credential (means for authentication) that is compliant with the 
security requirements of the ICT service being consumed. It is the customer’s deci-
sion if and which additional means for authentication are necessary. A special case 
is the remote access for the purpose of administrating an application. In this case, 
strong authentication may be used and logging should be mandatory. 

If connections are made in different usage scenarios (i.e. to networks with a differ-
ent risk profile), it can be necessary to securely reconfigure security solutions such 
as the personal firewall to allow and secure the type of current connectivity. All 
data being transferred between the user and the ICT service shall be protected 
from manipulation and eavesdropping. Note that all these security services shall 
be provided independent of whether the ICT service or application provides addi-
tional security services such as authentication and encryption or not. That means 
that secure communication is terminated at a “central service area” (SSL/TLS or 
IPSec) in front of the ICT service. 

Remote User Access can also provide a complete desktop functionality remotely. 
This is called desktop virtualization. In this case, users are equipped with software 
or a token with software that establishes a tunneled connection to a remote ICT 
service. The Mobile Workplace is only used for data input and data display. Stor-
age of user data and its processing is performed within the data center. Such an 
approach has several advantages in terms of security. Only a small portion of the 
                                                           
71 Note that due to the underlying model, the corporate infrastructure (of the user organi-

zation) is located in the data center of the ICT Service Provider. The provisioning of ICT 
services is conducted by the ICT Service Provider on behalf of the user organization. 
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information is transported to the outside (to the Workplace which can be located 
anywhere). Backup and software maintenance can be provided centrally. 

 The ICT Security Standard – User LAN Periphery (ULP) describes all ICT 
equipment between the User LAN and the WAN. That includes site-to-site gate-
ways, firewalls, intrusion detection / prevention systems (IDS/IPS) and domain 
services. Office Workplace computers connect directly to the user organization’s 
LAN. It is the User LAN Periphery that puts the user through to remote IT ser-
vices. Some information is provided on how this information is protected at the 
user’s site. 

The corporate network and the public network or WAN differ in terms of the level 
of control, trustworthiness and attack potential. Hence, inbound and outbound 
traffic shall be controlled by security gateways which separate the two. Secure 
communication is also possible over public, potentially unsecure networks. In or-
der to maintain confidentiality, integrity and authenticity of transmission at a high 
level, all data transfer between the corporate network and a gateway shall be en-
crypted after authentication of the remote gateway, which will mediate the access 
to the sought ICT service. In most cases, it is decided to implement a two-way au-
thentication. Then the gateway in the User LAN Periphery needs to have a unique 
digital identity too. Appropriate key management, registration and identity man-
agement facilities must be implemented. 

Attacks (here understood as potentially hostile access, mostly from the WAN) shall 
be detected as far as possible. Malicious communication, data or executable code 
shall be detected. Negative effects shall be mitigated or avoided as appropriate. 
The possibility and probability of attacks (mostly from the WAN) shall be reduced 
by means that reduce the attack surface of the customer’s corporate network pe-
riphery and its elements. Specific information about the network internals, such as 
internal addresses and the like, shall be hidden or protected from the WAN so that 
this information cannot be retrieved from the WAN side. 

An inventory shall be provided of all ICT equipment (in particular office work-
places) that is authorized to be connected to the User LAN. It shall provide the 
means to control membership and access to the User LAN and the resources it 
provides. Authentication and name resolution services are typically also provided. 
These services are set up and used to guarantee controlled use of the User LAN’s 
resources while preventing unauthorized access. All ICT security solutions (includ-
ing further services such as software distribution services) shall be actively man-
aged in order to maintain their level of security. 
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 The ICT Security Standard – User Identity Management (UIM) describes all 
procedures and regulations, systems and services that are used to create and man-
age the digital identities, including rights and other attributes for users. The digital 
identities can be used to protect the access to Workplaces, the User LAN and re-
mote ICT services. The digital identities of a person are described as “personalized 
identity objects” which are assigned to other identity objects such as location, or-
ganization, legal entity and others. These identities are managed in the so-called 
Identity Management life-cycle. Identity Management services are the basis for 
real-time Access Management. Note that in the case of accesses to remote ICT ser-
vices, all authentication services (and Access Management) are performed in the 
remote data center. 

In order to reduce the risks associated with the user access to ICT systems and 
services, a variety of security measures are put in place. They are designed to 
achieve the correctness, quality and reproducibility of the user access. The assign-
ment of digital identities with roles, rights (entitlements) and other attributes shall 
follow a controlled process with application, check-up, clearance, and provision-
ing. User registration and approval is one key element which also determines the 
quality of security that can be achieved. 

Reproducibility and accountability are essential when controlling user access to 
ICT resources. Hence, the management of digital identities with roles, rights (enti-
tlements) and other attributes shall be conducted with tools for workflow and ad-
ministration and using at least partly automated means for provisioning (of identi-
ties, rights etc. to target components). 

Credentials are chosen and may be changed according to the corresponding securi-
ty policies. This includes the strength of authentication methods. Help desk and 
user self-services (if any) shall be designed not to undermine security. Roles and 
responsibilities shall be defined and documented in accordance with business and 
the user organization’s ICT security policies. Entitlements shall be designed for 
business (on some abstract “role” level) and then assigned to individuals. Business 
tasks or roles shall be described and approved before being implemented in access 
rights. 

Users shall be given appropriate guidance as well as education, training and the 
like in order to enable them to use the means being provided appropriately and to 
follow the rules and procedures and to adhere to policies. Consequences and dis-
ciplinary action in case of violations should be known. 

Important note: The user organization remains responsible for human resources 
management, user registration and other internal processes of the customer’s or-
ganization. The ICT Service Provider can only provide regulation and management 
tools according to policies and practices which the customer is responsible for. The 
customer must also ensure that data is complete, correct and up-to-date. 

wwwwwwwww
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12.3.6 Securing connectivity 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“connectivity” (described in Sect. 12.3.3). Note that security should also have a 
business case; the design, implementation and maintenance of security measures 
incur costs, but customers especially tend to look for lower prices. Thus, security 
needs to be carefully designed. 

 The ICT Security Standard – Corporate Provider Access (CPA) describes all ICT 
equipment between the WAN and the data center networks. That includes packet 
filter firewalls, switches and routers, VPN gateways and intrusion detection / pre-
vention (IDS/IPS) solutions. 

As described above, customers of the ICT Service Provider shall be able to connect 
their own entire LAN to ICT services provided from within the data center of the 
provider. And, mostly in a mobile usage scenario, individual users shall be able to 
connect to such ICT services. The ICT Service Provider must provide this connec-
tivity but simultaneously ensure that the outer edge of its computing environment 
is protected from third-party access, hostile action and malfunction of communica-
tion. Some rather general issues are mentioned below in order to characterize this 
complex subject. 

The data center network and the WAN differ in terms of the level of control, trust-
worthiness and attack potential. Hence, inbound and outbound traffic shall be 
controlled by security gateways which separate the two. 

An encrypted communication channel shall be terminated if user organizations 
require such a secure tunnel for WAN transfer in order to ensure the confidentiali-
ty, integrity and authenticity of data being exchanged. This includes appropriate 
key management and a unique digital identity for a VPN gateway. Users shall be 
allowed to connect securely, whereas non-authorized individuals shall be exclud-
ed. In most cases, authentication of the requesting party is required. 

Attacks (here understood as potentially hostile access mostly from WAN) shall be 
detected as far as possible. The impact of Denial-of-Service attacks shall be mini-
mized. Malicious communication, data or executable code shall be detected. Nega-
tive effects shall be mitigated or avoided as appropriate. The possibility and prob-
ability of attacks (mostly from WAN) shall be reduced by means that reduce the 
attack surface of the data center periphery and its elements. Specific information 
about the data center internals such as internal addresses and the like shall be hid-
den or protected from the WAN so that this information cannot be retrieved from 
this side. 
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 The ICT Security Standard – Gateway and Central Services (GCS) describes all 
ICT equipment that is centrally provided for specific communication such as e-
mail and user authentication. That includes e-mail security and archiving, other 
communication services, file sharing as well as directory services, LDAP, other 
authentication servers, web SSO and identity federation services, application level 
gateways including proxies and reverse proxies and web application firewalls 
(WAF). 

The “transport-oriented” issues are addressed by the Corporate Provider Access. 
Gateway and Central Services focuses on “application-oriented” issues as de-
scribed in full above. Secure communication and usage of ICT services requires the 
prior authentication of users or of the user’s side. Hence, these services are provid-
ed to calling parties that allow the validation of credentials and the authentication 
of users or user side gateways, respectively. Their use is restricted to authorized 
ICT systems which are located in the “central service area” (Corporate Provider 
Access). Similar services may also be provided for other authorized ICT entities 
(such as applications and possibly computer systems) located in the data center. 
The functionality for (server-based) single sign-on enhances ease of use and possi-
bly also security since it makes it easier for users to handle passwords. 

ICT services or applications such as e-mail, web services and others shall be pro-
tected from being tampered with using malicious code, malicious communication 
requests and the like. Hence, specific services are provided that filter and clean 
data streams transferred through the “central service area” (Corporate Provider 
Access) and that remove or repair, or at least signal suspicious, dangerous or illicit 
requests and communication. Additional services may also remove unsolicited, 
undesired or disruptive messages (in the case of e-mail known as spam) from the 
data stream being forwarded and, in this way, also help to maintain the availability 
of the ICT services. 

The confidentiality, integrity and authenticity of e-mails shall be maintained in the 
case of critical business communication. Hence, specific services can be provided 
that feature encryption functions or apply and validate digital signatures on behalf 
of the sender or recipient. 

Sensitive information about network or application internals shall be hidden from 
the WAN whenever possible. Complex application functionality shall be reduced 
in order to reduce the possible occurrence and exploitation of vulnerabilities. Ap-
plications located in the data center can be isolated from direct access from the 
WAN in order to make attacks harder. Loads shall be shared in order to avoid 
peak loads that affect performance and availability. Clients that utilize applications 
in the data center from the WAN can reduce the associated risks by using a known 
gateway system (as proxy). 
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12.4 IT Service Production 
Introduction and summary: This cluster comprises nine areas. ICT services are 
produced in data centers of the ICT Service Provider but accessed remotely. A 
connection is required to the Data Center Networks within the data centers, which 
also connect physical computer systems, these computer systems to storage and 
administrators to both computers and storage systems. Computer Systems Securi-
ty comprises at least the computer hardware and operating systems. In dynamic 
computing environments, hypervisors and such virtualization means are part of 
the computer systems. Database and Storage Security is considered as an extra dis-
cipline. Operations Support Security pertains to all security aspects of supporting 
technology such as servers and utilities needed for data center operations. Virtu-
al Machine and Software Image Management addresses the security issues relating 
to the engineering (creation and configuration) of software images, their han-
dling and deployment to machines as well as moving them and other manage-
ment activities including the management systems required for this. The access 
of operations personnel (administrators) to those and other critical systems or 
systems functions needs to be controlled with care. The related security issues 
are summarized in Provider Identity Management. Management of the ICT is per-
formed from operations centers remotely. Administration Network Security de-
fines security requirements for such administrative access. Data Center Security 
comprises all aspects of physical and environmental security relating to the data 
center as a whole. Software applications are located on the top of the IT stack. 
Application and Application Management Security describes this subject. – This sec-
tion is split into two types of descriptions. First, the general environment, the 
scope and major activities are described in each area of the whole cluster. Thus, 
the context in the ICT service production and delivery is portrayed in order to 
highlight the security problems, issues or concerns which need to be addressed 
(Sect. 12.4.1 through 12.4.3). Secondly, information about major security 
measures is given. They are not specified in full but these sections can be used 
when designing security measures that protect the area (Sect. 12.4.4 through 
12.4.6). 

Fig. 110 shows the location of the “IT Service Production” cluster within the 
ESARIS Security Taxonomy. The nine ICT Security Standards are highlighted. This 
section is organized as follows: 
 The lower IT stack: 

 Sect. 12.4.1 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.4.4 contains information about major security measures. 
 IT management and data center premises: 

 Sect. 12.4.2 describes the general environment, the scope and major activi-
ties. 
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 Sect. 12.4.5 contains information about major security measures. 
 Applications: 

 Sect. 12.4.3 describes the general environment, the scope and major activi-
ties. 

 Sect. 12.4.6 contains information about major security measures. 

Fig. 110: Landing cluster of “IT Service Production” 

12.4.1 The lower IT stack 
The “lower IT stack” roughly consists of all elements below the application: 
 networks (cabling, switches, routers), 
 computer systems (hardware with operating system and possibly a virtualiza-

tion layer), and 
 central storage in the case of industrialized computing. 

Application software (with middleware) is considered in Sect. 12.4.3. 

User organizations access their ICT services, including applications, from outside 
the data center, which requires appropriate protection using additional systems. 
This communication between the users and the data center is conducted over Wide 
Area Networks (WAN) such as the Internet. This communication must find the 
way from the WAN to the ICT systems actually providing the ICT services re-
quired by the user organization. The crossover from the WAN to the data center’s 
internals is managed by the so-called Corporate Provider Access area (see CPA in 
Fig. 111). Then communication is distributed to the ICT systems by the Data Center 
Networks (denoted by DCN in Fig. 111). 
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Fig. 111: Data Center Networks (DCN) and data center accesses 

Administration of ICT systems and components is conducted remotely. A specific 
Administration Network is used for this communication (denoted by ANS in 
Fig. 111). Potentially, operations personnel (administrators) must be able to access 
all ICT systems and components which require management. The communication 
to the data center’s internals is managed by the Administration Network. Then 
communication is distributed to the ICT systems by the Data Center Networks 
(DCN in Fig. 111). Furthermore, data might be exchanged between data centers of 
the ICT Service Provider to allow disaster recovery or to enhance performance or 
resource utilization. Despite being located outside the data center, these networks 
are also considered to be Data Center Networks. 

The Data Center Networks serve different purposes, they: 
 allow users to communicate with Computer Systems (applications), 
 connect Computer Systems with other Computer Systems to support distribut-

ed applications, 
 connect Computer Systems with central storage systems for persistent storage, 
 allow administrators to access Computer Systems and storage systems. 

Sharing a computing infrastructure and storage requires that every user must po-
tentially have the ability to connect to every system. Consequently, all ICT systems 
must be interconnected. This is the function of the Data Center Networks (DCN in 
Fig. 111). The networking within the data centers (and between those of the ICT 
Service Provider) is a critical issue. If it is not properly protected, 
 the communication of authorized users may interfere with that of other author-

ized users, 
 the communication of authorized users may be subject to eavesdropping or 

manipulation, 
 the communication of different groups or for different purposes (e.g. adminis-

trators versus users; outbound customer communication versus entirely inter-
nal traffic) may interfere and violate the segregation of duties and other rules, 

 unauthorized users may gain access to the ICT systems or services, or 
 ICT systems or services may be subject to manipulation or any other hostile 

activity. 
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These are examples of possible security issues that are to be addressed through the 
adequate design and protection of the Data Center Networks. 

Computer systems are highly standardized and installed in rack cabinets. These 
racks are usually placed in long rows forming aisles between them. The Computer 
Systems do not usually have any keyboard or display attached to it. All communi-
cation is carried out through networks. Computer systems form the central part in 
the IT stack consisting of all elements from the computer hardware up, but except 
for applications and middleware and centralized storage. Computer systems pro-
vide the solid ground for implementing ICT services and running applications. 

In traditional computer systems, monolithic or distributed applications are in-
stalled on one specific physical computer system. (Refer to Case A in Fig. 112; 
Computer Systems as defined here comprise the elements below the green arrow.) 
This computing model is characterized by the fact that application software is lo-
cated on one physical machine during operations. Mobile code as used in web 
applications is also covered by this model. In this model, a computer system and 
its application is assigned to a customer. Compensation is provided for this whole 
IT stack, its data center environment and all the (ICT) services being provided in 
addition. 

 
Fig. 112: Traditional computer system (A) and system with virtualization (B) 

In dynamic computing environments, operating systems and applications are not 
installed in the traditional way. These environments use different virtualization 
technologies to separate hardware, operating systems and applications. This is 
done to generate economies of scale that result from sharing resources between 
user organizations. In order to distribute the costs of acquisition (and operations) 
over user organizations, the latter have to share hardware and software. In this 
dynamic computing model, computer systems consist of hardware, operating sys-
tems and virtualization layers (refer to Case B in Fig. 112). The hardware and vir-
tualization layer (hypervisor) form one part; and the hypervisor software is in-
stalled in the traditional way and remains on the physical machine. The other 
software (combined in a so-called Virtual Machine, VM) can move. The software is 
prepared as an executable image (memory copy). For execution, it is copied onto 
one physical machine, the environment is configured and the hypervisor is in-
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structed to start the software. Details regarding the management of Virtual Ma-
chines are provided in the next Sect. 12.4.2. 

A dynamic computing environment with virtualization allows sharing of resources 
and their dynamic allocation to Virtual Machines (VM). This is shown in Fig. 113, 
where the hypervisor or Virtual Machine Monitor (VMM) allocates CPU time and 
memory resources which are shared by several VM. If a VM requires more re-
sources but resources run out on the physical machine (No. 1), the VM must be 
moved to another physical machine (No. 2 in Fig. 113). The management of Virtual 
Machines (VM) uses the hypervisor. 

 
Fig. 113: Dynamic resource allocation 

Computer Systems need to be installed, configured, maintained, and operated in a 
secure way. Appropriate security functions need to be added. Computer Systems 
are highly critical; if not properly protected, the following may occur:  
 Intruders or malicious software (viruses, malware and the like) may gain ac-

cess to these ICT components and the software and data being processed. 
 These and other scenarios may lead to a manipulation of data and software. 
 Data being processed, stored, or transmitted may be disclosed to unauthorized 

users. 
 Customer applications and data communication may interfere with those of 

other ICT services or customers. 
 Modifications may be made that facilitate or even enable subsequent attacks 

that violate a security policy. They may be made in a way that is neither repro-
ducible nor traceable so that adherence to rules and compliance with require-
ments cannot be proven. 

 Computing performance and Service Level Agreements cannot be met. 
This list provides examples for possible security issues that are to be addressed by 
appropriate security measures. 

Computer Systems and their operating systems usually do not use local hard disks 
for persistent storage but use centralized storage solutions. This storage can be 
constructed differently. Two major types are Network Attached Storage (NAS) and 
Storage Area Networks (SAN). 
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Fig. 114: Network Attached Storage (A) and Storage Area Network (B) 

Network Attached Storage (NAS) is a concept whereby Computer Systems mount 
a remote storage volume and thereby get access to files. Refer to Case A in Fig. 114. 
The file system is exported from the storage system. So-called virtual filers are 
used to support sharing of physical storage in a multi-tenant environment. This 
virtualization and the associated segmentation of storage are essential in terms of 
security. In this way, each customer computer system uses its own file system. 
Mechanisms of the computer system’s operating system can be used for authenti-
cation on the remote storage system. Different customers or ICT services use their 
own Virtual Local Area Network (VLAN) to access storage. This separation is used 
to map customers or ICT services to virtualized file systems in the storage. The 
secure administration of the components is critical to ensure security. 

A Storage Area Network (SAN) connects the storage devices over a network (often 
Fibre Channel) which is separated from the Virtual Local Area Network (VLAN) 
connecting the computer systems. Refer to Case B in Fig. 114. The Computer Sys-
tem connects to a specific remote storage volume (e.g. via SCSI on top of IP). 
Hence, the file security is established by the operating system and file system of the 
computer system. The storage itself, however, is separated into different zones 
(subnets) and logical units (LUN). A unique identifier (World Wide Name, WWN) 
is assigned to the Computer Systems accessing storage. In this way, it is decided 
which storage volume can be accessed by which Computer System. The secure 
administration of the components is critical to ensure security. 

Data bases are used to store structured data. They comprise the Data Base Man-
agement System (DBMS) and the actual data storage. Data bases are used for stor-
ing data, even though the DBMS runs on the individual Computer Systems (refer 
to Fig. 114). 

A close technical and organizational integration within network services, operating 
systems, automation and provisioning results in a huge challenge in terms of cus-
tomer separation, while sharing as many resources as possible between customers. 
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The importance of being fundamental to other services makes central data services 
especially critical in terms of availability. Data bases and storage systems are a 
highly attractive target for attackers because critical business information is usually 
centrally stored and represents a valuable asset. Due to scalability and cost reduc-
tion, data services like storage are usually operated in shared mode with other 
customers. This actually increases the risk, as the target becomes more valuable for 
attackers. 

The handling of disasters is also of major importance. A possible data center disas-
ter requires proper recovery planning in terms of data base and storage design, as 
well as operational steps. Depending on customer requirements for availability, 
data services usually have to run without interruption in order to avoid business 
impact on customers. Because of these security concerns, several security measures 
are in place for data bases and storage to prevent against attacks. Other security 
measures are implemented to reduce the impact of possible failure. 

There are systems for Operations Support aside from Computer Systems, data 
bases and storage. An ICT Service Provider delivers different ICT services to a 
variety of customers often on a global basis. Economies of scale and other such 
benefits are the main motivation for user organizations to use third-party ICT ser-
vices. Consequently, ICT services must be produced in an industrial way with a 
one-to-many business model. This means that ICT equipment and tasks are cen-
tralized whenever possible, and that processes and procedures are standardized 
and applied in the same way if possible. 

In particular, the management of the ICT systems and components is conducted in 
this way. Specific ICT systems and components are used as a means to manage the 
ICT systems and components used to provide ICT services to customers. These 
specific systems are called systems for Operations Support here. They are also lo-
cated in the data center. They are needed for IT production, to make updates, to 
manage resources or to adapt configurations. ICT systems must also be monitored 
in order to be able to verify the status of the overall security, to discover possible 
violations of security policies and to generate security reports for different purpos-
es. These tasks also require central Operations Support. 

It is easy to see that the ICT service delivery and its security strongly depend on 
the availability, functionality and successful operation of many supporting ICT 
systems and components. The centralization of Operations Support can also be 
seen as a bottleneck, but the performance requirements are often not very high; 
availability is critical if the Operation Support is being used. Notwithstanding, 
failure of such systems may have critical consequences including the following: 
 ICT services may not be available or feature a lack of performance since re-

sources are not correctly assigned or exhausted before this is observed. 
 Resources are not optimally allocated, which may cause additional costs or 

result in latencies, downtimes and the like. 
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 Disruptions, failures and also security breaches may not be discovered, or not 
discovered in time, so that remediation activities are not started or are post-
poned. 

 There is no ability to analyze the current operations status including the ful-
fillment of Service Level Agreements. 

 In the case of failure of ICT supporting systems that maintain asset inventories, 
configuration data or workflow information, the corresponding processes may 
fail, be inefficient or lead to incorrect results. 

The concrete possible security issues and their impact depend on the purpose of 
the element and its cross-linking and integration into the whole ICT infrastructure. 

12.4.2 IT management and data center premises 
The increasing customer requirements for scalable ICT services, which can handle 
different workloads as needed, are met by using dynamic computing environ-
ments. These environments use different virtualization technologies to separate 
hardware, operating systems and applications. In dynamic computing environ-
ments, operating systems and applications are not installed in the traditional way. 
Instead, an executable image (memory copy) is produced, adapted and then ar-
chived. For execution, it is retrieved from the archive and copied onto one physical 
machine. Computing and networking resources are configured, software variables 
are set and the hypervisor is instructed to start the software. 

While the software is running, resources such as computing cycles or main 
memory are dynamically associated to a running software image as required since 
different software (Virtual Machines) can simultaneously run on one physical ma-
chine. If a Virtual Machine requires more resources than available, it can be moved 
to another physical machine with the available resources. From a technical per-
spective, the virtualized environment and the ICT infrastructure that is used for 
managing the virtualized environment include the following ICT objects: 
 Virtual Machines, 
 Virtualization layer (here implemented by a Virtual Machine Monitor also 

known as hypervisor), 
 Virtual Service Console (administrative interface of the hypervisor), 
 Management Server and supporting ICT systems (e.g. for automation), and 
 Virtual Networking Layer. 

The Virtual Machines and the virtualization layer are part of the Computer Sys-
tems (Sect. 12.4.1). This section considers the elements used to provide and control 
the Virtual Machines (VM) as shown in Fig. 115. The elements considered are those 
above the “Systems” in the figure as well as the activities shown in blue. 
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Fig. 115: Virtual Machine and Software Image Management 

Management or operation of a dynamic computing environment includes 
 management of software images (for operating systems as well as applications; 

engineering and administration of repositories), 
 central control of Virtual Machines at run-time (start, stop, move, allocate re-

sources etc.), 
 monitoring and logging of the virtualization layer, 
 authorization and authentication issues with regard to the separation of duties 

plus the processes and tools that are used. The required security measures cover 
the virtualized environment itself (lower IT stack, Sect. 12.4.1) and the ICT infra-
structure that is used for managing the virtualized environment (upper elements in 
Fig. 115). 

There are some advantages with respect to quality which has also an effect on se-
curity. Examples are 
 consolidation and standardization of the hardware and software landscape, 
 shorter restore times, 
 central administration and monitoring, 
 easier implementation of redundancy and fall back mechanisms, 
 central patch management possible (though actual execution may not be easy). 

However, adding a new technical layer (e.g. Virtual Machine Manager) and intro-
ducing a new administrative layer (management of the virtualization infrastruc-
ture) changes the environment and associated risks compared to the “traditional” 
computing concepts. Specific disciplines become more complicated or have to 
change when virtualization technology is used. Examples are as follows: 
 The dynamic character (e.g. ease of deployment of new servers) is a main bene-

fit but makes Configuration and Change Management far more critical. 
 The possibility to move virtual machines between different servers respective-

ly locations is associated with the risk of failure to comply with regulations 
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(e.g. data privacy legislation), which could for example restrict the processing 
of data to specific countries. 

Applications, Computer Systems, networks and storage are usually managed by 
different teams which ensure the segregation of duties. The consolidation of the 
server and network infrastructure in the virtualization infrastructure (virtual serv-
er and virtual switches) requires the preservation and maintenance of the separa-
tion of duties and must ensure that all concepts form an integral secure whole. 

A particular type of access which requires specific attention is that which allows 
the performance of administrative tasks. The latter are diverse and cover the provi-
sioning of devices, configuration of networks and storage, operations management 
including dynamic resource allocation, as well as central management activities 
such as service management, operations control and monitoring, including log and 
event management. Hence, a precise assignment of responsibilities and tasks as 
well as an Identity and Access Management system is essential to ensure that secu-
rity requirements are met. Note that this crucial part consists of managing the pro-
vider’s personnel, the organization of business and processes relating to IT produc-
tion and the management of IT accounts with all the data required. Fig. 116 shows 
some of the principles of Identity and Access Management (IAM) on the one hand 
and business and process organization on the other. The management of privileged 
user access goes far beyond having an Identity and Access Management system. 
Moreover, it comprises many activities relating to Human Resources, is influenced 
by and integrated into the internal organization of the whole corporation and IT 
production in particular, and it covers cooperation aspects organized in a variety 
of business processes of the ICT Service Provider. 

 
Fig. 116: Privileged user access 
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The provisioning of entitlements as well as measures for controlling their use are 
essential for secure operation and achieving customer confidence. The manage-
ment of entitlements and access starts selecting the right people and their training, 
covers the provisioning with passwords or tokens and the assignment of duties 
and rights, and finally requires the maintenance of all means. Two infrastructures 
are required, 
 one for the management of digital identities including roles and rights and 
 one for the processing of administrative accesses in the ICT service provision-

ing infrastructure. 
The first infrastructure (Identity Management) is denoted by the blue boxes in 
Fig. 116; the second one (called “Administration Network”) by the yellow ele-
ments. The “management center” indicates that there is a specific system for man-
aging Virtual Machines in dynamic computing environments. 

From a technical perspective, network equipment such as firewalls and switches is 
core to an Administration Network, including an administration firewall or securi-
ty gateway at the edge of this network. Jump and management servers72 are need-
ed for tasks relating to the management of ICT systems. Network and firewall 
management servers as well as log servers are necessary for the management of the 
administration network. This reminds us that there are two levels of administra-
tion. Firstly, there is operations personnel (administrators) who administer the ICT 
systems and components that are used to produce and deliver the ICT services for 
customers of the ICT Service Provider. They have more privileges than standard 
users. Secondly, there are operations personnel (administrators) who administer 
the administrators (identity management) and the administration network and its 
components (administration network management). They have more privileges 
than standard administrators. 

Here are some examples of risks or threats that underline the need for proper pro-
tection. Major security risks or problems include: 
 compromised privacy or integrity of customer information when accessed by 

non-authorized individuals from the administration network, 
 ICT service outage after a deliberate attack or manipulation from the admin-

istration network, 
 non-authorized access between systems operated for different customers of the 

ICT Service Provider, 
 manipulation of log data, thus concealing attacks in general or more specifical-

ly misuse of administration rights, 
 litigation issues in case of security breaches or failures, and 
 loss of operation stability and business continuity. 

                                                           
72 A Jump Server is a computer system typically used to administer computer systems. 

Administrational access can only be gained through the Jump Server. The latter provide 
a well-defined set of functions only. 
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The relevance of each risk may differ between the individual customer contexts. 

Data centers are the heart of any ICT service production and ICT service delivery 
in general. Almost all ICT systems and components, except for external network-
ing, for example, are located in data centers. Applications which support business 
processes are hosted in data centers. They store critical data in storage systems 
which are also located in the data center. The applications are accessed from out-
side the data center which requires appropriate protection using additional sys-
tems which in turn are located there. Ultimately, all the supporting systems which 
are necessary for IT production, to make updates, to manage resources or to adapt 
configurations are located in the data center. 

All technical equipment in the data center (computers, storage etc.) has a very high 
economic value. The costs of acquisition and replacement are huge. Consequently, 
the equipment must be protected from theft and from any damage that may arise 
from fire, ingress of water and other natural disasters. However, the equipment 
also plays an essential role in supporting the business processes of the user organi-
zations. Availability is therefore very important. If equipment is removed or dam-
aged, a user organization is partly, temporarily or even irrecoverably taken out of 
business. Finally, data located in data centers may have its own economic value as 
intellectual property or competitive information. Hence, data must be kept confi-
dential and protected from physical theft and manipulation. It would not help to 
have appropriate ICT security measures in place in order to control logical access 
to and telecommunications with the ICT systems, but allowing physical access and 
direct damage. 

Availability and confidentiality as well as security in general are the main aspects 
which customers demand. Their requirements pertain to the ICT service as a 
whole, but availability and physical protection of technical equipment is the basis 
for this. Major threats, which generate risks, are environmental influences (such as 
flood, earthquake, lightning etc.), man-made threats (e.g. assault, theft and vandal-
ism) and security of supply aspects (such as power failures and out of range tem-
perature). 

A schematic design of a data center is shown in Fig. 117. It shows that a major sec-
tion of the entire data center premises is taken up by power supply and other sup-
ply services, as well as by air conditioning and ventilation. This is a total of around 
two-thirds. Note that even these (non-ICT) areas are essential for ensuring contin-
uous and undisturbed operation. “Computer rooms” comprise the actual ICT sys-
tems and components that are used to produce the ICT services for the customers 
of the ICT Service Provider. Building security is required to control access to these 
areas. Interfaces such as delivery and loading areas also need to be controlled. 
There are several perimeters which require protection in order to guarantee ap-
propriate protection of this complex. 
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Fig. 117: Schematic diagram of data center premises 

Such real physical aspects show that securing ICT service delivery requires a com-
prehensive approach. 

12.4.3 Applications 
An ICT Service Provider provides ICT services using ICT systems which are locat-
ed in data centers owned and operated by the provider or at the customer’s prem-
ises. These ICT systems run applications. The applications may execute complex 
computations and store results for further processing and use. In this way, ICT 
services are provided that result in datasets, data for subsequent jobs (such as print 
jobs), or that are used by customers and other users from their remote location 
(head office, branch offices, mobile, Internet). Applications sit on top of Computer 
Systems (Sect. 12.4.1 describing the lower IT stack) and provide ICT services for 
customers in accordance with their business requirements. All other ICT systems 
and components can be seen as being a platform only. This includes the ICT sys-
tems and components for administration and maintenance (Sect. 12.4.2). 

Applications provide the interface users are working with and perform operations 
on data depending on user interactions according to predefined business rules. In 
this sense, an application can be regarded as “the real and sole entity that users are 
interested in and working with”. This results in a difficulty since it may not be 
straightforward to precisely define the external boundary of an application. Mod-
ern applications are also distributed over a number of Computer Systems, span 
end users’ workplaces and store their abstract logic in data bases located else-
where. Modern applications are not therefore a monolithic block. Notwithstanding 
such methodical difficulties, applications may be “located” in the context of an ICT 
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landscape. This is shown in Fig. 118. The application covers the central part (shad-
ed area) in the figure; the operations environment is grouped around it. 

 
Fig. 118: Application architecture and operations environment 

Applications are executed by Computer Systems (denoted by CSS in Fig. 118) and 
use centralized storage for persistent data (DSS in Fig. 118). Users use their work-
place computers to access and interact with the application. The Office Workplaces 
(OWS) and Mobile Workplaces (MWS) are shown on the left-hand side of Fig. 118. 
These devices are not considered to be part of the application. The registration of 
users and their provisioning with identifiers and credentials is likewise largely not 
part of the application itself. These tasks of User Identity Management (denoted by 
UIM in Fig. 118) and of token provisioning for Remote User Access (RUA in 
Fig. 118) are also considered to be a central work area which is independent from 
an individual application. The same is true for operations personnel (administra-
tors of the ICT Service Provider) that may access the application or a related func-
tionality. The management of identities for operations personnel (administrators) 
and related means and procedures are referred to as Provider Identity Manage-
ment.73 The Provider Identity Management (PIM in Fig. 118) and the necessary 
infrastructure for administrative access (with the Administration Network; denot-

                                                           
73 The identity management and all related means and procedures come in two variants. 

On the one hand, there are users (employees of the ICT Service Provider) who access ICT 
systems and components in order to perform administrative tasks, monitoring and the 
like. This is summarized as Provider Identity Management (PIM) which may also be 
read as privileged identity or user management. On the other hand, there are users (em-
ployees of the user organization or other people authorized to consume ICT services) 
who access ICT services. The issues of registration, identities, credentials, roles, rights, 
verification and attestation are summarized as User Identity Management (UIM). 
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ed by ANS in Fig. 118) are also not part of an application. Finally, if the application 
runs in a virtualized environment it will be managed accordingly (referred to as 
Virtual Machine and Software Image Management, VMM, in Fig. 118). Operations 
require facilities for logging, monitoring and maintenance. These are provided 
centrally and referred to as Operation Support (OSS in Fig. 118). 

Back to the application itself (shaded, central area in Fig. 118), it typically consists 
of different layers and elements as follows.74 Basically, an application  
 contains a Presentation Layer that defines the behavior and structure of the 

application and provides this according to the end-user frontend (workplace) 
that is used, 

 contains a Business Logic or Workflow component that defines, orders and 
coordinates single user interactions in order to build a well-defined business 
process, 

 provides functions realized in so-called Business Objects that manage business 
data based on business rules depending on users’ requests, 

 uses a Data Access component to access the underlying data store, 
 uses a Service Access component to access data provided by an external ser-

vice, and 
 contains a Service Layer that allows to communicate with external services. 

Connectivity and any networks are not shown in Fig. 118. 

Applications are very different with respect to scope, functionality and complexity. 
They range from the provisioning of a single function for a single user to support 
of a core business process within an industry community. Hence, security-related 
problems and threats also differ. General threats include75 
 spoofing identity, 
 tampering with data, 
 repudiation, 
 information disclosure, 
 denial of service, and 
 elevation of privileges. 

This may pose a risk for the business, since 
 actions may not be performed (application is not available), 
 operational sequences can be messed up (unauthorized people or people with 

the wrong entitlements participate), 
 operational sequences cannot be proven (missing or unsecure proof; people 

dispute action), 

                                                           
74 Microsoft Application Guide, Patterns and Practices; Microsoft, 2nd Edition, 2009 [43] 
75 A Guide to Building Secure Web Applications and Web Services 2.0; The Open Web 

Application Security Project (OWASP), Black Hat Edition July 27, 2005 [44] 
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 the user organization may suffer a financial loss or loss of competitive ad-
vantages or of reputation (intellectual property or other confidential data is 
disclosed). 

These are only the important examples. If applications fail, they may pose a risk for 
everything associated with using them. 

12.4.4 Securing the lower IT stack 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“lower IT stack” (described in Sect. 12.4.1). Note that security should also have a 
business case; the design, implementation and maintenance of security measures 
incur costs, but customers especially tend to look for lower prices. Thus, security 
needs to be carefully designed. 

The lower IT stack consists of Data Center Networks, Computer Systems, Data 
base and Storage, and Operations Support. 

 The ICT Security Standard – Data Center Networks (DCN) describes all net-
works and network equipment within the data center that is used to connect Com-
puter Systems (to each other, to external users and to Storage) as well as to connect 
operations personnel (administrators) to Computer Systems, Storage and Opera-
tions Support equipment. Note that all that networks and network equipment is 
“inside the firewall”. Connectivity between different data centers of the ICT Ser-
vice Provider is included in addition. 

User organizations connect their entire network and individual users consume ICT 
services being provided from within the data center. This communication must be 
distributed within the data center. Ultimately, there is internal communication 
within the data center, for instance, when ICT systems store data in a central stor-
age area. All networking within the data center (and between data centers) must be 
protected against third-party access, hostile action and communication failure. 
Specific security issues are as follows. However, the subject is far too complex to be 
dealt with comprehensively here. 

Systems of different customers or different services may use the same physical 
data center network. In order to ensure confidentiality and integrity and prevent 
any other interference, different customers (or services) and their communication 
must be separated (using VLAN, VXLAN or a similar technology). Further separa-
tion into multiple segments (security zones) might be required. Operations per-
sonnel (administrators) shall be able to administrate customer and other ICT sys-
tems and therefore have the ability to access them. In order to maintain the afore-
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mentioned separation, the administration network is segmented (using the above 
mentioned technology) to distinguish access to different (customer) systems. Note 
that such access can originate from shared or dedicated networks and components. 
The Computer Systems need to be connected to the central storage. In order to 
maintain the separation when sharing the access to central storage, a storage net-
work is used and segmented (using the above mentioned technology) to distin-
guish access between different customers, systems and services. If applications 
require services to be provided to the Internet via a public interface, an additional 
network may be set up and protected e.g. using a DMZ. 

The Data Center Networks have a complex topology. Typically, they use OSI Lay-
er 2 76 to connect, forward and separate user communication and OSI Layer 3 to 
create subnets using Virtual Routing and Forwarding (VRF) or VLAN with 
Switched Virtual Interfaces (SVI), respectively. The abovementioned three or four 
networks (customer data, storage data, administration, and, possibly, the Internet) 
form different zones or domains in the network. Physical or virtual switches are 
used to separate them. 

Information about the network segmentation and ways to access this (notably IP 
addresses) are provided for the administration of the Corporate Provider Access 
area to allow user access and for the administration to allow operations personnel 
(administrators) to securely access ICT systems, including storage. Requests for 
changes in the Data Center Networks may come from those adjacent areas (Corpo-
rate Provider Access area and Administration Network). 

The correct and secure use of such a complex network infrastructure requires net-
work address and naming schemas, which includes Link layer, IP naming and 
routing, VLAN ID assignment and segmentation and the management of these 
elements. Networks and network segments that are located in the data center are 
protected from physical access to a far greater extent than those outside it. Hence, 
the latter are considered as not secure and all communication via external net-
works (such as traffic between twin core data centers) shall be adequately protect-
ed against eavesdropping and manipulation. 

 The ICT Security Standard – Computer Systems Security (CSS) describes all 
parts of the IT stack except user applications, centralized storage and middleware 
including runtime environments and data bases. Computer Systems comprise 
physical computer machines with operating systems and system virtualization 
software such as hypervisors. 

                                                           
76 OSI: Open Systems Interconnection model which consists of seven layers (physical, data 

link, network, transport, session, presentation, application) 
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Major security issues include the following: Changes to configurations and settings 
which have a potential effect on multiple users or comprehensive services or entire 
subsystems, must be subject to authorization. In other words, access to all adminis-
trative functions of operating systems, hypervisors etc. requires authorization. 
Users who are not intended to perform administrative tasks must not have admin-
istrative privileges. Computer Systems communicate with other ICT systems, 
which they do not control. As a result, they may control inbound and outbound 
traffic and decide which protocols and services can be used and by which applica-
tions. In order to prevent any interference, customer data communication, com-
munication with storage and access for administration should be separated using 
separate network interfaces. Computer systems that do require direct access to the 
Internet may have an additional and separate interface for that purpose. 

Different applications that simultaneously run on one computer system (typically 
Virtual Machines, VM, each comprising one or more applications and an operating 
system) are separated securely, which allows the sharing of resources without any 
unwanted or illegal flow of information or any other illegal interference between 
them. Access to and communication with any virtualization software (hypervisor 
or Virtual Machine Monitor) shall be strictly controlled and only accessible by au-
thorized operations personnel (administrators). Virtual Machines that are no long-
er needed on a physical machine shall immediately be deleted from the computer 
system and resources such as the main memory shall be cleaned from residual data 
before being assigned to another Virtual Machine. 

The integrity of Computer Systems shall be maintained by using anti-virus and 
malware scanners which must regularly be provided with appropriate update 
information. Incorrect configurations and tampering with the configuration and 
other settings of operating systems and virtualization software is detected so that 
corrective measures can be initiated. 

 The ICT Security Standard – Database and Storage Security (DSS) describes all 
centralized storage equipment and software (that is accessed by Computer Systems 
via Data Center Networks) plus Data Base Management Systems, even if they run 
on the individual Computer Systems. It also contains all means for backup and 
disaster recovery. 

Although storage and data base security is far too complex to be covered in this 
section as well, some important security concerns are as follows: Mounting, dis-
mounting and other installation, moving or removal of media, as well as physical 
and logical partitioning of storage, must be controlled and executed with authori-
zation only. Administrative access shall be separated from other information ex-
change. 

Data in storage systems can be business-critical and shall be maintained or recov-
ered even if the data center operation has been disrupted, for instance, by fire. This 
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may be achieved by using redundant storage systems which are located in differ-
ent fire zones or even data centers. Data recovery requires the existence of a back-
up that is stored safely and ready for recovery. Data in storage systems shall only 
made available to the authorized user, customer, application or service. Other enti-
ties shall not be able to access or influence this data. Hence, storage is securely 
separated using means such as access control, including tagging of data for storage 
and physical and logical segmentation of the storage system. Storage arrays shall 
support the encryption of storage media. Encryption keys are securely stored e.g. 
in a Trusted Platform Module (TPM). 

Changes to configurations and settings of data bases require authorization. In oth-
er words, access to all administrative functions requires authorization. Entities and 
users accessing data bases that are not intended to perform administrative tasks on 
the data bases must not have administrative privileges. 

Attacks (i.e. potentially hostile access) shall be detected whenever possible. Mali-
cious communication, data or executable code shall be detected. Negative effects 
shall be mitigated or avoided as appropriate. Activity in the data base and compli-
ance with configuration might be monitored or checked regularly to provide evi-
dence and enable corrective actions where appropriate. The integrity of software 
components and of major settings and the actuality of software should be main-
tained by using appropriate means such as scanners. Data bases are accessed from 
other systems which cannot be controlled by the data bases. As a result, data bases 
may control communication and decide which functions and services can be used 
and what entities are authorized to do so. 

 The ICT Security Standard – Operations Support Security (OSS) describes the 
security of all supporting technology such as servers and utilities that are used by 
operations personnel (administrators) for basic data center operations. That in-
cludes software for systems management, ICT asset and life-cycle management, IT 
service management as well as for service availability and performance manage-
ment. 

Major security-related issues can be found below. Configuration Management is 
essential. The corresponding process is described in Sect. 12.2.3. However, the sys-
tems being used must also meet security requirements. The availability of ICT sys-
tems and components, services or features is often an essential requirement for 
security too. Therefore, required ICT equipment shall be made available (procured, 
installed and integrated) and can, in principle, be used. An inventory is required to 
be able to control that process and to maintain the integrity and the configuration 
of ICT equipment. The configuration of ICT systems and components is critical 
with respect to security. It shall be ensured that a configuration can be created, 
changed or deleted only by operations personnel (administrators) authorized to do 
so. Secret configuration data such as cryptographic keys must be kept confidential. 
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Configuration must be documented and all configuration data and information 
made available and stored centrally (outside the ICT systems and components 
concerned). 

Capacity management ensures that resources (such as ICT equipment, ICT ser-
vices) are usable and provided optimally so that demands can be met. This re-
quires appropriate controls as well as the ability to track availability and the utili-
zation rate, analyze historic data and make evaluations for future planning. Per-
formance management aims to optimize the efficiency and quality of an ICT ser-
vice through the management of resources. As a result, latencies, downtimes and 
the like are low and accessibility of ICT services is high. This is achieved with ap-
propriate controls for resource management. 

Monitoring capabilities are the basis for operations, capacity management, perfor-
mance management and any troubleshooting. Disruptions and failures shall be 
analyzed so that corrections can be made. Fulfillment of Service Level Agreements 
must be monitored and appropriate information must be gathered and maintained 
in order to measure the level of achievement and improvement with appropriate 
key performance indicators. Notification, data analysis, decision-taking, remedia-
tion and review are key steps in many areas. Processes are designed and standard-
ized and roles and responsibilities are assigned in order to ensure accuracy and 
quality as described elsewhere. Moreover, automation is important. This requires 
the provisioning of appropriate ICT supporting systems and tools, the function of 
which needs to be maintained. 

Note that many of these objectives primarily aim at ensuring quality of ICT service 
delivery. However, operational security management and related activities are 
closely linked to these issues, whereas others solely depend on the appropriate 
provisioning of Operations Support. Operations Support also provides the ICT 
systems necessary for effective service management and incident handling. Here-
by, different tools are not only provided but must be orchestrated and connected in 
order to allow an overall management. Operations Support also provides the tech-
nology for provisioning, e.g. of Virtual Machines as well as diverse software repos-
itories including those to apply updates and security patches. 

12.4.5 Securing IT management and data center premises 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“IT management and data center premises” (described in Sect. 12.4.2). Note that 
security should also have a business case; the design, implementation and mainte-
nance of security measures incur costs, but customers especially tend to look for 
lower prices. Thus, security needs to be carefully designed. 
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 The ICT Security Standard – Virtual Machine and Software Image Management 
(VMM) describes all procedures, tool sets and utilities that are used by operations 
personnel (administrators) to deploy, start, stop, move and otherwise manage Vir-
tual Machines that run on Computer Systems. This also includes all procedures, 
tool sets and utilities that are used to generate and configure software images (en-
gineering of images) and for archiving as well as the inventory of these images. 
Software images comprise those for operating systems and applications. 

The following enables the ICT Service Provider to deploy and manage virtual envi-
ronments efficiently and securely. It aims at achieving an appropriate security level 
for the customer consuming dynamic computing services from the ICT Service 
Provider. Only a few issues can be mentioned here. 

The integrity and correct configuration of software images is not only essential for 
correct operation of the software. Moreover, this shall ensure that different security 
policies are observed, namely those of the customer, of the application and of the 
service provider as well as any regulation specific to the corresponding ICT service 
delivery infrastructure. Hence, the engineering process (creation, production of 
images) shall correctly identify and assign images in all management activities, 
prevent unauthorized changes and manipulations and maintain relations between 
files, descriptive information, scripts, configurations and the like. Image engineer-
ing considers the necessity of patching and related management activities. 

The integrity and correct configuration of computing and networking resources is 
not only essential for correct operation of ICT services. Moreover, this shall ensure 
that different security policies are observed, namely those of the customer, of the 
application and of the service provider as well as any regulation specific to the 
corresponding ICT service delivery infrastructure. Hence, resource configuration 
shall be as designed and unauthorized changes and manipulation prevented. Con-
figuration includes network interfaces and addresses, memory and other resources 
being allocated, parameters and variables of operating systems, middleware and 
applications and other setting as required. 

Similar due care is required in the provisioning or distribution of images onto 
physical machines, when starting or stopping them, or when moving them from 
one physical machine to another. The ability of the ICT Service Provider to fulfill 
contractual duties and Service Level Agreements heavily depends on the assurance 
that the requested computing resources for a Virtual Machine are available if need-
ed. Hence, security measures should be implemented that prevent resources from 
being exhausted through other Virtual Machines on the same physical host. A de-
cision may be taken to run Virtual Machines that feature different levels of criticali-
ty or accessibility on physically separate systems or on different platforms. Exam-
ples are business-critical back-end systems versus less critical supporting ones or 
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business-critical back-end systems versus systems that can directly be accessed 
from the WAN. 

 The ICT Security Standard – Provider Identity Management (PIM) describes all 
procedures and regulations, ICT systems and services that are used to create and 
manage the digital identities including rights and other attributes for operations 
personnel (administrators). 

In order to reduce the risks associated with the administration of or administrative 
access to ICT systems and components, a variety of security measures are put in 
place. They are designed to accomplish correctness, quality and reproducibility of 
the administration of or the administrative access to ICT systems and components. 
This standard describes the Identity Management part. The infrastructure being set 
up for secure administration (called Administration Network) is described later. 

The assignment of digital identities with roles, rights (entitlements) and other at-
tributes shall follow a controlled process with application, check-up, clearance, and 
provisioning. User registration and approval is one key element, which also de-
termines the quality of security which can be achieved. Reproducibility and ac-
countability are essential when controlling access of users to ICT resources. Hence, 
the management of digital identities with roles, rights (entitlements) and other 
attributes shall be conducted tool-based using solutions for workflow and admin-
istration and at least partly automated means for provisioning (of identities, rights 
etc. to target components). 

Credentials are chosen and may be changed according to the corresponding securi-
ty policies. This includes the strength of authentication methods. Usually two-
factor authentication is the minimum. The help desk and user self-services (if any) 
shall be designed not to undermine security. Roles and responsibilities shall be 
defined and documented in accordance with business and the ICT Service Provid-
er’s security policies. Entitlements shall be designed for business (on some abstract 
“role” level) and then assigned to individuals. Business tasks or roles shall be de-
scribed and approved before being implemented in access rights. 

Administrators shall be given appropriate guidance as well as education, training 
and the like in order to enable them to use the means being provided appropriately 
and to follow the rules and procedures and to adhere to policies. Consequences 
and disciplinary action in the case of violations should be known. Screening, au-
thorization and disciplinary action shall be integrated into all Human Resources 
management processes. This begins with checking before employment and hiring. 
Terms and conditions of employment shall consider security obligations, etc. Ter-
mination or change of employment shall also be taken into consideration since 
rights must be securely revoked and assets must be returned, for instance. 
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 The ICT Security Standard – Administration Network Security (ANS) describes 
all networks and other equipment that allow operations personnel (administrators) 
to connect to the data center and its components remotely and to perform man-
agement and maintenance tasks. That includes network security plus jump servers 
for SSH/RDP and centrally provided services such as authentication services. Note 
that the use of such equipment is confined to administrators only. 

This part describes the technical infrastructure used by administrators to access 
ICT systems that are located in the remote data center. There are several security 
aspects that need to be considered, including the following: Operations personnel 
(administrators) shall be allowed to connect securely to selected data center areas 
and their components in order to perform management and maintenance tasks. 
Non-authorized individuals shall not gain access to such systems and functions. 
Users of ICT services shall not be able to access the Administration Network 
though being connected to the data center. The integrity of customers’ systems and 
information shall be retained when accessed by individuals from the Administra-
tion Network. Continuity of service is retained by averting deliberate attacks or 
manipulations through the Administration Network, which could cause a system 
outage. 

Systems operated for different customers, for different security zones of a customer 
or for different services shall be separated so that they cannot interfere with or 
compromise one another. In particular, the authorization for one customer or cus-
tomer security zone may not automatically allow access to another. The ability of 
the ICT Service Provider to fulfill contractual duties may depend on the availabil-
ity and correct functioning of the IT management facilities including the Admin-
istration Network. Hence, critical systems and functions shall be available in a way 
that allows appropriate service delivery. Precautions to restore settings or compo-
nents might be needed. The ability of the provider to fulfill contractual duties may 
also require the confinement of the impact of possible security incidents. Hence, it 
may be necessary to take further precautions such as the separation of elements 
with different levels of trust or functionality and the like. Misuse, deliberate ma-
nipulation or other hostile activity shall be adequately logged so as to allow the 
supervision of status and corrections if required. Integrity of such evidence data 
shall be maintained. This also applies to configuration data. Litigation shall be 
avoided or supported, as appropriate. 

 The ICT Security Standard – Data Center Security (DCS) describes physical 
and environmental security aspects of a data center. It does not include ICT securi-
ty equipment except for that relating to entrance control, etc. 
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In order to reduce the risks associated with data center operations, a variety of 
physical security measures are put in place. They are designed to achieve the 
availability of technical equipment and data. Examples include the following: Theft 
of and damage and unauthorized interference to ICT systems and data located in 
the data center shall be prevented. Security barriers (such as walls, controlled entry 
gates and reception desks) and secure areas (with specific entrance and access con-
trol) are examples of security measures used to ensure this. Regarding entrance 
and access, all groups of individuals are considered, including guards and other 
onsite workers, maintenance and support personnel, guests or visitors from the 
ICT Service Provider and other companies, as well as possibly the rescue services 
and members of the government. Security checks of people or a code of conduct 
may also be applied. Physical barriers are not limited to entry. For instance, ade-
quate measures are taken to prevent the interception of and damage to internal 
cabling, e.g. by physical means. Supervision or surveillance might also be used on 
the premises and inside. 

Delivery and loading areas in particular shall be protected to prevent theft and the 
unauthorized installation of equipment. Import into and removal of items and 
equipment from the data center shall be controlled. Offices and desks and cabinets 
located there shall be adequately protected in order to prevent the theft of or dam-
age to material and data. This applies especially to the reception desk since this 
room or area may contain critical equipment such as access control cards and com-
puters with access to security systems. 

ICT systems shall be protected from power failures and other disruptions caused 
by failures in supporting utilities. Their operating environment shall be controlled 
in a way that allows undisturbed operation. In particular, uninterruptible power 
supply (UPS) shall be installed. The data center and its components shall be ade-
quately protected against damage caused by fire, ingress of water, earthquake, 
explosion, civil unrest and other forms of natural or man-made disaster. This starts 
with, but is not limited to, the appropriate choice of location for the data center. 
Fire zones, fire prevention and protection are mandatory. 

12.4.6 Securing applications 
Cautionary note: This section provides examples of essential security issues. It is 
not the subject of this book to specify technical, procedural and organizational 
security measures in detail. However, the following section specifies major aspects 
that can be considered when designing security measures that protect the cluster 
“applications” (described in Sect. 12.4.3). Note that security should also have a 
business case; the design, implementation and maintenance of security measures 
incur costs, but customers especially tend to look for lower prices. Thus, security 
needs to be carefully designed. 
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 The ICT Security Standard – Application and Application Management Security 
(AMS) deals with all software that produces the primary ICT services for user or-
ganizations. It does not include platforms and infrastructure services. Applications 
reside on top of Computer Systems. Middleware such as runtime environments 
(e.g. .NET) is also included, with the exception of Data Base Management Systems. 

Applications provide a tool to users that is accessed and used directly. Applica-
tions may potentially harm all activities supported by them. These activities differ 
greatly in scope and complexity. Applications may also be distributed, technically 
over several systems and furthermore with respect to users which may be situated 
in an organization with multiple branches. This opens the door to various threats. 
They must be considered and controlled as regards the customer’s specific needs. 
For this purpose, major security objectives are as follows: 

 Reflecting the customer’s needs, security objectives for the confidentiality, 
integrity, authenticity, accountability and quality of service (including availa-
bility) are to be defined. In so doing, compliance requirements shall be consid-
ered. 

 The security of applications depends on the environment in which they are 
used. Hence, security objectives shall be split into those for the application it-
self and those for its environment. The latter may include requirements for se-
cure networking with, e.g. encryption of transmitted data, filtering of data 
streams or limitations for using specific networks. 

 Changes to configurations and settings, which have a potential effect on multi-
ple users or on general functionality, that go beyond the intended usage must 
be subject to authorization. In other words, access to all administrative func-
tions requires authorization. That also applies to support and monitoring.  

 The confidentiality of each part of executable code is not ensured. Therefore, 
confidential data such as credentials (e.g. passwords) shall not be hard-coded. 
In order to minimize errors or failure (and to facilitate industrialized produc-
tion), all information and parameters about the computing environment 
should be externalized and set as variables which can easily be changed. Ap-
plications should support backup and recovery of their data with a defined 
runtime status, if any. Stopping the system should not lead to an unrecovera-
ble or unsecure state. 

 Web services are provided to the calling party or requester only. This may 
require prior authentication and should allow logoff. The web service may be 
totally stateless. Otherwise, different sessions of different users or of the same 
user shall be separated and transactions be correctly identified. 
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A more detailed structuring of security objectives or related security tasks can be 
found in Fig. 119. Fourteen aspects of application security have been identified.77 
They are assigned to groups and explained in the following. 

 
Fig. 119: Application security architecture 

Interface control 
Communication and messaging: The user accesses the application remotely. The 
exchange of information must be translated into an ordered sequence of messages, 
called protocol, and converted into a format that can be submitted over the com-
munication channel being used and understood by both parties on the ends of the 
channel. Data often needs to be transformed, wrapped and protected. The applica-
tion programmer cannot assume the world outside the application can be trusted. 
Hence, the communication between the user (or the user’s workplace, respectively) 
and the application, in particular, is to be protected. 

Session handling: There is not only one single user who accesses the application. 
Typically, a number of users (or even other entities) access the application simulta-
neously. Hence, the corresponding conversations have to be separated from each 
other so that they do not interfere and so that a user is not able to access or tamper 
with anyone else’s information. This must be ensured regardless of whether the 
access is realized as a stateful or stateless session. Session handling also ensures 

                                                           
77 The catalog of functional requirements of the Common Criteria provides useful infor-

mation on how to secure software. Refer to: ISO/IEC 15408 – Information technology — 
Security techniques — Evaluation criteria for IT security — Part 2: Security functional 
components; July 2008 [10] 

Communication and 
messaging

Session handling

Authentication 
services

Access control
services

Input and output 
validation

Role and 
entitlement model

Self-protection and 
encapsulation

Logging and audit 
functions

Data protection and 
cleansing

Availability and  
recovery

Management of 
functions and keys

Testing and 
robustness

messaging

Session handling

Authentication
services

Access control
services

validation

Role and
entitlement model

Self-protection and
encapsulation

Logging and audit 
functions

Data protection and 
cleansing

Availability and 
recovery

Management of 
functions and keys

Testing and
robustness

User guidance 
and training

Installation and 
operations concept



IT Service Production 293 

that a distributed application cannot be compromised by redirecting or otherwise 
manipulating the communication with external services. 

Input and output validation: The processing of unexpected data content or format 
may cause the application to act irregularly. Such data may be interpreted incor-
rectly, causing erratic behavior. The processing thereof may cause the application 
to crash or violate security policies. Or, unexpected input data may set the applica-
tion or parts of it to a state that is not secure. Hence, input data is to be validated in 
order to eliminate such cases. The data that is output by the application should also 
be validated in order to protect the user and its workplace and to prevent data that 
may not be provided from being disclosed. Input and output validation is some-
times realized in extra software modules since it cannot be assumed that the core 
software code of an application is perfect and error-free. 

Access control 
Authentication services: The access to and the use of an application is restricted to 
a group of authorized users and/or authorized IT entities such as services or other 
applications. This is to protect confidential data and to limit the use of the applica-
tion, but also to keep attackers away. The accessing parties (users or IT entities) 
must prove their claimed identity before being granted access. This is called au-
thentication. This is generally realized as a central service. Authentication must 
consider security policies such as password policies and support the authentication 
methods being used. The latter include knowledge of passwords, possession of 
tokens, biometrics or a combination thereof. The group of authorized users may 
not be homogenous, coming from a single registering organization. In this case, 
authentication has to support federation, which is a separate complex matter. 

Access control services: Users and/or authorized IT entities may have different 
tasks. Accountability or segregation of duties may be other requirements. Hence, 
users will be assigned to different roles and entitlements. The entitlements are used 
by the application to assign functionality and to control business and workflow 
processes within the application. Entitlements or rights may also be used to con-
sider confidentiality and integrity requirements for information. 

Role and entitlement model: Access can be controlled if users are assigned to roles 
and entitlements. Many applications allow the administration of such roles and 
rights and the dynamic assignment thereof. The assignment must follow prede-
fined rules. It is also subject to access control in order to prevent the elevation of 
privileges. But moreover, access control often affects the structure of the applica-
tion itself since functions must be separated into modules in order to allow strict 
enforcement of applicable policies. 

Application model and management 
Management of functions and keys: The application or parts of it are modified in 
their appearance and internal performance in order to meet different requirements 
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or to allow adaptation to different operational environments. Such administration 
manages the availability and behavior of functions and changes attributes or func-
tional parameters as required. This management is a specific functionality of an 
application which must meet specific requirements. – The protection of functions 
and data is often realized by using cryptographic algorithms, which may have 
internal parameters such as cryptographic keys. The management of such parame-
ters and keys is an extra discipline which requires specific care. 

Self-protection and encapsulation: First of all, software codes may be separated 
into parts that provide functions for users on the one hand and those that require 
distinguished privileges to be executed and used on the other hand. This principle 
reduces the attack surface and is a best practice since complex code may not be 
perfect. There are other coding principles that need to be observed. Development 
shall aim to ensure that knowledge of the internal design will provide as little help 
as possible to anyone wishing to compromise application security. For instance, 
secret parameters are not hard-coded since then they cannot be changed and the 
software will not provide sufficient protection. The application shall not provide 
functionality that is not required and shall not output information about internals 
unless required. This also reduces the attack surface. In some cases, it may not be 
sufficient to encapsulate code in separate modules. Instead, they are isolated in a 
hardware module such as a smart card or a security module with another form 
factor. These architectural features are also included under this subject. 

Logging and audit functions: An application records and stores information about 
security-related activities. This is often called security logging. Later inspection and 
analysis of such data provides information about activities that have taken place 
and who is responsible for it. This enables vulnerabilities to be identified and dealt 
with and allows countermeasures to be put in place. The application often pro-
vides a means for determining the purpose, content, format or amount of infor-
mation being logged. Applications may also analyze the information and generate 
alarms to selected users or privileged users. Such automated audit analysis looks 
for possible or real security violations. Rules for such analysis may also be man-
ageable by authorized users. In addition, an application may also provide dedicat-
ed auditing functions that allow reading, processing and analysis of audit data. 

Data protection and cleansing 
Data protection and cleansing: Functions and data of an application are subject to 
access control. Refer to above. The issues raised in this section go much deeper and 
can be seen as a basis for or reinforcement of access control. Thus, data protection 
can be reinforced if data is always kept encrypted or is encrypted before being 
transferred outside of the applications. Such issues are addressed in coordination 
with the security measures of communication and messaging. Another important 
point is cleansing. Resources such as memory are reused. In order to prevent an 
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illegal flow of information, resources are cleaned or reset before being reused. An-
other issue that falls into this category is the consideration of privacy regulations. 

Robustness and availability 
Testing and robustness: Any malfunction of an application’s function, especially of 
security functions, can significantly reduce the level of security or even result in a 
security failure. Testing is an effective measure to prevent, or at least detect, a func-
tion’s failure. An application can perform self-tests and integrity control of code 
and data, and provide means that supervise or test the internal performance. Using 
similar methods and good coding practices, the software is made robust against 
changes to the environment, single failures as well as unexpected resource alloca-
tion or exhausting resources. In the case of a malfunction, an application must not 
enter an undefined state. Power outages should be taken into consideration here. 
The application may prioritize its service provisioning in order to avoid problems. 
All internal error states in particular must explicitly be handled putting the appli-
cation back into a secure state without disclosing sensitive information to possible 
unauthorized users. Robustness may also be enhanced, for instance by setting data 
to read-only. 

Availability and recovery: Availability starts with the appropriate planning (and 
integration) of resources. This comprises internal resources such as main memory, 
as well as external ones such as persistent storage, computing power or communi-
cation bandwidth. Such resources and their utilization are monitored in order to 
prevent resources from being exhausted. The application may create copies or 
backups of data automatically at run-time, or provide the means for, or at least 
allow creation of, backups. The latter are only useful if the application allows re-
covery. System recovery may be supported as an automated process, which must 
not lead to an unsecure situation where the system can be attacked. Backup data 
may be transferred to another environment. This may require other measures such 
as separation of data and keys, additional access control etc. 

Usage and operations 
User guidance and training: Guidance documentation is considered as part of the 
application. Guidance shall exist for all types of users, including the authorized 
“normal” users and privileged users such as application administrators. Guidance 
is also given by the application at run-time by displaying help and advisory warn-
ing messages to users regarding the appropriate use of the application. Guidance 
documents describe all aspects for the secure handling of the application. Users 
may also include programmers if the application is built to interface with other 
services or applications. The guidance helps to understand security-critical issues, 
to identify critical states and to act appropriately. The documentation aims to re-
duce the risk of human and other error. It also aims to ensure the user’s support 
necessary to maintain the application’s security. 
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Installation and Operations Concept: Guidance shall also be provided for the in-
stallation (including hardening) and operations. This guidance is separated into 
target groups, which may include people who set up or reinstall the application, 
those who are responsible for operations and others which look after maintenance. 
The guidance describes all aspects for the secure handling of the application. The 
guidance helps to understand security-critical issues, to identify critical states and 
to act appropriately. The documentation aims to reduce the risk of human and 
other error. It also aims to ensure the user’s support necessary to maintain the ap-
plication’s security. – The application software must be maintained in the opera-
tions phase. There are two ways of doing this. Routine adaptations are initiated 
and organized through a standard change process. If observations of operations 
personnel or users indicate that significant re-engineering is required, the systems 
development phase is re-initiated. 

Such issues are to be observed for an application which is developed, installed and 
operated. Note that life-cycle issues are not addressed here. A life-cycle is outlined 
in Fig. 120. 

 
Fig. 120: Application security in its life-cycle context 

Applications may not be developed from scratch, but utilize components that are 
purchased. Security aspects that relate to the security of such third-party compo-
nents and their acquisition are described in Sect. 12.2 (Systems Acquisition and 
Contracting, SAC in Fig. 120). The actual process of developing the application is 
critical for the security of the final result. These security aspects are addressed in 
the System Development Life-Cycle (SDL). Complex systems and applications are 
put in place as part of a Release Management process with Acceptance Testing 
(RMA). The actual installation is performed as part of this process but the technical 
realization includes hardening and provisioning. Maintenance activities follow the 
initial set-up for operations. Thus, Hardening, Provisioning and Maintenance 
(HPM) comprise life-cycle activities before and during operations. 
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12.5 Risk Management and Certification 
Introduction and summary: This cluster comprises two areas: Certification and 
3rd Party Assurance describes the general approach of the ICT Service Provider to 
certifications. It also describes how third-party assurance, gained through audits 
and assessments, is planned, conducted and integrated into the provider’s busi-
ness strategy and communication. The Risk Management standard describes the 
procedures for making decisions on the implementation of security measures. 
On the one hand, this section describes the general environment, the scope and 
major activities in each area. On the other hand, it provides information about 
major security measures. These are not specified in detail. 

Fig. 110 shows the location of the “Risk Management and Certification” cluster 
within the ESARIS Security Taxonomy. The two ICT Security Standards are highlight-
ed. 

 
Fig. 121: Landing cluster of “Risk Management and Certification” 

Certification and Third-Party Assurance 
User organizations require evidence that the ICT services they are consuming are 
as secure as expected or, more precisely, that the security risks are reduced to an 
acceptable level. The “measurement” of security requires the definition of some 
kind of security target, which in turn should be agreed upon between the user 
organization and the ICT Service Provider. Based on such an agreement, assurance 
is produced which is essential for the Risk Management of the user’s organization. 
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It is the main aim of the Enterprise Security Architecture for Reliable ICT Services 
(ESARIS) to produce assurance and to organize the process of exchanging infor-
mation between the ICT Service Provider and its customers. However, the ICT 
Service Provider must have a policy and related security measures in place that 
ensure the effective production and delivery of assurance (see Chapter 1). The ICT 
Service Provider must provide different information or support the provisioning of 
information so that the required assurance is established. Customers may addi-
tionally require that assessments and validations are performed by third parties 
since this provides a greater level of independence and acceptance. Assessments 
and validations by the ICT Service Provider are still helpful and required. They 
will not be replaced. The results of this may be inspected by the user organization. 
However, often user organizations insist on performing their own assessments and 
validations. More specifically, they like to perform audits. All these activities pro-
vide assurance. 

The ICT Service Provider should be interested in using the expertise and experi-
ence covered by industry and other standards. In turn, customers have more con-
fidence if the ICT Service Provider uses such practices. This also reduces the effort 
involved in validation, which may or may not utilize formal certification processes. 

If user organizations have no assurance, they will not consume any ICT services 
from third parties. If user organizations have a nonrealistic perception of the secu-
rity level of the provider’s ICT services, they may fail to meet their security objec-
tives. If assurance is established from scratch for each customer of the ICT Service 
Provider and each service, the cost for both the user organization and the ICT Ser-
vice Provider will be too high. Thus, the ICT Service Provider shall be prepared to 
support the above with the minimum security measures. 

 The ICT Security Standard – Certification and Third-Party Assurance (CTP) 
basically defines two principles that are put into practice by corresponding poli-
cies. Firstly, third-party assessment and validation may provide a greater level of 
independence and acceptance in a wider market. The ICT Service Provider should 
support this. Utilization of security practices from industry standards provides 
benefits since expertise and experience from a wider market is used. The ICT Ser-
vice Provider should therefore utilize this. 

In general, assurance and certifications are a means for corporate Information Risk 
Management of user organizations which consume ICT services from an ICT Ser-
vice Provider instead of providing these services themselves. User organizations 
(and the ICT Service Provider itself) require “written confirmation” which, for 
instance, is mandated by their customers, by law or any other regulation. Inde-
pendent validation provides strong evidence of the security level being achieved 
and maintained. Appropriate measures are to be taken to establish an appropriate 
level of confidence in security. An approach needs to be established so that users’ 
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business and security objectives can be met at acceptable costs for both the user 
organization and the ICT Service Provider. The ICT Service Provider should have 
the policy that its standards and practices are made transparent to its customers or 
other trustworthy entities. The ICT Service Provider should develop a plan for 
periodic external verification and inspection of its security measures. The provider 
shall develop the precautions for such evaluations or audits.  

Security measures described in all other ICT Security Standards shall correspond to 
industry standards rather than being home-grown in order to utilize and take ad-
vantage of the high expertise and experience available elsewhere. Hence, national 
and international standards are applied to security and quality standards of the 
ICT Service Provider. Security is not an off-the-rack solution. But rather, security is 
connected to cyclical processes which themselves must be constantly further de-
veloped. Therefore, regular checks as well as inspection of the ICT systems by cus-
tomers and independent bodies are performed. It is ensured that all security pro-
cesses and procedures as well as the effectiveness of their implementation are veri-
fied periodically. 

But security starts in the minds of the employees and requires everyone’s support. 
Hence, the role of security and privacy must be stipulated in written documents 
and communication to employees. Executive management commitment is re-
quired. Security is everyone’s responsibility. This needs to be enabled through 
appropriate organization, processes and tools. Moreover, the employees need to be 
trained to develop their knowledge and skills and made suitably aware of security 
and privacy issues. 

Risk Management 
For ICT service provisioning different information is created, read, changed, stored 
and communicated. That information is processed by applications, ICT systems 
and components to support business processes. Each entity has protection re-
quirements with regard to its security objectives. Compliance with these security 
objectives can be put at risk by different circumstances. Information Security Risk 
Management comprises the identification of risks, the analysis and categorization 
of risks and the determination of countermeasures to reduce the risks to an ac-
ceptable level. 

Risk Management as addressed here focuses on risks in information processing. 
But to be more precise, the scope is ICT service provisioning for customers. Conse-
quently, Risk Management is performed in different contexts as outlined in the 
next two paragraphs. The two perspectives are similar to the ones described in 
Sect. 2.2. 

Many risks are dealt with as appropriate by the ICT Service Provider independent-
ly from customer requirements. The motivation is standard due care and own 
business reliability and resilience, which includes compliance with legal require-
ments. A holding company (where this exists) may additionally enforce this and 



300 Implementation – IT production and its protection in practice (Ch. 12) 

have additional standards and requirements which are to be met. A second source 
of motivation is the fact that the ICT Service Provider is committed or feels com-
mitted to implement a certain standard and, for instance, provide compliance with 
national or international standards, regulations and the like. Customers can rely on 
both. The differentiation between them is not of great importance, but in the sec-
ond case obligation is publically visible and apparent. 

The ICT Service Provider designs its business and ICT infrastructure to deliver ICT 
services that meet “standard” customer demands regarding the security level to be 
provided. Customer demands exceeding that security level have to be identified 
and agreed upon jointly during the sales and contracting phase and may be subject 
to adjustment during the Transition and Transformation phase. An acceptable and 
agreed level of risk is part of the contract. The ICT Service Provider’s challenge is 
twofold: First, the provider must anticipate typical applications with their envi-
ronment and risk appetite (or level of required control and protection). In so doing, 
typical or suggested risk scenarios, business impact and risk threshold levels are 
used in the Risk Management as described below. The situation is similar to that 
above since the Risk Management is performed independently from customer pro-
jects. The second challenge, however, is that adjustments may be required during 
the sales and contracting phases, as well as in the Transition and Transformation 
phase. Hence, Risk Management is performed in the context of a concrete customer 
project. 

Note that the exact business impact is only known by the customer (user organiza-
tion). As a result, 
 it is the customer’s responsibility to identify and manage its very own security 

risks, and 
 the provider should support that by default only through the provision of evi-

dence of the security level of its ICT services. 
 In addition, fixing a threshold requires making a tradeoff between costs and 

risks with the possible consequence that the customer may need to order op-
tional ICT services in order to meet its specific demands. Refer to the ESARIS 
Industrialization Concept (Sect. 6.2). 

 The ICT Security Standard – Risk Management (RMP) describes the treatment 
of risks. ICT risks put business at risk. The major aim of Risk Management is, 
therefore, 
 the identification, understanding and estimation of existing risks with their 

probability and possible impact on the business, 
 the provisioning of a sound, reliable and objective basis to make a decision on 

how to treat those existing risks, 
 the delivery of a process for risk communication and for monitoring of realiza-

tion and effectiveness. 
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Risk Management is important for and directly linked to the security level being 
achieved. Security is the absence of unaccepted risks. This condition is seen as the 
result of implementing and maintaining security measures (technical, procedural, 
and organizational in nature). 

Risks are a function of the business impact due to a threat, which could – with a 
given probability – exploit an existing vulnerability.78 Risk Management comprises 
the identification of risks, the analysis and categorization of risks and the determi-
nation of countermeasures to reduce the risks to an acceptable level. The identifica-
tion of risks requires the prior understanding of their origin, which leads to a defi-
nition of the scope of potentially different areas of Risk Management. Risks should 
be grouped and organized in hierarchies and so on. The analysis of risks comprises 
a business impact assessment with the determination of probability or likelihood 
and determination of criticality or risk potential. The comparison with the prede-
fined acceptable level leads to risk treatment. There are several ways to treat risk; 
one of them is mitigation through the addition or modification of security 
measures.79 

The Risk Management process enables the costs for the implementation and opera-
tion of security measures to be balanced and achieves gains in achieving business 
objectives by protecting the ICT systems and data that are used thereby. This pro-
cess is not unique to a specific ICT environment. 

Risk Management is performed with very different scope and on different levels, 
such as 
 equipment and component level, 
 systems and services, 
 applications and business processes, or 
 departments and whole organizations. 

Risk Management shall maintain confidentiality, integrity, availability and authen-
ticity of data and ICT services. 

                                                           
78 refer to NIST: Guide for Conducting Risk Assessments; NIST Special Publications 800-30, 

Gaithersburg, Sept. 2012 [17] 
79 More details on these procedures can be found in ISO/IEC 27005 – Information technolo-

gy — Security techniques — Information security risk management, 2011 [7] 
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Introduction and summary: Larger IT departments and specialized ICT Service 
Providers must be able to define, communicate and correctly apply hundreds 
and thousands of single security measures in a large-scale, industrial environ-
ment with thousands of employees located in many countries. The IT produc-
tion is characterized by standardization and a rigorous division of labor within 
the ICT Service Provider and its supplier network. The ICT Service Provider of-
fers its ICT services to many customers (user organizations). There are new chal-
lenges with respect to IT security in such an environment. The Enterprise Security 
Architecture for Reliable ICT Services (ESARIS) is built to meet these challenges. 
This chapter investigates and summarizes effects on the security management. 
Essential tasks for the Security Management organization are highlighted. First, 
the focus is on differences at the provider’s side caused by meeting the new 
challenges by using ESARIS (Sect. 13.1). The actual implementation of the con-
cepts and methods defined in ESARIS is a pre-condition for reaping the benefits 
of ESARIS, primarily higher efficiency and improved security. A primary task of 
the Security Management organization in day-to-day business is therefore to en-
sure that the company adheres to the security standards. There are different 
techniques for verifying if and to what extent security standards are actually ap-
plied (Sect. 13.2). The use of ESARIS decreases the effort for managing security 
but the Security Management organization of the ICT Service Provider will still 
have trouble and see confusion. A considerable portion of the security manage-
ment activities must therefore be dedicated to motivation, cultural change, con-
vincing, training and the like. Some important tips are provided to deal with 
trouble and confusion (Sect. 13.3). The security management of a user organiza-
tion undergoes a big change when ICT services are outsourced for the first time. 
The last section focuses on major activities for the user organization’s Security 
Management organization. Together with the huge amount of detail about the 
provider’s side given in other chapters of this book, a portrait of a joint security 
management is drawn (Sect. 13.4). 

13.1 Fourteen tasks for managing security using ESARIS 
Introduction and summary: The Enterprise Security Architecture for Reliable ICT 
Services (ESARIS) comprises a variety of concepts and methods for managing IT 
security in a large-scale, industrialized IT production. ESARIS supports the divi-
sion of labor, standardization and efficiency. It integrates security in the core 
business of an ICT Service Provider and considers Portfolio and Service Catalog 
Management for example. It helps to organize and to orchestrate security be-

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9_13 
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yond the ICT Service Provider’s boundary and improves the management of 
supplier networks. ESARIS reorganizes the interaction of the ICT Service Pro-
vider and the user organizations (customers) and much more. This section in-
vestigates and summarizes the effects on and the consequences for the Security 
Management organization. 

Obviously, the Enterprise Security Architecture for Reliable ICT Services (ESARIS) 
changes the way security is managed in a large-scale IT production. Otherwise 
such a new approach would not be necessary. But what are the main effects? 

Fig. 122 shows major tasks for the Security Management organization. 

 
Fig. 122: Essentials tasks for the Security Management organization 

Align corporate and product security; determine risk appetite 
First, the Security Management organization must align corporate security on the 
one hand and product security on the other hand. The difference of the two per-
spectives has been discussed in Sect. 2.2 by means of the ESARIS Duplex Security 
Management Concept. Especially in case of an ICT Service Provider, it is very im-
portant to balance between the two perspectives and to distribute attention, skill 
and effort amongst them in a way that the core business of the company is sup-
ported appropriately. In other words, providing secure ICT services for customers 
is strategic from a business and market perspective though corporate security must 
also be ensured because the company must not be put at risk in this area either. It 
is necessary to adjust the requirements and the level of security in both areas be-
cause there are interdependencies. This adjustment starts with a determination of 
the organization’s risk appetite which may deviate between market leaders and 
corporations which are rather start-ups. 

Align corporate and product security; 
determine risk appetite1 Ensure that security is considered in 

service descriptions and catalogs8

Operate the ISMS in a manner that is 
“service-driven” (ICT is core business)2

Maintain a Control Framework which 
also compares various control sets3

Support cooperation of security 
functions in different work areas 4

Steer collection of best practices; turn 
the best into ESARIS standards5

Assure quality of specification; foster a 
standardization culture (efficiency)6

Ensure verification of compliance with 
ESARIS standards; track deviations7

Ensure suitable support of customer 
deals and for day-to-day Operations9

Ensure that security is carefully 
considered in customer contracts10

Organize regular feedback from 
customer deals (in any phase)11

Make sure that security is considered in 
the sourcing strategy and procurement12

Verify that security is considered in 
sourcing contracts13

Ensure that people’s knowledge is 
sufficient, renewed and kept up-to-date14
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Operate the ISMS in a manner that is “service-driven” (ICT is core business) 
Second, the ESARIS security standards and all the methods of utilizing them do not 
cover each and every activity relating to security management. This has been em-
phasized in Sect. 2.1 where the Enforcement Framework for ESARIS and the Endorse-
ment Framework for ESARIS have been described. The first framework relates to 
establishing, implementing, operating, monitoring, reviewing, maintaining and 
improving an Information Security Management System (ISMS) as described in 
ISO/IEC 27001.80 The design and implementation of an enterprise’s ISMS strongly 
depends on its specific situation and requirements and therefore may vary signifi-
cantly between different enterprises. This is why the ISO standard mainly provides 
general guidelines. ESARIS adds a requirement for ICT Service Providers and 
thereby changes the focus a little bit. ICT Service Providers must operate and main-
tain the ISMS in a way that it is “service-driven”. This means that the organization 
and the processes are enabled and directed to care for the provisioning of secure 
ICT services by using the methods stipulated with ESARIS. 

Maintain a Control Framework which also compares various control sets 
Third, the ICT Service Provider’s customers come from different industries; have 
different businesses and different risk appetites. Hence, they have different securi-
ty requirements or, more precisely, use different security standards and frame-
works and therefore express their security requirements differently. This is why an 
ICT Service Provider should maintain an Internal Control Framework that also 
matches the ESARIS security standards with other sets of requirements (such as 
ISO/IEC 27002, ISF SOGP). This is the subject of the Endorsement Framework for 
ESARIS (refer to Sect. 2.1). 

Support cooperation of security functions in different work areas 
Fourth, the Enterprise Security Architecture for Reliable ICT Services (ESARIS) is made 
for managing security of ICT services in a large-scale, industrialized IT production. 
Such an IT production is characterized by a high degree of division of labor within 
the corporation and its subsidiaries. Activities, skills and resources are geograph-
ically distributed and spread amongst departments and teams each being special-
ized to a range of technologies, to executing a procedure or process and so on. The 
Security Management organization must ensure that each department, team and 
employee is provided with the appropriate guidance which in turn is orchestrated 
in a way that the sum of activities results in having a secure integrated whole. 
There are many tools in ESARIS which provide valuable assistance here. Examples 
include the ESARIS Dimensions (Sect. 3.1) and the ESARIS Work Areas (Sect. 3.2). 
The ESARIS Collaboration Model (described in Sect. 3.3) guides and steers security 
functions in different ESARIS Work Areas. It supports and fosters cooperation and 

                                                           
80 ISO/IEC 27001 – Information technology – Security techniques – Information security 

management systems – Requirements, 2013 [5] 
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ensures the use of common security standards. The Security Management organi-
zation must understand the ICT Service Provider’s business and internal organiza-
tion. But moreover, it must implement and support roles in the IT production to 
ensure that the ESARIS security standards are actually applied. 

Steer collection of best practices; turn the best into ESARIS standards 
Fifth, a large-scale, industrialized IT production is also characterized by a high 
degree of standardization in order to ensure a consistently high quality at reasona-
ble costs. The Security Management organization must support the standardization 
of security measures covering technological areas as well as procedural ones. 
Standardization is a main objective of ESARIS. As a result, a specific chapter is 
dedicated to standardization (Chapter 6). But moreover, standardization is men-
tioned and a subject of discussion in many chapters and sections. Activities relating 
to responsibilities of the Security Management organization include steering the 
collection of security requirements, of state-of-the-art solutions as well as of best 
practices. Such issues are part of the ESARIS Attainment Model (Chapter 7). Feed-
back from the customer’s side (market) is included in the ESARIS Fulfillment Model 
(Chapter 8). Treating feedback from the supplier’s side is part of the ESARIS Third 
Party Integration Model (Chapter 9). All input needs to be analyzed and then 
brought into the form of ESARIS security standards. This is a subject of the Mainte-
nance System for ESARIS (Chapter 10) where the Security Management organization 
is directly involved in and mainly responsible for. Necessary additions to and up-
dates of the ESARIS security standards are identified and carried out. In each case 
it must be decided if a measure is intended to become a default (standard) or pre-
defined as option only. 

Assure quality of specification; foster a standardization culture (efficiency) 
Sixth, supporting standardization goes far beyond having processes for document 
management in place and tools like templates defined. It requires much more than 
that to assure great quality of specification, to prevent inconsistencies, and to take 
care of regular review and update. The Security Management organization must be 
able to steer a process that looks for the feasibility of realization and costs. The 
Security Management organization must primarily foster a standardization culture 
in which almost everything is (at least for a couple of minutes) examined if it could 
be of value for other departments, teams and other areas of the ICT Service Provid-
er and beyond. Refer to Sect. 6. 

Ensure verification of compliance with ESARIS standards; track deviations 
Seventh, standards are only useful if they are actually applied. This is the main 
subject of the ESARIS Attainment Model (Chapter 7). This model emphasizes that 
the Security Management organization must not only concentrate on technology, it 
must, moreover, ensure that also operations (including all deployment and 
maintenance processes) use and adhere to ESARIS security standards. The ESARIS 
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Attainment Statements provided in form of Aces are very important since the com-
pliance with ESARIS security standards must be verified and documented. It is 
worth noting, that the Security Management organization must support the devel-
opment and management of ESARIS Attainment Statements (in form of Aces). Based 
on them, the Security Management organization can track deviations and care for 
their remediation if required. The organization can register them as risks if needed 
and obtain management attention in this way. Details are provided in Chapter 5 
providing a background for the description of the ESARIS Attainment Model in 
Chapter 7. 

Ensure that security is considered in service descriptions and catalogs 
Eighth, the Security Management organization must also ensure that Portfolio and 
Catalog Management use and adhere to ESARIS security standards and incorpo-
rate security into service descriptions and catalogs. If necessary, the Security Man-
agement organization must support the modular composition of ICT service ele-
ments. The maintenance of service catalogs is a very specific task and typical for 
ICT Service Providers and large IT departments. This is a complex area since Port-
folio and Catalog Management more or less directs the core business which is the 
provisioning of ICT services for user organizations (customers). Security experts 
can no longer concentrate on technology and other single areas and stay in the 
background as long as no critical security incident drags them onto the illuminated 
corporate stage. Security experts must deal with the development of the ICT Ser-
vice Provider’s business and help to shape the service offering portfolio with re-
spect to IT security. This is also a subject of the ESARIS Attainment Model described 
in Chapter 7. 

Ensure suitable support of customer deals and for day-to-day Operations 
Ninth, the ICT services are made for customers. They must meet market require-
ments also with respect to security. IT outsourcing is a specific type of business 
where the interaction with customers is very important since the user organiza-
tions depend on the reliability of the ICT services they obtain from the ICT Service 
Provider. The exchange of information with customers (“transparency”) and ap-
propriate interaction between the two parties (“interfaces”) require having the 
right people (roles) at the right time in the process. The sales and contracting phase 
(“Deal management” for the ICT Service Provider) are complex and critical for 
both parties. As a consequence, the Security Management organization must foster 
the support of customer deals as depicted by the ESARIS Collaboration Model 
(Sect. 3.3). Here security experts are involved in sales activities which may require 
a quite different behavior and conduct than expected from administrators. Security 
agreements are only paper if not being considered also in subsequent phases of the 
IT outsourcing deal. That’s why teams in Transition and Transformation need also 
be supported appropriately. But experienced security experts are also required in 
day-to-day Operations. All activities need to be aligned; agreements need to be 



308 Routine – day-to-day security management using ESARIS (Ch. 13) 

forwarded to the next phase in the process. The Security Management organization 
must support a culture of “solve as early as possible”. If possible the security issue 
should be solved in the sales phase and not when the time is limited in a deal. If an 
agreement is possible while discussing the contract, it keeps the topic away from 
the projects in Transition and Transformation. And it is worst to wait until the ICT 
service is actually delivered. 

Ensure that security is carefully considered in customer contracts 
Tenth, security shall carefully be considered in the contract. This avoids repairing 
or correcting activities with extra costs that are neither calculated by the ICT Ser-
vice Provider nor by the user organization. The Security Management organization 
must therefore encourage people that a good contract is clear and covers all rele-
vant security aspects.  This is detailed in the ESARIS Fulfillment Model described in 
Chapter 8. The solution developed for the contract should be based on standards as 
much as possible. The Security Management organization must therefore support a 
culture of “standardization brings ease and customer satisfaction”. The Security 
Management organization should try to actively talk about the costs of security 
though there is the risk that security is not integrated to reduce costs. The message 
should be: IT security is demanded by the customer anyhow and sooner or later 
this gets apparent to all. It is much cheaper and easier to sell the ICT Service Pro-
vider’s security standards and use them as the basis for contractual agreements. 

Organize regular feedback from customer deals (in any phase) 
Eleventh, an ICT Service Provider acts market-driven. Competitive advantages are 
required to stay successfully in the business. This includes knowing what custom-
ers require, expect and want. The ICT Service Provider will not be successful if the 
security standards do not reflect the demands of the user organizations. It is quite 
obvious that ICT Service Providers should learn from their customers. The Security 
Management organization should support receiving regular feedback from cus-
tomers in deals (in any phase). The organization should collect and analyze this 
feedback and improve the security standards accordingly. This is emphasized e.g. 
in Chapter 1 and Chapter 8. 

Make sure that security is considered in the sourcing strategy and procurement 
Twelfth, the ICT Service Provider does not everything alone. Instead, hardware, 
software and single ICT services are provided by suppliers and integrated into the 
composite ICT service that is delivered to the user organization. Nevertheless, the 
ICT Service Provider is still responsible for the security of the composite ICT ser-
vice including all its constituents. Hence, the ICT Service Provider must also care 
for the security of components and services from third parties. This is the subject of 
the ESARIS Third Party Integration Model described in Chapter 9. It is up to the Se-
curity Management organization to make sure that security is considered in the 
sourcing strategy of the ICT Service Provider and during all relevant procurement 
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activities. The procurement department needs to understand that technology can 
make the difference, that quality requirements also include security and that insuf-
ficient security can considerably harm the company. 

Verify that security is considered in sourcing contracts 
Thirteenth, ESARIS concepts and security standards shall be used and adhered to 
also in sourcing activities. Note that it is not sufficient to have an ESARIS security 
standard about this and the concept just mentioned. The Security Management 
organization must additionally verify if and to what extent those concepts and 
standards are actually applied. In particular, it needs to be ensured that security is 
considered in sourcing contracts. In this way, the Security Management organiza-
tion must step into areas which belong to the financial department and are often 
far from the IT business. 

Ensure that people’s knowledge is sufficient, renewed and kept up-to-date 
Fourteenth, securing a large-scale, industrialized IT production is a complex under-
taking. The ICT Service Provider and the employees must learn how to act and 
what to use. The introduction of ESARIS must carefully be planned and executed. 
This is the subject of the Transformation towards ESARIS described in Chapter 11. 
This program splits into the Transformation of organizational units (stream 1) and the 
Transformation of ICT services (stream 2). It needs to be planned and executed. The 
Security Management organization takes the responsibility for this although being 
backed by the top management, by human resources and other departments. In 
addition, the Security Management organization must ensure that the people’s 
knowledge is sufficient, renewed and kept up-to-date. This is the subject of a 
standard qualification or training program but is made more complex due to the 
complexity of securing a large-scale, industrialized IT production. 

13.2 Three ways of verifying compliance with security standards 
Introduction and summary: A main goal of the Enterprise Security Architecture 
for Reliable ICT Services (ESARIS) is the standardization of security in order to 
raise the efficiency and the level of security. The development and application of 
security standards is organized according to the ESARIS Attainment Model which 
also defines methods for verifying if and to what extent security standards are 
actually applied. This section discusses the role of the Security Management or-
ganization in this context. 

The ESARIS Attainment Model entails developing and managing security standards 
as well as means for comparing if they are actually implemented. The ICT Service 
Provider must apply its own security standards and also verify this for itself. The 
result is called ESARIS Attainment Statement and documented in form of an Ace. 
The results of the Attainment process are centrally filed and made available for re-
use in the context of the ESARIS Fulfillment Model. The customer security require-



310 Routine – day-to-day security management using ESARIS (Ch. 13) 

ments are matched against the security features of the proposed ICT solution and it 
is shown to the customer how the ICT Service Provider diligently takes care of its 
customer’s security requirements. The result of that evaluation is the Customer 
Security Arrangement (CSA). 

Hence, the ICT Service Provider deals with two types of compliance. Firstly, the 
ICT Service Provider needs to comply with a wide range of (its own) security 
standards and safeguard its ICT services accordingly. This is the subject of Attain-
ment. Secondly, the ICT Service Provider must also ensure that the user organiza-
tion’s security requirements are complied with. This is the subject of Fulfillment. 
The ICT Service Provider needs to verify and ensure both aspects separately. 

What does this mean for the Security Management organization? It is very clear 
that the Fulfillment part does not work without the Attainment as its basis. It may 
also be rather impracticable for the Security Management organization to verify 
hundreds of customer contracts and direct all business in this context. The Security 
Management organization should focus on Attainment and struggle to identify and 
to remediate deviations. 

The division of labor between the IT business units on the one hand and the IT 
security management on the other was already discussed in great detail in Sect. 5.2. 
Specific tasks and responsibilities of the Security Management organization were 
already explained in Sect. 5.3. What has been said in these sections shall not be 
repeated here. Instead, it is analyzed how compliance with ESARIS security stand-
ards can actually be verified. 

 
Fig. 123: Day-to-day business of the security management 

Fig. 123 shows how compliance is verified. There are three techniques or activities. 
The verification of compliance (“Attainment”) is a comparison between the security 
features of a real ICT service (left in the figure) and the security standards (on the 
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right-hand side of the figure). The three cases or techniques are discussed in the 
following. 

Fig. 124 shows that the ESARIS security standards are used as design patterns for 
the actual ICT service. The IT business unit (more specific the “service owner”) is 
responsible for documenting the compliance with ESARIS security standards and 
possible deviations in form of an Ace. The “service owner” formally confirms its 
content. Aces are ESARIS Attainment Statements. They contain information about 
ESARIS security standards which are correctly applied and about deviations (if 
any). The Security Management organization must inspect these Aces and identify, 
collect and analyze gaps. Deviations which cannot be tolerated are tracked as de-
scribed in Sect. 5.3. Critical deviations can lead to the creation of a risk record. The 
Security Management organization must demand corrections (remediation) if 
needed. 

 
Fig. 124: How compliance is verified (1/3) 

The Security Management organization can also make a deeper dive (refer to 
Fig. 125) and inspect the design and implementation. This is mostly conducted in 
form of spot checks. The design is studied and checked against the ESARIS securi-
ty standards. Differing implementations of security standards or potential gaps are 
identified and documented. Note that the inspection does not only relate to the 
technical design and its implementation. The design of IT service management 
activities and their performance in all phases of the life-cycle is also inspected and 
analyzed. Deviations which cannot be tolerated are tracked. Critical deviations can 
lead to the creation of a risk record. Corrections (remediation) are demanded if 
needed. 
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Fig. 125: How compliance is verified (2/3) 

Fig. 126 shows the last technique or case. The ESARIS security standards contain 
security measures and features that provide information if other security measures 
or features are effective or not, respectively. This is extensively discussed in 
Sect. 8.3.2. Refer to Fig. 67 on page 153 and Fig. 68 on page 154 for example. The 
information about effectiveness of other security measures or features is e.g. pro-
vided in the form of log data and monitoring information. If being analyzed, such 
information can help to discover deviations from ESARIS security standards. 

 
Fig. 126: How compliance is verified (3/3) 

Note that a considerable portion collecting, aggregating, correlating and assessing 
log and event data is performed automatically. Security Information and Event 
Management solutions (SIEM) can process log and event data from security devic-
es, network devices, systems and applications in real time. Standard threat man-
agement activities are performed by the personnel of a Security Operations Center 
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(SOC). Results are summarized in form of security dashboards and security re-
ports. The more detailed ones are inspected by the Security Management organiza-
tion. Deviations which cannot be tolerated are tracked. Critical deviations can lead 
to the creation of a risk record. The Security Management organization must de-
mand corrections (remediation) if needed. 

Fig. 127 provides a summary. Six elements are shown that ensure that the ESARIS 
security standards are actually applied. 

 
Fig. 127: Ensuring that ESARIS security standards are applied (summary) 

Note that the verification of compliance with the ESARIS security standards and 
the initiation of corrective measures is not the only main task of the Security Man-
agement organization. A summary of other essential tasks is given in the last 
Sect. 13.1. 

13.3 A number of tips to deal with trouble and confusion 
Introduction and summary: The use of ESARIS decreases the effort for manag-
ing security but the Security Management organization will still have trouble 
and see confusion. Employees are creatures of habit: Many of them have prob-
lems to realize the cultural change, are reluctant to accept the new methods and 
hesitate to adopt different practices. A considerable portion of the security man-
agement activities must therefore be dedicated to motivation, cultural change, 
convincing, training and the like. This book can only provide a limited number 
of tips. It takes time fostering a “standardization culture” and a culture of “solve 
as early as possible” so that great staying power is required. People learn the 
“theory” if they are told “examples”. People learn from their peers so that suc-
cess stories should be collected and distributed. But the security experts must 
change their behavior too. They shall neither act as a fire brigade, nor as police 
men and never as politicians or a court of justice. They must beware of underes-
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timating the proportion of the necessary changes or the amount of knowledge to 
be learnt. Other tips relate to the popular project mode, role models and ration-
alization in general. 

Employees do not act as planned or expected. They are very different and not ma-
chines. The key element is motivation. The security managers must try to under-
stand the motivation of the employees and try to motivate them. This needs to be 
done differently because people are different. The best way to motivate the general 
management is to convince them that “Security is an investment in the brand” and 
say “Security is anyway a must (customers demand this)” followed by “ESARIS 
helps to reduce the costs for security”. Technicians may not be convinced by such 
arguments. But saying “ESARIS provides you with all the stuff” and “Reuse of 
design patterns makes life easier for you” could help (refer to Sect. 11.3). 

But it is not that easy. Many employees are creatures of habit and reluctant to act 
differently. People tend to hesitate changing their habits. This is a problem for fos-
tering a “standardization culture” (Sect. 6.4 and Sect. 13.1) and a culture of “solve as 
early as possible” (Sect. 13.1). Don’t despair! The Security Management organiza-
tion must be patient. A change is to be managed for the whole corporation. This 
takes time. Great staying power is a prerequisite to be successful. The security ex-
perts must be aware that the organization is about to learn much when introducing 
ESARIS. Moreover, every employee must learn much. The material includes things 
that appear to be difficult and complex. The security experts should do three 
things. First, communication is essential in general: repeat, repeat with slightly dif-
ferent words and then say it again. Repetition is the basis for learning sustainably. 
Second, people learn the “theory” if they are told “examples”. People adopt prac-
tices that are successfully applied by their peers. The Security Management organi-
zation should collect success stories as much as possible, real ones and others which 
could have happened in this way. These stories should be told again and again 
when explaining the concepts, methods and measures. Third, many companies 
engage persons which have a job title “evangelists” or similar. Though the term is 
deceptive and may sound arrogant in many ears, ICT Service Providers need 
something like this not only to convince customers. The best people are required 
which are real motivational speakers, trainers which make the audience under-
stand the topic, and recognized subject matter experts with a teaching ability. Es-
pecially in Asia, well recognized people are needed as the guarantor before content 
is accepted. In other parts of the globe, hierarchical authority is important so that 
one need to involve and primarily activate the management. People in central Eu-
rope like to put things into their own hand; they like to primarily follow their own 
ideas. Then it may help to give people the feeling they are leading. In all cases, it is 
necessary to understand the employee’s motivation to be reluctant or to act in any 
other way that is not wanted or planned. It helps to know the background and 
history of teams and organizational units. Especially in larger organizations, many 
people experienced changes in the past. This often explains their current behavior.  
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But the work actually begins with forming the Security Management organization. 
Similar people work here though they could also be quite different. Security man-
agers should be shining examples. First, this means they should not act as “fire 
men” because it is the goal that the ICT services are “secured by definition”. To 
stay in the metaphor, they should help to prevent fire.81 The organization should 
cultivate the attitude that “silence” (no incidents, no complaints, no escalations 
etc.) is best. Although it is important in that moment that the business is saved, 
security is restored and so on; the organization must not focus on praise the “he-
roes” which managed the exception. Instead, the silent workers should be incentiv-
ized. Second, this means that they should not act as “police men” because every-
body shall take his or her responsibility and act on its own according to the prede-
fined methods, procedures and standards. The security experts should not be per-
ceived as agents of a criminal investigations department that tries to identify indi-
viduals violating corporate rules. Third, security managers should also not act as 
“politicians” because they are not only directing and governing; they should act as 
partners and as a helping hand too. 

One of the major pitfalls is to underestimate the proportion of the necessary changes or 
the amount of knowledge to be learnt, respectively. It is very clear to everybody 
that one must take up a course in e.g. Java or C++ in order to learn programming in 
such a language. Experts hold such courses which last a few days or even longer. 
Many other IT disciplines (and ESARIS too) are treated differently. PowerPoint 
slides are sent around. People are invited to attend one hour training sessions. 
Such trainings are attended e.g. between two other project meetings so that many 
people are stressed before and after. But ESARIS is a rather complex matter for 
many employees. People need time and a relaxed learning atmosphere. Especially 
the “shining examples” and “evangelists” should get familiar with the new ap-
proach when they have the time to do so, perhaps also outside their day-to-day 
working environment. This means that security managers should invest a few full-
days to get familiar with ESARIS and to exchange experience they gained in work-
ing with the new approach. 

There are many things where the Security Management organization must set a 
good example. Many people, especially those on corporate functions, are used to 
think solely in terms of projects. This may hinder the integration of new methods 
into the day-to-day activities called the mode of “silence” or the mode of “secured 
by definition” above. Useful projects transfer their results into the day-to-day prac-
tices. They must be measured against this objective. 

                                                           
81 This does not mean that no incidents occur which need to be “extinguished” like a fire. 

Nowadays, most companies are attacked and “hacked”. The example shall emphasize 
that the corporation shall not be in a state of emergency. Incidents shall instead be man-
aged “as a matter of routine”. 
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The definition of processes, procedures and activities uses role models in order to 
differentiate responsibilities (segregation of duties) and to describe the division of 
labor. Unfortunately, role models are often not understood and applied properly. 
People mix roles with persons. It may help to speak about work areas and activities 
instead of roles and to explain that people are assigned to do the work and perform 
the activities in the second step. 

People like to know why! That’s why security managers must spend a considerable 
portion of the time to talk about reasons, goals and benefits. The other portion can 
then be dedicated to explain the methods. Without the first part, the second will 
not be understood. This does not mean that the new methods are easy to compre-
hend. Many security experts must learn much about today’s information and 
communication technology and the IT service management processes. Technicians 
must learn much about IT service management processes and their role for achiev-
ing the overall business goals of the ICT Service Provider. 

The introduction of ESARIS in a larger organization is complex and takes time. A 
cultural change is required to ensure that the new methods are continuously ap-
plied. The change begins with the Security Management organization. These secu-
rity exerts must be shining examples and experienced in playing their modified 
role actively. A strong Security Management organization is the basis for dealing 
with trouble and confusion. 

13.4 Buyers and providers: joint security management 
Introduction and summary: The Security Management of a user organization 
undergoes a big change when ICT services are outsourced for the first time. The 
ICT Service Provider is obviously responsible for maintaining the agreed level of 
security. Typical representatives of the two parties are looked at. Their skills and 
the way of their interaction are analyzed. Both parties must join their security 
management activities. This last section focuses on major activities for the user 
organization’s Security Management organization. Together with the huge 
amount of detail about the provider’s side given in other chapters of this book, a 
portrait of a joint security management is drawn. 

IT outsourcing of rather complex ICT services entails that IT-related skills and re-
sources are reduced at the user organization’s side. Less people (a smaller portion 
of the total staff) are engaged with ICT services. The user organization is no longer 
occupied with the design, implementation and operation of the information and 
communication technology (ICT) since this is “outsourced” to the ICT Service Pro-
vider. The latter requires many different IT-related skills and larger resources since 
ICT services are produced on a large scale and provided to various customers sim-
ultaneously. Hence the distribution of skills and occupations on both sides is dif-
ferent. Refer to Fig. 128. The user organization is shown on the left, the ICT Service 
Provider on the right-hand side. Obviously, the user organization requires less 
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people in the IT than the ICT Service Provider. Nevertheless, the user organization 
still needs an “IT department” since the ICT services must be chosen, purchased 
and integrated into the business processes of the user organization. IT skills are 
required in order to choose the right provider and the right ICT services, to close 
the contract properly and to steer and agree upon necessary changes during opera-
tions. However, these required skills are rather steering qualities (management 
level) and less related to hands-on implementation (technical level). Refer to the 
blue shape in Fig. 128. At the ICT Service Provider’s side this is quite different. 
Obviously, all types of IT skills are required; and hopefully there are fewer manag-
ers than technicians and fewer decision-makers than performers. Refer to the am-
ber shape in the figure. 

 
Fig. 128: Distribution of IT-related skills at the buyer (left) and the provider (right) 

This distribution of IT-related skills is important since both parties must exchange 
information, negotiate, and agree and so on. What does this mean with respect to 
the security management? A lot, since in the more complex IT outsourcing situa-
tions, the security management of the ICT Service Provider (producer) and that of 
the user organization (customer) are interwoven. Both parties are specialized in 
different ways but must cooperate in order to make the best for both of them. 

Fig. 128 can be used to imagine a meeting taking place. What are the roles that 
typically represent the user organization on the one hand side and the ICT Service 
Provider on the other hand? Table 14 shows a fictive gathering of roles from both 
the user organization and the provider organized in three columns that match with 
the two vertical sections in Fig. 128. (The rightmost column in the table contains 
people without direct customer contact. They can be disregarded for the moment.) 
There is one thing that becomes immediately apparent: There are different roles or 
job titles on both sides. The user organization focuses on the business integration, 
on maintaining and developing the agreed status, as well as on compliance and 
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costs. The ICT Service Provider is strong in IT service management (operations), 
technology and service design (portfolio). The user organization’s IT skills and 
resources do not cover a broad range and do not reach all of the very details. The 
user organization perfectly understands how to utilize the ICT services in their 
business and knows the requirements for being successful with this. The ICT Ser-
vice Provider is just the “opposite”. Hopefully, the provider knows the industry of 
its customer a bit and is able to understand the main requirements. Otherwise it is 
hard for the user organization to get the required ICT services with the necessary 
maintenance and support. 

Table 14: Typical roles representing the buyer and the provider (contract renewal) 

 User organization Provider 
(front end) 

Provider 
(back end) 

1 Business process manager 
Application manager 

Service delivery manager IT experts 

2 IT service manager Service delivery manager Realization manager 

3 Change manager 
Project manager 

Service delivery manager 
IT project manager 

IT operations 
Administrator 

4 IT architect/expert IT architect; (Contract) 
solution designer 

IT experts 

5 Compliance manager 
IT security manager 

IT security manager IT security subject 
matter experts 

6 Procurement 
IT controlling 

Account manager 
Deal manager 

Portfolio manager 

 

It is definitely not sufficient if the user organization would only be represented by 
a business process manager (#1 in Table 14) and the procurement department (#6). 
IT experts (#2 and #4) are required to express the requirements and to assess the 
solution proposed by the ICT Service Provider. The IT service manager controls the 
ICT services at the user’s side, integrates them into the business processes and 
assists in limiting possible impacts e.g. due to outages. The change manager and 
project manager supports migration activities at the user’s side in case of major 
updates and new releases and synchronize them with the activities at the ICT Ser-
vice Provider’s side. The compliance manager (in addition often also a privacy 
manager) as well as the IT security manager are important roles. The latter repre-
sents the Security Management organization of the user organization (customer) 
which often comprises various roles each being specialized to one subject matter. 
The Chief (Information) Security Officer (CISO/CSO) may not participate in all 
rounds of negotiations though finally being responsible for the agreement. 
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Technology and IT service management processes are the core business of the ICT 
Service Provider. IT security should be integral and important too. The challenge is 
to understand the language of the user organization and to be able to meet the 
requirements with ICT services which are produced in a standardized manner. 
Both partners must learn to speak the same language. This means that the user 
organization must abstract its key security objectives and express them in a largely 
implementation independent manner since it cannot and will not control the im-
plementation. On the other hand these security requirements must be concrete 
enough to ensure that they are suitably implemented and met by the ICT Service 
Provider. Both extremes, requirements being too general or too specific, rather 
hinder successful IT outsourcing. The ICT Service Provider, on the other side, may 
tend to prefer general requirements since they leave more freedom for the imple-
mentation. Transparency is a key element of ESARIS (e.g. Sect. 1.2.1). ICT Service 
Providers must provide as much information as actually being required by the 
user organization. Both parties must take costs into account. Standardization is a 
key element of ESARIS (e.g. Sect. 1.2.3). User organizations must understand that 
standardization potentially increases the level of security. The user organization 
and the ICT Service Provider must regard IT outsourcing as being a partnership 
with different interests but primarily with common goals. 

This is not only required during negotiations. Moreover, there are various situa-
tions during Operations where both parties must interact. These interfaces (e.g. 
Sect. 1.2.2) are important and need to be maintained. IT outsourcing does not mean 
to give everything away. But it also does not mean to still be responsible for all. As 
a matter of fact, the user organization’s business depends on the reliability of the 
ICT services delivered by the ICT Service Provider. Hence, the security managers 
on both sides of the desk must cooperate in developing and maintaining the level 
of security. For the user organization this includes funding of innovations and 
development of new security solutions if this is not already covered by the con-
tract. The user organization must study security reports and verify if their security 
requirements are still current and met. They must also become active in case of 
major security incidents which requires the provider to inform its customer appro-
priately. Both parties must cooperate in order to mitigate impacts. The IT is not on 
one side only. It is operated by the provider and used by the user organization. 
Risks are also distributed. Both parties must join their security management activi-
ties accordingly. 

Fig. 129 shows major activities for the user organization’s Security Management 
organization. The activities are briefly explained below the figure. 
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Fig. 129: Major activities for the user organization’s security management 

Here is a list of major security management activities to be performed by the user 
organization: 
 Examine the security reports received from the provider; check scope and quali-

ty; assess content and draw conclusions, 
 Judge and manage risks associated with the use of the ICT services, 
 Integrate the ICT services in the user organization’s business processes and en-

sure their proper use in order to avoid vulnerabilities on this side, 
 Support the provider when necessary which mean e.g. authorizing changes, es-

pecially emergency changes; planning maintenance windows, 
 Collaborate in managing security incidents and support or initiate forensic analy-

sis; conduct the activities required on the user organization’s side, 
 Enforce the contract: demand regular delivery of security reports, impose penal-

ties etc. if needed, 
 Perform audits corresponding contractual agreements (if any) in order to verify 

that the provider is still on the right track, 
 Review the division of labor between the user organization and its provider; ad-

just if necessary, 
 Continuously check if the contract is still appropriate and fit for purpose; initiate 

contractual changes if necessary, 
 Identify and initiate improvements and innovations with respect to IT security 

which were found necessary in the risk assessment, 
 Set-up and support projects that improve and innovate IT security, 
 Update the knowledge about IT production, IT security, the threat landscape, and 

compliance requirements; feed this knowledge back to the activities above. 

Note that these activities are representative examples only which do not provide 
an exhaustive description of what the Security Management organization has to 
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do. While the user organization works in the mode “observe” (Fig. 129), the ICT 
Service Provider is primarily in the mode “enforce security”. While the user organ-
ization works in the mode “support”, the ICT Service Provider is in the mode 
“maintain and repair”. When the user organization approaches the provider in the 
mode “review”, the latter may be seen in the mode “support” (the customer). In 
the stage “improve”, the two parties finally shall act similarly though in most cases 
it’s up to the ICT Service Provider to implement the changes whereas the user or-
ganization is mainly in a buying position. 

Now security management activities from both the ICT Service Provider and the 
user organization are put together. Refer to Fig. 130. 

 
Fig. 130: Joint security management 

The ICT Service Provider is shown on the right-hand side. For the sake of clarity, 
activities relating to the implementation of security measures (“Attainment”) and 
the management of supplier networks (“third party integration”) are left out. In-
stead, major activities relating to the customer (user organization) are shown. This 
explains the difference to Sect. 13.1 (with Fig. 123 on page 310) in which fourteen 
essential tasks for managing security using ESARIS were described. The selection 
of tasks in Fig. 130 is easier and more straightforward. On the left-hand side, the 
activities of the user organization are shown similar as in Fig. 129. The twelve ac-
tivities are combined and reduced to six. Both sides work together and interact 
which form the joint security management briefly explained in the following. 
Fig. 130 shows activities which are numbered from 1 to 15 in order to facilitate 
their explanation. 

It has been emphasized that reliability and transparency (No. 1 in Fig. 130) are of 
particular importance. The ICT Service Provider must deliver secure ICT services 
and sufficient information about implemented security measures and the level of 
security as well. One element of the transparency is the generation of security re-
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ports based on obtaining and processing information from many sources in the 
course of day-to-day security management activities (No. 2). The user organization 
examines and utilizes these security reports. It judges and manages risks associated 
with the use of the provider’s ICT services (No. 3). In rather complex IT outsourc-
ing situations, the ICT Service Provider must maintain “living interfaces” to its 
customer. The interaction (No. 4) is needed e.g. when the user organization (No. 5) 
shall authorize changes, help to plan maintenance windows etc. The integration of 
the ICT service (No. 6) is also important: The user organization must integrate the 
ICT services into its business appropriately and support their use in order to avoid 
unnecessary risks (No. 3) and to allow upkeep and maintenance during operations 
to be effective and fit for purpose as well (No. 5). It is worth to emphasize that col-
laboration in managing security incidents (No. 7) can be a necessary task in order 
to reduce impacts for the user organization. 

The ICT Service Provider must provide for effectiveness and efficiency (No. 8). The 
security measures must be effective. They must also efficiently be implemented 
and maintained in order to satisfy the customer and to offer ICT services that are 
competitive on the market. Though not explicitly mentioned in the figure, stand-
ardization is the main measure for more efficiency. Efficiency also requires an ap-
propriate definition of work areas and a suitable internal division of labor (No. 9 
which is also necessary for the interaction with customers, No. 4) and the integra-
tion of the security management with the core business (No. 10) or IT service man-
agement activities (mostly ITIL processes). The Security Management organization 
must continuously take care of division of labor and business integration. Adjust-
ments and reorganization are always required since the business develops rapidly. 
The rapid development of business, process optimization and major improvements 
require adjustments and the reorganization of roles and responsibilities and of 
procedures as well. That’s why these two tasks are incorporated in this list of activ-
ities which contribute to deliver ICT services with security measures which are 
both effective and efficient (No. 8). Effectiveness and efficiency need to be continu-
ously worked on. But also the customer (user organization) can demand improve-
ments and innovations (No. 11), mostly with respect to security measures but also 
procedures can be concerned. Though, it is up to the ICT Service Provider to im-
plement most changes, project support from the user’s side may be required, e.g. if 
ICT services or their provisioning is modified. Such improvements or innovations 
may be triggered by suffering security incidents (No. 7). 

A major activity on the user organization’s side (refer to No. 12 in Fig. 130) is to 
continuously check if the contract is still appropriate, fit for purpose and if contrac-
tual changes are possibly required. In particular, the division of labor should be 
reviewed since many problems result from missing or insufficient definition or 
from misunderstanding of agreements. Neither the user nor the provider is or feels 
responsible so that nobody becomes active when needed. Note that it is almost 
impossible to anticipate each and every situation in a complex IT outsourcing rela-
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tionship and to predefine suitable follow-up activities. That’s why the user organi-
zation (and the ICT Service Provider) must keep an eye on developing their rela-
tion. The user organization’s reviewing tasks also cover performing audits etc. 
What does the ICT Service Provider have to do? Effectiveness and efficiency with 
respect to security were already mentioned (No. 8). As a consequence, the ICT 
Service Provider must standardize and optimize its IT production and the way in 
which the ICT services are made secure. This in turn relates to and affects the ICT 
services and their development (No. 13). The Security Management organization 
must observe the development of the ICT services. Important modifications must 
be considered in the service catalogs and communicated to the customers. Contrac-
tual changes may be necessary. Though improving the efficiency and reducing 
costs is eventually in the interest of the user organization, standardization may also 
constitute a source of difficulty giving rise to discussions between the two parties. 
Standardization generally relates to two other areas: the already mentioned inte-
gration of security activities in the core business (No. 10) and the modernization 
and development of IT production (No. 14) including changes e.g. in the organiza-
tion of the supply chain. Such optimization may affect the user organization e.g. if 
functionality or specific characteristics change which are either contractually 
agreed or implicitly expected to remain stable and unchanged. Both cases require 
interaction between the two parties. Hence, significant effects of standardization 
need to be managed and discussed with the user organization (No. 13). If required, 
the ICT Service Provider must initiate a contractual change; but the provider’s 
Security Management organization must primarily support contract fulfillment 
(No. 15).  

Note that the joint security management is different from the one within a single 
corporation even if it is large. In an IT outsourcing situation, two legally and eco-
nomically independent companies are making business with each other. The user 
organization has no authority to directly issue instructions for the IT staff of the 
ICT Service Provider. There is no common boss who can act as the mediator be-
tween diverging interests. The ICT Service Provider, moreover, has a one-to-many 
business model. Standardized ICT services are delivered to many customers with 
diverse businesses and different expectations. This results in a usually larger IT 
production environment that in turn leads to a stricter organization. The two par-
ties couldn’t be much more distinct than they are. 

The joint security management requires exchanging information and agreeing so-
lutions. The basis is to understand each other. However, it is already hard to 
achieve having a common language within the own corporation. Thus, it is more 
complicated to find this common ground with another corporation. IT outsourcing 
of rather complex ICT services will not work without having a joint security man-
agement. The joint management requires a common language including a classifi-
cation scheme that supports any type of division of labor. It requires security prac-
tices that are aligned with industrialized IT production and interfaces between the 
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two parties in all phases of their business. ESARIS provides all this. The ICT Securi-
ty Standards (Level 4, ESARIS Orchestration Layer) comprises the security measures 
that are relevant for both sides and therefore presented and written so that they 
can be used for mutual contractual agreements. Security measures are also inte-
grated into the core business processes of the ICT Service Provider; they enhance 
them and ensure that IT security really works. Rigorous standardization ensures 
that costs are minimized. ESARIS provides a full featured methodology for imple-
menting the security standards. As a result, security is also considered in the ser-
vice catalogs which are the basis for the ICT services delivered to user organiza-
tions. Another methodology ensures that these ICT service are proven to meet the 
customer’s security requirements and that evidence is also provided during Opera-
tions. It ensures that the contract contains all necessary detail and that it is updated 
according to the actual needs. The whole architecture is modular and all its con-
stituents are aligned with the reality of today’s IT industry. Hence, relationships 
between buyers and providers, including those in the supplier network, can be 
managed suitably. To put it in a nutshell: ESARIS is built to manage IT security 
within an industrialized IT production environment and to balance between the 
interests of supplying parties on the on hand and of consuming parties on the oth-
er. 

 



 

14 Conclusion 

Introduction and summary: This chapter does not provide a summary of the 
Enterprise Security Architecture for Reliable ICT Services (ESARIS). Instead it looks 
onto the challenges from a different angle. Then the development of major IT se-
curity methodologies from the early 1980s till today is briefly reviewed. The in-
dustrialization of IT and its effects have not or not appropriately been consid-
ered in the literature about IT security management. ESARIS has been devel-
oped in order to fill identified gaps by providing numerous concepts, methods 
and measures that help managing the challenges of the industrialization of IT 
with respect to information security. Highlights in the development of ESARIS 
are summarized. Finally, the contribution to quality is highlighted: The “zero 
impact philosophy” behind ESARIS can also be read as a “mission statement” or 
a highly compressed version of the numerous solutions presented in this book. 

Synopsis of IT and IT security methodologies 
Information security historically originates from protecting military secrets and 
diplomatic messages. Cryptography, steganography and physical security were 
the most important measures used. This changed with the upcoming IT. In the 
1960ies, central computing emerged. In the following decades, especially banks 
and assurance companies began to deploy their own systems which required a 
specific protection. The development of secure payment systems till the 1990s pro-
vides examples for this. Security technology was advanced but also methods for 
the evaluation and certification of security systems and products were developed 
and implemented. But also governments developed similar schemas. In the 1980s, 
the Personal Computer changed the IT dramatically and pushed it towards decen-
tralized computing. But already in the 1990s the Internet connected them all with 
central computing services. As a result, the need for security solutions increased 
everywhere. The ever larger number of mobile devices increased this trend. But by 
the end of the 2000ths the IT came back to central computing services consumed by 
numerous distributed end-user devices. Central computing was reinvented again 
and again by using virtualization technologies which also required new security 
technologies. But maybe more important, business models and deployment mod-
els changed too. The term cloud summarizes those rather new developments. The 
IT is invented again and again. 

This story was told many times in the literature about IT security. Why? The 
shared use of central computing resources made “access control” important to 
have. Networking of devices required to separate communication by means of 
tunneling techniques and other means for “secure communication”. Moreover, 
“perimeter protection” had led to the development of many security solutions 
required to shield the internal IT from outside threats. Especially the use of mobile 
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devices required to add specific security solutions such as “data at rest” protection. 
The interconnection of computers via the Internet made them vulnerable to remote 
attacks and infections so that e.g. “malware protection” became an issue. Today 
many of the following disciplines are to be applied almost everywhere in IT: con-
trolling access, secure identification, controlling and blocking software execution, 
filtering and modifying data and code, drawing up inventories, checking integrity, 
encrypting data and connections, checking rules, searching for anomalies, alarming 
etc. This results in numerous security solutions each being required to prevent a 
specific threat which in turn may lead to an impact. The strategies and methodolo-
gies for prevention, detection and reaction changed too and required different ac-
tion since attacks became more sophisticated than ever. 

Security managers, strongly supported by vendors, consultants and researchers, 
learned to implement and to maintain all these solutions and related practices: Till 
approximately 2008, IT security kept up with the development of IT shown on the 
top of Fig. 131. But not only security technologies evolved, several security meth-
odologies were developed too. Some of the most important ones are shown in the 
lower part of Fig. 131. (The length of the boxes approximately span the period in 
which they were developed and introduced.) 

 
Fig. 131: Development of IT and IT security methodologies 

Here are some details: The Information Systems Audit and Control Association 
(ISACA) developed COBIT 5 to provide enterprises with a comprehensive frame-
work that enables them to govern and manage information and related technology 
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in a holistic manner – including security.82 Also in 1983, TCSEC83 (also called the 
Orange Book) was published by the Department of Defense (DoD) of the U.S.A. as 
one of the first standards for computer security. A major step was the provisioning 
of best practices for securing corporate ICT from the mid-1990s till today. The Brit-
ish Standard BS7799-1 was elaborated by industry peers, became ISO/IEC 17799, 
was revised several times and eventually took its final form as ISO/IEC 2700284 at 
the beginning of the 2000s. At this time a standard for the Information Security 
Management (BS7799-2) was published which became the international standard 
ISO/IEC 2700185 in 2008. One of the most influential concepts is GRC (“Governance, 
Risk Management and Compliance”) which was developed since 1996. It defines a 
management and controlling structure necessary to achieve corporate goals. In this 
context, the management of IT risks became specifically important. At the begin-
ning of the 2000s, ISO/IEC 13335-3 defined a systematic approach which was con-
tinued and improved by ISO/IEC 27005.86 The model of Key Risk Indicators (KRI) 
from Gartner, introduced 2011, connects information security risks more tightly 
with an enterprise’s core business. Another area is measurement of success. Gart-
ner presented metrics in 2004. ISO/IEC 2182787 was first published already in 2002. 
The National Institute of Standards and Technology (NIST) of the U.S. Department 
of Commerce developed several guidelines including the Performance Measure-
ment Guide for Information Security.88 There are several papers about almost all of 
these topics from the Information Security Forum (ISF). 

Appraisal of other frameworks and the development of ESARIS 
However, there is one trend that has not or not appropriately been considered: the 
industrialization of IT. Refer to the red boxes in Fig. 131. Major effects include 
(1) larger-scale ICT, (2) necessity for rigorous standardization, (3) process-oriented 
organization of ICT service provisioning, (4) different work organization following 
a more horizontal model, (5) a higher degree of division of labor in the supply 
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chain, (6) strong separation of consuming and supplying party and mediation of 
their relationship via the open market. There are strategies for implementing and 
maintaining security measures. There are methods for quality management in its 
broader sense. Industrialization is not considered. There is e.g. ISO/IEC 2701789 
which is only an interpretation of ISO/IEC 27002 for cloud service customers and 
cloud service providers. Other papers about cloud security are similar; they mainly 
relate to technology and basic deployment models or describe risks.90 

The above concepts lack the following: (1) integration of information security in 
industrial operational processes which includes procedural security measures be-
yond design phases and a concept for integration into the IT production environ-
ment as well, (2) a concept for increasing efficiency and for allocating resources 
accordingly that goes beyond prioritization, (3) a classification and organization 
schema that provides a common language that can be understood by IT managers 
and is suitable for managing security in a complex ICT environment, (4) a custom-
er-provider model which defines appropriate interfaces and modes of interaction 
between the consuming and the supplying parties in complex IT outsourcing situa-
tions and the supplier network as well, (5) a concept how assurance or grounds for 
confidence is provided to the consuming parties (especially user organizations) 
that there are no risks which are not accepted. 

The Enterprise Security Architecture for Reliable ICT Services (ESARIS) has been de-
veloped in order to fill those gaps. ESARIS introduces several concepts, describes 
methods and defines numerous measures that help to manage the challenges of the 
industrialization of IT with respect to information security. 

The development of ESARIS began in 2010. Whenever a new demand turned up, a 
new concept was developed to respond to it. Practical experience obtained by us-
ing existing concepts was used for continuous improvements. In 2014, the large 
ICT Service Provider, that developed ESARIS, started a longer lasting program to 
introduce ESARIS in its departments and subsidiaries. While performing this 
Transformation program the company gained other valuable experience which led 
to further improvements. Nonetheless, the ICT Service Provider’s customers are 
the most important source of information. These customers include huge corpora-
tions with a global footprint in different industries. Though, ESARIS is rather com-
plex and hard to grasp at the first go, these larger corporations got deeply involved 
and provided helpful and very positive feedback. ESARIS was used while manag-
ing numerous big and complex deals throughout their IT outsourcing phases in-
cluding Sales, Manage the Deal, Transition and Transformation as well as Opera-
tions. At the end of 2016, the Zero Outage Industry Standard Association was founded 
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by major tech-companies which want to start an industry-wide discussion and 
collaborate to define an industry standard for IT quality based on the four pillars 
security, processes, platforms and people. The group analyzed the challenges with 
respect to information security and came to the conclusion that existing standards 
need to be enhanced: ESARIS was chosen as the starting point for this ambitious 
project. The current status of the industry standard is available on the web site of 
the association.91 

The zero impact philosophy 
What is the main contribution of ESARIS with respect to improving quality? Main 
points of the “zero impact philosophy” behind ESARIS, which can also be read as a 
“vision and mission statement”, are: 

Secured by definition: The implementation of security measures is completely and 
seamlessly integrated into the ITSM processes. In this way, IT security is merged 
into the area of the ICT Service Provider’s “core competencies” (management con-
cept from 1990). Following the example of “Total Quality Management” (TQM) 
from the 1980s, IT security is actively produced as a result of culture, commitment 
and adherence and not primarily achieved through quality control. 

Security is everybody’s business and responsibility: This means that the implemen-
tation of security will stop to be a dedicated discipline. Only strategic and prepara-
tory tasks as well as steering and executive activities may remain delegated to 
what was called the Security Management organization. The IT staff is enabled 
(and empowered) to care for IT security and follow technical and procedural in-
structions sovereignly. The IT staff considerably contributes to the specification of 
such instructions and will finally elaborate them on their own. “Empower-
ment“(1980s) was an influential management concept with a similar intention. 

One step at a time and just see the accomplishment: Quality gates are a major in-
strument for controlling if important tasks are successfully accomplished. They 
should be implemented in project as well as in continual businesses in order to 
verify if corporate IT security rules and objectives are met and if the security 
measures are correctly implemented. The principle follows “Management by objec-
tives” (MBO, 1954) since the focus is set to achievements and not to activities. The 
management concept „Balanced Scorecard” (BSC, 1992) reminds that there are 
several dimensions, perspectives and target figures to be considered and used. 

Master complexity using architecture: A large-scale IT production is complex with 
respect to organization and technology and characterized by a high degree of divi-
sion of labor. This makes securing ICT services a big challenge. Architecture (clas-
sification and organization schemas) helps mastering this complexity and ensuring 
that effective security measures are defined and appropriate guidance is made 
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available in each area of IT production. Architecture also helps to ensure that all 
parts integrate to a secure whole. “Complexity management” is a business meth-
odology from the early 2000s which identified complexity as a factor that drives 
costs up and maybe also degrades quality. 

Excellence through standardization: IT production gets industrialized in order to 
raise the efficiency. IT security must follow this trend. IT security needs to be 
standardized in order to reduce costs and to increase quality. IT security needs to 
be organized in a modular way in order to preserve business flexibility. This ap-
proach is related to the management concept “Lean manufacturing”, in particular 
with respect to eliminating wasting (Japanese “muda”) e.g. by avoiding overbur-
dening of people (“muri”) and unevenness in operations (“mura”). 

Balance between buyers and providers: The chain is only as strong as its weakest 
link. The success strongly depends on each party participating in the supplier net-
work. IT security must become an element of genuine “supply chain manage-
ment”. A modular architectural approach must support the decomposition of secu-
rity requirements for supplying parties as well as the composition of the security 
services for the consuming party. Interfaces between the parties need to be defined 
in each phase of their interaction together with methods to negotiate, agree and 
control IT security and to provide assurance together with ICT services and tech-
nology especially to the user organization. 

Speak a common widely understood language: Experts tend to organize their dis-
cipline according to their own needs. They also define terms that outsiders often 
do not understand. The above requires a change. IT security should be IT related. 
IT security management should be service-driven. On the whole, it’s the business 
which must derive benefit from secure ICT services. 

In this context, ESARIS defines numerous concepts, methods and measures which 
are explained in this book. The architecture does not only tell “what”, but provides 
detailed guidance “how” to treat IT security in today’s large-scale IT industry with 
complex technology and a high degree of division of labor in order to meet the 
diverse security requirements of numerous user organizations at reasonable costs. 
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also man-made. Interested readers are nonetheless invited to provide their valua-
ble comments to the authors. 

Curriculum vitae of Eberhard von Faber 
Eberhard von Faber from T-Systems studied elec-
trical engineering and obtained a doctorate in the 
field of semiconductor physics. He is a professor 
for IT Security at Brandenburg University of Ap-
plied Science. In this sideline job, he teaches the 
Security Management Master's degree course. 

In January 1992, he started his career as a develop-
er for security products. He developed the first 
hardware-based security system for notebook 
computers. This security system was made availa-
ble in the form of a credit card-sized PC Card and 
featured a full size microcomputer with battery 

 
Source: private 



A - Authors and acknowledgement 333 

backup secure key storage. 

One key element was a highly integrated circuit (ASIC) especially developed for 
this product in order to manage the integration into the card’s small form factor. It 
also featured the world’s fastest integrated circuit for DES encryption. 

He left the company in 1994 and moved to debis Systemhaus, where he worked in 
various fields of security engineering, security consulting and security evaluation. 
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immobilizer system – still in existence today – for a leading automotive company. 
Another large security engineering project was the development of an infrastruc-
ture for secure communication for a German banking consortium in around 1996. 
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Standard (DES) is no longer secure against a brute-force attack. As a result, the 
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B Glossary (terms and definitions) 

Terms and definitions can also be found in the literature:92 

B.1 Fundamental terms 
Goals of Information Security (CIA) 
Confidentiality The confidentiality of information expresses the need to be pro-

tected from being accessed by or disclosed to unauthorized subjects (individu-
als or systems). Confidentiality is preserved, e.g. by restricting access, readabil-
ity and flow of information. 

Integrity The integrity of information, systems and services is the property of not 
being altered or corrupted, or tampered with, in an unauthorized manner or 
accidentally. Integrity can be preserved, e.g. by limiting the ability to make 
modifications. Integrity can be detected, e.g. by comparison. 

Authenticity The authenticity of information is the property of being genuine. This 
encompasses integrity but additionally means that its origin is verified. Au-
thenticity can be preserved, e.g. through the authentication of remote subjects 
or through the authentication of data (e.g. using signatures). 

Availability The availability of information, systems and services is the property 
of being accessible and usable upon legitimate demand. Availability is pre-
served, e.g. through redundancy, capacity and resilience. 

Accountability Accountability is the property that actions of an entity can be 
uniquely traced back to that entity which can be identified. The purpose can be 
different. Examples include non-repudiation, forensics, billing, as well as re-
source allocation and optimization. 

 

                                                           
92 Kissel, Richard (ed.): Glossary of Key Information Security Terms; National Institute of 

Standards and Technology, U.S. Department of Commerce, NIST IR 7298, Rev. 2, May 
2013 [16] 

 Chrissis, Mary Beth; Mike Konrad and Sandy Shrum: CMMI – Guidelines for Process 
Integration and Product Improvement; Addison-Wesley, 2003, ISBN 0-321-15496-7 [34] 

 ISO/IEC 27000 - Information technology — Security techniques — Information security 
management systems — Overview and vocabulary; 2016 [4] 

© Springer Fachmedien Wiesbaden GmbH 2017 
E. von Faber, W. Behnsen, Secure ICT Service Provisioning for Cloud, Mobile and Beyond, Edition <kes>,  
DOI 10.1007/978-3-658-16482-9 
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Threats and risks 
Threat A threat is an anticipated scenario or circumstance with the potential of 

violating a security policy. A threat requires a vulnerability to be utilized or 
exploited before the business is impacted. Threats are directed towards assets. 

Vulnerability Vulnerabilities relate to the absence of or defect in appropriate secu-
rity measures (or security control). Technical vulnerabilities are gaps in technol-
ogy which – if exploited – lead to a breach of security or violation of a security 
policy. For more detail refer to the definitions in Sect. B.3 on page 342. 

Security Security is the absence of unaccepted risks. This condition is seen as the 
result of implementing and maintaining security measures (technical, proce-
dural and organizational). Security will allow an organization to perform as 
desired despite the risks its ICT is exposed to. 

Risk A risk is generated if a threat can – with a given probability – utilize or ex-
ploit a vulnerability  (absence of or defect in appropriate security measures), 
which has an impact on business. 

Asset An asset is anything that has value for the organization and is critical for 
being able to meet the business objectives. Therefore, assets need to be protect-
ed from being put at risk. 

Goals and measures 
Security objective A security objective  is a statement of the desired state to be 

achieved. Usually it combines a specific subject and environment with declara-
tions of confidentiality, integrity, authenticity, availability, accountability and the 
like. More specifically, a security objective can determine the outcome of an ac-
tion. 

Security measure A security measure  is any means that is suitable to mitigate 
risks. Security measure is synonymous with security control. Security 
measures can be administrative, organizational or procedural, technical or le-
gal. 

Security requirements Security requirements  describe the characteristics of securi-
ty measures. This is done in a way that allows flexibility in selecting and design-
ing the measures. Security requirements reply to security objectives that in turn 
are formulated as response to identified threats. 

Security target A security target is a comprehensive security specification that 
includes the identification of threats in a defined environment (problem state-
ment), the description of security objectives defined as responses to that problem 
statement, as well as a description of security requirements which are chosen in 
order to achieve the security objectives. 

Assurance Assurance is the level of confidence that the “entity under considera-
tion” meets its security target, in particular that the security objectives are met. 
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Assurance is established by applying assurance measures (e.g. by following 
specific security procedures in the life-cycle) and by providing transparency 
about and third-party assessment of these measures. 

Certification Certification is the confirmation that assurance has been established in 
a defined process using predefined criteria. The confirmation is issued by an 
independent certification authority or certification body. Often this certifica-
tion authority basically confirms that assurance has been established in accord-
ance to the certification requirements (i.e., the above conditions of applying a 
“defined process” and “predefined criteria”). The assessment against the “pre-
defined criteria” is then conducted by another party called the evaluation facil-
ity. The evaluation facility needs to be accredited by the certification authority, 
which requires approval and continuous monitoring of the business and activi-
ty. 

Process and improvement 
Compliance For an organizational unit or for people, compliance means that they 

act according to certain defined standards. This is usually achieved by the def-
inition of processes and procedures that are actually used. – A physical entity 
is compliant if its characteristics match predefined characteristics or properties 
or have predefined quality or attributes. Characteristic may also mean to be 
constructed in a predefined way. 

Capability Capabilities are the means of an organization or people to master antic-
ipated situations and gradually improve them. Capabilities usually apply to an 
individual, well-defined area. Capabilities can be determined. Their quality 
can be measured, e.g. by reflecting on how the result is achieved and how this 
can be proven to an audience. 

Maturity Maturity allows predictions of general outcomes of upcoming or future 
projects, activities etc. This requires maturity to be measured. Maturity usually 
applies to multiple areas. 

Procedure A procedure is a specific and usually specified way to carry out a pro-
cess or parts of it. 

Process A process is a set of subsequent or interrelated activities that serve an 
overall common purpose. 

B.2 Terms relating to security organization 
Security architecture 
Enterprise Security Architecture (ESA) An Enterprise Security Architecture (ESA) 

is a rigorous structured approach built to achieve an adequate level of (infor-
mation or ICT) security in an enterprise. The security architecture defines and 
comprises elements (e.g. the methods and security measures), their relations 
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(e.g. interfaces, interactions and dependencies) and a taxonomy that provides a 
rigorous structure and a classification and organization schema (e.g. hierar-
chies, organization, conventions). The means or security measures that are ap-
plied comprise technological, organizational and procedural means. The term 
is synonymous with Enterprise Information Security Architecture (EISA) 
where the focus is on mitigation of ICT or information-related risks. 

Enterprise Security Architecture for Reliable ICT Services (ESARIS) An Enter-
prise Security Architecture for Reliable ICT Services (ESARIS) is an Enterprise 
Security Architecture (ESA) made for ICT Service Providers. An Enterprise Se-
curity Architecture (ESA) has the general goal or purpose of protecting an en-
terprise or, more specifically, the information and IT being used. It can be built 
and maintained by any enterprise that processes information. – An Enterprise 
Security Architecture for Reliable ICT Services (ESARIS) is built and main-
tained by ICT Service Providers with the clear goal, purpose and focus to de-
liver ICT services to customers with an adequate level of security. Thus, an 
ESA protects an enterprise and its business, whereas an ESARIS is built and 
maintained in order to reduce risks for customers who consume any ICT ser-
vice from the ICT Service Provider. 

Information Security Management System (ISMS) An Information Security Man-
agement System (ISMS) is a model that enables an enterprise to cope adequate-
ly with information security. It comprises policies, procedures and guidelines 
and is used to establish, monitor and improve an enterprise’s overall infor-
mation security. An ISMS is an enablement, governing and management 
framework. An Enterprise Security Architecture (ESA), moreover, comprises 
the individual, very specific measures that enforce security by averting threats. 

Security Management 
Security policies Security policies express intention and direction through the 

definition of rules and criteria. Usually policies abstract from technology. They 
are often put into force by the management. 

Security record A security record is a document in any format that provides evi-
dence of activities. Activities can be automated (operation and usage of ICT) or 
manual (human intervention). Evidence can pertain to the activity itself or to 
its result. Automatically generated records are also called log data. They are al-
so called audit data, audit logs or audit trails if systems activities are recorded 
chronologically. 

Security report A security report is a reply to a specific request and not just evi-
dence like a security record. Usually, a security report is provided in order to 
provide evidence of a provided service or its quality. A security report is creat-
ed to leave the department or domain it is created in. Its purpose is third-party 
notification. Security reporting is the process of communicating to contracting 
bodies and the like based on security reports. 
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Security audit A security audit is an independent review and examination of rec-
ords, reports or observed facts by people. Audits can be conducted to verify 
the existence and effectiveness of measures, to check compliance with policies 
and procedures, and to identify and recommend necessary changes in 
measures, policies, or procedures. An audit usually includes practical tests. – 
For information on automated “observation”, refer to security record and log 
data. 

Security testing Security testing is an independent review, “hands-on” trial and 
examination of ICT security measures by people. Testing is conducted to verify 
the existence and effectiveness of measures, to check compliance with policies 
and procedures, and to identify and recommend necessary changes in controls, 
policies, or procedures. Security testing is also performed as part of a security 
evaluation; and penetration testing or ethical hacking are specific types of se-
curity testing. 

Service Management 
Change A change is the alteration to ICT, more specifically to a Configuration Item 

(CI). This includes the addition, modification or removal of ICT services, ap-
proved or supported hardware, network, software, applications, environ-
ments, systems, desktop workplaces or associated documentation. 

Configuration Item (CI) A Configuration Item (CI) is any component that needs to 
be managed in order to deliver an ICT service. Information about each CI is 
recorded in a configuration record in a data base and maintained throughout 
its life-cycle by Configuration Management. Examples of Configuration Items 
are ICT services, hardware, software, buildings, people and formal documenta-
tion such as process documentation and Service Level Agreements (SLA). 

Criticality The criticality measures the dependency of the customer on the proper 
operation of an ICT service. The value is assigned to the ICT elements (Config-
uration Items) used and which are necessary to provide the ICT service. 

Customer Business Impact (CBI) The Customer Business Impact (CBI) measures 
the degree of impact caused due to an incident. It combines the measured loss 
of availability (see service restriction) and the measured dependency of the 
customer to maintain the business (see criticality). Thus, the CBI does consider 
the use of the ICT service or systems in the customer’s business context. The 
CBI does not consider security aspects such as the loss of confidentiality or in-
tegrity of data. 

Release A Release is a collection of hardware, software, documentation, processes 
or other components required to implement one or more approved Changes to 
ICT Services. The contents of each Release are managed, tested and deployed 
as a single entity. 
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Request for Change (RfC) A Request for Change (RfC) is a formal proposal to 
initiate a change. It contains a description about the action requested. This term 
does not describe the change itself or records of it. 

Service restriction The service restriction measures the degree of impact caused 
due to an incident. The service restriction solely considers the loss of availabil-
ity. It does not consider the use of the ICT service or systems in the customer’s 
business context. The service restriction is used to determine the Customer 
Business Impact (CBI). 

The ICT Service Provider and its business 
Transition Transition is the process of moving ICT service provisioning to an ICT 

Service Provider. The Transition is the execution of a set of contractually de-
fined projects to take over operational responsibility for the customer’s services 
that are in scope. ICT services are taken over without any change (also called 
“as-is”) which defines the so-called Current Mode of Operation (CMO). How-
ever, Transition also allows for making adjustments and limited improve-
ments, which turns the IT operation from CMO into a different mode of opera-
tion managed by the ICT Service Provider (CMO+). During transition, the 
transfer of all defined CMO assets, staff and/or services to the ICT Service Pro-
vider is prepared and performed. 

Transformation Transformation is the modernization of ICT service provisioning 
at the ICT Service Provider. The Transformation is the execution of a set of con-
tractually defined projects to implement the Service Level Agreement (SLA), to 
reduce the total cost of ownership (TCO), and to enhance or implement new 
services. Emphasis is on standardization, centralization and integration. Trans-
formation moves the ICT service into its so-called Future Mode of Operation 
(FMO). 

Current Mode of Operation (CMO) The Current Mode of Operation (CMO) is the 
mode of IT operation before Transition starts. In other words, the customer’s 
ICT systems are operated “as-is” and without any change being made by the 
ICT Service Provider. 

Current Mode of Operation plus (CMO+) The CMO+ is the mode of IT operation 
after Transition ends and before Transformation starts. The CMO+ is different 
to the CMO since the ICT services are adapted and improved to some extent 
when moved to the ICT Service Provider and operated under the provider’s 
responsibility. 

Future Mode of Operation (FMO) The Future Mode of Operation (FMO) is the 
mode of IT operation after Transformation has finished. That means that opti-
mized operation is achieved after the implementation of all agreed projects. 
The CMO+ is changed to the FMO during Transformation. 
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B.3 Terms relating to difficulties and restoration 
Vulnerabilities, events and incidents 
Patches Patches are pieces of software that are developed to expand or replace 

existing code because the latter is defective. Patches address and remove exist-
ing defects in software or enable additional functionality. 

Problem A Problem refers to the cause of (security) incidents or a lack of perfor-
mance, a shortage of capacity or failure in functionality. A Problem requires a 
repair. The cause, however, is usually not known at the time a problem record 
is created, and the Problem Management process is responsible for further in-
vestigation. 

Vulnerability (general) Vulnerabilities relate to the absence of or defect in appro-
priate security measures (or security control). The term “appropriate” refers to 
the fact that threats and risks are analyzed and security objectives are defined. 
Then security requirements and security measures are designed that are in-
tended to meet the security objectives, counter the threats and mitigate the 
risk. 

Vulnerability (technical) Vulnerabilities are gaps in technology which – if exploit-
ed – lead to a breach of security or violation of a security policy. Gaps are 
caused by defects in software, misconfiguration or general or architectural de-
sign errors. Day-to-day corrective measures are patches (which remove defects 
in software) and changes in the configuration (removing or replacing equip-
ment, changing the equipment setup). – Gaps may also be caused by unantici-
pated changes in the usage and operating environment and by technological 
progress which may, for instance, allow or provide new methods of attack. 

Vulnerability Assessment Vulnerability assessment requires prior identification of 
vulnerabilities, e.g. using vulnerability notification services (CERT advisory 
services), release notes from manufactures, other sources of announcements, as 
well as results from any security testing, which includes integrity scanning, de-
tection of changes, automated and manual penetration testing. Vulnerability 
assessment includes identification of root cause, evaluation of impact and mit-
igation planning. Mitigation planning includes the planning of any corrective 
action and the evaluation of anticipated and achieved results. 

Logging Logging is the process of producing log data. Log data are records being 
produced by ICT systems and components at run-time in order to report on 
usage and operation. Log data which are most relevant for managing security 
are that which relate to security events. 

Monitoring Monitoring is any observation of ICT systems and components during 
run-time. The result is data which are usually logged. Whereas genuine log da-
ta are produced by the ICT systems or components itself (own records), moni-
toring is supervision at run-time and produces records (or log data) externally. 
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Log management Log management is any analysis and processing of log data in 
order to allow system troubleshooting, checking of compliance with policies 
and regulation, to identify and respond to security events and security inci-
dents and to perform security investigations (forensic analysis). 

Security events Security events are any security-related or security-relevant action 
that is made visible by a log entry, an alarm or any other observation that has 
been tracked. A security event is “neutral” or not yet measured in terms of its 
effect. It may represent a critical security breach or just an authorized use of 
the ICT. 

Security incidents Security incidents are security events that violate a security 
policy and require human intervention which is beyond applying day-to-day 
corrective measures. Security incidents also consider the event of an imminent 
threat of violating a security policy. A security incident can be caused by an 
exploitation of a (technical) vulnerability, of another weakness in organization 
or processes; it may utilize human failure or misbehavior or a combination 
thereof. ICT security incidents are security incidents that affect the ICT (and 
therefore the ICT services) and possibly the information being processed. 

Security incident response Security incident response comprises notification to 
users and other groups as well as any actions taken in order to minimize loss-
es, destruction, systems outage or any other business impact. 

Forensic analysis Forensic analysis is the process of reconstructing past events 
from the analysis of traces being produced or recorded during the event and to 
identify the root cause. Forensic analysis tries to avoid any alteration to sys-
tems and data being involved or used in the event. Forensic analysis should 
provide evidence and accounting data. 

Business Continuity Management Business Continuity Management provides 
precautions that minimize the impact of possible disruptions to ICT service 
provisioning or of a business-critical loss of data, which includes a timely and 
outright recovery of service and data. Business Continuity Management com-
prises Business Continuity Planning that utilizes a Risk Management ap-
proach. Business Continuity Management also comprises practical execution, 
or emergency management. ESARIS deals with ICT services. Strictly speaking, 
it concerns (ICT) service continuity. 

B.4 Major concepts and models at a glance 
This section provides a “fast track to ESARIS” by delivering definitions or short 
explanations for major concepts or models of ESARIS. 

The figures are reproduced from the previous sections in order to ease the use of 
this glossary. 
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Situation 
ESARIS Standardization Philosophy (Fig. 132) 

Fig. 132: ESARIS Standardization Philosophy (Fig. 7 on page 19) 

“IT outsourcing” started with moving systems from customer premises to 
large data centers of specialized ICT Service Providers. New systems were de-
veloped as dedicated systems to fit the specific requirements of the customer. 
At this time, silos were set up which resulted in heterogeneous environments. 
– In order to reduce costs and improve flexibility, today’s “outsourcing” uses 
shared systems and demands largely standardized services. ESARIS follows 
this trend and supports industrialized IT production and delivery. 

ESARIS Duplex Security Management Concept (Fig. 133) 

 
Fig. 133: ESARIS Duplex Security Management Concept (Fig. 12 on page 31) 

The ESARIS Duplex Security Management Concept firstly recalls that there are, 
for ICT Service Providers, two distinct goals in the field of information securi-
ty: the protection of the enterprise as a whole and of the service or product be-
ing provided. Both areas can cause risks to both the enterprise and its custom-
ers. Hence, the two areas are interwoven. The ESARIS Duplex Security Manage-
ment Concept indicates the necessity and existence of two different security or-
ganizations or perspectives. Each one will concentrate on one scenario while 
supporting the other. The interrelation is called “duplex” since none of them 
should actively control an issue that is already and actively controlled by the 
other party. 
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ESARIS Governance Model (Fig. 134) 

 
Fig. 134: ESARIS Governance Model (Fig. 13 on page 32) 

The ESARIS Governance Model combines and aligns the two perspectives and 
tasks described in the ESARIS Duplex Security Management Concept. The two 
perspectives are called governance, risk and compliance (GRC) perspective 
and business perspective here, whereby the first clearly controls the second. 
Note, however, that there can be conflicts and other constraints such as fund-
ing of security measures and others resulting from the actual practice thereof. 

Approach 
ESARIS Industrialization Concept (Fig. 135) 

 
Fig. 135: ESARIS Industrialization Concept (Fig. 39 on page 104) 

It is a major goal of ESARIS to increase the degree of standardization. ICT ser-
vices shall be produced in an industrialized way that requires embedded and 
related ICT security measures to be standardized as well. ICT services provide 
a minimum, baseline or standard security (blue). Requirements that are not 
common to all customers are met by adding predefined options (black). Cus-
tomer-specific services that meet full custom requirements are considered as 
exceptional cases. The different types of solutions consider both the provider’s 
and the customer’s requirements. 
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ESARIS Composition Model (Fig. 136) 

 
Fig. 136: ESARIS Composition Model (Fig. 40 on page 106) 

ESARIS is built to support the ICT core business. The provider follows a 
modular approach in providing ICT services and the embedded or associated 
ICT security measures. Each ICT service consists of a baseline service (rectan-
gle with interfaces) but allows options to be added (shown as plugs). The ICT 
security measures are provided in the same manner. There is a baseline securi-
ty which can be enhanced using options. Many of the security options are also 
available as dedicated security services and therefore part of the ICT Security 
Service portfolio. 

Framework for ESARIS Fig. 137 

 
Fig. 137: Framework for ESARIS (Fig. 9 on page 27) 

The ESARIS approach – the subject matter of this book – does not cover all the 
activities within an enterprise that relate to information security and risks. 
Firstly, a Security Management organization and processes for it on a corpo-
rate level are required. This Information Security Management System (ISMS) 
build or maintain the so-called Enforcement Framework for ESARIS. Secondly, 
one must manage the relations to standards, industry and other best practices. 
The collection and classification of security measures is the subject of the so-
called Endorsement Framework for ESARIS. This framework also maintains a 
mapping between all existing security measures from the different sources as 
required for the Internal Control Framework of the ICT Service Provider and 
its customers. 
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Enforcement Framework for ESARIS (Fig. 138) 

 
Fig. 138: Enforcement Framework for ESARIS (Fig. 10 on page 28) 

The Enforcement Framework for ESARIS can be considered the Information Secu-
rity Management System (ISMS) of the ICT Service Provider since it provides 
the organization, the processes and other resources and is built to establish, 
implement, operate, monitor, review, maintain and improve information secu-
rity. An ISMS which is largely defined in ISO/IEC 27001 93 is used by many 
large organizations and implemented on a corporate level. 

Endorsement Framework for ESARIS (Fig. 139) 

 
Fig. 139: Endorsement Framework for ESARIS (Fig. 11 on page 30) 

The Endorsement Framework for ESARIS builds the part that manages relations 
of ESARIS to norms, industry standards and best practices as well as legisla-
tion and regulation. This framework looks in detail at security implementation 
standards such as ISO/IEC 27002 94 or the ISF’s SOGP.95 It also comprises a 
mapping between the security measures defined in ESARIS and the security 
measures stipulated in the environment. 

                                                           
93 ISO/IEC 27001 – Information technology – Security techniques – Information security 

management systems – Requirements, 2013 [5] 
94 ISO/IEC 27002 – Information technology – Security techniques – Code of practice for 

information security management, 2013 [6] 
95 Information Security Forum (ISF): The Standard of Good Practice for Information Securi-

ty 2016 [25] 
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Content 
ESARIS Dimensions (Fig. 140) 

 
Fig. 140: ESARIS Dimensions (Fig. 14 on page 34) 

ESARIS spans three dimensions and thereby responds to three questions: 
What? – ESARIS comprises all components that are needed to deliver secure 
ICT services and dedicated security services to customers. Who? – ESARIS 
comprises definitions of roles and responsibilities as well as of processes and 
practices. How? – ESARIS comprises the security standards showing how se-
curity is “achieved” and allow for “assessing” the level being achieved. 

ESARIS Work Areas (Fig. 141) 

 
Fig. 141: ESARIS Work Areas (Fig. 15 on page 35) 

The ESARIS Work Areas are one of the ESARIS Dimensions (i.e. No. 1). ESARIS 
considers the whole life-cycle. Consequently, there are three work areas that 
are considered. Service Design and Implementation comprises all elements that 
are prepared and available to deliver ICT services in a secure way. Secondly, 
there is the Project Business in which new business is prepared and major 
changes are made. The third dimension is Operations, where ICT services are 
actually delivered to customers in a secure way. 
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ESARIS Collaboration Model (Fig. 142) 

 
Fig. 142: ESARIS Collaboration Model (Fig. 17 on page 39) 

The ESARIS Collaboration Model fills one of the ESARIS Dimensions (i.e. No. 2) 
and describes the roles and their interaction in Project Business and Operations 
(refer to ESARIS Work Areas). In particular, it features the Security Manager who 
is responsible for security issues in the Project Business (plan – build) and the 
Customer Security Manager who does perform this task in Operations. 

Hierarchy of Security Standards (Fig. 143) 

 
Fig. 143: Hierarchy of Security Standards (Fig. 19 on page 43) 

The Hierarchy of Security Standards fills in one of the ESARIS Dimensions (i.e. 
No. 3). This hierarchy comprises an overall security policy on the top (Level 1) 
and more detailed security rules below (Level 2). These two concern the whole 
enterprise and its business. The next levels (3 to 5) deal with the ICT service 
delivery. They describe security principles and standards that are built and 
maintained in order to deliver ICT services in a secure way. Such a hierarchy 
may look different and use other terms. 
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ESARIS Concept of Double Direction Standards (Fig. 144) 

Fig. 144: ESARIS Concept of Double Direction Standards (Fig. 20 on page 48) 

ESARIS aims to standardize the security measures and to provide information, 
transparency and evidence to customers that security is actually being 
achieved. In order to ensure unambiguity, Level 4 of the Hierarchy of Security 
Standards is chosen to provide information to customers and simultaneously to 
provide directives for ICT service delivery and production. The ESARIS Con-
cept of Double Direction Standards stipulates that the same text is used for both 
purposes. The security measures of Level 4 (ESARIS Orchestration Layer) there-
fore address a concrete security issue and respond to a question or concern that 
is of interest for customers. The context, purpose and effect become clear from 
studying the security measure. The security measures, moreover, provide di-
rections for implementation, formulated as clearly and specifically as required 
in order to ensure that security objectives are achieved. 

ICT Security Standards (Fig. 145) 

 
Fig. 145: Three levels with the ICT Security Standards on Level 4 (orchestration layer) 

The ICT Security Standards are the ESARIS security standards on Level 4 of the 
Hierarchy of Security Standards. They form the ESARIS Orchestration Layer and 
specify security features protecting the provider’s ICT services in the form of 
security measures. There are 31 ICT Security Standards which are organized ac-
cording to the ESARIS Security Taxonomy. The set of all ICT Security Standards 
(or the security measures they describe) is qualified to respond to the security-
related requirements that originate from both the ICT Service Provider and the 
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user organization (customer). The ICT Security Standards are the most detailed 
ESARIS security standards which are foreseen for communication to custom-
ers. Refer to the ESARIS Concept of Double Direction Standards for details. 

ICT Security Baselines (Fig. 146) 

 
Fig. 146: Refinement to the most detailed ICT Security Baselines (Level 5) 

The ICT Security Baselines are the ESARIS security standards on Level 5 of the 
Hierarchy of Security Standards. They refine the security measures stipulated 
in the ICT Security Standards and specify security features protecting the ICT 
services in the form of technical policies and concepts, work instructions and 
checklists, and comprise also tutorials and guidance. In this way, they cover all 
information necessary to implement the security measures from Level 4 in 
technology and processes. 

Specification 
ESARIS Security Taxonomy (Fig. 147) 

Fig. 147: ESARIS Security Taxonomy (Fig. 21 on page 56) 

ESARIS describes security measures in a structured and totally modular way. 
The security measures had been distributed amongst several ICT Security 
Standards since both the ICT services and the security requirements are mani-
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fold. The ICT Security Standards provide transparency to customers by explain-
ing how the ICT Service Provider achieves and guarantees security. They are 
also directives for production and service delivery. The structure of the ICT Se-
curity Standards has therefore been designed to serve three objectives: Custom-
ers shall obtain answers on how their requirements are addressed. The indi-
vidual departments and teams of the ICT Service Provider shall easily find the 
guidance relevant for them. Thirdly, the ICT Security Standards shall cover all 
relevant aspects, i.e. “the whole world of IT and TC security” with all the de-
tails and variants across all technical disciplines and throughout the entire life-
cycle. This structure is called ESARIS Security Taxonomy. 

Clusters of ICT Security Standards (Fig. 148) 

Fig. 148: Clusters of ICT Security Standards (Fig. 22 on page 59) 

The Clusters of ICT Security Standards are one element or aspect of the ESARIS 
Security Taxonomy. Areas can be grouped into so-called clusters. The diagram 
shows six clusters as used in the original map of ICT Security Standards. Other 
clusters can be defined in order to combine areas which, from a specific per-
spective, belong together. 
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ESARIS Security Specification Concept (Fig. 149) 

 
Fig. 149: ESARIS Security Specification Concept (Fig. 42 on page 108) 

The ESARIS Security Specification Concept provides guidance for the authors of 
ICT Security Standards and ensures that the latter have the same structure and 
content and integrate into the overall ESARIS Security Taxonomy while describ-
ing dependencies etc. All standards have the following structure and content: 
security problem definition, security objective identification, scope and cover-
age clarification, identification of external support (dependencies with other 
standards), definition of security measures with implementation guidance and 
rationale. The approach is related to the one described in Common Criteria 
(ISO/IEC 15408). 

Compliance 
Provider Scope of Control (Fig. 150) 

 
Fig. 150: Provider Scope of Control (Fig. 28 on page 76) 

Provider Scope of Control describes a method for selecting the right and relevant 
information for a customer, an individual service or a specific deal. This starts 
with selecting the technological elements and the related ICT Security Standards 
that are associated with the delivered ICT service. Then operations and the di-
vision of labor between the ICT Service Provider and the customer are consid-
ered, and specifically, services are selected with the related ICT Security Stand-
ards. Next, specific responsibilities are checked which provides additional fil-
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ters. Finally, parameters such as ownership and contractual details are taken 
into account. The method of selection works at the level of security measures. 

Taxonomy of Service Models (Fig. 151) 

 
Fig. 151: Taxonomy of Service Models (Fig. 29 on page 77) 

In ESARIS, the Taxonomy of Service Models helps to determine the Provider Scope 
of Control. It relates the Service Model to the possession of elements in the IT 
stack (provider or user organization). The model also differentiates between 
the dedicated and shared mode of production and helps to discuss the location 
of production. The taxonomy considerably helps to characterize an ICT service 
to the required level of detail. 

Compliance (ESARIS) (Fig. 152) 

 
Fig. 152: Two types of compliance (ESARIS) 

In ESARIS, compliance refers to two different areas. 1) The ESARIS Compliance 
Attainment Model measures if ICT services are compliant with relevant ESARIS 
security standards. It is verified if the security features are correctly imple-
mented in technology and processes used for delivering the ICT service. The 
result is documented in form of an Ace. 2) The ESARIS Customer Fulfillment 
Model measures if an ICT service is compliant to the customer’s security re-
quirements. It is verified if the customer’s security requirements are met by the 
ICT service being the subject of the contract. This duality is also the subject of 
the ESARIS Concept of Double Direction Standards. The ESARIS Third Party Inte-
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gration Model combines the two models: The requirements are specified using 
the standards. 

ESARIS Customer Fulfillment Model (Fig. 153) 

 
Fig. 153: ESARIS Customer Fulfillment Model (Fig. 66 on page 152) 

The ESARIS Customer Fulfillment Model (or: ESARIS Fulfillment Model) de-
scribes a method to demonstrate that the customer’s security requirements are 
met and how. Large enterprises in particular take a comprehensive risk-
oriented approach. They have different requirements due to the fact that their 
business differs. The model describes five steps: (1) the collection and analysis 
of the customer’s security requirements, (2) the categorization of customer re-
quirements and the matching of the more general ones to policies, rules, and 
schemas, (3) the matching of detailed customer requirements with security fea-
tures of the provider’s ICT services using Aces, (4) the treatment of possible 
differences and contradictions, and of gaps through acceptance or design of 
custom or new solutions, and (5) the synopsis, verification of composition and 
summary or results. 

ESARIS Compliance Attainment Model (Fig. 154) 

 
Fig. 154: ESARIS Compliance Attainment Model (Fig. 53 on page 129) 

The ESARIS Compliance Attainment Model (or: ESARIS Attainment Model) de-
scribes a method to verify if and to what extent an ICT service complies with 
ESARIS and its ICT Security Standards. The result is documented in form of an 
Ace. The “attainment” is organized into five ESARIS Attainment Levels which 
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relate to the achievement of milestones in delivering ICT services according to 
the methods, procedures, and standards of ESARIS. The first three levels are 
related to more technical tasks (IT engineering and implementation). Level 1: 
The technical components integrate the security measures that are stipulated in 
the ESARIS security standards. Level 2: The IT service management processes 
also integrate security as defined in the ESARIS security standards. Level 3 is 
“successfully delivered” which means that the ICT service has at least once 
been provided to a customer with security measures as defined in the ESARIS 
security standards. The last two stages are related to the management of the 
service portfolio (called Service Catalog Management in ITIL). Level 4: inte-
grated into delivery portfolio means that ESARIS is part of the ICT service de-
scription provided by the delivery units. Level 5: integrated into sales portfolio 
means that ESARIS is part of the ICT service description provided to custom-
ers. 

Ace (Fig. 155) 

 
Fig. 155: Aces document compliance with security standards (Fig. 54 on page 131) 

Using the ESARIS Attainment Model it is measured if and to what extent an ICT 
service meets the security standards stipulated in ESARIS. The result is docu-
mented in form of an Ace. An Ace usually refers to an ICT service, but the 
scope can also be any component (that can be reused in an ICT service) or an 
activity (like incident handling). An Ace contains a statement of compliance 
with respect to the relevant security measures (Level 4), describes deviations 
and may also enlist the ICT Security Baselines (Level 5) that are considered. 
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Introduction of ESARIS and Maintenance 
Transformation towards ESARIS (Fig. 156) 

 
Fig. 156: Transformation towards ESARIS with two streams (Fig. 85 on page 193) 

Transformation is the act of revising or altering into a different form (involving 
reconsideration and modification). The change (revision or alteration as used 
in this book) has a significant effect so that the starting and the ending point 
significantly differ in terms of maturity or attainment. The change lasts a peri-
od of time and usually has an anticipated ending as projects have. So, trans-
formation is not considered to be a continuous process. – The Transformation 
towards ESARIS is the process that introduces ESARIS in IT production. The 
Transformation comprises the (i) Transformation of organizational units and 
the (ii) Transformation of ICT services. 

Transformation of organizational units (Fig. 157) 

 
Fig. 157: Transformation of organizational units (stream 1; Fig. 86 on page 194) 

The Transformation of organizational units is stream 1 of the Transformation 
towards ESARIS. It is organized into five ESARIS Maturity Levels. The organiza-
tional units introduce ESARIS and raise the maturity of using the concept, 
methods, standards and tools of ESARIS. Employees are trained to this end. 
The organizational units work along a predefined ESARIS Transformation 
Master Plan (ETMP) which is modified and complemented by the organiza-
tional unit. 
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Transformation of ICT services (Fig. 158) 

 
Fig. 158: Transformation of ICT services (timeline stream 2, Fig. 93 on page 207) 

The Transformation of ICT services is stream 2 of the Transformation towards 
ESARIS. It is organized into five ESARIS Attainment Levels. After having 
achieved an appropriate ESARIS Maturity Level (stream 1 of the Transfor-
mation towards ESARIS) the organization starts to apply the ESARIS security 
standards and to use the ESARIS Attainment Model in order to document if and 
to what extent they have actually used the ESARIS security standards during 
design, realization and provisioning of an ICT service. 

Maintenance System for ESARIS (Fig. 159) 

 
Fig. 159: Process of managing ESARIS documents (Fig. 80 on page 180) 

The process of modifying a system or component after delivery or initial intro-
duction to correct flaws, improve performance or other attributes, or adapt to a 
changed environment. – The Maintenance Systems for ESARIS defines processes, 
procedures and roles for the process of developing, modifying, releasing and 
distributing the ESARIS documentation. Maintenance is a continuous activity. 
It refines the standard document management process and introduces e.g. the 
ESARIS Editorial Board and the ESARIS Advisory Board. 
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