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Preface

The CAISE series of conferences, which started in 1989, provides an estab-
lished venue in the domain of information systems engineering for presenting
and exchanging results of design-oriented research in information systems. In
2010, the 22nd CAiSE conference, organized in Hammamet, Tunisia, continued
this tradition. The overarching theme of CAiSE 2010 was ‘Information Systems
Evolution’.

While the CAISE conference itself focuses on papers that report on
well-matured research, the CAiSE forum was created specifically to provide
a platform to publish early results, as well as to report on tool development
based-on/supporting research activities. As such, the CAiSE Forum aims at the
presentation of fresh ideas, new concepts, as well as the demonstration of new
and innovative systems, tools and applications. The Forum sessions at the con-
ference were shaped in such a way to facilitate the interaction, discussion, and
exchange of ideas among presenters and participants.

This year marked a further step in the maturation of the CAiSE Forum. Thus
far, the CAiSE Forum only featured an informal proceedings format. This format
really supported the informal and future focused style of the CAiSE Forum.
However, to make the value of the Forum even more explicit and tangible, it was
decided to create formal proceedings for the best contributions submitted to the
CAIiSE forum.

Out of the 32 submissions to the Forum, 25 submissions were invited to be
presented at the conference. Finally, 22 of these contributions were accepted for
the proceedings featuring extended versions of the original contributions, also
taking the feedback from the original reviewers into due consideration.

October 2010 Pnina Soffer
Erik Proper
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Managing Personal Information through
Information Components

Stefania Leone, Matthias Geel, and Moira C. Norrie

Institute for Information Systems, ETH Zurich,
CH-8092 Zurich, Switzerland
{leone,geel,norrie}@inf.ethz.ch

Abstract. We introduce the concept of information components and
show how it can allow non-expert users to construct their personal in-
formation spaces by selecting, customising and composing components
defined by the system or other users. The system presented is based
on a plug-and-play concept where new user-defined applications can be
created and integrated into the portal-style interface based on default
templates which can easily be customised by the users.

Keywords: information components, personal information management,
pluggable interface architectures.

1 Introduction

The term Web 2.0 refers to a new generation of Web-based applications that
empower the user in the creation and management of content and services.
Combined with the concepts of portals, widgets and mashups, some users have
evolved to so-called advanced Web users [I] that not only manage and share
their own data, but also integrate a wide range of external data and services. At
the same time, they are encouraged to collaborate in a range of ways—including
the community-based development of application libraries offered by sites such
as Facebook.

It is therefore not surprising that users are increasingly turning to Web 2.0
sites for the management of personal information. However, this can in turn
create its own problems in terms of losing control of one’s own data and increased
fragmentation of information across a range of Web 2.0 applications and desktop
applications. At the same time, while sites such as Facebook provide a very large
collection of applications for the management of personal information such as
contacts, photo albums, places visited and virtual bookshelves, it is not possible
to personalise these or combine them in flexible ways.

Our goal was to adopt concepts from Web 2.0 to empower users in the man-
agement of all of their personal information by allowing them to customise and
compose information components. Instead of offering units of reuse at the inter-
face or service level, we offer them at the database level, thereby allowing users
to focus on their data requirements and to extend, customise, group or associate
data items as they choose. To demonstrate the feasibility of the approach, we

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 1-{I4] 2010.
© Springer-Verlag Berlin Heidelberg 2010



2 S. Leone, M. Geel, and M.C. Norrie

have developed the PIM 2.0 platform based on an extension of an object database
system that supports the information component concept. PIM 2.0 offers a Web-
based pluggable interface architecture capable of automatically generating the
portal-style interfaces based on default or selected templates which can easily be
customised.

In this paper, we will focus on the technological level of our approach. We
begin in Sect. 2l with a discussion of the background before introducing our
notion of information components in Sect. [3l We then present our approach by
first describing the process of extending a personal information space through the
composition of components in Sect.[dland then discussing the system architecture
in Sect. Bl Implementation details of our PIM 2.0 system are given in Sect. [l A
discussion of the current status of our work and future directions of research is
given in Sect. [[l Concluding remarks are given in Sect. 8l

2 Background

With the dramatic increase in the volume of personal data stored by users in
recent years, there have been various proposals to build tools on top of existing
file systems and desktop applications to extract and integrate data from different
sources in order to meet a user’s information needs, e.g. [2I3]. In the position
paper by Franklin, Halevy and Maier [4], they propose a notion of dataspace
systems where traditional database functionality such as metadata management,
indexing and query processing can be used alongside traditional file systems
and applications to support the administration, discovery and enhancement of
personal data. Personal information management (PIM) solutions based on this
vision aim to integrate all of a user’s data and provide support for associating
data of various types and from various sources, mostly following the vision of
trails proposed in [5]. These associations may be automatically created as well
as user-defined [3/6].

Generally, PIM systems proposed in research tend to either use a predefined
PIM domain model e.g. [TI3]], or work according to a “no-schema” or “schema-
later” approach e.g. [6l912]. On the interface level, they mostly offer a generic
browser where a user can browse data via associations. In Haystack [2], entities
are self-rendering in that they know how to render and display themselves and
offer a context menu with the operations for that entity.

While these systems help users work with information fragmented across ex-
isting applications, they do not provide the basic infrastructure to enable users
to easily design, build and customise their own personal information space. We
believe that, with the right tools, users could be put in control of what data they
manage and how they manage it. Our general aim is not dissimilar to that of
MashArt [IJI0] where they provide a platform that enables advanced Web users
rather than developers to create their own applications through the composition
of user interface (UI), application and data components. The main difference is
that they focus on the integration of existing services, whereas we want to em-
power users in the creation as well as the composition of components. Further,
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our components are information components rather than services and integra-
tion is done at the database level. Therefore, whereas MashArt uses event-based
composition, the composition of information components involves creating new
data structures that integrate and augment existing metadata and data. Last but
not least, we support the automatic generation of the UI based on a portal-style
of interface familiar from Web 2.0 applications.

Web 2.0 has already had a tremendous impact in terms of how people use
the Web to communicate, collaborate and manage personal data. Its success
can provide valuable lessons in how to provide easy-to-use, customisable and
extensible platforms for PIM. In particular, users have become familiar with the
plug-and-play style of interfaces offered by portals as well as the plug-and-play
style of applications offered by social networking sites such as Facebook which
now offers thousands of applications developed by the user community. They are
also becoming increasingly familiar with the notions of widgets that allow small,
lightweight applications to be integrated into Web pages and Web-based mashups
that allow the integration of services within a client. Taken together with the
notions of user-generated content underlying Web 2.0, users are increasingly
becoming empowered to manage their own information needs. However, on the
negative side, the increased usage of Web 2.0 applications for PIM has drastic
consequences in terms of loss of user’s control over their own data and also
information fragmentation [TTJ12].

We have adopted features of Web 2.0 to develop a platform for PIM that allows
users to define and manage their own personal information space by creating,
sharing, customising and composing information components. These components
define the data structures, application logic and interaction logic that support
some particular information management task. Being able to build a personal
information space in a plug-and-play manner through the selection and com-
position of these components allows even non-expert users to profit from the
experience of more advanced users and have fine-grained control over their PIM.

While reuse in databases has been considered at the architectural level in
terms of component database systems [I3] and also at the data level in terms
of various forms of data integration services [14], little attention has been given
to reuse at the database schema level to support reuse in the design and de-
velopment of applications. An exception is the work of Thalheim [I5] where
he proposed the use of composable sub schematas to enhance the management
of large and complex database schemas. In contrast, we focus on reuse as a
means of allowing non-expert users to create a customised personal information
space. We achieve this by providing them with a Web-based pluggable interface
with an embedded set of graphical tools that enables them to create their per-
sonal information space through the selection, customisation and composition of
components that are usually small and simple. We note that in the case of ob-
ject databases where the database schema corresponds to class definitions that
include application logic and also possibly presentation and interaction logic,
schema reuse can have a significant impact. However, we believe that reuse is
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important even for relational or XML databases with no application logic inte-
grated into the schema to enable non-expert users to design and develop their
own personal information spaces.

3 Approach

Information components are intended to be the basic units of reuse in infor-
mation systems at both the schema and data level. Fig. [l gives an overview of
the information component meta model. An information space consists of a set
of information components where each information component can define both
metadata and data. An information component may reuse data and metadata
from other components and may expose data and metadata for reuse. The reuse
is reflected by the import aggregation, which defines the structures that have
been imported from other components. In turn, the export aggregation speci-
fies the data and metadata that are shared for reuse in new components. When
creating a new component, one can import and reuse structures from existing
components, if desired. If an information component exports only metadata,
reuse is only at the schema level to support the design of an information space.
Optionally, an information component may export data in addition to metadata
which allows the reuse of data.

export:
<g<> import
‘ InformationComponent }&define4 Structure

‘ InformationSpace ‘ ‘ Data } fffff M MetaData >

VY,
ot [ Giass || Collotion | Assoviton |

Primitives |

Fig. 1. Information components metamodel

Our prototype was developed using an object database based on the OM
model [I6] and therefore the metadata of a component is defined in terms of
the model primitives which are classes, collections and associations. We show
this in Fig. [l as a particular set of model parts to indicate that our notion of
information components could be applied to other models.

Our approach allows users to construct their personal information space by
defining their own components through a process of selecting, extending and
combining existing components. A core set of system-defined components are
provided to support the basic, common information management tasks in PIM
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systems such as the management of contacts and we show in the next section
how a user can use these as the starting point for developing their own PIM
applications. In addition, users can also reuse applications defined by other users
based on a global registry.

4 Application Development Process

Having introduced the concept of information components, we now describe how
this can be used to build a personal information space through the composition
of information components. Assume a user has a simple contact application and
a picture management application and would like to tag pictures with contacts.
We will now illustrate how the user could extend their personal information
space with this functionality by creating a new information component from the
composition of the existing components.

An application consists of an information component together with an associ-
ated user interface. FigurePlgives an overview of the steps involved in building an
application. Before detailing the steps, we note that some tasks are carried out
by the user while others are done automatically by the system. To create a new
application, the user basically models the application domain and associates
domain concepts to templates. The system then generates both the database
representation of the domain model and the user interface based on the domain
concept-template assignment specified by the user and deploys the application
into the user interface. Our PIM 2.0 system has a portal-like interface and we
provide an Application Manager application embedded into the PIM portal that
supports all of these operations.

@ shows the PIM 2.0 UI with three applications. In order to create a new
application, a user first creates a new information component (2) by modelling
the application domain. A user may choose to reuse existing component parts
and/or specify new domain concepts. Note that an information component can
have arbitrarily complex models, but may also represent a single domain concept.

In our example, we assume the reuse of two information components, the Con-
tacts component and the Pictures component. According to the constructs of the
OM data model, a component will consist of one or more collections of a partic-
ular membertype plus associations between collections. Cardinality constraints
can be specified over associations. In addition, the OM model can represent rich
classification structures through the use of subcollection and subtyping relation-
ships together with classification constraints such as disjoint and cover. It is
beyond the scope of this paper to describe the OM model in full. Details of the
model are given in [16].

In the following examples, we use an abbreviated form of the data definition
language associated with the OM model for the sake of simplicity. In particular,
we will specify the collections and their membertypes together, although we note
that it is possible in the OM model to define multiple collections with the same
membertype and therefore they are usually defined separately.
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Assume that the Contacts component has a single collection contacts defined
as:

tagged

[ <=

Fig. 2. Process of composing information components

contacts(name:string, birthday:date, phone:set, address:set)
Further, assume that the Pictures component is defined as:

pictures(picture:uri, caption:string)
albums (name:string)
picturesInAlbums(picture:ref, album:ref)

where picturesInAlbums is an association between pictures and albums. To
create a PictureTagging component, the user could choose to import contacts
from the Contacts component and pictures from the Pictures component and
associate these two parts with a tagged association 2), defined as follows:

Contacts.contacts(name:string, birthday:date, phone:set, address:set)
Pictures.pictures(picture:uri, caption:string)
tagged(picture:ref, contact:ref)

Note that the names of collections, types, attributes etc. may be qualified with
their component names to ensure uniqueness. However, we also provide options
for the user to rename objects during the composition process in order to simplify
the interface of the new component.

Figure [3] shows a screenshot of the component composition process in the
Application Manager. Users can drag and drop component parts into the com-
poser area of the Application Manager to reuse them. New classes, collections
and associations can be created using the menu on the left. For the PictureTag-
ging component, the contacts collection from the Contacts component and the
pictures collection from the Pictures component have been associated with a
tagged association in the composer area. Once defined, the component model is
automatically created in the database (3).

To create the interface of the new component, the user can associate the
component parts to structural templates that define how the data will be dis-
played @. These templates define what should be displayed in terms of attributes
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Fig. 3. Application Manager

and associated entities, the order in which these should be displayed and also the
operations offered through context menus and buttons. To facilitate the process
of defining the user interface, we defined standard templates for displaying collec-
tions and objects in read or write modes. Further, standard structural templates
can be extended or new ones created through the Application Manager by users
defining views through the simple selection and ordering of object attributes.
Also, context menus to select from various standard options are available where
appropriate.

The actual layout and positioning of data is defined in separate layout tem-
plates that are applied upon interface generation. Note that users can create
their own layout templates or extend existing ones. During Ul generation, a
view is generated which includes the layout as well as the structural information
and represents the actual UI through which the user interacts with the data.

The default collection template displays a collection as a list and the user has
to specify the object attributes to appear in that list. For example, they might
specify that the contacts collection be displayed as a list of surnames followed
by forenames. By default, collection views are always in write mode, so that
objects can be selected, added to and removed from the list.

The default structural templates represent objects in a generic way. It is easy
for users to create their own custom templates. For example, they might specify
that in the picture detail view, the actual picture together with a caption should
be displayed rather than the URL. To support such customisations, templates
can be created which specify a set of applicable types and users are presented
with a choice of presentations. The picture detail template would have the form:
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<view name=‘PictureDetailView’ mode=‘read’>
<layout source=‘defaultGridLayout’>
<compatibletypes>
<type name=‘pictures’/>
</compatibletypes>
<attributes>
<attribute name=‘picture’ resource=‘attributes/picture’/>
<attribute name=‘caption’ value=‘attributes/caption’/>
</attributes>
</view>

Attribute picture is a resource which means that the value is the path to the
resource to be displayed, while the attribute caption is a value that can be dis-
played directly. This template uses a default layout template defaultGridLayout,
but a user can also define their own layout template or extend the default ones.

A user may wish to reuse the customised templates of imported components,
extending them to cater for new data or functionality. For example, in the picture
tagging application, the user might want to display the names of tagged persons
along with the picture and caption. This could be done by creating a template
that extends the PictureDetailView template as follows:

<view name=‘‘TPictureDetailView’’ extends name=°‘‘PictureDetailView’’>

<attributes>
<attribute name = ‘Tagged’
value=‘associations/tagged/contacts/attributes/name’ type=‘set’/>
</attributes>
</view>

The previous template is extended with an attribute that provides a set of names
of the people related by the ‘tagged’ association of the PictureTagging compo-
nent as specified by a path expression. By declaring type=‘set’, we indicate
that the navigation may yield a set of values all of which should be displayed.
After associating the model with the templates, the actual views are generated
by combining the structural and layout templates (5). The application is then de-
ployed into the portal. In our example, the PIM portal is extended and features
the additional picture tagging application ©).

5 Architecture

Having described the general process of composing information components, we
now look in more detail at how our approach works in practice in terms of
supporting the local and global reuse of components. We start by looking at the
structure of the PIM 2.0 system which manages and provides access to a user’s
personal information space based on the concept of information components
presented in the previous sections.

Figure M provides an overview of the PIM 2.0 structure. The system has two
main parts—the Interface Manager and the Component Manager. The Compo-
nent Manager is responsible for the creation and manipulation of information
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components as well as the management of the template assignments. The In-
terface Manager manages the template repository where the default structural
and layout templates as well as user-defined templates are stored. Structural
templates are written in an implementation-independent XML dialect whereas
layout templates are written in an implementation-dependent manner since they
are part of the underlying Ul technology. The specific technologies used and im-
plementation details are given in the next section.

Generated Applications | | Application Mananger
A A
——————————————————— HTTP -3 —————-
\ \
Interface Runtime Component Manager
Manager Compiler

| Template Assignment |

Interface Interface <,‘:>
Cache Generator
Template View
Repository Repository

Contacts

mi N o

Fig. 4. Structure of PIM 2.0 system

The user interface consists of two parts, the actual portal-like user interface
which is the set of applications to manage personal data and the Application
Manager that allows users to create new applications by defining new information
components. The Application Manager exhibits the functionality presented in
Sect. [l namely component design, template design and component-template
assignment. As mentioned previously, the Application Manager is provided as
an application embedded in a user’s PIM portal.

Since there are many common information management tasks in PIM sys-
tems such as the management of contacts and todo lists, we offer a core set of
system-defined components for these tasks. This means that the user can start
by selecting the components that they require from this set. However, it is sim-
ple for them to create new customised components based on these by selecting
which parts of the core components they want to use and/or extending them
with additional information. We refer to this as local reuse and it often occurs
as part of the evolution of a personal information space and not just the initial
design. This means that it is common that not only the metadata, but also the
data is integrated as part of the composition process. Data integration usually
takes the form of creating new objects, collections or associations that enable
data from the imported components to be aggregated or linked together.
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While users could use the system to design and build their personal informa-
tion space based on a set of pre-defined components, one of the central ideas
behind our approach is that they can benefit from the experience and expertise
of others through the reuse of components developed within the user community.
We refer to this as global reuse. In addition to the local repository of components
and associated templates shown in Fig. 4] there is a global registry where users
can make their information components available to others. A component can be
registered together with one or more associated structural and view templates.
A user can therefore search for components and templates in the global registry
and select among the variants offered for a particular information management
task. Since information components are typically rather simple, it is not difficult
for a user to select a component based on keywords, description and inspection.
Clearly there are also issues related to trust and security and we are currently
investigating a combination of technical approaches based on making PIM 2.0 a
secure, controlled environment and ones of trust commonly adopted in Web 2.0
platforms such as Facebook.

6 Implementation

In this section, we describe how we implemented the PIM 2.0 system. The first
step was to implement an object database system that supported the concept of
information components defined in this paper. In a second step, we implemented
a Web application on top of the database that allows users to manage their
personal information space by creating, composing and accessing information
components through a portal-style interface.

Figure [l gives an overview of our layered system architecture. For each layer,
we indicate the technologies used. The database layer consists of an object
database that has been extended with the information component concept. We
have developed our own object database system, OMS Avon, which is based on
the OM model and implemented in Java [I7]. The information component con-
cept is implemented as a meta model extension module [18]. Since OMS Avon
bootstraps its meta model, we were able to extend the Avon meta model with the
information component meta model and thus have the information component
concepts as metadata concepts natively in the database.

In OMS Avon, meta model concepts are manipulated via corresponding CRUD
classes. These implement the basic data management operations of create, read,
update and delete for the various meta model concepts as well as providing ad-
ditional methods that implement more sophisticated operations. We extended
the set of CRUD classes for types, collections, associations and constraints pro-
vided by Avon with an information component CRUD class, that supports the
creation, retrieval, deletion, composition and manipulation of information com-
ponents. Upon creation, the import method supports the importation and thus
composition of components, while the export method exposes component struc-
tures. The actual data is accessed via the ObjectsCrud class which supports the
functionality of creating, retrieving and deleting objects, as well as retrieving
and updating attribute values.
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Fig. 5. Layered architecture of framework

These CRUD classes are used by the service tier to manage information com-
ponents. The service tier exposes the information component concepts as a Web
service. For each meta model concept, a service class has been created which of-
fers methods to deal with these concepts. These service classes contain additional
application logic needed by the Application Manager. Additionally, this tier in-
troduces model classes that correspond to entities from the database schema
such as collections and associations. These are used to transfer data between
the server and client via the Web service interface. All model classes are simple
Java classes and follow the JavaBeans specification. The service tier separates
the services in three classes. Metadata Services provide methods to deal with
information components and allow the definition of domain models using OM
concepts. Data Services are used to create and manipulate domain objects i.e.
the actual data. The Presentation Service offers methods to manage the view
definitions and generation as well as functionality to register structural and lay-
out templates for specific types.

The Web service tier mediates data between the service tier on the server-
side and the Web-based UI on the client side. It has been decoupled from the
service tier in order to allow for different Web service implementations. This
tier processes URL requests to the Web service and serves responses back to the
clients. It was implemented using the Struts Web application framework and
uses XStream to marshal the Java model classes to XML and back.

The Web client offers a portal interface to a user’s PIM system, where com-
ponents are represented as portal applications. The Application Manager is also
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a portal application embedded within the PIM interface and is used to cre-
ate, compose and manage applications. The UI has been implemented using the
OpenLaszlo Web application frameworKl]. The OpenLaszlo architecture allows
Web applications to be specified using a declarative XML syntax, Openlaszlo
XML (LZX), that is then compiled to Flash on-the-fly. As an immediate ben-
efit, this architecture allows us to compile automatically generated OpenLaszlo
applications dynamically at runtime. We make use of this functionality to auto-
matically load newly created applications into the PIM interface upon invocation
of the view generation process on the server side.

The Presentation Service on the server-side orchestrates the whole interface
generation process and upon generation invocation lets the Interface Manager
retrieve the required template files from the file system. It then invokes the
View Generator that composes these templates and injects additional declara-
tive statements where necessary, such as bindings of XML data to structural
Openlaszlo elements via XPath. The resulting OpenLaszlo files are then stored
back to the file system. These OpenLaszlo XML files are ready to be compiled
by OpenLaszlo as soon as they are requested for the first time.

7 Discussion

Our ultimate goal is to enable users to design and build their own personal infor-
mation spaces according to their specific information requirements. To achieve
this, we propose an approach that allows users to construct their personal infor-
mation space in an incremental way based on the reuse and composition of both
data and metadata shared with other users. These ideas are similar to the idea
of crowdsourced systems [19], where members of the user community develop
and share applications that can be reused by other members of the community.
While ideally regular users would be supported in composing their information
spaces, in reality, our system addresses the needs of advanced Web users who
are familiar with Web 2.0 platforms and have worked with technologies such as
widgets and mashups.

While most PIM systems are either based on predefined, no-schema or schema-
later approaches, we combine the advantages of all of these and offer a user a set
of existing PIM components that can either be imported from a global registry
or are already present in a user’s local information space. The user can then
extend or compose these to create new information components according to
their information needs as they evolve. Our studies of existing PIM systems and
also various Web 2.0 platforms such as Facebook shows that PIM application
schemas tend to be rather small and simple. Users therefore tend to find PIM
schemas easy to understand and our initial experiences with PIM 2.0 suggest that
they have no problems to work with and compose our information components.
However, this is something that requires detailed studies in the future.

Metadata and data reuse is currently done by reference in the case of local reuse
and by copy in the case of global reuse. In earlier work [11]], we investigated the

! http://www.openlaszlo.org/
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problem of data replication across a user’s information space and Web 2.0 ap-
plications and proposed a framework that supports the synchronisation of local
data with replications of that data on social networking sites. This is closely
related to the importation of global components and the desire to stay ‘synchro-
nised’, especially when importing not only schema, but also data. For exam-
ple, one could import a movie database from a global provider such as IMDB,
where a user extends the movie database with personal ratings and comments.
A user, however, would want to have an up-to-date movie database, which asks
for periodical synchronisation with the original source. We are currently inves-
tigating different options of how to support reuse within and across information
spaces.

While our prototype implementation of PIM 2.0 has shown the feasibility of
our approach within a user’s information space, we are currently investigating
several issues related to global reuse. As already mentioned, one area of research
is to investigate issues of security and trust. While we believe that it is important
to have mechanisms that ensure for example that users’ personal data cannot be
accessed by other parties unless explicitly shared, we also think it is important
to consider the notions of trust common in Web 2.0 platforms and the extent to
which these can be applied in more general settings of PIM.

Finally, we report on our experiences concerning the particular choice of tech-
nologies used to implement PIM 2.0. As described earlier, we used OpenLaszlo
for the UI of our system. OpenLaszlo is one example of a Rich Internet Appli-
cation (RIA) framework and we have also experimented with alternatives. Our
experience has shown that while RIA frameworks are well suited to rapid pro-
totyping, they are not as flexible and dynamic as expected, especially in terms
of special purpose Ul widgets and non-standard interaction models that are not
inherent in the system. As a result, while OpenLaszlo enabled us to successfully
demonstrate the concept, the current version of PIM 2.0 is rather limited in
terms of rich user interaction and therefore not really suitable for carrying out
detailed user studies. We are therefore investigating alternative implementation
strategies.

8 Conclusion

We argue that users should be empowered in the management of their personal
data by providing tools that can enable them to design and build PIM systems
adapted to their personal information requirements. We have presented the con-
cept of information components as a mechanism for allowing users to construct
their personal information space in a plug-and-play style of composing schemas
and data. By supporting reuse within and across PIM systems, we believe that
advanced Web users can create and share components with other users, while
non-expert users can still benefit from the expertise and experience of the com-
munity similar to collaboration evident in many Web 2.0 communities.
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Abstract. Querying and browsing of databases is a task exclusively
done by experts that have mastered the query language and are familiar
with a database’s schema. We show how tag clouds can be used along-
side more traditional query languages and data visualisation techniques
as a means for browsing and querying databases by both experts and
non-expert users. Our approach is based on a general, extensible frame-
work that supports different modes of visualisation as well as different
database systems. We have validated our prototype with a user study
that has shown how non-experts were able to browse and retrieve data
that usually would only be possible by means of queries.

Keywords: tag cloud, data visualisation, database interface.

1 Introduction

Tag clouds are becoming extremely popular as a means of providing visual sum-
maries of collections of documents. Although very simple, they can be used
to support search, browsing and recognition as well as forming and presenting
impressions [I]. The presentation and layout of tags can be controlled so that
features such as the size, font and colour can be used to give some measure of
the importance of a given tag, while the positioning of tags may be based on
pure aesthetics, alphabetical sorting or some form of relationship between tags.

While tag clouds have been widely used in Web 2.0 applications for visualising
user-generated tags and folksonomies of web sites such as Flick, more recently
they have been introduced into various application domains as a means of sum-
marising and visualising specific domain information. For example, in [2] tag
clouds were used as a visual augmentation of employee profile pages, while [3]
use them to summarise research activities.

Given the flexibility of tag clouds in terms of information representation to-
gether with the simplicity of the associated style of navigation, it is natural that
database researchers should consider exploiting the concept of tag clouds to ad-
dress the longstanding problems of database usability [4]. The use of a query
language requires the user to master not only the query language but also the

! http://www.flickr.com
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database schema. To allow users to view the data in a natural way, a higher-level
presentation of the database content such as a visual schema browser and query
interface is needed.

Our goal was to investigate the extent to which tag clouds could be exploited
to support database browsing and querying, either by replacing existing query
languages and other modes of data visualisation or being used alongside them.
Our tag clouds therefore mainly represent data and metadata values rather than
terms occurring within the data. To support our investigations, we have de-
veloped a general, extensible framework that supports different modes of data
visualisation, including customisable tag clouds. We have also designed it so that
different types of databases can be accessed, and currently have implementations
for both object databases and relational databases.

A key advantage of the tag cloud approach is that it is data-driven rather
than schema-driven which is particularly beneficial to users with no experience
of databases and query languages. Our initial user studies have shown that even
users with low computer literacy and no previous experience of tag clouds were
able to find the results of non-trivial queries using our system. At the same time,
expert users also gave favourable feedback about the system.

In Sect. 2, we discuss the background to this work before going on to present
the details of our approach in Sect. 3. We then provide an overview of the system
that we have implemented in Sect. 4. In Sect. 5, we present the user study and
its results. Open issues and directions of future research are discussed in Sect. 6
before giving concluding remarks in Sect. 7.

2 Background

While database technology has made great advances in the past decades, database
usability has not improved a lot and database systems are still known for being
hard to access and query [4]. Query languages such as SQL and XQuery are the
current means provided by database systems to allow users to access and retrieve
data. While these languages are powerful, they require users to not only master
the query language but also to fully comprehend the schema of the database.
Thus, at present, the capabilities of database systems can only be fully exploited
by expert users. End users usually access only structured data by means of spe-
cial purpose applications built on top of databases, where the data access is
constrained by the specific user interface and the functionality provided. Con-
sequently, few general computer users take the step of actually using database
software directly to help them create and access personal information.

It has therefore been a longstanding challenge to develop interfaces that can
allow non-expert users to access a database without having detailed knowledge
about the underlying technology or schema design. To allow users to view the
data in a natural way, a higher-level presentation of the database content, such
as a visual query interface, is required. A lot of research has already been done in
the area of visual query languages [5], but so far such research has tended to have
an impact only in specific application domains. In more recent work [4], Jagadish
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et al. presented a system that offers a set of user interfaces for an XML database
including a traditional XQuery interface, a keyword search, a natural language
interface, a form-based interface and a visual query editor. Since they found
that users had difficulties locating elements of interest in the schema tree, they
experimented with schema summarisation as well as schema-free approaches.

In contrast, one of the effects of Web 2.0 is that visualisation paradigms such
as tag clouds and faceted browsing are now in widespread use for searching
large data collections of user-generated content. These interfaces are targeted to
support end users in the tasks of browsing and searching data collections in an
easy and intuitive way, and are used by non-experts and experts alike. In some
cases, a more advanced interface may be provided to support more complex
searches, but the simpler visual interfaces will suffice for the majority of queries.

While tag clouds originally emerged for browsing user-generated folksonomies,
they have become popular for visualising data of various types. For example,
in [2], they describe a social tagging extension to an employee directory applica-
tion, where employees can tag each other and employee profiles were extended
with tag clouds. Each employee profile got enriched with two tag clouds, an in-
coming and outgoing tag cloud, where the incoming tag cloud visualised the tags
assigned to that person from their co-workers and the outgoing tag cloud sum-
marised the terms used by that person to tag their co-workers. Their user studies
showed that people tag other people as a form of contact management, to see all
the people associated with a project, or to locate experts in a particular area.
They also found that the tags were considered by users as giving accurate de-
scriptions of their interests and expertise. Similarly, in [3], we experimented with
tag clouds that provide visual summaries of researchers’ activities to promote
awareness within research groups and institutes. Each researcher was associated
with a tag cloud generated automatically based on the documents that they read
and wrote. These tag clouds were integrated into an ambient information system
deployed within a research group. A user study showed that researchers could
recognise other members of their research group based on their tag cloud. At the
level of an institute, participants of the study were able to recognise a research
group based on an individual’s tag cloud but not that individual. This meant
that, through a common visualisation scheme, awareness of the activities of indi-
vidual researchers and research groups could be promoted at a level meaningful
to different users.

Tag clouds have also been proposed as a means of summarising and refining
the results of keyword searches over structured data as presented in [6l/7]. In this
case, the term data cloud is used to refer to their particular adaptation of tag
clouds for summarising keyword search results. Data clouds were implemented
as part of CourseRank, a social tool to access official university information and
statistics, such as course descriptions, grade distributions and course evalua-
tions, as well as user-generated information, such as course ratings, comments,
questions and answers. Students could use the tool to search for classes, give
comments and ratings, and also organise their classes into a personalised sched-
ule. An interesting feature of their approach is that since it was developed for
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relational databases, the developer of a data cloud application specifies how ap-
plication entities can be composed from the relations in the database in order
that keyword search can be applied to entities rather than simple attributes
or tuples. The keyword search is based on a traditional information retrieval
approach where entities are considered as documents and attribute values as
weighted terms.

Another project that uses tag clouds for summarising query results is Pub-
Cloud [§] for searching the PubMed biomedical literature database. In this case,
the tag clouds are generated from words extracted from the abstracts returned by
the query. In [9], an approach using multiple synchronised tag clouds has been
proposed to summarise, browse and compare search results over clinical trial
data. This approach is similar to the one of faceted browsing in that browsing
and querying are combined and results are refined.

In [6], data clouds for specific application domains rely on entity construc-
tion of the underlying data done by the cloud application developer, while [9]
is only targeted to the domain of clinical trial data and their specific categori-
sation scheme. In contrast to these approaches which focus on domain-specific
information visualisation of data sources, our aim is to strive for a more general
approach, where tag clouds can be exploited to browse data in a generic way by
offering synchronised tag clouds for browsing both schema and data.

3 Data Browser

Our general goal was to provide both non-expert and expert users with a user-
friendly and intuitive interface to traditional databases by exploiting the concept
of tag clouds and adapting them to the process of querying and browsing struc-
tured data. In the Web, the tags within a tag cloud are usually hyperlinks that
lead to the collection of items that are associated with the tag. Tag clouds are
graphically appealing due to different visualisation features. Tag cloud features
include text features, such as the tag content, the size, font style and colour as
well as the positioning and order of tags in a cloud. A lot of studies, such as
[TO/TITT] have experimented with tag cloud features and positioning and their
impact on users. According to [I0/T], font size, font weight and intensity are the
most important features. While topic-based layouts of tags can improve search
performance for specific search tasks compared to random arrangements, they
still perform worse than alphabetic layouts according to [I1].

We adapted these concepts to browse structured data where tags represent
attribute values. Clicking on a tag initiates a selection for data items with the
corresponding attribute value. In the case of object databases, the result would
be a collection of objects, while in the case of a relational database it would be a
collection of tuples, i.e. a relation. It is possible to form tag clouds from combined
attribute values or to combine the display of various attributes by using the tag
content to represent one attribute and the colour of a tag to indicate the value of
another attribute. Using visual features such as the colour of a tag to represent
a specific value of an attribute is appropriate only when the number of distinct
values is small.



Exploiting Tag Clouds for Database Browsing and Querying 19

We use these concepts to browse both data and metadata and have even
experimented with a mix of metadata and data within tag clouds as well as with
synchronised browsing. We define a data source to be a set of data collections,
where each collection contains data items of a specific type. These collections
are either class extents or sets of objects of a specific type in object databases,
while they are relations in relational databases.

We now explain these concepts further by means of an example based on a
database with information about contacts and their locations. Figure [ gives an
overview of the data model using ER notation. Contacts can either be persons
or organisations and are located at specific locations. Persons are further cate-
gorised into private contacts, ETH persons and persons that previously worked
at ETH. Persons work for organisations and organisations can be part of larger
organisations. Note that in an object database representation of this model, the
metadata for the entities will map into two concepts, namely the object types
and the collections of objects. Thus, contacts would be represented by a type
Contact and a collection Contacts.

Contact situatedAt Location

Organisation Person @ ETHPerson

ExETHPerson

partOf

Fig. 1. Contacts Model

We have experimented with different visualisations of both data and meta-
data. In an earlier version, data was summarised using a tag cloud and metadata
collections could be selected by means of drop down menus. In a more recent
version, the metadata itself has been visualised by a tag cloud as shown with the
screenshot in Figure[2l On the left hand side of the screenshot, the schema tag
cloud summarises the names of the various collections of data items within the
database. The default is to have the size of the tags represent the relative car-
dinality of the collection. To distinguish the tag clouds that represent data and
metadata, we will refer to these as data clouds and schema clouds, respectivley.

As will be explained later, we implemented several different data adapters on
top of relational and object-oriented database systems. A user can start browsing
a database either by entering a database-dependent query expression in the
window below the tag clouds or by selecting one or more of the tags in the
schema cloud. When clicking on a collection tag, the data cloud on the right
hand side of the figure is generated. In the example shown in Figure[2, the user
has selected the Contacts tag in the schema cloud, which triggered the generation
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Fig. 2. Schema and Data Browsing

of the data cloud where contacts are summarised according to their last name.
This is also indicated by the navigation path shown on top of the screenshot. In
addition, contacts can be further grouped by a second attribute, in this case the
city attribute which is visually represented by different colours. The lighter tag
Froidvaux represents the number of objects with last name Froidvaux that live
in Uster, while the black tag Froidvaux represents the objects with last name
Froidvaux that live in Zurich. As one can see from the colour legend on the
right hand side of the figure, each distinct attribute value of the city attribute
is assigned a specific colour. By default, the first non-unique string attribute of
each collection is used for its visualisation as a data cloud. However, the user can
also specify this by means of a simple selection of attributes through check boxes.
Alternatively, one can display the attributes themselves as a schema cloud and
allow the users to select one or more attributes as tags. In this way, we support
synchronised browsing across the metadata and data through the adjacent tag
clouds.

The size of a tag in the data cloud represents how many data items have
that particular attribute value. In this way, a data cloud can be considered as a
visualisation of the attribute value frequency. The user can now click on a tag
and further refine their selection. When hovering over a lastname tag, a user
gets detailed information about the number of objects that have this attribute
value, or in the case of only a single object, we get the set of attribute values.

A second example of such a user interaction involving the browsing of the
schema and the process of refining a query is illustrated in Figure Bl In a first
step, the user selects the collection to be queried from a menu. Assume in this
case it is the Contacts collection. Schema browsing allows the user to then select
and combine attributes not only from the currently selected data items, but also
from those associated with them. Assume that the user is interested in the
Locations of contacts, particularly the city names where they live. Then from
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Fig. 3. Interactive Query Formulation

a further menu of associations over Contacts, they could select the SituatedAt
association that relates contacts to locations. The user is then provided with a
list of the attributes of location objects for them to select. The figure shows
the data cloud resulting from a selection of the city attribute. The result is
displayed as a data cloud whose terms are weighted according to the occurrences
of contacts living in the same city. The user now has several possibilities for how
to proceed. They could either start exploring other parts of the schema, display a
different selection of attributes of the same entities or they can further refine the
current query. In the second step, the example illustrates the latter possibility
where the query has been constrained to contacts living in Zurich by selecting
the corresponding tag within the result of step 1. In this case, the lastname
attribute of Contacts objects is selected to be displayed in the data cloud.
From the resulting data cloud, it is easy for the user to gain an overview of the
contacts living in Zurich and to see that Hangartner has the most occurrences.

These two user interaction examples illustrate the kind of queries that can
be posed by means of tag cloud browsing. The selection of attributes by the
user prior to the creation of the tag cloud corresponds to a concatenation of
attribute values before the resulting list is grouped by frequency. A click on one
of those tags immediately leads to an extension of the query with a predicate
ensuring the currently displayed attribute is fixed to that particular tag value for
all subsequent queries. This cycle of attribute selection and predicate generation
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can be arbitrarily repeated by the user. However, due to the nature of tag clouds,
attributes with a large value range or unique attributes are not very well suited
for selection. Furthermore, join operations are supported by explicit traversal of
associations when the user navigates between collections. Because of that direct
way of interacting with real data, it is not possible to create range queries or any
other open queries. For those kinds of queries, we offer a query field. In terms
of SQL, the queries that can be answered by our system can be summarised as
a selection of concatenated attributes retrieved by (possibly) nested joins with
WHERE clauses that contain AND-chained equality predicates. The results are
then grouped by frequency and displayed as a tag cloud.
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Fig. 4. Exploiting tag cloud features

As already mentioned, we offer different modes for attribute value visualisation
and this is depicted in Figure 4l In the data cloud in the upper-left corner,
the Contacts collection is visualised by last names. In the data cloud in the
upper-right corner, the tag content consists of a combination of two attributes,
namely the attribute lastname of Contacts as well as the attribute city of
the associated location objects. The tags thus represent the number of contacts
with a given name that live in the same city. In this example data set, the
tag Froidvaux-Zurich represents the set of contacts with last name Froidvaux
who live in Zurich. As one can see in this example, more people with the name
Froidvaux live in Uster than in Zurich. For the data cloud in the lower-left
corner of Figure @ we added colour as an additional visualisation dimension.
The attribute lastname is bound to the tag content, while the attribute city
from the associated location is bound to the colour feature, as already explained
before. Note that care has to be taken in choosing the right attributes to bind
to the colour feature since, as mentioned previously, it only makes sense if the
distinct set of values is small in order that the colour index is of reasonable size
and the tag colours are informative.
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4 Architecture and Implementation

Since a key objective of this work was to experiment with different tag cloud
visualisations and investigate the extent to which these could be used to replace
traditional database query languages, it was important that we developed a
framework that could serve as an experimental platform. Further, we wanted
to be able to experiment with not only different forms of interfaces, but also
different database technologies. We therefore implemented a general framework
for visualising data from various data sources. The framework is implemented in
Java with a JavaF X2 graphical user interface (GUI). Figure [ gives an overview
of the system architecture. The manager component is the heart of the system
and responsible for handling requests from the GUI, forwarding these to the
database through the database adapter and invoking the visualisation manager
to transform the results into the appropriate visual elements to be returned and
displayed in the GUIL.

Data Browser User Interface
Visualisation Library | _
about g qh)
to 17 year olds T O
P N ©
ey =R Manager
o Ep=g S [}
L =
Clouds >
‘ Database Adapter

Relational
. OO Database

Fig. 5. System Architecture

Our framework is extensible in multiple ways. Firstly, we provide a data
adapter interface which can be implemented for any data source. At the mo-
ment, we have an implementation for the object databases db40bjects{§7 OMS
Avon@ and OMSPrdd as well as a MySQL implementation. Secondly, the visuali-
sation manager can manage different kinds of visualisation techniques. Therefore,
we provide a visualisation interface which has to be implemented to add a new
technique to the visualisation library. We currently provide two tag cloud ver-
sions, an earlier version where metadata is selected from a drop down menu and

2 http://javafx.com/

3http://www.dbdo.com/
4http://maven.globis.ethz.ch/projects/avon/

® http://www.globis.ethz.ch/research/oms/platforms/omspro
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a later version that offers synchronised browsing of data and metadata. We have
implemented the tag cloud generation algorithm based on [12]. In addition, we
are currently working on a bubble chart visualisation.

Our data browser application is flexible and configurable and is currently used
as a platform for experimentation in our research group. We have for example
integrated it into an ambient information system where researchers were profiled
using tag clouds [3].

5 User Study

We undertook a preliminary user study to evaluate our system and test the
hypothesis that tag clouds are an easy, suitable and intuitive way for users to
browse structured data. We recruited ten participants that regularly browse the
Web, from which five were computer science professionals and the other five
were regular end users. The five computer science professionals included three
undergraduate students, a PhD student and a software engineer. The non-expert
users’ professions were very diverse, including a carpenter, a shop assistant and
a human resource and supply chain manager. The ages ranged from 23 to 58
with three participants in their 50s.

The user study was carried out in individual sessions with each participant. In
the first part of each session, we asked the participants for their personal details
such as name, age and profession. Additionally, we recorded their computer skills.
We were interested in their level of expertise in relational and object database
techniques and whether they were familiar with the concept of tag clouds.

In the second part of the session, a participant received a short oral intro-
duction to our data browser. We briefly described the concept of tag clouds to
the ones that were not familiar with it and showcased the use of the browser
by means of a simple example where the colour feature was used. These oral
explanations were intentionally kept very short, since one of our goals was to
show that our browser is easy and intuitive to use. The participants were then
asked to solve five tasks autonomously by using the data browser. Each of these
tasks was targeted at a different degree of difficulty and different concepts of our
data browser were needed to answer the question. There was no restriction in
the time available to the participants to complete the task.

The participants were asked to browse the contacts database presented in
Sect. Bl and find results to the following queries:

— How many persons from ETH have “Bunter” as their last name?
— How many of these persons live in Zurich?

— Get the email addresses of the contacts named “Leone”?

— Where are these contacts situated?

What is the most frequent age of all contacts?

Finally, the participants had to fill out a questionnaire where we asked about
their impressions and experiences with the browser. Questions included whether
the short introduction was sufficient help to solve the tasks, whether the tasks
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were difficult to solve, and whether they generally liked the browser. For these
questions, they could tick yes or no and provide free text comments.

For the study, we used an early version of the data browser, where the meta-
data was represented in a drop down menu, from which the user could simply
select a collection of objects to be displayed as a data cloud. This is conceptu-
ally similar to the synchronised version, where a user selects which collection to
represent as a data cloud from the schema cloud.

The participants’ previous knowledge and the user study results are sum-
marised in Table [[] and Bl Note that the questions are grouped based on their
answers’ scale type. For the evaluation of the results, we have divided the partici-
pants into two distinct categories, one for the five computer science professionals
and one for the five non-experts. We asked them to rate their skills in both re-
lational (RDBMS) and object database (OODBMS) techniques on a scale from
1 to 5 where 1 refers to no skills and 5 to expert skills. While computer sci-
entists were highly skilled in both RDBMS and OODBMS technologies, with
average skill levels of 4 and 3.6 respectively, non-experts did not have any previ-
ous knowledge in that area, except for one participant who occasionally had to
work with an MS Access database. The most surprising fact was that nearly all
participants solved the five tasks successfully as indicated in Table [Tl question
3. While non-experts accomplished the given tasks successfully, one expert had
difficulties with two of the five tasks.

Table 1. Interval Scale

|# |Question |Categ0ry|User Group |Average|Std. Dev.|

2.1|RDBMS Knowledge |Skills non-experts 1.4 0.55
computer scientists 4 0.71

2.2|00DBMS Knowledge|Skills non-experts 1 0
computer scientists| 3.6 1.14

3 |Queries Task non-experts 5 0
computer scientists| 4.6 0.89

Surprisingly, the familiarity of tag clouds was not as high as we had assumed
before the study (Table Bl Question 2.3). While the concept was unknown to
all the non-experts, four out of five computer scientists were familiar with tag
clouds. This is shown by the significance (p-value) of the CHI-square test that
indicates a statistically significant relationship between group membership and
tag cloud familiarity. For all the other questions, the CHI-square test showed the
a user’s expertise had no influence on the answers. Regardless of their computer
skills and prior tag cloud knowledge, both experts and non-experts found the
provided introduction sufficient for solving the given tasks and none of them
found the tasks too difficult. The colour feature was used by five participants,
that is three non-experts and two expert users. Nine out of ten participants liked
to browse the database with our data browser. One participant thought that the
data browser has great potential and another participant commented that he
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Table 2. Nominal Scale

|# |Question |Categ0ry|User Group |Yes|No|CHI—Square (p—value)|

2.3|Tag Cloud Concept|Skills non-experts 0|5 0.048
computer scientists| 4 | 1

4.1|Sufficient Help Feedback|non-experts 510 1
computer scientists| 4 | 1

4.2|Task difficulties Feedback|non-experts 015 1
computer scientists| 0 | 5

4.3|Colour Feature Feedback|non-experts 3|2 1
computer scientists| 2 | 3

4.4|Liked browser Feedback|non-experts 411 1
computer scientists| 5 | 0

finds the query refinement process very useful. A third participant mentioned
that she liked the browser, mainly because one can filter the data by selections,
instead of having to write queries.

6 Discussion

Our preliminary user study has shown promising results regarding our hypoth-
esis that the use of tag clouds for the browsing and querying of structured data
is easy and intuitive. All non-expert users were able to complete all of the given
tasks successfully, even though they were not familiar with the concept of tag
clouds before participating in the study. Interestingly, the only user who failed to
complete the tasks was a computer science professional who failed to correctly
complete two out of the five tasks. These results show that our data browser
approach has the potential for providing non-experts with an easy and user-
friendly means of accessing traditional databases without prior knowledge of a
query language and also the actual database schema. Indeed, these are initial
findings only and an extended user study has to be carried out that measures
efficiency and effectiveness of our approach compared to conventional tools be-
fore our hypothesis can be fully validated. However, we believe that there are a
number of open issues that merit further investigation. One of these is the ques-
tion of how best to exploit tag features other than size, such as the tag colour,
to help the user to browse the data. Since only 50% of the participants from
both user groups made use of the colour feature to solve the tasks, there is no
significant dependency between the use of this feature, the user groups and the
accomplishment of the given tasks. This feature would have to be evaluated in a
separate study, where more emphasis would be put on exploiting the tag colour
for query answering. In addition, we already noted that care has to be taken
when using the colour feature, since its use is only helpful if the set of distinct
attribute values for a given attribute is rather small and this is something of
which users would have to be aware. One participant mentioned that the colour
feature is not intuitive and he had problems understanding it in the beginning.
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Other issues to investigate include that of using schema clouds alongside data
clouds and whether users would find this more intuitive than selection from
menus. In fact, it remains to be seen just how much could be expressed using
only tag clouds without the need for menus and check lists and whether this
would be beneficial or detrimental to the ease of use.

An interesting hypothesis for further investigation is the question of whether
the use of tag clouds would enhance developers’ efficiency and effectiveness.
While we have shown that non-experts and experts are equally capable of solving
a set of given tasks using our browser, we only relied on the use of tag clouds
without involving any querying. In an additional study targeted at expert users,
one could experiment with a combination of a traditional query interface and
tag clouds, where a developer could familiarise themself with the schema and
data by browsing it using the tag cloud and iteratively constructing queries.
One could then test and compare the quality and time used to construct a query
using only a query language with the combined approach. In fact, one of the
expert users commented that he likes the option for querying and that the study
would have been more meaningful to him if they could first solve the tasks with
a traditional database interface and then compare it to the data browser.

While the study reported here focused on browsing structured data sets, we
are now experimenting with the browsing of both structured and semi-structured
data in terms of a publications database. Based on this, we would like to compare
our approach with previous approaches such as [9] where synchronised tag clouds
were used to explore semi-structured clinical trial data.

Finally, we note that while our work has focussed mainly on object databases
to date, concepts similar to those proposed for data clouds in [6J7] could be
adopted to return entities rather than attribute values for specific applications
relying on relational databases.

7 Conclusion

We have presented a data-driven approach to the browsing and querying of
databases based on the visualisation of both data and metadata as tag clouds.
We also reported on a preliminary user study involving both expert and non-
expert users which demonstrated the feasibility of the approach. While this initial
study provided very positive feedback, we are well aware that there are many
open issues and consider the results to be a positive indicator of the potential
of tag clouds as a visualisation scheme rather than as validation of a paticular
interface design. We therefore plan to further experiment with different tag cloud
visualisations as well as how these can be combined into a database browsing
interface for both semi-structured and structured data.
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Abstract. Central to the development of BPMS technology was the promotion
of a new language, Business Process Modelling Notation (BPMN). The primary
goal of BPMN is to provide a common language for describing process
behaviour, shareable by business and IT, which includes business users,
business analysts, and technical developers. What seems to be missing in the
way that business users are supposed to use BPMN, is an explicit consideration
of the strategic rationale of having certain business processes as well as support
for describing business processes in terms familiar to business people. We
extended current work on Goal-Oriented Requirements Engineering (GORE)
for business process design, i.e., B-SCP framework [1] and the work of
Lapouchnian et al. [2], in order to obtain an appropriate GORE for BPMN
modelling method. Our first contribution is the introduction of a B-SCP
metamodel, which has been implemented by means of the Eclipse Modelling
Framework. Our second contribution is an Eclipse-based B-SCP editor that
enables business users to specify their strategic requirements and operational
tasks. Our third contribution consists of model transformations to generate
BPMN skeletons out of the B-SCP model, which were implemented by means
of the Atlas Transformation Language.

Keywords: Goal-Oriented Requirements Engineering, Business Process
Modelling, Business-Strategy Context Process, Atlas Transformation Language.

1 Introduction

In the last three decades, an increasing attention to business process change as a factor
of organizational success has been witnessed. In particular from 2000 onwards,
Business Process Management (BPM) technologies have gained world-wide
popularity [3]. One of the main BPM-enabling technologies is the Business Process
Management System (BPMS), which Smith and Fingar [4] define as a modelling,
integration, and execution environment for the design, manufacture and maintenance
of business processes. The importance of BPMS is illustrated by Gartner [S], who
predicts that by 2015 30% of business applications will be developed by means of
BPMS technology (the prediction probability was 0,9).

Central to the development of BPMS technology was the promotion of a new
language, Business Process Modelling Notation (BPMN), which could be used to
represent business processes. As given by the BPMN specification [6], the primary
goal of BPMN is “to provide a notation that is readily understandable by all business
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users, from the business analysts that create the initial drafts of the processes, to the
technical developers responsible for implementing the technology that will perform
those processes, and finally, to the business people who will manage and monitor
those processes.” (pl, [6]). Silver stresses the importance of using BPMN as a
common language between business and IT. Furthermore, Silver [7] distinguishes
different types of BPMN modelling, depending on the user category. Firstly, BPMN
Level 1, or descriptive modelling, is geared towards the business user and offers a
basic set of BPMN elements. Secondly, BPMN Level 2, or analytical modelling,
supports the business analyst in using the complete BPMN notation to describe the
activity flow precisely, including the exception paths. These models should be
complete and consistent, but not yet contain technical details to make them
executable. Thirdly, BPMN Level 3, or executable modelling, allows the technical
developers to add process data, service interfaces and human task assignment that are
needed to execute the BPMN models using BPMS technology.

When we look at BPMN Level 1, the business user is already expected to
understand and work with BPMN concepts such as pool, lane, task, subprocess, start
event, stop event, exclusive gateways, parallel gateways, sequence flow, and message
flow, which are terms that, maybe apart from task, do not belong to the ordinary
language used by business people. It is doubtful whether business people (e.g.,
accountants, marketers, sales people, auditors, finance officers, stock managers, etc.)
think of business processes in terms of ‘lanes’, ‘pools’, ‘gateways’, and ‘events’.
Havey [8] warns that BPMN is not suited for business users, and stresses the
importance of capturing requirements based on an approach that business users can
understand. Fernandez et al. [9] confirm this finding and state that BPMN scores low
on usability for business users.

Business managers also frequently need to deal with complex real-world problems
(e.g., how to react to the entry of a new, low-cost service provider in the market?) that
require considering simultaneously high-level strategic requirements and low-level
operational details. However, Recker [10, 11] states that BPMN currently lacks
concepts to support process decomposition and organisational modelling. Recker [10,
11] suggests to use a different, easier, and more business user adapted approach to
process modelling with BPMN, by providing dedicated symbols for placing a process
into its organisational and hierarchical context.

What seems to be missing in BPMN Level 1, i.e., the way that business users are
supposed to use BPMN, is an explicit consideration of the strategic rationale of
having certain business processes as well as support for describing business processes
in terms familiar to business people. In attempting to deal with this matter, this paper
addresses the following research question:

RQ: How can business users design complex business processes in terms of and in
correspondence with strategic requirements?

To answer this research question, we developed a new BPMN approach to business
process modelling targeted at business users (i.e., BPMN level 1 as referred to by
Silver [7]). We assume that the context of our approach consists of a real-world
environment in which there is a strategic interest of business users in the design of the
business processes. As Wieringa and Heerkens [12] explain, the solution design phase
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proposes an improvement to a problematic situation, and is based on specific solution
properties. In our approach, the main solution properties are:

(i) consideration of the strategic rationale of having certain business processes,
and having them organized in certain ways

(ii) support for describing business processes in terms familiar to business users
and linking these business processes to strategic requirements

This paper is structured as follows. Section 2 provides details on the background of
our work. Section 3 shows an overview of our approach and introduces the full
implementation details of it. Section 4 offers a discussion about our approach. Section
5 concludes this paper and introduces future work.

2 Background

Our approach heavily relies on previous Goal-Oriented Requirements Engineering
(GORE) research, which aimed at developing ways to capture high-level strategic
business requirements and use them to drive the system development process. To this
end, we investigated [13] the GORE and BPM literature to find studies that apply
goal-oriented requirements engineering to business process design. We found that
methods that apply GORE techniques for business process modelling, generally lack
clear mappings between goal concepts and business process concepts and are short of
detailed transformation descriptions (for details of this study, see [13]). Therefore, we
were not able to reuse their transformations in our research. Some methods, however,
provide a sound basis on which we can build our approach, i.e., the B-SCP framework
[1] and the work of Lapouchnian et al. [2], which we will briefly introduce in this
section.

To start with, the B-SCP framework [1] is a requirements engineering framework
for organizational IT that directly addresses an organization’s business strategy and
the alignment of IT requirements with that strategy. Goal modelling is used to
represent business strategy as requirements, and Jackson context diagrams [14] to
represent business and system model context. The strategy and context parts are
integrated using a problem diagram framework [14]. Strategy is first elicited using
VMOST [15], an organizational alignment analysis technique. Then, an i* goal model
[16] is constructed using goal modelling rules for organizational motivation proposed
by OMG’s Business Motivation Model [17]. To refine requirements from a strategic,
high-level problem diagram down to the lowest operational level, a progression of
problem diagrams is used to represent this top-down hierarchy. In addition, the
combined goal and problem diagrams are briefly mapped to Role Activity Diagrams
(RAD) [18], but we did not reuse these mappings due to our earlier findings [13].

Next, Lapouchnian et al. [2] propose a requirements-driven method for
configuration of high-variability business processes in terms of business priorities.
This method is characterized by textual annotations to add control flow detail to goal
models, which we will reuse in this paper. For instance, the sequence annotation (*;”)
can be added to AND decomposition to indicate that all the subgoals are to be
achieved in sequence from left to right. As we aim at BPMN Level 1 [7], we only
consider annotation of sequential AND decomposition, parallel AND decomposition,
and OR decomposition. The annotation of control flow is organised per group of
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decomposed requirements (e.g., all sub-requirements of one requirement have a
sequential AND decomposition), so it is impossible to have different kinds of control
flow annotations in the same group of requirements.

3 Overview of Our Approach

Our approach to BPMN business process modelling for business users consists of four
steps. First, the business user applies the original B-SCP method [1, 19] and uses our
visual editor to create a B-SCP model. Secondly, the business user decides to
elaborate the process aspects of a specific part of the B-SCP model, by adding control
flow annotations [2] that are needed for BPMN model generation. Thirdly, the
business user uses the computer-based model transformations to generate BPMN
process model skeletons, and finally, the business analyst takes the BPMN process
model skeleton as input for his work and creates a consistent and complete BPMN
business process diagram (compatible with BPMS technology).

Ecore
Metametamodel

iW w

B-SCP BPMN
Metamodel Metamodel ey
LA /BPMN™,
/B-SCP™, % . Editor
. Editor insta+e01 instanceOf

B-SCP BSCP2BPMN BPMN

Model | Model transformation | Model

Fig. 1. Overview of GORE for BPMN

To realize our approach, a layered implementation architecture (Fig. 1) was
developed in IBM’s Eclipse environment [20]. The fundaments of our solution are
built upon the different abstraction layers of the OMG Model Driven Architecture
[21]. On top, the high-level metametamodel in Ecore (e.g., defining elementary
constructs like Class and Relationship) is used to define medium-level metamodels
(e.g., containing the instance of a Class called Goal), of which models are defined on
the lowest-level (e.g., containing the instance of a Goal called ‘Shorten Cash Cycle’).
In this paper, we use two different medium-level metamodels, i.e., one metamodel to
define strategic business requirements and context (B-SCP) and another metamodel to
represent business processes (BPMN). Both metamodels have associated tool support
to allow users to visually edit model instances.

The properties of our approach are supported by our implementation as follows.
The consideration of the strategic rationale of having certain business processes, and
having them organized in certain ways, is supported by our B-SCP metamodel and
corresponding B-SCP editor to create B-SCP models. The support for describing
business processes in terms familiar to business users and linking these business
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processes to strategic requirements is given by the annotation of control flow via the
B-SCP editor and by means of the BSCP2BPMN model transformations.

Section 2.1 introduces B-SCP terminology and explains how we created the B-SCP
metamodel. Section 2.2 shows the B-SCP editor and clarifies how business users add
control flow annotations to B-SCP models in the B-SCP editor. Section 2.3 provides
insights into the model transformations from B-SCP to BPMN. To illustrate the
concepts, we use a fictive car rental company (EU-Rent) as running example.

3.1 B-SCP Metamodel

The syntax of a language is determined by the set of symbols that compose the
language as well as the rules for forming valid combinations of these symbols [22].
The original work on B-SCP [1, 19] defines a set of symbols based on the i* goal
language [16] and Jackson problem frames [14], and informally explains the rules for
forming valid combinations of these symbols. Our work introduces a B-SCP
metamodel in Ecore (Fig. 2) to define the abstract syntax of the B-SCP language.
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Fig. 2. B-SCP Metamodel in Ecore

A BSCPDiagram contains one or more ProblemDiagrams, which have each
exactly one RequirementDiagram and ContextDiagram. A ProblemDiagram may
refine elements of another ProblemDiagram, which makes a BSCPDiagram an
hierarchical structure of ProblemDiagrams.

A RequirementDiagram can contain many Requirements, where Requirement is a
generalization of Mission, Vision, Strategy, Goal, Tactic and Objective. As defined by
the OMG’s Business Motivation Model [17], a Vision describes the future state of the
enterprise, without regard to how it is to be achieved, and Mission indicates the
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ongoing activity that makes the vision a reality. For instance, EU-Rent could have a
vision to ‘Be the car rental brand of choice for business users’, and a mission to
‘Provide car rental service across Europe for both business and personal customers’.
Next, a Goal indicates what must be satisfied on a continuing basis to effectively
attain the vision, and a Strategy is a long-term activity designed to achieve a goal. For
instance, the goal ‘Be a premium brand car rental company’ tries to attain EU-Rent’s
vision, and a strategy ‘Target major airports to find business users’ supports the
achievement of the EU-Rents’ goals. Finally, an Objective is a specific and
measurable statement of intent whose achievement supports a goal, and a Tactic is a
short-term action designed to achieve an objective. For instance, the objective ‘Be
rated by AC Nielsen in top 6 car rental companies’ supports the EU-Rent’s goal to be
a premium brand, and the tactic ‘Encourage rental extensions’ would be a short-term
action to score better in listings such as AC Nielsen.

Requirements described in RequirementDiagrams are interconnected via
Relationships, such as MeansEnd, ORDecomposition, and ANDDecomposition. A
MeansEnd link indicates a relationship between an end and a means for attaining it
[1]. For instance, the vision ‘Be the car rental brand of choice for business users’ is an
end supported by its mission ‘Provide car rental service across Europe for both
business and personal customers’ as means. Next, an ORDecomposition link indicates
that a requirement is fulfilled if at least one of the lower-level requirements are
fulfilled [1]. For instance, a tactic ‘Handle Rental Extensions’ could be fulfilled by
lower-level tactics such as ‘Use own staff to extend rental’ or ‘Use airport staff to
extend rental’. Finally, an ANDDecomposition link indicates that a requirement is
fulfilled if all lower-level requirements are fulfilled [1]. In this paper, we distinguish
between sequential and parallel fulfilment of ANDDecomposition links. For instance,
the tactic ‘Encourage rental extensions’ can be decomposed into two sequential
tactics, of which ‘Persuade airport customers’ is the first in time and ‘Handle rental
extensions’ is the second. In contrast, the tactic ‘Persuade airport customers’ might be
decomposed into parallel tactics that can be executed simultaneously, such as ‘Offer
extra flight miles’ and ‘Offer free cabrio upgrade’.

A ContextDiagram contains at least two DomainsOfInterest and at least one
Interface to connect a pair of DomainsOfinterest. For instance, DomainOfInterest
EU-Rent has an interface with DomainsOfInterest business customer, personal
customer and airport. An Interface should contain at least one SharedPhenomenon
that is controlled by a specific DomainOfInterest. For instance, domains EU-Rent and
airport might share phenomena such as airport location, welcoming of customer, or
holiday season.

A domain of interest in the context diagram describes a part of the real-world,
whereas a requirement prescribes the domain of interest in the context diagram. The
connection between requirements and context is made by using the refersTo and
constrains relations from a Requirement to a DomainOfInterest. For instance, the
requirement ‘Be the car rental brand of choice for business users’ refers to domain
EU-Rent, as this requirement involves the EU-Rent domain without constraining the
way that EU-Rent becomes the car rental brand of choice. In contrast, the requirement
‘Use own staff” constrains the domain EU-Rent Airport centre in making the staffing
planning, as this requirement restricts the way that EU-Rent Airport organizes its
staffing.
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3.2 B-SCP Editor

In order to instantiate B-SCP models from the B-SCP metamodel, modellers need an
intuitive and graphical environment. The graphical modelling framework [23] project
takes an Ecore metamodel (such as our B-SCP metamodel) as an input and offers a
step-by-step approach to generate a fully functional graphical editor (details can be
found at [24]). In Fig. 3, the running example of EU-Rent is visualised in the Eclipse-
based B-SCP editor.

[d] 2.bscp_diagram I3 =0
< ProblemDiagram A -
4 RequirementDiagram RA 4 ContextDiagram DA
4 [Visicn] Be car rental brand of cheice : (= Getting Started ®
4 Business Customer| |4 Persenal Customer
< ProblemDiagram
4 [Mission] Service business and personal ciistomers 4 ContextDiagram
4 RequirementDiagram
& EU-Rent
4 [Goal] Be premiurm brand (= Refine ContextDiagram @
4 DomainOfinterest
4 (Strateqy] Focus on airperts | + Interface (RELATION)
4+ Airport
= Refine R D) )
4 [Objective] AC Nilsen top 6 oSt
4 Missicn
=|| <4 Vision
4 ProblemDiagram 8 & Strategy
< RequirementDiagram RE 4 ContextDiagram DB 4 Goal
< [Tactic] Encouraqe rental extensions < Tactic
< EU-Rent 4 Objective
4 [Tactic] Handle rentsl extensions 4 MeansEnd (RELATION)
4 [Tactic] Persuade airport customers 4 ANDDecomposition (RELATION)
4 EU-Rent Airport Centre 4 ORDecomposition (RELATION)

4 [Tactic] Use own staff 4 [Tactic] Use airport staff

4 [Tactic] Offer extra flight miles 4 {Tactic] Offer free cabric upgrade # EU-Rent Staf§ | ¢ Aimort Staff

Fig. 3. Eclipse-based Visual B-SCP Editor

At some point in the problem diagram hierarchy, operational details about the
business processes are specified. When a business user creates a B-SCP
ProblemDiagram that solely exists of tactics, we consider this problem diagram to
represent (a part of) a business process, so it becomes useful to add control flow
annotations. Although Lapouchnian et al. [2] recommend textual annotations to add
control flow detail to requirement models, we choose to add such annotations via the
properties pane of the B-SCP editor to lower the visual complexity of the models. For
instance, Fig. 4 shows an OR Decomposition, Fig. 5 illustrates how an AND
Decomposition is annotated with sequence, and Fig. 6 displays the parallel AND
Decomposition annotation. Note that Lapouchnian et al. [2] advises that control flow
annotations should be consistent per group of tactic decompositions. For instance,
Fig. 3 — Encourage rental extensions has two sequential AND decompositions, Fig. 3
— Persuade airport customers has two parallel AND decompositions, and Fig. 3 —
Handle rental extensions has two OR decompositions.
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Fig. 4. Using OR Decomposition
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Core Property Value

Has Source 4 Tactic Encourage rental extensions
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Type 1= Sequence

Appearance

Fig. 5. Setting AND Decomposition to Sequence

<~ AND Decomposition Parallel

Core Property Value

Has Source 4 Tactic Persuade airport customers
Has Target 4 Tactic Offer extra flight miles
Type = Parallel

Appearance

Fig. 6. Setting AND Decomposition to Parallel

3.3 Model Transformation B-SCP to BPMN

When a B-SCP ProblemDiagram meets certain transformation criteria, our model
transformations can be used to transform this diagram into the skeleton of a BPMN
business process diagram that can be further refined by a business process analyst to
achieve completeness and consistency. Our transformation criteria are as follows. The
requirement diagram (related to the problem diagram to be transformed) should only
contain tactics, the top tactic should represent a business process, the control flow
annotations should be consistent per group of tactic decompositions, each tactic
should refer to or constrain one domain of interest (of the context diagram), and there
should be at least one shared phenomenon on each interface between domains of
interest (further explanation is given in Section 4.3).

Next, we will elaborate on the B-SCP to BPMN concept mappings that we created,
which are implemented by means of the atlas transformation language [25] (the
implemented rule expressions can be found in Appendix A). In general, Rules 1 to 4
are used to transform the main concepts, Rules 5 to 9 relate to the control flow
transformation, and Rule 10 takes care of the generation of message flows. An
overview of the BSCP2BPMN transformation rules is given by Table 1.

e Rule 1 transforms a top node in a RequirementDiagram (e.g., Fig. 3 —
Encourage rental extensions) into business process diagram (e.g., the diagram
shown in Fig. 7).

e Rule 2 transforms a domain of interest (e.g., Fig. 3 — EU-Rent) into a pool, a
start event, a sequence edge, and an end event (e.g., Fig. 7 — Labelled with (2)).
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e Rule 3 transforms a medium node (e.g., Fig. 3 — Persuade airport customers) of
a RequirementDiagram into a sub-process (e.g., Fig. 7 — Labelled with (3)).

e Rule 4 transforms a leaf node (e.g., Fig. 3 — Offer extra flight miles) of a
requirement diagram into a task (e.g., Fig. 7 — Labelled with (4)).

e Rule 5 transforms the first occurrence of an OR Decomposition (e.g., Fig. 3 — Link
between Handle rental extensions and Use own staff) into two Gateway Data-Based
Exclusive activities and two sequence edges (e.g., Fig. 7 — Labelled with (5)).

e Rule 6 transforms the other occurrences of an OR Decomposition (e.g., Fig. 3 —
Link between Handle rental extensions and Use airport staff) into two sequence
edges (e.g., Fig. 7 — Labelled with (6)).

e Rule 7 transforms an AND Decomposition with sequence (e.g., Fig. 3 — Link
between Encourage rental extensions and Persuade airport customers) into two
sequence edges (e.g., Fig. 7 — Labelled with (7)).

e Rule 8 transforms the first occurrence of a parallel AND Decomposition (e.g.,
Fig. 3 — Link between Persuade airport customers and Offer extra flight miles)
into two Gateway Parallel activities and two sequence edges (e.g., Fig. 7 —
Labelled with (8)).

e Rule 9 transforms the other occurrences of parallel AND Decomposition (e.g.,
Fig. 3 - link between Persuade airport customers and Offer free cabrio upgrade)
into two sequence edges (e.g., Fig. 7 — Labelled with (9)).

e Rule 10 transforms a shared phenomenon, between two domains of interest (e.g.,
Fig. 3 — shared phenomenon x between EU-Rent and EU-Rent Airport Centre),
into a message edge x with a ‘send’ and ‘receive’ task and two sequence edges
(e.g., Fig. 7 — Labelled with (10)).

Table 1. BSCP2BPMN Concept Mappings

Rule Nr | B-SCP Concept BPMN Concept
1 Top node (in Requirement Diagram) BPMN Diagram
2 Domain Of Interest (in Context Diagram) | Pool
Start Event
Sequence Edge
End Event
3 Medium node (in Requirement Diagram) | SubProcess
4 Leaf node (in Requirement Diagram) Task
5 OR Decomposition — first occurrence 2 x Gateway Data-Based Exclusive Activity
2 x Sequence Edge
6 OR Decomposition — other occurrences 2 x Sequence Edge
7 AND Decomposition (Sequence) Sequence Edge
8 AND Decomposition (Parallel) 2 x Gateway Parallel Activity

— first occurrence

2 x Sequence Edge

9 AND Decomposition (Parallel) 2 x Sequence Edge
— other occurrences
10 Shared Phenomenon ‘Send’ Task (at first pool)

(between two domains of interest a and b)

Sequence Edge (at first pool)

‘Receive’ Task (at second pool)

Sequence Edge (at second pool)

Messaging Edge from ‘Send’ to ‘Receive’ Task
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Fig. 7. Resulting BPMN diagram for the B-SCP tactic ‘Encourage rental extensions’

4 Discussion

4.1 Using B-SCP as Modelling Aid

Originally, B-SCP was proposed as requirements engineering framework for
validating strategic alignment of organisational IT, based on manual interpretation of
traceability links between strategy and technology. In this paper, we reused the work
on B-SCP for a different purpose, that is as modelling aid for BPMN Level 1, which
we interpret as the business process modelling level where business users design
complex business processes in terms of and in correspondence with strategic
requirements. We believe that B-SCP offers a well-documented and scalable
alternative to the currently available modelling methods that combine strategic goals
and business processes, which are often i*-based modelling languages [13]. For
instance, the B-SCP approach has been successfully implemented at a large e-
business initiative of a major Australian financial institution [26]. Few published
studies exist on applying the i* goal language into practice, and indications exists that
practitioners of large-scale industrial projects are unable to understand i* models well
enough to validate the requirements of the system they were building [27]. As the B-
SCP framework was proposed to address the known shortcomings of i* and to
leverage the existing knowledge of Jacksons’s Problem Frames, we considered the B-
SCP framework as the starting point of our work.

4.2 Separating Requirements and Business Processes

The differentiation between a goal-oriented requirements language and a business
process language is the result of a deliberate design choice. As a modelling language
is always conceived with a certain purpose in mind [28], we believe it is easier to
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represent goals and business processes using different languages, and to provide
model-based translations between these languages, instead of choosing one modelling
language to represent both goals and business process concepts. With low modelling
complexity (e.g., modelling one clearly understood business process), creating a
requirements model could be seen as an overhead cost. But, as real-world business
process modelling projects often quickly grow in complexity, business users can use a
requirements model as an overview (or one could say, an overarching strategically
aligned business process architecture), and generate the required business process
models from the requirements model.

4.3 Motivating Our Transformation Criteria

The main motivation of our work is to encourage the technology transfer between
RE and industry by lowering the barriers of current GORE research for real-world
business users [29]. As a result, our approach tries to find a balance between rigour
of and relevance [30]. Firstly, the restrictions of the B-SCP metamodel and
graphical B-SCP editor forces a certain degree of rigour in our approach, as the
business user must understand and comply to our tool-supported method. Secondly,
our approach offers relevance to business users by not overloading the business
user with technical semantics or formal business rules, as B-SCP is based on
strategic management techniques [15] and OMG’s general accepted Business
Motivation Model (BMM) [17].

Based on these insights, we created our BSCP2BPMN model transformations and
decided that OMG’s BMM concept tactic plays a central role. Instead of forcing the
business user in expressing the difference between business processes, subprocesses
and activities, the business user just employs tactics wherever he specifies how
strategic requirements (i.e. mission, vision, strategy, goal and objective) are or should
be achieved. Consequently, the B-SCP model might contain numerous problem
diagrams, some without factics, some with both factics and strategic requirements,
and some solely consisting out of tactics. As our understanding of business process
[31] does not allow business users to embed strategic requirements into business
process (but only allow users to refer these goals via i* decompositions), only the
problem diagrams that solely consists of factics can be syntactically transformed to
BPMN skeletons. Finally, to avoid the generation of non-linked BPMN lanes and
activities, our transformation criteria state that each tactic should refer to or constrain
one domain of interest, and there should be at least one shared phenomenon on each
interface between domains of interest.

5 Conclusion, Limitations and Future Work

Central to the development of BPMS technology was the promotion of a new
language, Business Process Modelling Notation (BPMN). The primary goal of BPMN
is to provide a common language for describing process behaviour, shareable by
business and IT, which includes business users, business analysts, and technical
developers. What seems to be missing in the way that business users are supposed to
use BPMN, is an explicit consideration of the strategic rationale of having certain
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business processes as well as support for describing business processes in terms
familiar to business people. This paper presents an approach that allows business
users to design complex business processes in terms of and in correspondence with
strategic requirements. The main claim of this work is two-fold:

(i) The consideration of the strategic rationale of having certain business
processes, and having them organized in certain ways, is important for a
business user during business process modelling. By extending the work of
Bleistein et al. [1], we created a B-SCP metamodel and offered the business
user a graphical B-SCP editor (that corresponds to the B-SCP metamodel) to
express the strategic rationale and the business processes related to the
strategic rationale.

(i) Support for describing business processes in terms familiar to business users
and linking these business processes to strategic requirements. By extending
the work of Lapouchnian et al. [2], business users can annotate control flow
via the B-SCP editor. Then, specific parts of the B-SCP models can be
transformed in corresponding BPMN skeletons by means of the
BSCP2BPMN model transformations.

The main limitation of our approach is the lack of full-scale validation and the
absence of the reverse transformation (from BPMN to B-SCP). Firstly, a full-scale
validation is needed to evaluate the properties of our approach, and to investigate
whether these properties contribute positively to BPMN modelling for business users.
In order to tackle this shortcoming, we are in the process of applying the Seven-
Eleven Japan [32] case exemplar to our approach to investigate the feasibility, and we
are conducting case study research [33] at two organisations to discover the added
value of our approach. Secondly, our work presents a top-down modelling method,
which enables business users to transform parts of B-SCP models into BPMN
skeletons, but the reverse transformation (from BPMN to B-SCP) is currently not
supported. To this end, our future work will investigate how the PRiM method of
Grau et al. [34] could be reused to generate B-SCP requirements from BPMN
diagrams. In this context, we will investigate how existing AS-IS or TO-BE business
process models can be combined with AS-IS or TO-BE information in B-SCP
models. Next, we plan an empirical evaluation of the B-SCP and BPMN editors in
terms of their usability, and verification of whether the B-SCP editor has a complete
correspondence with the B-SCP method.
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(1) rule TopNode2BPMNDiagram{
from a : BSCP!Tactic (a.isUpperTactic())
to b : BPMN!BpmnDiagram(name <- a.name)}

(2) rule DomainOfInterest2Pool{
from a : BSCP!DomainOfInterest
to b : BPMN!Pool (name <- a.name),
startevent : BPMN!Activity(activityType <- 'EventStartEmpty'),
endevent : BPMN!Activity(activityType <- 'EventEndEmpty'),
firstSequence : BPMN!SequenceEdge}

(3

rule MediumNode2SubProcess{
from a : BSCP!Tactic (a.isMiddleTactic())
to b : BPMN!SubProcess(name <- a.name)}

(4) rule LeafNode2Task{
from a : BSCP!Tactic (a.isBottomTactic())
to b : BPMN!Activity(activityType <- 'Task', name <- a.name)}

(5) rule ORDecomposition_FirstOccurrence{
from a : BSCP!ORDecomposition (BSCP!ORDecomposition.allInstances()->first())
to b : BPMN!Activity(activityType <- 'GatewayDataBasedExclusive'),
: BPMN!SequenceEdge (1D <- 'Left Conditional Edge'),
BPMN! SequenceEdge (iD <- 'Right Conditional Edge'),
BPMN!Activity(activityType <- 'GatewayDataBasedExclusive'),
BPMN! SequenceEdge (iD <- 'Edge Closing Conditional Construction')}

o Q0

(6

rule ORDecomposition_OtherOccurrences{
from a : BSCP!ORDecomposition(not BSCP!ORDecomposition.allInstances()->first())
to b : BPMN!SequenceEdge (iD <- 'Left Conditional Edge'),
c : BPMN!SequenceEdge (iD <- 'Right Conditional Edge')}

(7) rule ANDDecomposition_Sequence({
from a : BSCP!ANDDecomposition(self.type = #SequentialOrder)
to b : BPMN!SequenceEdge (iD <- 'Seqguence Edge')}

(8) rule ANDDecomposition_Parallel_ FirstOccurrence{
from a : BSCP!ANDDecomposition(self.type = #ParallelOrder and
BSCP!ANDDecomposition.allInstances()->first())

to b BPMN!Activity(activityType <- 'GatewayParallel'),
c BPMN! SequenceEdge (iD <- 'Left Parallel Edge'),
d BPMN! SequenceEdge (iD <- 'Right Parallel Edge'),
e BPMN!Activity (activityType <- 'GatewayParallel'),
£ BPMN! SequenceEdge (iD <- 'Edge Closing Parallel Construction')}

(9) rule ANDDecomposition_Parallel_ OtherOccurrences{
from a : BSCP!ANDDecomposition(self.type = #ParallelOrder and not
BSCP!ANDDecomposition.allInstances()->first())
to b : BPMN!SequenceEdge (iD <- 'Left Parallel Edge'),
c : BPMN!SequenceEdge (iD <- 'Right Parallel Edge')}

(10) rule SharedPhenomenon2MessagingEdge{
from a : BSCP!SharedPhenomenon
to b : BPMN!Activity(activityType <- 'Task', name <- 'Send'),
BPMN!Activity (activityType <- 'Task', name <- 'Receive')
BPMN! SequenceEdge (iD <- 'Sequence Edge'),
BPMN! SequenceEdge (1D <- 'Sequence Edge'),
BPMN ! MessagingEdge (iD <- 'Messaging Edge')}
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Abstract. Although the lack of elaborate governance mechanisms is often seen
as the main reason for failures of SOA projects, SOA governance is still very
low in maturity. In this paper, we follow a design science approach to address
this drawback by presenting a framework that can guide organisations in
implementing a governance approach for SOA more successfully. We have
reviewed the highly advanced IT governance frameworks Cobit and ITIL and
mapped them to the SOA domain. The resulting blueprint for a SOA
governance framework was refined based on a detailed literature review, expert
interviews and a practical application in a government organisation. The
proposed framework stresses the need for business representatives to get
involved in SOA decisions and to define benefits ownership for services.

Keywords: Service-Oriented Architecture (SOA), SOA governance.

1 Introduction

Governance has been seen as one of the key success factors of IT for many years and
enterprises currently invest considerable resources into the implementation of IT
governance frameworks such as Cobit [1, 2]. In their seminal work, [3] define IT
governance as the process of “specifying the decision rights and accountability
framework to encourage desirable behaviour in the use of IT.” The purpose of such a
decision rights and accountability framework is to address the three basic questions
of IT governance: “What decisions must be made to ensure effective management
and use of IT?”, “Who should make this decisions?” and “How will these decisions
be made and monitored?” [3]. Many enterprises presently face the challenge of
developing adequate governance mechanisms for Service-Oriented Architectures
(SOAs), which introduce new complexities due to the amount of services to be
managed [4]. The SOA paradigm has become widespread and is often considered an
important concept to drive the evolution towards an IT architecture focusing on
business processes, flexibility and reuse [5, 6, 7]. Moreover, some proponents
envision that organisations will begin to open up their architecture to their business
ecosystem, i.e. their network of customers, suppliers and even competitors,
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achieving increased interoperability, i.e. the ability to exchange information and to
use the information that has been exchanged, through the use of open standards as
postulated by the SOA paradigm [8, 9]. The decomposition of today’s business
applications into reusable business process components that may be marketed to
external customers creates novel challenges for IT governance. To date, however, no
widely accepted framework for SOA governance has emerged [4]. Given that the
lack of a comprehensive governance approach has been cited as the most common
reason for failures of post-pilot SOA projects [10], work in this area is highly
relevant.

Notwithstanding the urgent need, delineating SOA governance and building a
corresponding framework is not an easy task. Already the question of how SOA
governance relates to IT governance lacks a consistent answer. While for Malinverno,
“SOA governance isn’t simply a subset of IT governance” [11], some authors do
make this very assumption [12]. For others, SOA governance is an “extension” [13]
or “specialisation” [14] of IT governance. In spite of the discussions about a precise
definition of the term SOA governance, most authors agree on the basic elements a
governance framework should address, namely the organisational structure, processes,
policies and metrics [14, 15, 16]. To provide a working definition for the rest of this
paper, we build on definitions in [4] and [17]:

SOA governance focuses on the decisions across the entire service lifecycle to enable
organisations to realise the benefits of SOA. It is an approach to exercising control
and mitigating risk by establishing organisational structures, processes, policies and
metrics suitable to ensure that the adoption, implementation, operation and evolution
of an SOA is in line with the organisation’s strategies and objectives and complies
with laws, regulations and best practices.

For reasons of scope, we concentrate on the organisational aspects in this paper by
deriving a set of activities and roles that are required in an SOA context and by
proposing their responsibilities along the service lifecycle. The resulting framework
can guide organisations in designing or evaluating their own governance structure.

The paper is structured as follows. In sections 2 and 3, we point to related work
and explicate our research approach. Section 4 outlines the identified activities along
the service lifecycle. Section 5 describes the roles involved, to which responsibilities
are assigned in section 6. Section 7 includes lessons learned from an application of the
framework in a case study. The paper concludes with summary and further research
opportunities in section 8.

2 Related Work

The knowledge bases of corporate and IT governance form obvious points of
references for research into SOA governance. While from an IT governance
perspective, standard works like [3] and well-received frameworks such as Cobit [1]
and ITIL [18] are the most prominent examples, the OECD Principles of Corporate
Governance are among the most influential guidelines in the area of corporate
governance [19].
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Academic literature on SOA governance (e.g. [4, 14]) is still relatively scarce,
whereas numerous IT solution vendors and analysts have addressed the topic in recent
years (e.g. [10, 11, 20, 21, 25, 26, 27]). SOA governance solutions presented by IT
vendors tend to address only fragments of a holistic approach. While some IT vendors
propose advanced governance models that attend to design-time governance,
organisational and business aspects, many of them focus on technical management
and run-time governance, i.e. the governance of services that are already in
production, and do not address the whole service lifecycle including aspects of
adequate design-time governance and higher level corporate governance.

Open standards organisations such as OASIS, OMG and The Open Group have
produced a large amount of technical specifications and standards on the subject of
SOA, often overlapping in contents. Kreger and Estefan [25] give an overview of the
documents for SOA reference models and ontologies, reference architectures,
maturity models, SOA modelling profiles, and open standards related to the topic of
SOA governance. Not only is the OMG SOA Governance RFP development group
[26] exploring the standardisation of SOA governance, the topic has also been
included as a chapter in the OASIS Reference Architecture for SOA Foundation [27],
and a SOA governance framework is being developed by The Open Group (SOA
Governance Framework [28]). These consortia address the topic from different
perspectives, and the most promising for the research focus taken in this paper, i.e.
organisational aspects of SOA governance, is the work of The Open Group. Their
SOA Governance framework, which as at December 2009 has draft status only,
however still lacks essential elements such as a specification of detailed
accountabilities of roles along the service life cycle.

Bernhardt and Seese [4] propose a conceptual SOA governance framework striving
to cover the complete SOA lifecycle. Their approach differs from the one taken in this
paper as it uses the standardised OASIS SOA reference model [29] as a starting point
for the identification of SOA governance aspects to be considered. They do not make
use of empirically tested best practises from related IT governance literature, whereas
the framework we propose is primarily derived from the much wider area of
successful IT governance frameworks in order to leverage existing knowledge and
revise it against the background of SOA-specific characteristics. Bernhardt and Seese
[4] have not yet investigated the relationships between their approach and these
common IT frameworks.

3 Research Approach

The SOA governance reference framework partly presented in this paper is a “design
artefact” in the sense of the design science-based approach to IS research as described
in [30]. According to them, IS research is concerned with two design processes, i.e.

e to ‘build’ purposeful artefacts to address heretofore unsolved problems, and
e to ‘evaluate’ these artefacts with respect to the utility provided in solving those
problems (cf. Fig. 1).
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Fig. 1. Information Systems Research Framework according to [30]

Hence, as opposed to behavioural science, design science aims at providing utility and
relevance to practice by innovatively designing an artefact that meets an existing
business need or “problem” [30]. With regard to the work on SOA governance
presented here, the claim of relevance to practice can be justified not only through the
Gartner Research study mentioned earlier [10], but also, for example, through a recent
SOA governance user survey by Software AG [21]. This survey indicates that most
users view SOA governance as important, acknowledge the need for improvement
and emphasise the demand for a holistic, business objective-driven lifecycle approach
from the start. Rigour in the research process has to be assured by the appropriate
application of existing foundations from the knowledge base of the field in the ‘build’
phase and of suitable methodologies in the ‘evaluate’ phase [30].

Starting from the existing knowledge base in the ‘build’ phase of the proposed
SOA governance framework, we analysed the widely-used IT governance
frameworks Cobit and ITIL and provided an initial evaluation of its utility in a case
study in order to derive the core of the SOA governance framework. We selected
Cobit and ITIL for the following reasons. Cobit has practically become the global de
facto standard for IT control and governance, and most frameworks somewhat align
with. ITIL, on the other hand, is a most prominent IT Management framework that
primarily defines management and support processes. While ITIL primarily addresses
IT efficiency that relates to the effective operation of IT, Cobit is primarily addressing
effectiveness and strategy of IT in the context of an organisation, where effectiveness
relates to producing a decided, decisive, or desired effect and strategy relates to the
strategic planning and adaptation (e.g. of structure or behaviour) that serves the core
function of IT to contribute to desired business outcomes.

Mapping the roles and activities proposed by the two frameworks to an SOA
environment revealed a need for extensions, as some criteria that are specific to SOAs
are not covered in these two popular frameworks (cf. sections 4, 5 and 6). Furthermore,
this mapping necessitated a re-naming and re-grouping of activities into a service
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lifecycle. In a second step, we conducted a detailed review of literature related to
service lifecycle management and SOA governance. Academic articles as well as
industry white papers about SOA roles and responsibilities are scarce and often use
diverging terminologies or present ideas in an unstructured way, so we focused on the
identification of main concepts. We also conducted a series of interviews with
carefully selected experts in the field of service management. For the identification of
the relevant roles and their responsibilities, we conducted a comprehensive content
analysis using published job profiles from Seek.com, Australia’s leading recruitment
website.

In order to critically evaluate the utility of the framework, we applied it at Landgate,
a public sector organisation. Landgate is the Statutory Authority responsible for
Western Australia’s land and property information and seeks to evolve its IT business
applications to implement new services for its clients and to collaborate more closely
with partners. The application of the governance framework to Landgate showed how
the model supports organisations in identifying new IT management activities when
moving into a service-oriented paradigm and which consequences this new paradigm
has for the establishment of accountabilities.

4 The Service Lifecycle

4.1 Overview

Cobit and ITIL are very detailed and widely used frameworks that propose a large
number of best practises and processes as well as measures, roles and responsibilities
to aid management in the planning and organisation, acquisition and implementation,
delivery and support, operation, monitoring and evaluation of IT systems. In Cobit
alone, there are 197 single steps grouped in 34 processes, which are part of 4 main
phases, offering an extensive repository of relevant activities and a highly elaborated
set of assignments to roles. Some of the issues covered, such as infrastructure, data or
technology and support, will not change significantly independent of the underlying
paradigm (e.g. when SOA is replaced by another IT design paradigm) and therefore
have not been further analysed. Besides that, the structures of Cobit and ITIL do not
allow for an explicit representation of different decision levels. Thus, we looked at
management models to find a suitable high-level structure. Drawing from IT-
management, we suggest that decision rights can be distributed into distinct layers.
Among these, strategy management, portfolio management, program management
and project management are mentioned by most authors [31, 32]. Furthermore,
operations management had to be considered as well, since governance is not just
relevant during the identification and development of services, but for operating
services as well (run-time governance). Due to space constraints, this paper covers
only three of the five layers (shaded in Fig. 2): service portfolio-, service project- and
service operation management.

While acknowledging that there is a broad variety of definitions, we agree with
[33] who stress that portfolio management deals with selecting and prioritising the
best projects to proceed with. Portfolio management is about choosing the right
project, whereas project management is about doing the project right [34]. Hence, in
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the portfolio management stage of our proposed framework, the goal is to identify the
most relevant services from a larger service portfolio and decide if and when to
implement them. Program management, which we do not cover here, represents the
connecting link between the two and aligns strategy and execution to deliver the
whole SOA by managing interdependent projects [32]. Once a business sponsor has
been identified and accepts responsibility for the service, a project is started and the
service can be developed. The development process and the publishing or deployment
of the service are governed in the service project management stage. Once in place,
the operation management of a service covers operation and use, including
performance and change management, as well as the retirement phase.

| Strategic Service Management |

1 ]
| Service Portfolio Management ‘
1 !

| Service Program Management ‘

1 ¥

| Service Project Management |

1 |

| Service Operation Management |

Fig. 2. Layers of management comprising decisions relevant for SOA governance (adapted
from [31]). The layers covered in this paper are shaded.

A significant amount of research has been published regarding the lifecycle of a
single service (cf. [35] for a comprehensive overview) with a more or less common
understanding of what should be part of it. Starting with a service analysis and design
phase, most authors include service implementation, service publishing, service
operation as well as service retirement or withdrawal. In addition to that, [35] mention
a negotiation phase. The latter is primarily relevant if a service or part of its sub-
services are provided or sourced externally. For many organisations using SOA today,
this is not yet an option but will become more important once emerging service
brokers have leveraged the discovery of available services and provide required
functions such as pricing and contracting [8]. From today’s perspective, it is also not
clear to what extent bargaining will happen at all, or if, for example, prices and
quality standards are specified solely by the service broker. For these reasons, we
have not yet considered negotiation activities in this paper.

4.2 Detailed View

In this section, we focus on the main differences as compared to traditional IT
governance by introducing new activities that provide managers with a foundation
upon which SOA-related decisions can be based and by discussing those that require
changes. Fig. 3 gives an overview and shows how management layers, lifecycle
stages and activities are interrelated. The first two columns in Fig. 3 map the three
management layers introduced above (service portfolio management, service project
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management and service operations management) to the main steps of the service
lifecycle (service analysis, service design, service implementation, service publishing,
service operation and service retirement). Service analysis occurs both on a portfolio
level, e.g. to determine which new services to add to the service portfolio, and on the
service project level in order to define the requirements for a single service to be built
in the course of the service project. Service design, implementation and publishing are
all part of a service project and therefore can be mapped to the service project
management level. Service operation and retirement are mapped to the service
operations management layer here, although service retirement could also be seen as
belonging to the service portfolio view, as it typically requires the assessment of the
service to be retired in relation to the other services in the portfolio. The third column
of Fig. 3 refers to SOA-specific activities that differ from conventional IT
governance-related activities. These activities are part of the service lifecycle step
they are aligned with in the diagram (column two). In the following, Fig. 3 will be
discussed in detail.

Management Service SOA specific
Layers Lifecycle Governance Activities
Service
Portfolio Service Createa SOA Assure the consultation of Find businesssponsor /
Management Analysis roadmap potential users of services service owner

Service Design I Deddeon granularityand orchestration

ierylce Service
roject Implementation
Management
Service Determine Develop
Publishing access rights pridngmodel
Service Develop and implement a process to consistently
Service Operation record, assessand prioritisechangerequests

Operation
Management Service
Retirement

Fig. 3. Interrelationship of management layers, lifecycle stages and the activities addressed in
this paper

4.2.1 Service Portfolio Management

As a first step within the service portfolio management phase, a service roadmap is
developed by identifying and prioritising service candidates (e.g. by analysing
business processes). The proposed services are subsequently analysed further. In this
step, all potential users should contribute to the definition of requirements to ensure
high reusability of the service. After the feasibility study has yielded a positive
outcome and a business case has been developed, identifying a business sponsor who
is willing to fund the development and operation of the service [36] is an essential
activity before a project can be started. Besides that, portfolio management is also
responsible for the development of an overarching service taxonomy and service
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descriptions as well as for monitoring across projects. The following items represent a
(certainly not exhaustive) list of Cobit activities that need to be adapted to a SOA
environment:

e Create an SOA roadmap: The implementation of an SOA requires a significant
change of both the IT landscape and the mindset of business and IT people within
an organisation [37]. Due to time and budget constraints, in most cases a gradual
transition towards SOA is more likely to be successful than a “big-bang”
implementation. Guidance on where to start and which subsequent steps to follow
is therefore essential and should be provided by creating a suitable SOA roadmap.
This roadmap suggests a certain sequence in which proposed services should be
analysed and developed. Identification and prioritisation of services are therefore
key elements of creating a roadmap. Service identification can be conducted in top-
down approaches, such as capability analysis or domain decomposition [38], or
more bottom-up as in tracing business processes [36]. Prioritisation should be
based on estimated business value, reuse potential (e.g. by implementing business
process patterns) and IT complexity reduction potential [36]. In many real world
organisations, however, services are created out of “immediate needs” (cf. section
5) either due to a lack of coordination between business and IT or simply out of
aiming at short term returns. This is not surprising, as budget constraints or other
obstacles may prevent a detailed analysis at this stage. In these cases, an
evolutionary approach [36] can be helpful, meaning that smaller IT projects with
positive business cases are defined that comply with a target application landscape
as well. This will balance both short-term financial results and long-term efficiency
of the SOA. We believe that the quality of the roadmap will be a crucial
determining factor for the effectiveness of the whole SOA investment. The
formulation of a SOA roadmap should therefore be seen as a core activity within
the governance approach.

o Assure the consultation of potential users of services: As suggested by Cobit, all
stakeholders should be included in the process (e.g. for determining requirements
or assessing risks). In an SOA environment, the consultation of stakeholders
becomes a common, yet more complex task, as aiming for reusability of services
on a broad basis is seen as one of the core characteristics of an SOA [11, 37].
Nevertheless, many SOA initiatives fail to leverage reuse and therefore do not
yield the expected financial results, leading to a drop of management support [11].
While consulting potential users is crucial to the realisation of the expected
benefits, it requires a solid ground of knowing who the potential users are, putting
even more emphasis on the service identification step.

e Find business sponsor / service owner: Another important step refers to the issue
of funding [39]. Adapting services to the requirements of different users will be
more expensive than developing them for the sole purpose of a single user [40]. In
many cases, the benefits might outweigh the cost so that a mechanism is required
for identifying those services that are worth adapting. This mechanism, however,
cannot make a perfect distinction, as there is uncertainty involved in the estimation
of development and maintenance cost and possible revenues. Considering this, an
enterprise architect (see section 5) can identify potential users, help them express
their needs and recommend a certain design of a service, but should not appoint a



52

C. Ott et al.

business sponsor or owner. The latter should be found in a less hierarchical
manner, because to enable performance measurement and encourage a high quality
of decision making, the holder of the decision right should bear the economic risk
as well. As multiple ownership would cause an increase in coordination effort, it
will be helpful if services are owned by one of the potential users. The enterprise
architect can encourage this by promoting a business case for the adapted service.
If none of the potential users is willing to sponsor the service, the enterprise
architect or another centralised committee could ultimately own the service as well
and should therefore be provided with a dedicated budget.

4.2.2 Service Project Management

Most steps of the basic service lifecycle, as mentioned above, are part of service
project management. These include analysis, design, implementation and deployment/
publishing. The analysis phase is fragmented, as this task is to a large extent
conducted in the portfolio management phase, before a service sponsor can be found.

In

this paper, we focus on particularly interesting differences compared to traditional

software development. We located them in the following activities that belong to the
service lifecycle phases “Service Design” and “Service Publishing”:

Decide on granularity and orchestration: Although an initial analysis is conducted
within the portfolio phase, different options remain for the realisation of the
required functionality after a service project has been started. Sub-services that are
available from the internal repository or could be bought from a service broker can
serve as building blocks and reduce development cost. On the other hand, a finer
granularity of service components than proposed by the requirements of internal
users might also help promote services and sell them to external customers.
Consequently, an optimal level of granularity is no longer just subject to technical
requirements but also to market supply and demand. Thus, the availability of and
the demand for services both externally and internally determines how fine or
coarse a service should be and how atomic services can be combined into
molecular services. This is referred to as the “economic level of granularity” [40].
Determine access rights: Before a service is published, access rights need to be
specified. This does not just refer to users within the organisation, but, in contrast
to traditional software development, also to potential external customers. This is a
strategic decision, for if cutting-edge knowledge is made accessible to competitors,
comparative advantages might be lost. Therefore, key executives should be
responsible for this decision.

Develop pricing model: Among traditional IT cost accounting methods (for an
overview see [41]), activity-based costing is seen as one of the most effective
representatives [42]. Under the SOA reuse paradigm, where services are shared
among several business units or departments, new mechanisms like negotiation
[41] between service owners and consumers should be considered. In addition, a
pricing model for the external market has to be developed if the service is also
offered to external customers. It differs from the internal pricing model as it does
not aim at discouraging over- or underutilisation, but aims at maximising profit.
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As in the context of Service Portfolio Management, this list should not be considered
complete, as there are other important aspects, such as issues regarding service
contracts, Service Level Agreements (SLAs), business object governance etc. that
require specific approaches.

4.2.3 Service Operation Management

Within operation management, the actual service operation, which involves activities
such as training, monitoring of Service Level Agreements (SLAs) and change
management, as well as the retirement phase are governed. Incident and capacity
management have not been included in the service operation phase as they are not
service-specific. Retirement is a responsibility of the portfolio manager; however, it
strongly affects the service owner as well. It could therefore be included in the
portfolio management phase as well as in the operation management phase. One main
difference compared to traditional software development refers to change
management. We describe the following activity in detail:

e Develop and implement a process to consistently record, assess and prioritise
change requests: The change management process in an SOA is complex due to
the distance between service providers and service consumers [39] and the high
coordination effort that is required as every change affects not just the one who
requested the change but the other users as well. Risk assessment should also
consider side effects, because if the responses of a service are modified, other
services that invoke the changed service may require changes as well [39]. Once
the decision has been made and changes are authorised, all customers must be
informed about the details and how their service usage requires adaptation.

5 Roles

Most of the roles proposed by Cobit (e.g. Board, CEO, CIO, CFO) are on a top
management level. Additionally, architects, developers and operation managers are
mentioned, but many roles that become relevant within an SOA environment are not
included. Academic articles as well as industry white papers about SOA roles and
responsibilities are sparse ([43] and [44] provide comprehensive frameworks, which,
however, lack validation). SOA literature with a management or lifecycle focus
mentions some additional roles, but mostly in an unstructured or anecdotal way [39].
Due to the lack of widely accepted terminology, definitions and descriptions,
comparing or even consolidating different terms is not easy.

In this section, we give a brief overview of roles that are either not mentioned in
Cobit or whose focus changes significantly under a SOA paradigm. We conducted a
literature review and a comprehensive content analysis of more than 300 published
job profiles at Seek.com (keyword: “SOA”), Australia's number one job site with over
100,000 jobs online. We believe that Seek.com provides a comprehensive source for
an overview of the roles to be found in contemporary SOA projects in Australia.
However, we did not crosscheck the findings by approaching major IT companies
directly, which might have further refined the results. Here, we focus on defining the
most important and accepted roles and show corresponding references.
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e Business Analyst (Seek.com, [44, 45, 46]): The business analyst elicits domain
knowledge. The business analyst understands the language of business users and
providers and can translate the functional and non-functional requirements into
processes and services. Among the business analyst’s main responsibilities are the
identification and analysis of services, but s/he is also consulted for the
development of test cases.

e Enterprise Architect (Seek.com, [20, 36, 46, 47]): Within a traditional IT context,
the enterprise architect focuses on the application of technology to increase
operational effectiveness and efficiency, e.g. based on the identification of patterns
in business processes [12]. In the more modern, holistic view, the enterprise
architect integrates the business plan with the technical capabilities, e.g. by
establishing technical policies. Within an SOA context, the enterprise architect is
responsible for the development of an SOA framework and strategy. S/he ensures
an optimal use as well as the performance level of services. The uptake of
dedicated service architects is not visible yet.

e Service Owner [20, 36]: Although the service owner is mentioned as a key role,
there is no definition of corresponding responsibilities and tasks in any of the
literature or the published job profiles we reviewed. We define the service owner as
the one who sponsors the development and operation of the service, in other terms,
the benefits owner. This might be the business unit that launched the request or a
centralised committee if none of the potential users is willing to fund the service or
the organisation is structured hierarchically and business units or departments do not
hold decision rights for the investment. As the one bearing the financial risk of the
service project, the service owner must hold the right to determine a pricing model
and “sell” it to other users as well as to make decisions about changes.

o Service Librarian [43, 48]: The service librarian is a new role in SOAs. The service
librarian is responsible for the service repository and ensures the quality of published
(meta-)data about as well as ease of discovery of and access to registered services.

e Project Manager [1, 43, 44, 46]: Compared to its traditional counterpart, an SOA
project manager needs to plan for much shorter delivery cycles. This role is
responsible for defining project plans, implementing the plans and monitoring the
project as well as establishing the appropriate service-level agreements and
resource usage. With an increased use of aggregated services (composed of other
services), the relevance of this role will most likely rise.

6 Assignment of Responsibilities

The assignment of responsibilities calls for a detailed mapping of the involvement of
the different roles in the activities of SOA governance. We use so-called RACI charts
for each of the management layers in our proposed initial SOA governance
framework to show the recommended responsibilities. The RACI charts map
activities of the SOA lifecycle to roles of stakeholders in a SOA initiative and propose
their responsibilities by specifying which roles are (r)esponsible, (a)ccountable,
(c)onsulted or (i)nformed regarding specific activities. Roles are represented as
columns and service lifecycle activities as rows. By providing these RACI charts, our
framework offers a tangible and easy-to-apply tool for the analysis of responsibilities
along the whole service lifecycle.
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While a detailed discussion of the RACI charts is beyond the scope of this paper,
two aspects of the assignment of responsibilities became particularly prominent. The
first aspect is the involvement of top management and business executives in SOA
development, the second aspect is the alignment of ownership for individual services.
The involvement of business executives documents the degree to which the design of
a service-oriented architecture is backed and driven by business concerns. In many
organisations, SOA is seen as “yet another way” of software development.
Consequently, few responsibilities have been changed since it was introduced. The
business potential of this new paradigm is often not realised and SOA remains a
means of integration for an organisation’s software architecture. If this is to be
changed, business representatives, especially business executives, have to be involved
in decision making even more than proposed by Cobit for a traditional IT
environment [1]. At first sight, this seems to increase the complexity of decision
making, which would contradict executives’ striving for reduction of information.
Yet, management is not required to look at technical details but to understand the
business implications. They can provide support for the development of
interdepartmental services to leverage the reuse potential of SOA and promote the
utilisation of services by selling them to external customers. Within the proposed
framework, it is recommended that executives be involved in the development of an
SOA roadmap and the prioritisation of services by evaluating the business potential
and business value. Moreover, they can help find a business sponsor and should
receive accountability for determining access rights. The business executives are
expected to evaluate if a service contributes to the competitive advantage of the
organisation, which could be lost once the service is offered to competitors.

Turning to ownership, the framework proposes to designate either individual
service users or a central committee as service owner. A single owner that bears all
cost but also appropriates all benefits of a service has several advantages. Single
service ownership facilitates performance management for services and encourages
owners to look for business opportunities of their internal processes, turning them into
marketable services to expand their business case.

In section 7, we discuss changes to the assignment of responsibilities as compared
to what traditional IT governance proposes and present the results of an application of
our framework in a practical case.

7 Initial Evaluation of Utility and Lessons Learned

As a first step to validate its utility and applicability and to inform its further
development, we discussed our framework with enterprise architects and other
employees involved in the SOA initiative at Landgate (www.landgate.wa.gov.au).
Landgate started to engage in an SOA initiative in 2006. Since then, the organisation
has made some crucial organisational changes to realise SOA benefits, most remarkably
the introduction of an Enterprise Architecture Office (EAQO). The EAO is responsible
for an impact review of proposed service projects as well as for recommending changes
that leverage business investments. Thus, compared to other organisations with limited
experience in SOA, Landgate’s approach can be seen as quite advanced in terms of
governance. In the context of this work, Landgate was very much interested in
contributing to the development of the SOA governance framework and willing to learn
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from that process as well. In the following, we show that the practical application of the
framework not only led to an evolution of the framework itself but also helped Landgate
to identify alternative approaches to assigning responsibilities within their SOA
initiative and clarify the decision rights for key stakeholders.

When we discussed our recommendations and their own approach with Landgate,
we perceived the limited support for interdepartmental projects due to the lack of
authority and involvement of business executives in the SOA as an issue. Landgate is
currently limited to a bottom-up approach to service development due to limited
resources, and service development is initially based on “what services the
organisation needs”. Their approach is primarily project-focused, meaning that
priority is given to building services as they are required by larger scale projects,
which are product development projects in most cases. An impact analysis based on
how the services might be shared is only an afterthought and does not affect portfolio
decisions. Once a project has been started, the EAO can make suggestions on how the
services should be developed. Now, in a planned re-engineering of core systems, a
portfolio and program management approach is anticipated. This discussion with
Landgate not only motivated the introduction of the different SOA governance layers
(see section 4.1) in our framework but also strengthened the emphasis on the
proposed top-executive involvement in developing a SOA roadmap and the
recommendation of a more top-down oriented approach to leverage the potential of
SOA for reuse and flexibility and thus long-term benefits [29].

A pain point perceived by Landgate was their unsatisfactory solution to the concept
of service ownership, which differed significantly from the notion we propose in our
framework. First, Landgate determines ownership at the project level. This effectively
allows for multiple ownership at the project level as Landgate’s scope of projects
typically comprises several software services that are jointly offered as one product to
their customers. Second, the ownership concept is more seen as a technical or
operational role at Landgate. As a consequence, project owners usually do not seek to
capture the business benefits of development projects. The direct attribution of
benefits is further reduced if the EAO requires a proposed service to be changed in
order to increase reusability. The EAO can then sponsor the additional cost. This,
however, impedes performance measurement problems, since determining the
additional cost as well as the reduction of development cost in reuse scenarios can
only be calculated based on budgeted cost, as the actual cost is only known in the
scenario that has been chosen. Measuring performance based on budgeted cost is not
objective and can be subject to manipulation. Thus, we learned from the observed
circumstances that a single service sponsor or benefits owner is required before a
project is started. If no sponsor can be found, we recommend that the EAO (in
Landgate’s case) or another centralised committee should have the budget and
authorisation to sponsor and “own” the service. If they can sell the service to the
internal users and potentially external customers as well, their performance can be
measured based on actual and therefore objective financial data.

8 Summary and Outlook

This paper has presented selected parts of a new framework for SOA governance. We
focused on what changes to traditional IT governance approaches are required in order
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to utilise the business potential of service-orientation. Initial validation at a Western
Australian government agency showed that the framework can assist organisations in
evaluating their own governance structure and in identifying the main obstacles to
financial returns on their SOA investments. By comparing their own organisational
governance model to the roles, activities and their alignment as proposed by our
framework, organisations can identify divergences, which might point to weaknesses
in their own approach. Once obstacles have been identified, however, major changes
within the organisational structure as well as a change in mindset are often required.
Therefore, it has to be borne in mind that opposition from within the organisation is
likely to arise and that the implementation of required changes might take a
considerable amount of time, potentially necessitating the involvement of external
consultants with experience in the fields of SOA governance and change management.
The proposed framework should be seen as a starting point for the research community
and, at this stage, stays below the level of elaboration of its archetypes Cobit and ITIL.
Its current limitations include the preliminary empirical evidence in Australia only at
this stage, the emphasis on organisational aspects of SOA governance at the expense of
other governance aspects such as policies, processes and metrics, and its yet untested
economic efficiency. To arrive at a fully-fledged reference model for SOA governance,
further work is required to evaluate the framework in real world organisations and to
inform its refinement. This will be part of our future work. Moreover, we have started
to derive and define a SOA governance meta-model, which will provide a formalised
foundation for the framework presented in this paper and will facilitate comparison
with related frameworks, the implementation of tool support and the customisation of
the framework for organisation-specific needs. In addition to that, we see research
opportunities in broadening the scope by integrating the different players of a service
ecosystem, such as service brokers, service consumers and service providers, into the
model and examine who will have the market power to set standards and force other
players to comply with them in an ecosystem environment.
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Abstract. Process mining has emerged as a new way to analyze busi-
ness processes based on event logs. These events logs need to be extracted
from operational systems and can subsequently be used to discover or
check the conformance of processes. ProM is a widely used tool for pro-
cess mining. In earlier versions of ProM, MXML was used as an input
format. In future releases of ProM, a new logging format will be used:
the eXtensible Event Stream (XES) format. This format has several ad-
vantages over MXML. The paper presents two tools that use this format
- XESame and ProM 6 - and highlights the main innovations and the
role of XES. XESame enables domain experts to specify how the event
log should be extracted from existing systems and converted to XES.
ProM 6 is a completely new process mining framework based on XES
and enabling innovative process mining functionality.

1 Introduction

Unlike classical process analysis tools which are purely model-based (like simu-
lation models), process mining requires event logs. Fortunately, today’s systems
provide detailed event logs. Process mining has emerged as a way to analyze sys-
tems (and their actual use) based on the event logs they produce [T2I3146IT6].
Note that, unlike classical data mining, the focus of process mining is on concur-
rent processes and not on static or mainly sequential structures. Also note that
commercial Business Intelligence (BI for short) tools are not doing any process
mining. They typically look at aggregate data seen from an external perspective
(including frequencies, averages, utilization and service levels). Unlike BI tools,
process mining looks “inside the process” and allows for insights at a much more
refined level.

The omnipresence of event logs is an important enabler of process mining,
as analysis of run-time behavior is only possible if events are recorded. Fortu-
nately, all kinds of information systems provide such logs, which include classi-
cal workflow management systems like FileNet and Staffware, ERP systems like
SAP, case handling systems like BPM|one, PDM systems like Windchill, CRM
systems like Microsoft Dynamics CRM, and hospital information systems like
Chipsoft. These systems provide very detailed information about the activities
that have been executed.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 60 2010.
© Springer-Verlag Berlin Heidelberg 2010
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However, also all kinds of embedded systems increasingly log events. An em-
bedded system is a special-purpose system in which the computer is completely
encapsulated by or dedicated to the device or system it controls. Examples in-
clude medical systems like X-ray machines, mobile phones, car entertainment
systems, production systems like wafer steppers, copiers, and sensor networks.
Software plays an increasingly important role in such systems and, already to-
day, many of these systems log events. An example is the “CUSTOMerCARE
Remote Services Network” of Philips Medical Systems (PMS for short), which is
a worldwide internet-based private network that links PMS equipment to remote
service centers. Any event that occurs within an X-ray machine (like moving the
table or setting the deflector) is recorded and can be analyzed remotely by PMS.
The logging capabilities of the machines of PMS illustrate the way in which em-
bedded systems produce event logs.

The MXML format [7] has proven its use as a standard event log format in
process mining. However, based on practical experiences with applying MXML
in about one hundred organizations, several problems and limitations related
to the MXML format have been discovered. One of the main problems is the
semantics of additional attributes stored in the event log. In MXML, these are all
treated as string values with a key and have no generally understood meaning.
Another problem is the nomenclature used for different concepts. This is caused
by MXML’s assumption that strictly structured process would be stored in this
format [10].

To solve the problems encountered with MXML and to create a standard
that could also be used to store event logs from many different information
systems directly, a new event log format is under development. This new event
log format is named XES, which stands for eXtensible Event Stream. Please note
that this paper is based on XES definition version 1.0, revision 3, last updated
on November 28, 2009. This version serves as input for standardization efforts by
the IEEE Task Force Process Mining [I3]. Minor changes might be made before
the final release and publication of the format.

The remainder of this paper is organized as follows. Section [2] introduces the
new event log format XES. Of course, we need to be able to extract XES event
logs from arbitrary information systems in the field. For this reason, Section
introduces the XES tool XESame. This tool can connect to any ODBC database,
and allows the domain expert to provide the details of the desired extraction in
a straightforward way. After having obtained an XES event log, we should be
able to analyze this log in all kinds of ways. For this reason, Section Ml introduces
the XES tool ProM 6, which is the upcoming release of the ProM framework
[8]. ProM 6 supports the XES event log format, and provides a completely new
process mining framework. Finally, Section [l concludes the paper.

2 XES: eXtensible Event Stream

To explain the structure of an XES event log, we compare the way a single
process containing only a single event is captured in both the MXML and the
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Listing 1. Example MXML log

<WorkflowLog zmlins:zsi="http://www.w3.org/2001/XMLSchema—instance”
zsi:noNamespaceSchemaLocation=
”http://is.ieis.tue.nl/research /processmining/WorkflowLog.xsd”
description="Example_log” >
<Process id="Order” >
<Processlnstance id="Order.1” description="1instance_with_Order.1” >
<Data>
<Attribute name="TotalValue” >2142.38<Attribute>
</Data>
<AuditTrailEntry>
<WorkflowModelElement>Create< /WorkflowModelElement>
<EventType>complete</EventType>
<Originator>Wil<Originator>
<Timestamp>2009—01—03T15:30:00.0004+-01:00< /Timestamp>
<Data>
<Attribute name="currentValue” >2142.38</Attribute>
<Attribute name="requestedBy” >Eric</Attribute>
<Attribute name="supplier” >Fluxi Inc.</Attribute>
<Attribute name="expectedDelivery” >
2009—01—12T12:00:00.0004-01:00
</Attribute>
</Data>
</AuditTrailEntry>
< /ProcessInstance>
</Process>
</WorkflowLog>

XES format. The event corresponds to the creation of an order on January 3,
2009 at 15:30 hours CET by the employee called Wil. The total value of the
entire order is 2,142.38 Euros, it was requested by a customer called Eric, it is
supplied by a company called Fluxi Inc., and delivery is expected on January
12, 2009 at 12:00 hours CET.

Listing [[l shows the way this log is captured in MXML. In MXML, a Pro-
cessInstance element captures a single process instance, whereas an Audit-
TrailEntry element captures a single event. Data attributes can be associated
to these elements using a Data element containing multiple Attribute elements.
MXML uses a number of predefined MXML attributes:

WorkflowModelElement. This attribute captures the name of the activity that
triggered the event.

EventType. This attribute captures the type of the event, like start, complete,
suspend, and resume.

Originator. This attribute captures the name of the resource (human or not)
who actually executed the activity.

Timestamp. This attribute captures the time at which the event occurred in the
system.
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Although the meaning of any of these standard attributes is generally well-
understood, the meaning of the any of the other, non-standard, attributes is not.

In contrast, Listing @] shows this log in XES, whereas Fig. [[l shows the XES
meta model [I1]. Intuitively, the XES log element replaces, the MXML Worfk-
lowLog element, the trace element replaces the ProcessInstance element, and
the event element replaces the AuditTrailEntry element. However, there are a
number of differences worth mentioning. First of all, in XES the log, trace and
event elements only define the structure of the document: they do not contain
any information themselves. To store any data in the XES format, attributes are
used. Every attribute has a string based key, a known type, and a value of that
type. Possible types are string, date, integer, float and boolean. Note that
attributes can have attributes themselves which can be used to provide more
specific information.
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Extension

<defines> <defines>
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Fig. 1. XES Meta Model
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Listing 2. Example XES log

<log>
<extension name="Lifecycle” prefiz="lifecycle”
uri="http://www.xes—standard.org/lifecycle.xesext” />
<extension name="Time” prefiz="time"
uri="http:///www.xes—standard.org/time.xesext” />
<extension name="Concept” prefiz="concept”
uri="http:///www.xes—standard.org/concept.xesext” />
<extension name="Semantic”’ prefir="semantic”
uri="http:///www.xes—standard.org/semantic.xesext” />
<extension name="C0rganizational” prefiz="org”
uri="http:///www.xes—standard.org/org.xesext” />
<extension name="0rder” prefiz="order”
wri="http://my.company.com/xes/order.xesext” />
<global scope="trace” >
<string key="concept:name” value="unknown” />
< /global>
<global scope="event” >
<string key="concept:name” value="unknown” />
<string key="lifecycle:transition” value="unknown” />
<string key="org:resource” value="unknown” />
< /global>
<classifier name="Activity_classifier” keys="concept:name_lifecycle:transition” />
<string key="concept:name” value="Example_log” />
<trace>
<string key="concept:name” value="Order.1” />
<float key="order:totalValue” value="2142.38" />
<event>
<string key="concept:name” value="Create” />
<string key="lifecycle:transition” value="complete” />
<string key="org:resource” value="Wil” />
<date key="time:timestamp” value="2009—01-03T15:30:00.0004+-01:00" />
<float key="order:currentValue” value="2142.38” />
<string key="details” value="Order._creation_details” >
<string key="requestedBy” value="Eric” />
<string key="supplier” value="Fluxi_Inc.” />
<date key="expectedDelivery” value="2009—01—12T12:00:00.0004+-01:00” />
</string>
</event>
< /trace>
</log>
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Table 1. List of XES extensions and their attribute keys

Extension Key Level Type Description
concept name log, string Generally understood name.
trace,
event
instance event string Identifier of the activity whose execu-
tion generated the event.
lifecycle model log string The transactional model used for the
lifecycle transition for all events in the
log.
transition event string The lifecycle transition represented by
each event (e.g. start, complete, etc.).
organizational resource event string The name, or identifier, of the resource
having triggered the event.
role event string The role of the resource having trig-

gered the event, within the organiza-
tional structure.

group event string The group within the organizational
structure, of which the resource having
triggered the event is a member.

time timestamp event date The date and time, at which the event
has occurred.

semantic modelReference all string Reference to model concepts in an on-
tology.

The precise semantics of an attribute is defined by its extension, which could
be either a standard extension or some user-defined extension. Standard exten-
sions include the concept extension, the lifecycle extension, the organizational
extension, the time extension, and the semantic extension. Table [l shows an
overview of these extensions together with a list of possible keys, the level on
which these keys may occur, the value type, and a short description, whereas
Listing [3] shows the definition of the concept extension. Note that the seman-
tic extension is inspired by SA-MXML (Semantically Annotated MXML) [15].
Note that in the example of Listing [2] some attributes are defined by an order
extension (totalValue and currentValue), where other attributes are not defined
by any extension (including details and supplier).

Furthermore, event classifiers can be specified in the log element which assign
an identity to each event. This makes events comparable to other events via their
assigned identity. Classifiers are defined via a set of attributes, from which the
class identity of an event is derived. A straightforward example of a classifier is
the combination of the event name and the lifecycle transition as used in MXML,
which is included in Listing

Finally, the fact that certain attributes have well-defined values for every trace
and/or event in the log can be specified by the global element. For example, in
the example shown in Listing [2] the event attributes concept name and lifecycle
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Listing 3. Concept extension

<xesextension name="Concept” prefiz="concept”
uri="http:///www.xes—standard.org/concept.xesext” >
<log>
<string key="name” >
<alias mapping="EN” name="Name” />
<alias mapping="DE” name="Name” />
<alias mapping="FR” name="Appellation” />
<alias mapping="ES” name="Nombre” />
<alias mapping="PT” name="Nome” />
< /string>
</log>
<trace>
<string key="name” >
<alias mapping="EN” name="Name” />
<alias mapping="DE” name="Name” />
<alias mapping="FR” name="Appellation” />
<alias mapping="ES” name="Nombre” />
<alias mapping="PT” name="Nome” />
< /string>
< /trace>
<event>
<string key="name” >
<alias mapping="EN” name="Name” />
<alias mapping="DE” name="Name” />
<alias mapping="FR” name="Appellation” />
<alias mapping="ES” name="Nombre” />
<alias mapping="PT” name="Nome” />
< /string>
<string key="instance” >
<alias mapping="EN” name="1Instance” />
<alias mapping="DE” name="Instanz” />
<alias mapping="FR” name="Entit” />
<alias mapping="ES” name="Instancia” />
<alias mapping="PT” name="Instncia”’ />
< /string>
</event>
< /xesextension>

transition have well-defined values for every event, which of course is very nice
(though not mandatory) as these attributes are used in an event classifier. In case
a trace and/or event does not have the attribute, the value of the corresponding
global attribute will be used. As a result of these global elements, plug-ins
that require these attributes to have values for every trace and/or event can
quickly check whether these attributes indeed have values for every trace and/or
event.
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3 XESame

Although many information systems record the information required for process
mining, chances are that this information is not readily available in the XES
format. Since the information is present in the data storage of the information
system, it should be possible to reconstruct an event log that contains this in-
formation. However, extracting this information from the data storage is likely
to be a time consuming task and requires domain knowledge, knowledge which
is usually held by domain experts like business analysts.

For the purpose of extracting am (MXML) event log from an information
system, the ProM Import Framework [9] was created. Although there is a col-
lection of plug-ins for various systems and data structures, chances are that a
new plug-in needs to be written by the domain expert in Java. The main prob-
lem with this approach is that one cannot expect the domain expert to have
Java programming skills. Therefore, there is a need for a tool that can extract
the event log from the information system at hand without the domain expert
having to program. This tool is XESame [5]

XESame provides a generic way for extracting an event log from some data
source, and is designed to be easy to use. A key strength of XESame is that
no programming skills are required: The entire conversion from data source to
event log can be defined through the GUI. We use a simple example to showcase
XESame. Table [2] shows the contents of two tables, from which we will gener-
ate an event log. Fig. 2] shows the internal representation of the conversion in
XESame. Among other things, these details show that:

— The resulting log will use the concept, lifecycle, organizational, time, and
semantic extension.

— The resulting log will originate from the events.csv table, will have name
‘Testlog’, and will use the standard lifecycle model.

— The resulting log will contain the standard event classifier.

— In the resulting log, every trace corresponds to an order.

— The resulting log will contain all traces that correspond to orders with or-
derID less than 100.

— Every trace will contain all events that are related to the corresponding
order.

— Every event will use the eventname field as concept name, the eventtype
field as lifecycle transition, and the timestamp field as time timestamp.

— Every event will use the usergroup field from the users.csv table as orga-
nizational group, where both tables have been linked on the userld field.

To demonstrate the applicability of XESame, we have performed two case studies
on data from different systems. The first case study was performed on data from
an SAP system. This case study showed that a conversion definition could be
defined using different tables and columns from the data source. The other case
study showed that data exported from a custom system can also be converted to

! Note that in [5] the tool is called the XES Mapper instead of XESame.
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Demo mapping

Demo mapping’s Concept concept | http://www.xes-standard.org/concept.xesext

A

jdbc:odbc:CSVMultiple

description Lifecycle lifecycle | http://www.xes-standard.org/lifecycle.xesext
Organizational org http://www.xes-standard.org/org.xesext
Time time http://www.xes-standard.org/time.xesexttime

Semantic semantic_|http://www.xes-standard.org/semantic.xesext

sun.jdbc.odbc. Description of the|
JdbcOdbcDrive connection

events.csv AS events

A

Activity Classifier| concept:name lifecycle:transition

concept:name ‘Testlog’ String Concept
lifecycle:model ‘standard’ String Lifecycle
semantic:modelReference String Semantic
Generation_Details ‘Generation Details’ String

author ‘Joos Buijs’ String

[ generated_on | [{now()}] | Date |

events.csv AS events|orderlD < 100| orderID

A

concept:name ‘order ' & orderlD String Concept
[__semantic:modelReference | | String | Semantic |
Generated Eventlevents.csv AS events| orderlD | timestamp

A

users.csv AS users ON
users.userlD = events.userlD

_

concept:instance String Concept
concept:name eventname String Concept
lifecycle:transition eventtype String Lifecycle
org:group users.usergroup String Organizational
org:resource users.username String Organizational
org:role users.userrole String Organizational
time:timestamp timestamp Date Time
semantic:modelReference String Semantic
New_Attribute ‘New!’ String

Fig. 2. An example mapping instance
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Table 2. Example source data

events.csv

orderID eventName timestamp eventType userID

1 Create 1-1-2009 10:00 Start 1
1 Create 1-1-2009 11:00 Complete 1
2 Create 1-1-2009 11:00 Start 1
2 Create 1-1-2009 12:00 Complete 1
1 Send 2-1-2009 10:00 Start 2
3 Create 2-1-2009 10:01 Start 1
1 Send 2-1-2009 10:10 Complete 2
3 Create 2-1-2009 11:00 Complete 1
2 Send 2-1-2009 12:00 Start 2
2 Send 2-1-2009 13:00 Complete 2
1 Receive 3-1-2009 10:00 Start 3
1 Receive 3-1-2009 10:05 Complete 3
1 Pay 3-1-2009 15:00 Start 4
2 Pay 3-1-2009 15:00 Start 4
1 Pay 3-1-2009 15:30 Complete 4
2 Pay 3-1-2009 15:30 Complete 4
2 Receive 3-1-2009 17:00 Start 3
2 Receive 3-1-2009 17:05 Complete 3
123 Create 14-2-2009 9:00 Start 1
123 Create 14-2-2009 9:10 Complete 1
users.csv

userID userName userGroup userRole
1 George Purchase  OrderCreator

2 Ine Support Secretary
3 Eric Warehouse Reciever
4 Wil Finance Payer

a log by XESame. For both case studies, the performance was also investigated
and shown to be linear in time with the size of the resulting event log.

4 ProM

After having extracted the event log from the information system, we can analyze
the event log using ProM [§], the plugable generic open-source process mining
framework. The ProM toolkit has been around for about six years. During this
period, the ProM framework has matured to a professional level, which has
allowed dozens of developers in different countries to contribute their research
in the form of plug-ins. In the end, this resulted in ProM 5.2, which contains
286 plug-ins, and which has been used in over one hundred case studies. Some
examples include:
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For a provincial office of Rijkswaterstaat (the Dutch National Public Works De-
partment), we have analyzed [I] its invoice process and have shown that
its bad performance was mainly due to employees working at remote sites.
Furthermore, we showed that it is worthwhile to combine different mining
perspectives to reach a richer understanding of the process. In this case, for
example, the process model revealed the problems (loops), but it took an or-
ganizational model to identify the key players, and a case-oriented analysis
to understand the impact of these loops on the process performance.

For ASML (the leading manufacturer of wafer scanners in the world), we have
investigated [17] its test process, and have made concrete suggestions for
process improvement, which included reordering of tasks to prevent feed-
back loops and using idle time for scheduling. However, we also showed that
further research is needed to develop process mining techniques that are par-
ticularly suitable for analyzing processes like the highly dynamic test process
of ASML.

For the Dutch AMC hospital, we have shown [14] that we were able to derive
understandable models for large groups of patients, which was confirmed by
people of the hospital. Nevertheless, we also showed that traditional process
mining approaches have problems dealing with unstructured processes as,
for example, can be found in a hospital environment.

As XES is a new log format that is still under development, the older versions
of ProM do not handle XES logs. Fortunately, the upcoming version of ProM,
ProM 6, will be able to handle XES logs.

The fact that ProM 6 can handle XES logs where earlier versions of ProM
cannot is not the only difference between ProM 6 and its predecessors (ProM 5.2
and earlier). Although these predecessors have been a huge success in the pro-
cess mining field, they limited future work for a number of reasons. First and
foremost, the earlier versions of ProM did not separate the functionality of a
plug-in and its GUIL As a result, a plug-in like the a-miner [3] could not be run
without having it popping up dialogs. As a result, it was impossible to run the
plug-in on some remote machine, unless there would be somebody at the remote
display to deal with these dialogs. Since we are using a dedicated process grid
for process mining, this is highly relevant. Second, the distinction between the
different kind of plug-ins (mining plug-ins, analysis plug-in, conversion plug-ins,
import plug-ins, and export plug-ins) has disappeared; leaving only the concept
of a generic plug-in. Third, the concept of an object pool has been introduced:
plug-ins take a number of objects from this pool as input, and produce new
objects for this pool. Fourth, ProM 6 allows the user to first select a plug-in,
and then select the necessary input objects from the pool. As some plug-in can
handle different configurations of objects as input, ProM 6 also introduces the
concept of plug-in variants. The basic functionality of variants of some plug-in
will be identical, but every variant will be able to take a different set of objects
as input.
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Oripinators

Fig. 3. ProM 6 view on the log

We use the XES event log obtained from XESame, as described in the previous
section, to showcase ProM 6. Fig. [3 shows shows some basic characteristics of
the log, which includes:

— the number of case (traces) (3),

— the number of events (18),

— the number of event classes (8),

— the number of event types (2),

— the number of originators (4),

— a graphical representation of the distribution of events per case,

— a graphical representation of the distribution of event classes per case, and
— some general information on the log.

Fig. @ shows the action view of ProM 6, which includes a view on the filtered list
of installed plug-ins. For every plug-in this list includes:

— the name of the plug-in (like “Simple Log Filter”),

— the name of the author of the plug-in (like “H.M.W. Verbeek”), and

— a URL where additional information on this plug-in may be found (like
“http://www.processmining.org” ).
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Actions

Click to add input object

Fig. 4. ProM 6 action view

ProM6 is aware of all required inputs and all output types for every plug-in.
As a result, because the user has selected the event log named “Testlog.xes” to
be a required input, the list of installed plug-ins show only those plug-ins that
can actually take an event log as input. Plug-ins for which all required inputs
are satisfied, that is, plug-ins that only need an event as input, are colored
green in the plug-in list (like “Simple Log Filter”), whereas plug-ins that require
additional inputs are colored yellow (like “Fitness”, which also requires a Petri
net as input). Note that it is also possible to filter the list of plug-ins on the
output types, which allows the user to get quickly to those plug-ins that can
produce an object of a type s/he needs.

Fig. Bl shows a dotted chart [I8] on the log. This chart shows a graphical view
on the log, where all events of a single case are plotted on a horizontal line,
where the position on this line corresponds to the timestamp of the event, and
where the color of the dot corresponds to the name of the event. For example,
the two selected green dots in the middle correspond to two events for the case
named “order 2”7, the first event corresponds to a send activity started by “Ine”
on January 2, 2009 at 12:00 PM, whereas the second event corresponds to the
matching complete event that occurred an hour later.

Fig. [ shows the fuzzy model that result from running the “Fuzzy miner” [12]
on the example log. This fuzzy model clearly shows that no strict ordering exists
between the “Receive” and “Pay” activities.
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5 Conclusions

This paper has introduced the new event log format XES. The XES format
enhances the existing MXML [7] in many ways, as is shown in this paper. XES is
used as input for standardization efforts within the IEEE Task Force on Process
Mining [13].

This paper also introduced a tool that allows the domain expert to extract
an XES event log from some existing system. This tool, XESame [5], improves
on the ProM Import framework [9] in the way that it is generic, and that it
does not require the domain expert to create a Java plug-in for specifying (and
executing) the extraction. Instead, XESame allows the domain expert to simply
specify from which fields in the database which attributes in the event log should
be extracted.

Finally, this paper has introduced a new version of the ProM framework [g],
ProM 6. In contrast to earlier versions of ProM, ProM 6 can handle XES event
logs, can be executed on remote machines, and can guide the user into selecting
the appropriate inputs for a certain plug-in. As a result, it better supports the
analysis of event logs than any of the earlier releases did.

ProM 6 will be released in the Summer of 2010, but interested readers may
already obtain a prerelease (which also contains XESame) or so-called ‘nightly
builds’ through the Process Mining website (www.processmining.org).

Acknowledgements. The authors would like to thank Christian Giinther for
his work on the XES standard and the new UI of ProM 6.
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Abstract. In the light of an increasing demand on business process
compliance, the verification of process models against compliance rules
has become essential in enterprise computing. The SeaFlows Toolset fea-
tured in this paper extends process-aware information systems with com-
pliance checking functionality. It provides a user-friendly environment
for modeling compliance rules using a graph-based formalism and for
enriching process models with these rules. To address a multitude of ver-
ification settings, we provide two complementary compliance checking
approaches: The structural compliance checking approach derives struc-
tural criteria from compliance rules and applies them to detect incompli-
ance. The data-aware behavioral compliance checking approach addresses
the state explosion problem that can occur when the data dimension is
explored during compliance checking. It performs context-sensitive au-
tomatic abstraction to derive an abstract process model which is more
compact with regard to the data dimension enabling more efficient com-
pliance checking. Altogether, SeaFlows Toolset constitutes a comprehen-
sive and extensible framework for compliance checking of process models.

Keywords: Compliance rules, Data-aware compliance checking, Process
verification.

1 Introduction

In the light of an increasing demand for business process compliance [I], the
verification of process models within process-aware information systems against
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compliance rules has become essential in enterprise computing. To ensure com-
pliance with imposed rules and policies, compliance audits for process models
become necessary. Due to the increasing complexity of process models [2], man-
ual compliance verification is hardly feasible. Tool support is particularly needed
in order to deal with changes at different levels. On the one hand, changes of
regulatories and policies occur which then necessitate leading to changes of im-
plemented compliance rules. On the other hand, changes to business processes
may take place, which result in changes of implemented process models. This
further necessitates tool support for (semi-)automatic compliance verification.

In this paper, we introduce SeaFlows Toolset, a tool framework for busi-
ness process compliance verification, and underlying concepts. These resulted
from our research in the SeaFlows project. In this project, we aim at provid-
ing techniques to enable compliance with imposed regulatories throughout the
process lifecycle. This includes compliance checking of business process models
at buildtime, but also requires compliance monitoring for process instances at
runtime [3]. With the implementation of SeaFlows Toolset, so far, we have real-
ized concepts addressing compliance checking of process models at buildtime. In
particular, the toolset enables to visually model compliance rules by means of so-
called compliance rule graphs. In addition, it supports the verification of process
models against imposed compliance rules. To support a variety of verification
scenarios and to exploit their specific properties, we introduce two complemen-
tary verification approaches. First, we discuss a structural compliance checking
approach based on node relations, which enables efficient compliance verification
for block-structured process models. In addition, we provide a general behavioral
compliance checking approach that realizes data-awareness as well.

Ezxample. Throughout this paper an exemplary order-to-delivery scenario will be
used to illustrate basic concepts and SeaFlows Toolset: Fig. [l depicts a process
model P for a simplified order-to-delivery process. For brevity, we abstain from
modeling the complete data flows of P. The order-to-delivery process, in turn,
may be subject to the compliance rules collected in Table Il They constrain the
execution and ordering of activities and events within a process model.

The remainder of this paper is structured as follows. In the following, we first
introduce the concepts behind SeaFlows Toolset before presenting it in more
detail. Compliance rule graphs, the visual modeling formalism, are introduced in
Sect. [2l The structural as well as the behavioral compliance checking approach
are discussed in Sect. [Bl The particular components of SeaFlows Toolset are
introduced in Sect. [l Related work is discussed in Sect. [l before we close the
paper with an outlook on future developments in Sect. [6l

2 Compliance Rule Graphs — A Visual Modeling
Formalism

Prerequisite to automatic compliance checking is that compliance rules are mod-
eled using a suitable formalism. On the one hand, the formalism has to be suf-
ficiently expressive. On the other hand, the its complexity should not impede
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Table 1. Examples of compliance rules for order-to-delivery processes

c1 A received order has to be either confirmed or declined.

c2 Outsourced production shall be followed by a quality test.

c3 After confirming an order and previous to confirming shipping, shipping has to
be prepared and eventually shipped.

c4 Premium customer status shall only be offered after a prior solvency check.

¢s For orders of a non-premium customer with a piece number beyond 80,000, a
solvency check becomes necessary before assessing the order.

ce¢ After confirming an order of a non-premium customer with piece number of at
least 125,000, premium status should be offered to the customer

c7 Shipping orders with piece number below 80,000 does not require shipping in-
surance.

cs Orders with piece number beyond 40,000 shall only be confirmed after prior ap-
proval.

Process model P

_»| Ccustomer
pn .| [new, normal,
premium]

a [~
~»| approved
[true, false]

[c = premium]
[on > 100,000]»@

[pn < 100,000}
[on < 50,000}
[pn < 100,000]
[a=true
OR
outsourced comfirm order P! < 50.000] [a = false AND
production <—[pn > 100,000} pn > 50,000]
=]

receive 30% prepayment

send invoice
m

[c # premium AND
pn > 150,000]

ship goods

[pn < 100,000 shipping

insurance

confirm shipping

Fig. 1. An order-to-delivery process (modeled with BPMN)

its application. Apparently, logic formalisms, such as linear temporal logic, are
powerful. However, their complexity can become a barrier to their application
to compliance rule modeling by domain experts in practice. To address this is-
sue, pattern-based approaches [4l5]/6] have been suggested recently (cf. Sect. B).
Visual patterns are provided which represent placeholders for logic formulas.
However, pattern-based approaches provide only limited support for modeling
more complex compliance rules. Hence, we opted for a compositional graph-based
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Fig. 2. “Ingredients” for modeling compliance rule graphs

Compliance rule c3 Compliance rule c4
Q—D Antecedent
Confirm order Confirm shipping Check solvency Offer oceurrence
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Compliance rule c; Compliance rule cg
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occurrence

Consequence
absence

<0001
- pn < 80,000 % pn >40,000] |
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: A rder nfirm order
insurance ssess ordel Co ordel

Fig. 3. Compliance rule graphs

approach that provides both a visual formalism and formal semantics. The basic
idea is to enable compliance rule modeling in a way similar to process modeling,
namely by means of graphs representing fragments of process executions.

In our case studies (e.g., in the clinical domain) we identified the typical struc-
ture of compliance rules. Roughly described, it states that if some event patterns
occur then some other event patterns must also occur. Each event pattern, in
turn, can express the occurrence or absence of particular events, or be structured
in a complex manner (e.g., particular relations between events). Based on these
observations, we developed our compliance rule graph (CRG) approach that en-
ables the modeling of compliance rules by means of directed graphs. The basic
“ingredients” for composing a CRG are depicted in Fig. Bl They comprise four
different node types indicating occurrence and absence of activities of an associ-
ated type. ANTEOCC and ANTEABS are dedicated to modeling the antecedent
pattern activating a compliance rule whereas CONSOcC and CONSABS are ded-
icated to modeling consequence patterns that have to occur upon activation of
a compliance rule. CRG nodes can be related to each other using ordering re-
lations. In addition, a CRG can be enriched with data conditions to be able to
capture data-aware compliance rules. Fig. [B] shows how these “ingredients” are
applied to model some of the compliance rules from Table [1 CRG cj3, for ex-
ample, states that if the antecedent pattern consisting of the sequence confirm
order and confirm shipping occurs in a process execution, the sequence con-
sisting of prepare goods and ship goods must occur in between. CRG cg, in
turn, shows how data conditions are applied. It expresses that activity assess
order with data condition a = true is required prior to confirming an order
with data condition pn > 40,000.

CRGs go beyond a pure visual notation. We also equipped them with formal
semantics that enable formal compliance verification. Due to space limitations,
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we omit the definition of CRG formal semantics and refer to [7], where CRG
formulas and their interpretation over execution traces are discussed.

3 Structural and Behavioral Compliance Checking

Constraining process behavior, compliance rules typically are specified at a be-
havioral level whereas a process model is a structure describing possible process
behavior. To verify process models against such behavioral compliance rules, we
basically have two options:

Behavioral Compliance Checking is conducted by verifying the process be-
haviour against imposed compliance rules. This can be achieved by exploring
possible process behavior with regard to compliance.

Structural Compliance Checking derives structural properties from behav-
ioral compliance rules. Such structural properties can be applied to check the
process model for compliance with imposed rules. Depending on the process
meta model employed, structural compliance checking can be conducted in
a more efficient manner than behavioral compliance checking.

We can draw parallels to Petri Nets research. Since reachability analysis is costly,
researchers also developed strategies to structurally analyze Petri Nets which
promise a more efficient checking of certain Petri Net properties [§].

While behavioral compliance checking is a general approach and thus is broadly
applicable, efficient structural compliance checking relies on certain conditions.
For example, structural compliance checking of data-aware compliance rules is
rather not feasible, since the data dimension has to be explored. To provide sup-
port for a multitude of compliance verification settings, we integrated a structural
as well as a behavioral compliance checking approach into SeaFlows Toolset. The
structural compliance checking approach, introduced in Sect. B.Il conducts effi-
cient compliance checking for a subset of CRGs. The behavioral approach,
discussed in Sect. B2 addresses data-aware compliance checking and provides
strategies to avoid state explosion.

3.1 Structural Compliance Checking Based on Node Relations

The basic idea of our structural compliance checking approach is to automatically
derive structural criteria on the process model from behavioral compliance rules.
We first introduced structural compliance checking in [9], however, so far we only
addressed basic exclusion and dependency constraints. We have further extended
our approach to provide support for a broader range of compliance rules. Based
on the assumption of unique labels (i.e., unique occurrences of activities within
a process model), we have developed an efficient structural compliance checking
approach for a subset of CRGs. This approach is designed to support loop-free
process models and abstracts from data conditions.

Our structural compliance checking approach is conducted in three steps as
illustrated in Fig. [ In Step 1, for each CRG, a set of structural criteria to be
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Fig. 4. The process of structural compliance checking

checked over the process model is determined automatically. These criteria can
be considered queries on the relations of nodes within the process model (i.e.,
node relations) that are relevant to the compliance rule. We define five structural
criteria consisting of containment, occurrence, and precedence relations:

@ A (contains A) is a unary structural containment relation that applies if
A is contained in the process model.

A ® B (A excludes B) is a structural occurrence relation that applies if A
and B are located on different branches of an exclusive gateway. For example,
10% discount ® check solvency applies to process model P from Fig. Il

A > B (A implies B) is a non-directed structural occurrence relation.
In order for it to evaluate to true, B must not be located on a branch of an
exclusive gateway, on which A is not located as well, provided that A and B
are both present in the process model. For example, assess order > check
solvency will be evaluated to false over the order-to-delivery process from
Fig.[D since check solvency is located on a branch of an exclusive gateway (i.e.,
branch with condition c=premium) while assess order is not located on that
branch. This means, that check solvency will be executed optionally to assess
order. However, the node relation check solvency > assess order will be
evaluated to true, since assess order is located on the exclusive branch with
data condition pn>50,000 and check solvency is also located on this branch.

A > B¢|B;|...|B, (A implies B;,Bs,..., B,) is a non-directed structural
occurrence relation. It applies if A is always executed together with B1,Bo,.. .,
or B,,. At the structural level, this criterion is checked by adopting strategies
from data flow analysis.

A > B (A precedes B) is a structural precedence relation that applies if
there is a directed path in the process model leading from A to B. For example,
prepare goods > ship goods will be evaluated to true over the order-to-
delivery process from Fig. [1l

In Step 2, the process model is checked for compliance with the derived struc-
tural criteria. Thus, we can precisely identify those structural criteria causing
incompliance. In case a compliance violation is detected, these structural criteria
will be collected in Step 3 and will be used for error diagnosis and for the gener-
ation of intelligible feedback. By showing the process designer, which structural
criteria are not satisfied by the process model, the system can help to resolve in-
compliance. By exploiting properties of the process meta model properties such
as block-structuring, the structural criteria can be evaluated efficiently. Adopting
the paradigm of dynamic programming, we cache node relations already queried
to enable faster evaluation if the same relations are queried a second time.
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Compliance rule c;
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Fig.5. A CRG annotated with structural criteria to be applied for conducting struc-
tural compliance checking

In the following, we will sketch how structural criteria are derived and checked
for compliance rule c3 from Table [l and the corresponding CRG from Fig. Bl

Ezxample. In Step 1, structural criteria to be queried in order to verify compliance
with c3 are derived based on c3’s structure. Fig. Bl depicts CRG c¢3 annotated
with types of structural criteria that will be applied during structural compliance
checking and the order of application. Exploiting the antecedent-consequence
structure of CRGs, it is first checked whether the process behavior modeled by
the CRG’s antecedent pattern can be produced by the process model. For CRG
cs the antecedent pattern consists of confirm order, confirm shipping, and
the ordering relation between them. If the antecedent can be activated (i.e., the
pattern can be produced by the process model), structural compliance checking
proceeds with checking compliance with the consequence pattern.

a. Premise to the activation of an antecedent pattern by a process model is
that relevant antecedent activities are contained in the model. Hence, as the first
step, it is checked wether the activities confirm order and confirm shipping
assigned to the ANTEOCC nodes are both contained in the process model using
the & relation. If one of them is not contained in the process model, the process
behavior modeled by the antecedent CRG can never be produced and further
checking would not be necessary.

b. The antecedent pattern can only be produced by a process model if the
ANTEOCC activities confirm order and confirm shipping are located in the
model such that they can be executed together. Whether this applies can be
determined by checking whether these activities exclude each other by querying
confirm order ® confirm shipping. If this is the case, the antecedent pattern
can never occur, which, in turn, makes further compliance checking superfluous.

c. The ANTEOCC activities confirm order and confirm shipping are as-
signed an ordering relation in c3. To check whether ordering relations apply, the
> relation is employed. Provided that a and b have not led to an interruption
of the checking, confirm order can only be followed by comfirm shipping if
precedence relation confirm shipping > confirm order does not apply (i.e.,
the activities are ordered the other way around or in parallel branches).

d. In order to check compliance with the consequence pattern, it is first queried
whether the relevant activities prepare goods and ship goods are contained in
the process model. This is done by using the @ relation. If one of these acitivites



SeaFlows Toolset 83

are not contained in P, the consequence of the compliance rule apparently will
never be satisfied and compliance checking can be ceased.

e. Ordering relations modeled in a CRG’s consequence pattern also have to be
verified. In our example, the correct ordering of prepare goods and ship goods
with regard to each other as well as with regard to the ANTEOCC activities
confirm orderand confirm shipping is checked by applying the > relation.

f. According to c3, prepare goods and ship goods always have to be exe-
cuted when confirm order and confirm shipping are executed. This can be
queried using the > relation. Activity prepare goods for example will always
be executed when confirm order and confirm shipping are executed, if it is
structurally implied by one of the latter activities. This can be checked by apply
the following query: (confirm order > ship goods) V (confirm shipping >
ship goods). If the query applies, the execution of ship goods together with
confirm order and confirm shipping will be ensured. The same has to be
checked for prepare goods.

Fig. [0l shows the results of querying the derived structural criteria over the
order-to-delivery process P from Fig. [I] as obtained in Step 2. The criteria are
arranged along a decision tree. Particular query results are printed in boldface.
As Fig. [0 shows, the antecedent pattern can be produced by P. In addition, the
required activities of the consequence pattern (i.e., prepare goods and ship
goods) are both contained in P and fulfill the required precedence relations. How-
ever, while occurrence relation query OR3 is evaluated to true, OR2 does not

CR1) @ Confirm order A @ Confirm shipping?

false true
Cause: / \

Absence of matching v OR1) Confirm order ® Confirm shipping?
activities in the

process model ﬂ"% w-
xX0O
PR1) = (Confirm shipping >> Confirm order)? v
false true Cause:
Do / \ Confirm order and
Differing v Confirm shipping are

precedence | % CR2) @ Prepare goods A @ Ship goods ?  never executed

relation in the —— false true together
process model Cause:
Absence of required PR2) Confirm order > Prepare goods? true
actci’vlitiessifeparedgoods n \ PR3) Prepare goods >> Ship goods? true
and / or Ship goods 2
Symbols PR4) Ship goods >> Confirm shipping? true
Antecedent pattern cannot be F:EtZ)sanZ?: ) at|5f|ezR4)
produced by the process OR2)
model ~»satisfaction of c; . n A (Confirm order > Prepare goods) vV false
ause: i iopi
Antecedent pattern can be Required activities do (Confirm shipping > Prepare goods)?
produced by the process model not fulfill required OR3)

but required consequence true
pattern cannot be produced

—>violation of c3

OR2) - OR3) OR2) - OR3)
Antecedent pattern can be . not saM satisfied
v produced by the process Cause:

ordering relations (Confirm order > Ship goods) v
(Confirm shipping > Ship goods)?

N Prepare goods and / or
model but required ° -,/x -././ N4
consequence pattern cannot Ship goods a.re \
be produced —>violation of c3 executed optionally to

antecedent pattern

Fig. 6. Structural compliance checking of ¢z against the order-to-delivery process
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Fig. 7. Abstraction and concretization as pre- and postprocessing steps to the actual
data-aware compliance checking

apply. This means that prepare goods is executed optionally to both confirm
order and confirm shipping. Thus, at the behavioral level, executing P can
lead to execution traces containing both confirm order and confirm shipping
but not prepare goods. Hence, P does not comply with cs.

In Step 3, the results obtained from querying the structural criteria can be
aggregated and used to generate error diagnosis. In our example, we can precisely
identify the violation of OR2 as the cause of incompliance. In Sect. [£2] we will
show how the SeaFlows Structural Compliance Checker uses the query results
to generate compliance reports.

3.2 Data-Aware Behavioral Compliance Checking

As previously discussed, behavioral compliance checking is a general approach,
and thus, broadly applicable. Its particular advantage over structural compliance
checking becomes manifest, when it comes to data-aware compliance checking.
Data-awareness is vital to support a variety of compliance verification settings.
A closer look at compliance rules and scenarios reveals two major scenarios:

a) Compliance rules without data conditions, but the process model contains
data-based gateways that can affect the verification outcome.
b) Compliance rules containing data conditions.

An example of case a) is given by compliance rule ¢4 from Table [[I While ¢4
does not contain any data conditions, abstracting from the data perspective
when checking compliance of the order-to-delivery process P from Fig. [l with ¢4
would lead to an erroneous compliance report. In particular, abstracting from the
data-based gateways contained in process model P would lead to the conclusion
that a solvency check is not sure to be executed prior to offering premium cus-
tomer status. However, due to the correlation of data-based gateways within P,
it is ensured that premium customer status is only offered after a prior solvency
check. Note that check solvency is carried out for non-premium customers and
pn>100,000 while offer premium status is only carried out for non-premium
customers and pn>150,000. Hence, the order-to-delivery process, in fact, com-
plies with ¢4. For examples of case b), consider compliance rules ¢; and cg from
Table [l and corresponding CRGs in Fig. [l each containing data conditions.

As these examples show, in both cases, data-awareness is necessary to provide
correct compliance reports. The challenge with data-aware compliance checking
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is that the exploration of the data dimension during compliance checking can
lead to state explosion and thus, to intractable complexity. To tackle this, we
introduced abstraction strategies to reduce the complexity of data-aware compli-
ance checking [10]. By analyzing the data conditions contained in the compliance
rule and in the process model, our approach reduces the state space of the data
dimension to be explored during verification. This is achieved by abstracting
from concrete states of data objects to abstract states. Based on the compliance
rules to be checked our approach automatically derives an abstract process model
and corresponding abstract compliance rules (cf. Fig.[[1B). The abstract process
model is more compact than the original process model with regard to the data
dimension. Thus, it enables more efficient exploration of the data dimension
when being used as input to the actual compliance checking (cf. Fig. [[ A).

For conducting behavioral compliance checking for the abstract process model,
we apply model checking techniques. In case of violation, the counterexample
obtained from the model checker is concretized to yield not only the incompliant
execution but also its data conditions. To address both scenarios a) and b),
the SeaFlows Data-aware Compliance Checker is able to deal with data-aware
compliance rules (i.e., compliance rules containing data conditions) and data
conditions in process control flow (i.e., data-based gateways).

4 SeaFlows Toolset

We implemented the concepts introduced here in SeaFlows Toolset. It extends
process-aware information systems (PAIS) by compliance checking functionality.
Fig. B depicts the interplay between existing infrastructure stemming from PAIS
(e.g., activity repository, process modeling tool, and process model repository)
and components introduced by SeaFlows Toolsetfl.

The SeaFlows Graphical Compliance Rule Editor (cf. Fig.B) allows to model
CRGs over process artifacts (cf. Sect. [2]). By interacting with the activity reposi-
tory managing process artifacts relevant within a business domain, the Graphical
Compliance Rule Editor enables compliance rule modeling over exactly the pro-
cess artifacts available in the domain. Thus, we can enrich process models by
compliance rules that are imposed on the corresponding business process. This
can be done at an early stage, when the process is modeled to enable compliance
by design. Compliance rules may be also assigned to a completed or released
process model to conduct compliance audits.

SeaFlows Toolset currently comprises two compliance checking components
to verify process models (cf. Fig. B). The Structural Compliance Checker imple-
ments the structural compliance checking approach while the Data-aware Com-
pliance Checker employs a behavioral approach and addresses data-awareness.
By interacting with the process modeling tool of PAIS, the SeaFlows compliance
checkers enable process designers to verify process models already during process

! The Rule Graph Execution Engine for executing CRGs is currently under imple-
mentation.
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Fig. 8. Overall infrastructure around the SeaFlows Toolset

design. Meaningful compliance reports help process designers to identify incom-
pliant process behavior. Based on them, process designers may further modify
the process model until incompliance is resolved.

To transfer our concepts into a comprehensive prototype, we opted to base
our implementation on AristaFlow BPM Suite which originated from research
activities in the ADEPT project [II]. AristaFlow BPM Suite provides a powerful
application programming interface (API) which enables us to extend existing
PAIS functionality by compliance checking mechanisms in an elegant manner.
Thus, SeaFlows compliance checking components are smoothly integrated into
the process modeling environment of AristaFlow BPM Suite. In the following,
the components of SeaFlows Toolset are discussed in more detail.

4.1 Graphical Compliance Rule Editor and Compliance Rule
Repository

The Graphical Compliance Rule Editor provides a user-friendly environment for
modeling CRGs. Fig. @ shows c3, ¢4, ¢7, and cg as modeled using the compliance
rule editor. Nodes of CRGs are assigned to activity types available in the activity
repository (cf. Fig. B). Modeled CRGs are exported as separate XML-files which
enables their organization within rule sets in the Compliance Rule Repository.
In addition, versioning and collaborative modeling of compliance rules are also
supported by the repository. Being implemented based on the Eclipse Modeling
Framework, modeled CRGs are based on a defined data object model which
facilitates their import and processing in compliance checking tools.

4.2 Structural Compliance Checker

Based on the results of checking the structural criteria, the Structural Com-
pliance Checker is able to provide detailed diagnosis helpful to locate incom-
pliance. Fig. shows the compliance report for checking compliance rule c3
against the order-to-delivery process P. Corresponding to Fig. [6] the Structural
Compliance Checker identifies that while there is no problem with required ac-
tivity ship goods, the other required activity prepare goods is optional to both
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confirm order and confirm shippingin P. This detailed diagnosis can further
be applied to resolve incompliance. For example, the present incompliance can
be resolved by repositioning activity prepare goods in the P.
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The Structural Compliance Checker is implemented as an Eclipse-plug-in for
the AristaFlow Process Template Editor and thus, is smoothly integrated into
the process modeling environment. Therefore, “on the fly” compliance checks
during process modeling can be carried out to support compliance by design.

4.3 Data-Aware Compliance Checker

The Data-aware Compliance Checker first performs automatic abstraction (cf.
Fig. [[). Then, it transforms the abstract process model into a state space rep-
resentation to apply behavioral compliance checking. For the actual compliance
checking, we employed the model checker SAL [12], which, in turn, performs
automatic exploration of the state space model and checks for conformance to
the compliance rule (cf. Fig. [[I]). In case incompliance is detected, the Data-
aware Compliance Checker retransforms the counterexample output of the model
checker and visualizes it as an execution trace and within the originial process
model. In addition to the violating execution the data condition under which
the violation occurred is also illustrated. Fig. 12 shows the output of the checker
for the verification of compliance rule cg against the order-to-delivery process.

The Data-aware Compliance Checker is integrated into the process model-
ing environment. The class hierarchy comprising about 70 interfaces and 210
classes indicates its complexity. Automatic abstraction is supported for domains
of numbers and for large domains of object references.

5 Related Work

Three major challenges arise from compliance verification of process models:
compliance rule modeling, verification techniques, and feedback generation. The
concepts implemented in SeaFlows Toolset address all three issues. Existing ap-
proaches for modeling compliance rules range from rather informal annotations
of process models with compliance rules, over formal languages [13], to visual
patterns and languages [14,4,[15]. With the CRGs, we opted for a composi-
tional graph-based modeling formalism that supports the typical antecedent-
consequence-structure of rules.

For compliance verification, model checking is often applied in literature [I5]14]
13]. As advantage we obtain an approach that is not specific to a particular pro-
cess meta model or process modeling notation. One challenge of model checking,
however, is the generation of meaningful feedback from the report provided by the
model checker (e.g., counterexample). The Data-aware Compliance Checker ad-
dresses this challenge and enables visualization of the counterexample within the
process model. The major drawback of model checking is the complexity caused
by the necessary model transformations and particularly the exploration of the
state space representation. Our structural compliance checking approach exploits
specific meta model properties, such as block-structuring, to enable more efficient
compliance verification. Some approaches address the verification of data-aware
compliance rules [4[15]. However, the state explosion arising from exploration of
the data dimension is not addressed by these approaches. In SeaFlows Toolset we
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implemented an abstraction approach that serves as preprocessing step to the ac-
tual data-aware compliance checking to limit state explosion.

In [I6], Awad et al. address visualization of incompliance by querying the
process model for anti-patterns defined for each compliance rule pattern. In our
structural approach, structural criteria are automatically derived from CRGs.
Checking the structural criteria allows for identifying precisely the structural
cause of incompliance.

Similar to DECLARE [I7] SeaFlows enables to model graphical compliance
rules. In DECLARE constraints are mapped onto formulas in temporal logic
and then to finite automata in order to execute constraint-based workflows. In
contrast, SeaFlows CRGs are used to verify process models.

SeaFlows Toolset can be further complemented by other process analysis tools,
such as the process mining framework ProM [18] to provide comprehensive sup-
port of compliance checking a priori as well as a posteriori.

6 Summary and Outlook

In this paper, we introduced concepts underlying SeaFlows Toolset. We
showed how compliance rules can be modeled as CRGs to provide a visual
process-like and yet still formal representation. In addition, we discussed comple-
mentary compliance checking strategies, namely structural compliance checking
and behavioral compliance checking. We introduced our structural compliance
checking approach based on node relations that enables efficient verification of
process models against imposed compliance rules. To address further scenarios,
we introduced a behavioral compliance checking approach that addresses data-
awareness. SeaFlows Toolset extends process-aware information system by com-
pliance checking functionality. It enables modeling CRGs independently from
specific process models by making use of an activity repository. Process mod-
els can be enriched by CRGs for documentation purposes and for compliance
verification. Two compliance checkers, the Structural Compliance Checker and
the Data-aware Compliance Checker, addressing specific compliance verification
scenarios complement each other and thus, ensure broad applicability.

In our future work, we will further extend SeaFlows Toolset to provide sup-
port for compliance checking during process execution (cf. the SeaFlows Rule
Graph Execution Engine in Fig. [). In addition, SeaFlows Toolset will be ex-
tended by a visualization and explanation component to provide advanced visual
user feedback. Finally, case studies can be conducted to validate the concepts
implemented in SeaFlows Toolset.
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Abstract. We develop the notion of a decision requirement as the pair
<decision, information> where ‘information’ is that required by the decision
maker to assess if the ‘decision’ is to be taken or not. It is shown that there are
two kinds of decisions, imperative and managerial. The former are decisions
about which transactional service out of a choice of transactional services is to
be provided. Managerial decisions determine what infrastructure out of a set of
possibilities is to be put in place. It is shown that a decision is the reason why a
functionality of an information system is invoked. The notion of decision
requirement is clarified through a decisional requirement meta model. This is
supported by a decision and information meta model. The example of a health
scheme is taken to illustrate the different kinds of decisions and decision
requirements.

Keywords: Decision, Information, Data Warehouse.

1 Introduction

Goal oriented requirements engineering techniques [1-5] have been developed in the
area of information systems/software engineering. These techniques aim to discover
the functions of the system To-Be and lay the basis for system design.

The role of Requirements engineering in developing Data Warehouses has been
investigated only in the last decade or so [6-13]. It has been argued [13] that
Requirements engineering for DW systems focuses on discovery of data whereas for
information/software systems, it focuses on system functionality. Early Data
Warehouse development did not emphasize Requirements engineering. Indeed, Inmon
[20] argued that requirements of data warehouses are usually the last thing to be
discovered. Interest was in using existing databases for development of data
warehouse systems. This was augmented by ER driven approaches where ER
diagrams could be converted to star schemata. Now, there is a body of opinion that
uses goal oriented techniques [10, 11, 13, 15, 16] for determining data warehouse
structure.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 92 2010.
© Springer-Verlag Berlin Heidelberg 2010



Decisions and Decision Requirements for Data Warehouse Systems 93

One goal-oriented approach [10, 11, 13] is based on the notion of the Goal-
Decision-Information diagram. This approach postulates that the decision making
capacity is determined by organizational goals. Additionally, it associates the
information that has a bearing on a decision with the decision itself. In this paper, we
represent this association as a pair, <decision, information> and refer to it as a
decision requirement. Thus, in order to represent data warehouse contents, the set of
decision requirements must be explicitly modeled. A given set of decision
requirements evolves over time. The evolution of data warehouse is outside the scope
of this paper. Further, this paper does not directly address the issue of conversion of
decision requirements to data warehouse structures. We rely on the proposal of [13] to
do this conversion.

Evidently there is a close relationship between the information systems and data
warehouse of an organization. The former are used to populate the latter through the
ETL process. In the opposite direction, the decision taken by using the data
warehouse has the effect of changing information system contents. This means that
information systems operate in a decisional environment. We consider this
environment in the next section and show that there are two kinds of decisions,
imperative and managerial. In the subsequent section we develop a meta model for
decision requirements. Here we also model the notion of a decision and information
from the data warehouse perspective. In section 4, we present a case study of a health
scheme that uses the notion of a decision requirement. In section 5 we discuss our
proposals with other related work.

2 The Decisional Environment

The decisional environment provides the context in which an information system (IS)
operates. This is shown in Fig. 1. The interface between the decisional environment
and an information system is the stimulus sent from the former to the latter. When the
information system is sent a stimulus from the decisional environment then the
functionality that responds to this stimulus is invoked.

This implies that (see Fig.1) the decisional environment provides the rationale for
the stimulus and a decision is taken here to send the appropriate stimulus out a set of
possible alternative stimuli. For example, the information system may provide for
transfer of an employee as well as for recruitment of a new employee. In the
decisional environment, it is to be decided which of the two possible stimuli should be
sent: depending upon salary budgets and whether another department can spare an
employee or not, either a transfer stimulus or a recruitment stimulus will be sent. We
can therefore say that the decision is the cause of the invoked functionality.

There are two different kinds of actors for an information system, IS administrators
and IS operators. It is the job of the former to ‘initialize’ the IS. The latter then work
within the initialized IS to operate the system. For example, consider a railway
reservation system. IS administrators shall initialize the trains, their start stations,
destinations and stop over stations, fares etc. that are used in operating the reservation
system. They also handle changes: additions or deletions of trains, stations, changes in
fare structure and so on. IS operators, in contrast invoke functionality to make
reservations on given trains using the fare table and other information set up by the IS
administrator.
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Invoked
Information System | function

‘ Decisional Environment: rationale for stimulus |

Fig. 1. Embedded IS in a Decisional Environment

We see that there are two kinds of stimuli that the decisional environment can
send: those decided by IS administrators and operators respectively. This leads to two
kinds of decisions, that we call managerial and imperative decisions respectively.

2.1 Imperative Decisions

Let there be a manager who has to perform extra work and needs to allot it to an
employee. He can find the employee by either transferring one from another
department to this one, hire an altogether new employee or overload an existing
employee with more responsibility. Thus, the choice set is { Transfer employee, Hire
employee, Overload employee}. The manager needs information to decide which
alternative to pick and, also which individual employee shall be transferred, hired or
overloaded respectively. Thus, there are two decision making problems here, (a) to
select from the choice set of functions as above, which we call tactical decisions, and
(b) to identify the individual from the choice set of individuals that we refer to as
operational decisions.

Tactical decisions supply the rationale for operational ones. In tactical decision
making, the state of the organization is browsed through and analyzed to select fromt
eh choice set. For example, Transfer employee may be selected if a department is
seen to be overstaffed, or an ill fitting employee has been posted there etc. Similarly,
a new employee may be recruited because completely new skills are required.

The best alternative selected is the rationale behind an operational decision. It calls
for formulation of the stimulus that shall be sent to the information system.
Operational decision making is the process of selection of the appropriate individual
from a choice set. For example, given the tactical decision Transfer employee, the
operational decision maker needs to identify which one to transfer. The choice set
consists of employees, and operational decision making leads to selection of one of
these. Data about employees, their skills performance, past record, etc. is picked up
from the data warehouse, analyzed and the most relevant employee data is sent as
stimulus to the IS function that shall carry out the transfer.

Consider Fig. 2 which shows the interplay of tactical and operational decisions.
The tactical decision making environment contains the operational decision making
environment. Both environments refer to the data warehouse as shown by the dashed
lines in the figure. Once a tactical decision is made, it is sent to the operational
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decision making environment which sends a stimulus to the information system. Fig.
2 shows that the tactical decision to Transfer an employee enters the operational
decision making environment where the employee is identified and the stimulus to be
sent to the information system is completely formulated. The information system
performs the desired function and this information is now available to be sent to the
DW at refresh time.

Why to transfer
Choice set = {Transfer, Recruit, Overload}
Tactical
’ / ¢ Decision
Which one to transfer lg/lalflng .
A Choiceset = {E1, E2, ........ ,En} nvironmen
>
ow L Transfer E6 Operational
To-Be | .. o Decision
h Information Making
) System | Environment
— |
Information
system

Fig. 2. Imperative Decisions

Since, the data warehouse is consulted in both forms of imperative decision
making, full information about decisions and related information must be kept in it.

Looking from the information system outside, the decision making layers
surrounding it formulate the stimulus to which the IS responds. This stimulus must
identify IS functionality and the data. The former is done in the tactical environment
whereas the latter is done in the operational decision making environment.

2.2 Managerial Decisions

The class of managerial decisions is not concerned with operational functionality/
transactional capability but with performing the administrative tasks to set up the
system so that imperative decisions can be taken. Recall the reservation example cited
earlier where it is necessary to initialize trains, fare tables etc.

We postulate that there are two kinds of managerial decisions, those that follow a
business policy, enforce it or create exceptions to it, and those that formulate the
policy. We refer to the former as administrative decisions, since they are concerned
with administering the system and to the latter as policy decisions. These two kinds
of managerial decisions are related to one another. The latter provides the context for
the former.

Let us be given a policy that the number of first class bogeys in a train should be
one third of the train length. The rest are second class bogeys. In other words, the
ratio first class: second class :: 1:2. This norm is usually to be followed. However,
there could be exceptional situations like the train is making losses or it is overloaded.
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In such situations this norm could be violated, and an administrative decision is
needed to choose from the choice set, {Modify number of first class bogies, Modify
number of second class bogies}. This administrative decision creates an exception to
the norm.

Policy decisions are of two kinds. They define the norms and standards that are
used by administrative decisions and also define business rules. They address the
question of where a norm or standard comes from. Norms and standards may be
defined externally, for example, by regulatory bodies, or internally within the
organization. Assuming that external norms and standards are imposed on an
organization, policy decision making is concerned with formulating internal ones.
Consider the internal norm first: second:: 1:2 of the railway system considered earlier.
Defining this through a policy decision requires knowledge of the state of the
organization, patterns of bookings made, revenue targets, revenue receipts etc. Out of
the many choices available to fix the ratio, the policy decision maker uses this
knowledge to fix the desired one.

The second type of policy decisions formulates business rules. Let it be that the
number of days in advance a booking can be made is to be decided. Again, reference
to existing information like pricing and booking pattern is made and the manager
decides it to be 30 days.

The choice set available to the policy decision maker is { Define, Modify, Delete}.

What to do with policy
A Choiceset = {Modify, Define, Delete}

; Policy
v Decision
! Modifypolicy Making
Choiceset = {First class, Second class} Environment
- Add first class
DW \ bogey Administrative
To-Be T, ] M Decision
~~~~~ Information Making
. System | Environment
— ]
Information
system

Fig. 3. Managerial Decisions

The interplay of policy and administrative decisions is shown in Fig. 3. Both the
policy and administrative decision making environments refer to the data warehouse
with the latter contained in the former. Once a policy decision is made, it is sent to the
administrative decision making environment for enforcement. The information system
is sent a stimulus from the administrative decision making environment to which it
responds. Fig. 3 shows the policy decision to modify the ratio of first to second class
bogeys in a train. The administrative decision to add a first class bogey is taken, and
the information system is stimulated to reflect the change. This information is now
available for train reservation purposes and is also available to be sent to the DW.
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Notice that even if a policy is held constant, an administrative decision may still be
made. Thus, for example, even when the first class to second class ratio is not
changed, an administrative decision to increase/decrease this ratio may be taken. This
happens when there are sudden surges of demand for a particular kind of bogey.

As for imperative decisions, it is possible to support decision making of both kinds
of managerial decisions. The data warehouse needs to be populated with information
associated with these.

3 Decision Requirement

We have seen that in order to pick an alternative from the choice set, reference to the
information in the data warehouse needs to be made. This information is a
specification of the data to be kept in the data warehouse To-Be. We represent this
association as a pair <decision, information> and refer to it as a decision requirement.

In this section we elaborate on the notion of decision requirement. First we present
the decision requirement meta model and then develop meta models for the notion of
a decision and information.

3.1 The Decision Requirement Meta-model

The Decision Requirement, DR, meta-model is shown in Fig. 4. As shown it is
modeled as an aggregate of information and decision. It can be expressed as a pair,

DR =<D, I>

where D is a decision and I is the information required for it.

Fig. 4. Decision Requirements Meta-model

Fig. 4 shows that there are three kinds of decision requirements, atomic, abstract
and complex. An atomic DR is the smallest decision requirement. It cannot be
decomposed into its parts.

An abstract DR is a decision requirement that is arrived using generalization/
specialization principles. This gives rise to ISA relationships between decision
requirements. Finally, a complex DR is composed of other simpler decision
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Set up New Assembly Line Unsatisfied Orders

Start New 1-tonne Line |Unsatisfied Orders for 1-tonners|

Start New 13-tonne Line|Unsatisfied Orders for 13-tonners|

Fig. 5. An Abstract Decision Requirement ISA Hierarchy

requirements. Complex decision requirements form an AND/OR hierarchy in a
manner analogous to AND/OR goal hierarchies of goal-oriented Requirements
Engineering techniques.

To illustrate an abstract DR, consider an automobile plant that makes 1-tonne and
13-tonne trucks (Fig. 5). Let the decision of interest be Set up New Assembly Line and
the required information be Unsatisfied Orders. The DR is shown in Fig. 5. This DR
can be specialized into two DRs, with decisions Start New I-tonne Line and Start New
13-tonne Line respectively and required information, Unsatisfied Orders for 1-tonners
and Unsatisfied Orders for 13-tonners. Each of these is an ISA relationship with Set
up New Assembly Line.

Set up New ‘Unsatisfied

Assembly Line| Orders
AND
I
Decide | Resources || Choose Land
Capacity| Available Location | Availability
AND
Create Merge with [, .
Separate | Staff existing | O ume 0
Profit  Availability Profit Work
Centre Cenire Handled
OR

Fig. 6. Composition of Decision Requirements

Now let us illustrate a complex DR. The Decision Requirement <Set up New
Assembly Line, Unsatisfied Orders> is a complex one having two component
decision requirements, <Decide Capacity, Resources Available> and <Choose
Location, Land Availability>. An AND link connects these two components so as to
define the complex decision requirement, <Set up New Assembly Line, Unsatisfied
Orders> (see Fig. 6).

Similar to AND composition, we can have OR composition. For example, when
setting up a new assembly line, the question of whether or not it shall be part of an
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existing profit centre has to be addressed. This gives us the decision requirements
(Fig. 6), <Create Separate Profit Centre, Staff Availability> and <Merge with existing
Profit Centre, Volume of Work Handled>. These two are in an OR relationship with
one another. Notice that we have arrived at this through decision composition as well.

Aside from showing AND and OR decomposition of decisions, the foregoing also
shows that a DR can be decomposed to reflect the decomposition of its decision
component. It is also possible to do DR decomposition through information
decomposition. In this case, the decision part is held constant whereas information
components are elaborated. The Choose Location decision of Fig. 6 is shown as
associated with the information, Land Availability. Land availability can be
decomposed into two pieces of information, Land site and Land size

Choose Land
Location | Availability

AND

Choose Land Choose Land
Location Site Location Size

Fig. 7. Information Decomposition for DR Decomposition

Then the complex DR <Choose location, Land availability> can be decomposed
into <Choose Location, Land site> and <Choose Location, Land size> respectively as
shown in Fig.7.

3.2 Meta-model of Decisions

The key concept underlying the decision meta model of Fig. 8 is that of a decision
parameter. Decision parameters denote different aspects of a decision. They reveal the
factors that must be taken into consideration before a decision can be selected by the
decision maker.

i

- Chaspws relin
fan M an
Diecmion | . {‘:} | 1 Decigion Paametsrs |
e N e o
| e et | D penchemt ]
Irdai markicon |

Fig. 8. Decision Meta Model
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The decision to decision parameter relationship is M:N. There can be many decision
parameters for a decision and a given decision parameter can be associated with more
than one decision. A decision must have at least one decision parameter associated
with it. This is because the absence of a decision parameter implies that there is no
factor having a bearing to the decision. Therefore there is nothing to consider in taking
the decision and it can be taken spontaneously. Such irrational decisions do not
contribute to our objective of discovering the information to be maintained in the Data
Warehouse and are therefore, out of our scope. Fig. 8 also shows that a decision
parameter must be associated with at least one decision. This is to avoid irrelevant
decision parameters from cluttering up the requirements engineering process.

It is possible to classify decision parameters in two different ways. According to
one classification, a decision parameter may be dependent or independent. According
to the second, a decision parameter may be a decision or information. We consider
each of these in turn.

Dependent parameters depend on other, basic parameters for their existence.
Those parameters that amplify the properties of other parameters are said to be
dependent parameters. If the basic parameter becomes relevant or irrelevant, then
parameters dependent on it also become relevant or irrelevant respectively. In
contrast, independent parameters are orthogonal to one another. Each such parameter
determines a completely new aspect of a decision. Independent parameters may have
dependent parameters but are themselves not dependent on any other decision
parameter for their existence.

Consider the decision Set_Up_New_Assembly_Line(Product Type, Location, Line
Capacity). Here, the parameters, Product Type and Location are independent of one
another. In contrast, Line capacity is dependent on Product Type since it is
determined by the type of the product built by the line.

Now, consider the second typology of a decision parameter. A decision parameter
which is a decision represents the decomposition property of decisions that is used for
DR decomposition. It shows the decomposition structure of the decision. On the other
hand a decision parameter that is information behaves as a specification of the data to
be kept in the data warehouse To-Be.

In this paper we have given a graphical notation for the decision requirements and
their structure. In [17] we have introduced a dependency graph to represent decision
parameters and dependencies between them. We used this graph there to distinguish
between those parameters that are decision and information (details of information are
given in the next section) respectively.

3.3 Modeling Information

We have developed in Fig 9, our model of information from the point of view of Data
Warehouse support for decision making. We are interested in three kinds of
information, that which exists in the most detailed form, summarized information or
aggregates, and historical information. Aggregate information is obtained as a
summary by computing from simpler information. This is shown in Fig. 9, by the
specialization of information into Simple and Aggregate as well as by the ‘Is
computed from’ relationship between Aggregate and Information.
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Historical information is represented by the relationship ‘History of’ between
Information and Temporal unit. The cardinality of this relationship shows that it is
possible for information to have no temporal unit associated with it. In such a case,
only current information is to be maintained. However, when a temporal unit is
associated with information then we must also know the number of years of history to
be maintained. This is captured, as shown in the figure, in the attribute Period.

| Value-set I—

1

Takes
value from

History of N N Is computed
from
| Temporal Unit Information |
N M
M
| Simple | | Aggregate |

Fig. 9. Model of Information in Data Warehouses

Information is also associated with a value-set and takes on values from it. In
Fig. 9 this association is called “Takes value from”.

4 Case Study: A Health Scheme

The ideas presented here were applied to a health scheme operating in India. There
are a number of dispensaries for providing medical services to members of the health
scheme. There are well defined criteria for determining who can and who cannot be
members. All eligible people may exercise the choice of obtaining membership of the
health scheme and paying a fixed monthly charge. Once membership is granted, the
beneficiary may go to any dispensary under the scheme and register for obtaining
services there. The registrant may change dispensaries or discontinue membership in
the scheme at will.

A dispensary is staffed with doctors who may refer registrants to other hospitals
and specialists. A dispensary has in-house pharmacy with staff to disburse medicine.
If a prescribed medicine is not available with this pharmacy, then a registrant may buy
it from a notified list of external pharmacies and the costs shall be reimbursed. It is
possible to obtain services of laboratories, radiology etc.

The information system provides a number of functions. For example, there are
actions to consult a doctor, issue medicine, refer to a hospital, undergo tests etc. These
functions are directly aimed at providing services to registrants. Additionally, there
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are functions to induct a new doctor, add an external pharmacy to the notified list,
empanel specialists and hospitals etc.

Imperative decisions related to health care can be made at the dispensary. For
example, consider the tactical decision from the choice set {stock medicine in
pharmacy of dispensary, obtain from central stores on need, allow medicine from
external pharmacies}. A study of patterns of occurrence of health problems, fast
moving/slow moving stock, and existing storage facilities leads to deciding what is to
be stocked, what is to be obtained from the central store and what is to be allowed
from external pharmacies. Once tactical decisions are made then operational decisions
are made about orders for individual medicines and quantities. The information
system is then invoked for indents, purchase and deliveries to be posted.

As another example, consider providing specialized advice. The dispensary makes an
analysis of occurrence of health problems, ability to service them, patient convenience
and other such factors. As a result, it may identify the need for some specialist medical
advice not conveniently available in the dispensary. This constitutes an imperative
decision of the operational kind. However, since the dispensary does not have the
authority to do this, it makes a recommendation to headquarters about the need for the
new specialization. Headquarters makes an administrative decision of the managerial
kind, identifies the facility, and communicates it to the dispensary which, in turn,
updates its information system.

Now let us consider managerial decisions. In the health scheme, these are
essentially taken by headquarters. In doing so, requirements of dispensaries are taken
into account as brought out in the example above.

A major managerial decision is about empanelment of medical facilities.
Headquarters makes periodic calls for applications from hospitals for empanelment.
The decision requirements are as shown in Fig. 10. There can be three kinds of
hospitals, general (Gen.), super specialized (SS), and AYUSH. The last are those
providing Indian systems of medicine (Ayurveda, Yoga, Naturopathy and Unani). For
deciding which to empanel, headquarters needs information about available facilities.
Thus, we get the DRs as shown in Fig. 10. There is an abstract DR <empanel hospital,
facilities> which is specialized into the three DRs for the different kinds of hospitals.

Facilities comprise three aspects, space, equipment, and staff. Thus, <Empanel
hospital, facilities> is an aggregate of the three DRs shown in Fig. 11, namely,

Empanel o
Hospital Facilities
Empanel Gen. Empanel ss E?Pjsf;]ﬂ Ayush
Gen Hosp SS. Facilities v . Facilities
Hospital | Facilities Hospital Hospital

Fig. 10. The abstract DR < hospital, facilities>
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<empanel hospital, space>, <empanel hospital, equipment> and <empanel hospital,
staff>. Space information consists of sizes of wards, sizes of rooms, pharmacy stores
and other Ayush spaces [14] and occupancy rates; equipment is the laboratory
equipment, operating theatre equipment, number of beds and their occupancy ratio
etc. and their use; staff information consists of doctors, paramedics, nurses and others
[14] with their qualifications, the number and nature of cases/patients handled by
them and other personal information [14].

Empanel .
Hospital Facilities
Empanel Empanel . Empanel
E t . Staff
Hospital Space Hospital quipmen Hospital

Fig. 11. A complex DR

Now, headquarters defines norms and standards that must be met by all empanelled
hospitals. These take the form of specified equipment, minimum requirements, and
various norms. We give below examples of these for the Ayush class of hospitals. The
full details of the case can be found in [14].

e Snehan Room 100 Sq. ft.

e Sirodhara Yantra & appliances 2 Nos.
e Vasti Yantra

e  Droni/Bath tub

e O.PD. 300 Sq. ft.
Pharmacy/Store 300 Sq. ft

Resident Medical Officer 1
Masseurs/Panchakarma Attendents 4
Staff Nurses 4 (Round the clock)
Pharmacist 2

Bed occupancy rate (Norm 50%)
Bed:Nurse ratio for general bed 8:1

Whereas administrative decisions are taken after considering the extent to which
given norms and standards are met, policy decisions define these. The elicitation of
these norms is an unaddressed issue.

5 Related Works

First, let us consider the notion of goal in goal oriented requirements engineering
approaches and compare it with our proposal. On the left hand side of Fig 12 we show
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Fig. 12. Functional and Data Warehouse Goal orientation

the former. The notion here is of a goal being achieved by an action, a function. This
helps in specifying system functionality. No support is provided to the user in
determining which of the many actions is to be performed at a given moment. In our
proposals, however, the focus is on determining the most suitable alternative, by
examining the state of the organization as reflected in the data warehouse. Once this is
done, then the action corresponding to the decision is invoked.

Now consider our approach with respect to database and ER driven approaches
compared in Table 1. It can be seen that the decision requirement driven approach
does not attempt to directly reach facts and dimensions like the others. Additionally,
unlike the data base and ER approaches, the decision requirement approach can
identify aggregate and historical information to be maintained. Finally, from a
conceptual point of view, there is an explicit notion of a decision and decision
requirements modeling which lays the basis for data warehouse development.
Evidently, our approach lies upstream of the others.

Now, let us compare our proposals with goal oriented approaches in data
warehouse development: Bohnlein and Ulbrich-vom Ende [6,7], Golfarelli and Rizzi
[15] and Bonifati et al [16]. The first of these determines measures and dimensions
from an initial study of goals and services to be provided by the organization. The
second extends Tropos to requirements engineering of Data Warehouses. In the
organizational perspective (a) an actor diagram is built (b) goals of actors are
identified for example, ‘manage a/c transactions’ and (c) facts are associated to goals.
Goals are decomposed using goal decomposition techniques. Thereafter, in the
decisional perspective, the actor diagram is analyzed and each fact is related to its
dimensions and a set of measures are associated with facts. The last proposal builds
data marts by determining goals using the Goal-Question-Metric approach. The result
is aggregated and refined and ideal star schemata are extracted. Then it uses ER
schemata of operational data bases and extracts candidate star schemata. The ideal
star schemata are matched with these and candidate star schemata are ranked
according to the metrics for selection.
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Database ER driven Decision
driven Requirement
driven
Facts Yes, manually | Yes, manually No
Dimensions Yes, manually | Yes, algorithmically No
Star schemas | Yes, manually | Yes, manually No

Aggregates Manually. No | Manually. No Yes as Information
guidance guidance property

History Manually. No | Manually. No Yes, as information
guidance guidance property

Decision Not articulated | Not articulated Yes

Capacity

Again, notice that [6,7] and [16] reach data warehouse contents directly from goals
without an explicit decisional stage. In this respect the approach of [15] goes forward
and recognizes the need to do further analysis from the decisional point of view. In
our case, this movement has been taken to its logical conclusion. We explicitly model
the full decision making capability and associated information requirements. In earlier
work, we have shown how information associated with decisions can be elicited [17].
This information is obtained at a high level and is relatively unstructured. It is made
more structured through the information scenario technique of [13] which produces
contents of the data warehouse To-Be in the form of an ER diagram. Thereafter, the
ER diagram is converted into star schemata using available algorithms. Thus, it can be
seen that our proposal is to fully investigate the decision-information association
before proceeding to development of star schemata.

GRAI grid [18] gives an overview of “decision making procedures and
informational flows within a production control system”. It provides an architecture
of decision making system. Decisional processes occur at the lowest level and are
associated with time. GRAI models repetitive and ‘period-driven’ decisions. In our
case, the decision making procedure per se is not interesting. Rather, it is the decision-
information association that is of interest because it helps us to define data warehouse
contents and thereby makes available information required for decision making. The
procedure of decision making and its effect on the organization is outside our scope.

Finally, our decisional environment is similar to the work system proposed in [19].
However, it addresses decision making, not operational information systems

6 Conclusion

The notion of decision making is fundamental to data warehouses. It implies the
existence of a choice set from which the best alternative, one that meets organizational



106 N. Prakash, D. Prakash, and D. Gupta

goals, is selected. We have shown that these alternatives can be (a) managerial, for
setting up the environment for providing service and (b) imperative, for providing the
right service. We have placed emphasis on modeling the set of decisions and
associated information in an organization. It is only thereafter that one can proceed to
subsequent stages of star schema design.

Future work is centered round elicitation of imperative and managerial decisions.
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Abstract. Enterprise architecture advocates for model-based decision-
making on enterprise-wide information system issues. In order to provide
decision-making support, enterprise architecture models should not only
be descriptive but also enable analysis. This paper presents a software
tool, currently under development, for the evaluation of enterprise ar-
chitecture models. In particular, the paper focuses on how to encode
scientific theories so that they can be used for model-based analysis and
reasoning under uncertainty. The tool architecture is described, and a
case study shows how the tool supports the process of enterprise archi-
tecture analysis.
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Software tool, Security Analysis.

1 Introduction

Over the last two decades, enterprise architecture has grown into an established
approach for holistic management of information systems in organizations [I2].
A number of enterprise architecture initiatives have been proposed, such as The
Open Group Architecture Framework (TOGAF) [3], the Zachman Framework
[4], and military architectural frameworks such as DoDAF [5] and NAF [6].
The core concept of the enterprise architecture approach is the employment of
models, in terms of diagrammatic descriptions of information systems and their
environment. Diagrammatic descriptions of IT systems and their environment
are heavily used. However, enterprise architecture models are not limited to
descriptive use only, but can also be employed to predict the behavior and effects
of decisions. Rather than modifying enterprise information systems using trial
and error, models allow predictions about the behavior of future architectures.

One prominent challenge to rational decision making is uncertainty. Therefore,
a good enterprise architecture model should be able to capture uncertainties
about assessment theory, system configuration or data quality, thus providing
better decision support and risk management.

P. Soffer and E. Proper (Eds.): CAIiSE Forum 2010, LNBIP 72, pp. 108 2010.
© Springer-Verlag Berlin Heidelberg 2010
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What constitutes a “good” enterprise architecture model is dependent on its
purpose, i.e. the type of analysis it is intended to support [7]. For instance
in the case of analyzing cyber security, the property of whether it is possible
to reconfigure a firewall is of interest. This property however, is irrelevant for
a number of other analyses, such as performance evaluation or data quality
analysis.

Several enterprise architecture software tools are available on the market,
including Metis [§], System Architect [9] and Aris [I0]. These tools generally
focus on the modeling of an architecture whereas the analysis functionality is
generally limited to performing an inventory or to sum costs over the modeled
architecture. None of the mentioned tools has significant capabilities for system
quality analysis based on an elaborated theory. Furthermore, these tools do not
support the consideration of uncertainty as described above.

In this paper an enterprise architecture software tool is presented. This tool
does not only provide functionality to model enterprise architectures, but also
supports the analysis of them. In order to support enterprise architecture analysis
as it has been outlined in [7] the tool consists of two main components. In the
first component the theory relevant to analyze a certain system quality, such as
data quality or modifiability, is modeled. One can consider this as the definition
of a language tailored to describe a certain aspect, e.g. cyber security. The second
component supports the application of the theory to evaluate a specific enterprise
architecture. This is done by modeling the “as-is” or “to-be” architecture of the
enterprise. Based on the created models it is possible to determine how the
architecture fulfills the requirements as they have been defined in the theory. The
two-component architecture encourages the reuse of the developed theory as it is
possible to use the same language to describe several architecture instances. The
presented tool makes use of the Probabilistic Relation Models (PRM) formalism
as it has been presented in [I1I] and can thereby manage the uncertainty aspects
discussed above.

2 Enterprise Architecture Analysis

Enterprise architecture models serve several purposes. Kurpjuweit and Win-
ter [12] identify three distinct modeling purposes with regard to information
systems, viz. (i) documentation and communication, (ii) analysis and explana-
tion and (iii) design. The present article focuses on the analysis and explanation
(which is not to denigrate the usefulness of the others). The reason is that analy-
sis and explanation are closely related to the notion of proper goals for enterprise
architecture efforts. For example, a business goal of decreasing downtime costs
immediately leads to an analysis interest in availability. This, in turn, defines
the modeling needs, e.g. the need to collect data on mean times to failure and
repair. In this sense, analysis is at the core of making rational decisions about
information systems [7] [I3]. An analysis-centric process of enterprise architec-
ture is illustrated in Fig. [0l In the first step, assessment scoping, the problem is
described in terms of one or a set of potential future scenarios of the enterprise
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Model Builder
Function

Visualization
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Probabilistic Relational Evidence Instantiated PRM
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Fig.1. The process of enterprise architecture analysis with three main activities: (i)
setting the goal, (ii) collecting evidence and (iii) performing the analysis

and in terms of the assessment criteria with its theory (the PRM in the figure)
to be used for scenario evaluation. In the second step, the scenarios are detailed
by a process of evidence collection, resulting in a model (instantiated PRM, in
the figure) for each scenario. In the final step, analysis, quantitative values of
the models’ quality attributes are calculated and the results are then visualized
in the form of e.g. enterprise architecture diagrams.

More concretely, assume that a decision maker in an electric utility is contem-
plating changes related to the configuration of a substation. The modification of
a new access control policy would reduce the probability that someone installs
malware on a system and thereby reduce the risk that this type of unwanted
software is executed. The question for the decision maker is whether this change
is feasible or not.

As mentioned in the first step assessment scoping the decision maker identifies
the available decision alternatives, i.e. the enterprise information system scenar-
ios. In this step, the decision maker also needs to determine how the scenario
should be evaluated, i.e. the goal of the assessment. One such goal could be to
assess the security [14] of an information system. Other goals could be to assess
the availability [15], interoperability [16] or data quality [17] [18] of the proposed
to-be architecture. Often several quality attributes are desirable goals. In this
paper, without loss of generality, we simplify the problem to the assessment of
security of an electric powerstation.

Information about the involved systems and their organizational context is
required for a good understanding of their data quality. For instance, it is rea-
sonable to believe that a firewall would increase the probability that the system
is secure. The availability of the firewall is thus one factor that can affect the
security and should therefore be recorded in the scenario model. The decision
maker needs to understand what information to gather and also ensure that this
information is indeed collected and modeled. Overall, the effort aims to under-
stand which attributes causally influence the selected goal, viz. data quality. It
might happen that the attributes identified do not directly influence the goal. If
S0, an iterative approach can be employed to identify further attributes causally
affecting the attributes found in the previous iteration. This iterative process
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Fig. 2. Goal decomposition method, from [I9]

continues until all paths of attributes and causal relations between them, have
been broken down into attributes that are directly controllable for the decision
maker [19] (cf. Fig. ).

In the second step collecting evidence the scenarios need to be detailed with
actual information to facilitate their analysis of them. Thus, once the appropriate
attributes have been set, the corresponding data is collected throughout the
organization. In particular, it should be noted here that the collected data will
not be perfect. Rather, it risks being incomplete and uncertain. The tool handles
this by allowing the user to enter the credibility of the evidence depending on
how large the deviations from the true value are judged to be.

In the third and final step, performing the analysis, the decision alternatives
are analyzed with respect to the goal set e.g. security. The mathematical for-
malism to be presented in section 1] plays a vital role in this analysis. Using
conditional probabilities and Bayes’ rule, it is possible to infer the values of the
variables in the goal decomposition under different architecture scenarios [20].
By using the PRM formalism, the architecture analysis accounts for two kinds of
potential uncertainties: that of the attribute values as well as that of the causal
relations as such. Using this analysis framework, the pros and cons of the scenar-
ios can be weighted against each other in order to determine which alternative
ought to be preferred.

2.1 Probabilistic Relational Models

A probabilistic relational model (PRM) [21] specifies a template for a probability
distribution over an architecture model. The template describes the metamodel
for the architecture model, and the probabilistic dependencies between attributes
of the architecture objects. A PRM, together with an instantiated architecture
model of specific objects and relations, defines a probability distribution over
the attributes of the objects. The probability distribution can be used to infer
the values of unknown attributes, given evidence of the values of a set of known
attributes. PRMs are related to Bayesian Networks. As it is succinctly put in
[11], PRMs “are to Bayesian networks as relational logic is to propositional logic”.

A PRM model may be instantiated as a relational skeleton, o,., containing ob-
jects, object relationships, and attributes. Furthermore, a qualitative dependency
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structure S defines the details of the attribute relationships, i.e. the sets of prob-
abilistic parents influencing each attribute. Finally, the PRM is completed by the
set of parameters Os specifying the full conditional probabilistic dependencies
between attributes in the form of numbers in Conditional Probability Matrices
(CPM). The following expression thus defines the conditional probability of an
instance Z, given o,, S, and fg:

P(Zlor,$,08) =[], c,, HAE.A(:c) P(ZTy. AlTpa(z.a))
=Ilx, Macax;) Hocorx;) PFo.alTPa(z. )

Compared to the standard chain rule for Bayesian networks, this equation is
different in three ways: (i) the random variables are the attributes of a set of
objects, (ii) the parents of a random variable depend on the model context of
the object, and (iii) the parameters are shared between the attributes of objects
in the same class. In other words, the variables in the dependency structure are
the properties of the objects in the instantiated information model, and their
causal relations are expressed by the CPM [11].

A PRM thus constitutes a formal machinery for calculating the probabilities
of various architecture instantiations. This allows us to infer the probability that
a certain attribute assumes a specific value, given some (possibly incomplete) ev-
idence of the rest of the architecture instantiation. In addition to expressing and
inferring uncertainty about attribute values as specified above, PRMs also pro-
vide support for specifying uncertainty about the structure of the instantiations.

PRMs additionally allow specializing classes through inheritance relation-
ships. Classes can be related to each other using the subclass relation <, and
each class X is associated with a finite set of subclasses C[X]. So if Z,Y € C[X],
both Z and Y are subclasses of X. If Z <Y then Z is a subclass of Y, and vice
versa Y is a superclass of Z. A subclass Z always contains all dependencies and
attributes of its superclass Y. PRMs also allow the dependencies and conditional
probability distributions of inherited attributes to be specialized in subclasses.

3 Architecture of the Tool

The presented tool is implemented in Java and is based on a Model-View-
Controller architecture [22] [23]. Where the model represents the knowledge and
considered data that in this case are PRM and instantiated PRM respectively.
The implementation contains a mapping of the PRM structure to JAVA-classes.
Thereby each part of a PRM (e.g. PRM-classes, their attributes, and their rela-
tions) can be used and combined as regular JAVA-objects. The view is in charge
of the visualization of the model for the tool user. It presents the considered data
in an understandable way. The view is updated as soon as the model changes.
Finally the controller links the user to the application making the program react
on the users input. Changes of the model are perforemd via the controller that
acts as an interface in this case. Thereby a decoupling of data access, program
logic, data presentation, and user interaction can be ensured. This facilitates the
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extension of the implementation and eliminates potential error sources as the
program code is structured and functionality grouped according to its purpose.

The data model for PRMs and instantiated PRMs, is specified in XSD and
stored in XML files [24]. This is done through an application of the Castor
library [25]. As XML is a widespread format created models can be imported
into other applications and data does not need to be captured a second time.
The user interface is built upon the NetBeans Visual Library [26] with usage of
the JApplication framework. This library provides a set of reusable components,
called widgets, and can be applied to create visualization. The widgets can be
aggregated and related to each other thereby reflecting the creation of models
intuitively. These models are drawn on a special canvas that in the NetBeans
terminology is called scene. Besides the modeling capabilities the user interface
provides the one applying the tool with support functionalities such as filtering,
tagging, and exporting. These well-defined tasks are performed by corresponding
tailored services that are implemented following the singleton pattern to ensure
data consistency. The architecture described is depicted in Fig. Bl whereas how
the user interface (and thereby the actions performed by the user) is linked to
the architecture us show in Fig. Ml

The tool is separated into two units, one supporting the modeling of the PRM,
the other one makes the tool user able to instantiate and analyze this defined
structure. These parts have to be used sequentially, reflecting the method that
has been described in section 2] starting with the modeling of classes and their
attributes as well as the relationships and dependencies between them. Thereby
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the focus of the analysis is set, as the defined classes reflect the domain of inter-
est. The second component of the Enterprise Architecture Analysis Tool (EAT)
allows the instantiation of the PRM. Thereby one or several scenarios of interests
are modeled according to constraints defined in the dependency structure for the
PRM. Afterwards the analysis is performed. Therefore the instantiated PRM is
translated into a Bayesian network that is understandable by the Smile library
[27]. This library performs the evaluation of the network. Finally the calculated
values are written back to the instantiated PRM and visualized for the tool user.

The person applying the tool can then compare the modeled scenarios and
their contained classes by considering the probabilities that attributes of the
classes are in a certain state; thereby the identification of the configuration that
qualifies best is made possible.

4 Example Tool Application

This section will illustrate how the tool can be applied in practice. The meta-
model and instance model presented here are drawn from a case study performed
at a Swedish power utility company in November 2009. In this case study the
cyber security of an electric substation was the concern. The metamodel is thus
intended to support cyber security analysis and the instance model represents
one of the utility’s substations. The qualitative structure of the metamodel (or
PRM) was created based on a literature review; the quantitative part was in this
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case assessed (subjectively) by a security researcher. Interviews with a system
administrator and investigations of system documentation were used to create
the instance model.

4.1 Probabilistic Relational Model over Security

The PRM used in this case study is depicted in Fig. The PRM covers a
number of concepts that are of relevance to the cyber security computer networks
including firewalls, data flows, software services network zones and organizational
functions. The qualitative structure of this PRM is described below together with
some examples of conditional probabilities defined in the PRM.

The primary purpose of firewalls is to control access to network addresses.
They do so by blocking unwanted data flows from adjacent zones, and by allowing
those that are wanted. With a protection scheme following the principle ‘deny
by default’, a Firewall will allow a number of DataFlows to pass into the secure
Zone from other Zones. In this ConcretePRM a Firewall holds the reference
slots Allow with range DataFlow which point to data flows that are allowed. A
Firewall also has the reference slots SecureZone and InsecureZone with range
Zone which refers to the zones that are directly separated by the firewall.

The Firewall has the attribute Possible ToReconfigure which indicates if it pos-
sible for a threat agent to reconfigure the firewall or not. This attribute influences
the attribute Firewall. Functioning which indicates whether the firewall functions
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as it should. If the firewall is working it will prevent unauthorized connections
from insecure zones to secure zones. The attribute Service. PossibleToConnect
states whether the threat agent can connect to a Service. The threat agent can
also connect to the service if it has access to the service’s zone or if data flows are
allowed from a zone where the threat agent have access. If the threat agent has
access or not is expressed through the attribute Zone.PossibleToAccess which
has a different value in the subclasses PublicNetwork, CorportateNetwork and
ProcessNetwork.

If it is possible to connect to the service (i.e. Service.PossibleToConnect=True)
it might be possible to exploit a vulnerability in the service. The attribute Ser-
vice. Possible ToFExploit Vulnerability expresses whether this is possible or not. The
reference slot Service. Host points to the Host that executes the service. The pos-
sibility to exploit vulnerabilities in the service influences if it possible to execute
malware on the service’s host. The possibility to execute malware on the host is
also influenced by the existence of a functioning malware scanner in the host. The
attribute Host. FunctioningMalwareScanner indicates whether this is the case or
not. Another way to influence the possibility to execute malware is through users
in the Organizational Function that use the host and that install executables,
i.e. the attribute OrganizationalFunction. MakeUserInstallEzecutable.

4.2 Instance Model

The classes and reference slots in the PRM were used to model one of the utility’s
substations (cf. Fig. [ for a screenshot of the tool). Four network zones where
found in this study.

The OfficeNetwork is the insecure side of the CorporateFirewall. The Cor-
porateFirewall allows two data flows: RemoteDesktop to pass through from the
OfficeNetwork to the service TerminalServices and the data flow Substation-
Communication from the zone ControlCenterNetwork to ControlSystemServer.
The GatewayFirewall is connected to the Internet and allows data to pass from
both the OfficeNetwork and the SuppliersLAN.

Within the substation there are two instances of the ProcessNetwork. The
SubstationLAN is where the services ControlSystemServer and TerminalServices
belong; the service VNClInterface belongs to the ModemLAN. The ControlSys-
temServer is within the host StationController. The ControlSystemServer is also
the server side of the data flow SubstationCommunication.

The service TerminalServices is associated with the host ServiceGateway and
acts as the server side of the data flow RemoteDesktop. The ServiceGateway is
known to have a malware scanner that is functioning and evidence to support
this fact is stored within the model. The service VNCInterface belongs to the
ModemLAN and is executed by the host EmbeddedController.

Three organizational functions use hosts within the substation: Supplier, Field-
Engineers and SubstationEngineers. The EmbeddedController is used by two or-
ganizational functions: Supplier and FieldEngineers. The ServiceGateway is used
solely by the SubstationEngineers and the StationController is used by both
SubstationEngineers and FieldEngineers. None of the organizational functions
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are covered by a functioning awareness program, i.e. FunctioningAwarnessPro-
gram=false for all instances of OrganizationalFunction. The complete PRM is
shown in Fig. [

4.3 Scenario Analysis

The instance model shown in Fig. 6] represents the architecture that existed at
the time of the assessment. With this architecture as a starting point, different
alternative scenarios were assessed.

One such scenario was to introduce an awareness program for substation engi-
neers, i.e. to change SubstationEngineers. FunctioningAwarnessProgram to True.
The impact of this is calculated to change SubstationEngineers. MakeUserInstall
Ezxecutable from 20 % to 10 %, which in turn influences the Possible ToEze-
cuteMalware-attribute in the hosts StationController, EmbeddedController and
Service Gateway.
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Another scenario that was investigated was the impact of a new access con-
trol policy. This modification would ensure that SubstationEngineers do not
use the EmbeddedController. A change like this would remove the dependency
relationship between SubstationEngineers. MakeUserInstallExecutable and Em-
beddedController. Possible To ExecuteMalware. For all cases other than Substatio-
nEngineers. Make UserInstallEzecutable=False this would reduce the probabil-
ity of EmbeddedController. PossibleToFzxecuteMalware being true. Making the
change in the tool with the present PRM changes P(EmbeddedController. Pos-
sible ToEzecuteMalware) from 50 % to 37 %.

5 Discussion and Future Works

This paper presents a tool which supports enterprise architecture analysis with
the use of the PRM formalism. While providing a powerful mechanism for the
use of discrete variables in an analysis, the PRM formalism in its initial form
has a few weaknesses that deserve further studies. Several system qualities are
typically analyzed through the usage of continuous variables e.g. in [28] con-
tinuous variables are used for performance analysis. In order to perform those
evaluations with support of the presented tool it is necessary to discretize all
continuous variables. At the moment we are investigating how the PRM formal-
ism can be extended so that it can be used with combinations of continuous and
discrete variables, so called hybrid networks [29], as well as a corresponding tool
implementation.

Another weakness of the PRM formalism is that it does not provide any
means to query the models for structural information such as “given an informa-
tion system, how many elements does the set of related data objects contain?”
The Object Constraint Language (OCL) [30] is a formal language developed to
describe constraints on UML models. OCL provides a means to specify such
constraints and perform queries on the models in a formal language. OCL in its
original form is side effect free, but currently an imperative version of OCL is
being added to the tool. Thereby the analysis functionality can be extended to
consider the structure of the PRM instantiation more comprehensively.

Besides the two mentioned shortcomings of the formalism used there are some
improvements with respect to usability. Regarding the user interface of the tool,
we are planning to make the models more intuitive and the information provided
easier to understand. Enterprise architecture models are more understandable if
they only depict the interesting parts of the model (in a goal-sense). Therefore,
the tool should be extended to support views and viewpoints, e.g. as presented in
[28]. Additionally we plan the support of iconic visualization of typical enterprise
architecture elements, such as applications or data objects, to present the models
in an easily understandable way. Finally we are planning to integrate the support
of predefined model components. As models based on the same metamodel are
likely to have common parts, the modeling process can be sped up if common
building blocks are offered by the metamodel provider and used by the person
that creates a certain model.
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6 Conclusion

In this paper a tool and method for analysis of enterprise architecture scenarios
was presented. To fulfill this purpose the tool consists of two separate parts, one
for defining analysis theory and another for enterprise architecture modeling, and
makes use of the PRM formalism for specifying theory. Applying this formalism
allows for the consideration of uncertainty, an aspect that so far is uncommon
in the field of enterprise architecture analysis. The paper describes the PRM
formalism as well as the underlying architecture of the tool briefly.

In the paper an example of security assessment was outlined, but the tool sup-
ports the analysis of various quality attributes such as maintainability, data qual-
ity, and interoperability. The tool supports information system decision making
as it allows the comparison of several scenarios with regard to a system quality.
Thereby the “as-is” as well as several “to-be” architecture of an enterprise can
be compared quantitatively in order to find the one that best satisfies decision
maker requirements.
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Abstract. In Multi-Agent Systems, Organizations are means to struc-
ture cooperation and collaboration between agents. Moiselnst is a nor-
mative Organization model giving the possibility to constraint agents
behaviour according to four dimensions (structural, functional, contex-
tual and normative). Mabeli as Electronic Institution model allows the
supervision of Moiselnst Organizations compliance through an arbitra-
tion system. The difficulty is to easily instantiate such Organizations
to obtain a dynamic entity in which agents can evolve. In this paper
we introduce Utopia, our Institution-oriented and Institution-based pro-
gramming framework. Utopia permits to easily and automatically set
up a MAS thanks to a XML Moiselnst Specification file. The frame-
work convert this file into an innovative mathematical structure namely
a recursive graph, and solve several optimization problems in order to
compute the most efficient role distribution. We show a concrete appli-
cation of the prototype through RED, an EUREKA /CELTIC European
project use-case.

Keywords: Normative Organisation, Electronic Institution, Multi-Agent
System, Recursive Graphe.

1 Introduction

In human societies, Institutions define rules [I] that enclose all kinds of formal
or informal constraints used by human beings to interact. In Multi-Agent Sys-
tem domain, Electronic Institutions have been introduced to model rules with
normative systems [2]. That is why we define Electronic Institutions as a set
of agents which behave according to Norms and by taking into account their
possible violation (and sanction).

These last years Electronic Institution platforms have been improved thanks
to new services making them able to express cooperation schemes defined by the
user with an Organization Modelling Language such as for instance MOISE™ [3],
ISLANDER [4], OMNI [5]. The aim of these services is to constraint and supervise
agent’s actions and interactions in order for them to achieve some global Goals.
We call those explicit cooperation schemes Orgazination Specification (OS).

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 122-{I35] 2010.
© Springer-Verlag Berlin Heidelberg 2010
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The model used to specify the organization of an Electronic Institution is
Moise!™t [6]. In this context, the functioning of the agents is supervised and
controled with a set of Imstitution services regrouped in a specific “normative
middleware” called SYNAT on which the agents execute themselves.

This paper aims at presenting how it is possible to easily implement an Elec-
tronic Institution specified with MoI1SE!™**, supervised with SYNAI and in which
standard agents provided with the platform evolve and achieve their Goals. For
that, three steps have been needed:

1. Define the structure of data in which the OS will be stored.

2. Develop a set of agents working in and able to supervise an Organisation
Entity (OE) instantiating the OS defined by an user.

3. Develop a template of JADE based agents able to evolve in the OE (i.e. able
to play Roles and achieve Goals) by loading specific behaviours provided by
the user in order to execute actions achieving the Goals defined in the OS.

The paper is built as follows: in Section @] we present rapidly MoISE!™* and
SYNAI multi-agents models and in Section B] we present the recursive graphe
mathematical structure on which the implementation of agent models will be
done. Those models compose the foundations of our work. Section [ deals with
the implementation of the framework (named UTOPIA) allowing the implemen-
tation of Electronic Institution with help of a set of manager agents. At last,
before conclude, the Section Bl illustrates the use of UTOPIA through an applica-
tion of security policies deployment developped in the context of European RED
project.

2 Normative Organization Modelling

Morse!™st [] is founded on the MoIsE' organizational model [3]. It is com-
posed of the following components that are used to specify an Organisation of
agents in terms of structure, functioning, evolution and Norms (see Figure [I):

Moise"™: OS

B

Fig. 1. Mo1SE’™*! | a normative Organization Specification model
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— A Structural Specification (SS) defines: (i) the Roles that agents will play in
the Organization, (ii) the relations between these Roles in terms of author-
ity, communication or accointance, (iii) the Groups, additional structural
primitives used to define and organize sets of Roles;

— A Functional Specification (FS) defines global business processes that can be
executed by the different agents participating to the Organization according
to their Roles and Groups;

— A Contextual Specification (CS) specifies, a priori, the possible evolution of
the Organization in terms of a state/transition graph;

— A Normative Specification (NS) defines the deontic relations gluing the three
independant Specification (SS, FS, CS). This NS clearly states rights and
duties of each Roles/Groups of SS on sets of Goals (Missions) of FS, within
specific states of CS.

These four Specifications form the Organizational Specification (OS). The Orga-
nizational Entity (OE) is then built by instantiating the OS through the Agent
playing roles, achieving goals and respecting active norms in valid contexts. The
SyNAI [7] middleware manages and controls the functioning of this OE . As de-
picted on Figure[2, SYNAI is composed by a set of manager agents “Mng” super-
vising the actions of agents (“Agent1”, “Agent2” and “Agent3”) on the OE.

feoras N
Synai e OF os

Arfpitration

000

Fig. 2. Supervision by SYNAI of an OE

This layer is in charge of: (i) managing the life cycle of SS as entering/exiting
of agents within the Organization, or requesting/leaving of Roles or Groups by
the agents, (ii) coordination of the concurrent execution of FS as commitment
to Missions or achievement of Goals, etc, (iii) dynamic and evolution of the
Organization state through the CS, (iv) the monitoring and supervision of Norms
of NS activated/deactivated by the evolution of the Organization.

While agents evolve inside the organization, agents of SYNAI have to interpret
and “understand” the OS (in order to respect it or to control it). For that, we need
to structure the data of the organization and to this end, we chose recursive graph.
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3 Recursive Graph

Recursive graphs are mathematical structures [8] widely used to have a very
generic representation of data. They could be very useful to represent any re-
cursive structure such as UML diagrams [9] or to solve complex problems such
as optimization of distributed processing [10].

3.1 Formal Definition

Simple graphs could be defined as follows:

V == {U17v27 ..7’Un}
GV, E) { E = {{vi,v;}/v; € V,v; € V}

Where V is a vertex set and E is an edge set of G.
Hypergraphs, introduced by Claude Berge[II] allow to generalize a simple
graph:
V - {'U17 V2, .., U’!L}
H(V. E) {E — {Ey, By, .. Eiy . B}

Where E is a set of non-empty subsets E; off V called hyperedges.
To define a recursive graph we are using some kind of hypergraphs to introduce
typed edges. Each edge can have several type t, in order to optimize the memory.

V= {’Ul,’UQ,..,Un}
H(V,E,T) E:{(t,{’ui,’l}j})/tET,wE‘/,UjEV}
T = {tl,tg,...,tp}

Finally a recursive graph R(V, E,T) is a graph composed by a set V' of other
recursive graphs, a set F of edges between those graphs and a set T of p types.

V ={R1, Ra,..,Rn}
R(MEaT) E:{(t,{R“R]})/tGT,RzE‘/,R]EV}
T ={t1,t2,...., 15}

We can represent any simple graph by using atomic recursive graphs

R ({0}, {0}, {0})

3.2 Instantiation

In our work-case, recursive graph are helpful to store heterogeneous and recursive
data of the Organization Specification. Indeed, MOISE!™*? is mostly recursive: in
the Structural Specification, Groups can include others Groups; in the Functional
Specification, Missions can include others Missions, etc...

In order to represent this kind of data with Object-Oriented Programming
we have to design recursive classes for the four specifications. For example, in
Figure B, we show a simple way to represent the Roles and Groups of the Struc-
tural Specification. To avoid repeating this design for every specification, we use
recursive graphs to obtain a properly factored code (See Figure H).
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«interface»
RecursiveVertex

#father

#root }Q' \‘7\\
RecursiveGraph | SimpleVertex
x origin

-
-

Group (#=——— Role Y
NeighbourhoodSet

Fig. 3. Simple UML rep- Pl

resentation of the SS Neighbourhood ‘w AbstractLink

Fig. 4. Simple UML representation of a re-
cursive graph

RecursiveGraph is an object using a NeighbourhoodSet composed by a set of
Neighbourhood: one for every vertex of the graph (the origin of the relation).
The class Neighbourhood is a set of RecusiveVertex, an interface allowing us to
store heterogeneous data, that is to say both SimpleVertex and RecursiveGraph.
Through the Neighbourhood class we can store all the edges between the origin
and others vertexes using the AbstractLink class in order to manage several types
of edges with the same graph. For the collections of data we use hash-maps (not
represented on Figure H).

Thanks to this structure, we can represent the whole OS. For the exemple
above, Role implements SimpleVertex, Group implements RecursiveGraph and
we have defined every type of relations between roles or groups (communication,
authority...) with a class RoleLink which implements AbstractLink.

To conclude about our data representation, using recursive graphs allow us
to:

— Have a factored an coherent code;

— Use the same type of objects for everything which makes the data sharing
more easier and that is an obvious pro in a distributed software like UTOPI

— See the whole problem of the implementation of an Electronic Institution as
graph problems;

4 Implementation of Utopia

4.1 Motivations

Our research objectives are to design and implement a flexible and intelligent
MAS-factory (UTOPIA) using the Electronic Institution paradigm. Our challenge

L UToPIA is an insTitution Oriented ProgrammIng fr Amework.
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is to automatically obtain a MAS as close as possible to a MAS build from scratch
for a specific use-case.

Indeed, for each Electronic Institution to implement, there is redundant work
to do if you do not reuse previously written code. We can briefly reduce the work
to:

Manage the data of the Organization Specification (OS)

Create agents for every Role

Manage communication possibilities between agents

Allow appropriate data transfers from OS to agents

Manage contexts and transitions in order to let the Institution evolve
Synchronize agents

Find what goals an agent have to realize

Implement arbitration layer (SYNAT )

Implement what actions have to be done for every specified Goals

© 0N

As seen before, we use recursive graphs for the data representation and its shar-
ing between agents (1 & 4). Thanks to Jade, a framework dedicated to the agent
oriented programming, we handle problems such as communication and synchro-
nization (2, 3 & 6). To fit the others requirements of an Electronic Institution
we have implemented several managers, a set of particular agents:

— ContextManager related to the Contextual Specification (5);

RoleManager for the Structural Specification (2);

GoalManager dedicated to the Functional Specification (7);

— Supervisor an agent which create and supervise all the managers above and
implements SYNAI . (8)

Finally, UTOPIA and its architecture using an Electronic Institution paradigm
make the essential problematics of setting up a Multi-Agent System easier. In-
deed only two steps are needed:

1. Define the OS in a XML file (an authoring tool to specify the OS will be
developped later).

2. Develop specific behaviours (in java classes) that the generic agents will load
in order to execute actions achieving the goals defined in the OS.

To do that UTOPIA is based on a set of agents managing each part of organi-
sations entities namely the current contexts, the role played, the goal achieved
and the active norms.

4.2 ContextManager

It aims at managing all Contexts (states) in which the system can be found
according to the Contextual Specification It can be seen as a finite-state parallel
machine running a thread for each Scene. A Scene is a set of contexts, transitions
and possibly other sub-scenes.
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The Scene’s thread starts with the initial vertex and goes to the next state
if the received message is a proper transition. The commands run by the Con-
textManager are mainly transitions and queries for all current states.

Finally, when each thread has finished its execution (when the final state of
the CS is reached), ContextManager informs all the agents that the instantiation
of the Specification is complete. ContextManager is thus the actor that allows
termination of UTOPIA.

4.3 RoleManager
It allows the management of the Roles which involves to:

— Find a distribution of the Roles (what Roles will be played by which agents)
and to return the number of Agents needed to instantiate the Structural
Specification.

— Provide all the Roles an agent must play or provide the same list again if a
given agent asks several times.

— Indicate if all agents play an appropriate Role as needed.

4.4 GoalManager

GoalManager mainly performs a mapping between the Functional Specification
Goal set and the concrete instances of classes implementing the actions associ-
ated with each Goals When this mapping is done, it can provide classes instances
after each agent’s queries.

4.5 Supervisor
It is at the top of the system hierarchy and its goals are:

— Creating a recursive graph based on the XML file of the Organization Spec-
ification (OS).

— Creating the 3 managers that we have seen: ContextManager, RoleManager
and GoalManager.

— Sending OS’ subgraphs to the corresponding managers namely CS for the
ContextManager, SS for the RoleManager and the FS to GoalManager.

— Caring for the Normative Specification (NS) as the entire OS is required to
manage it.

4.6 UtopiaAgent

A first step towards intelligent behavior from agents is to develop generic agents
able to specialize independently in order to behave differently. To this end, the
agent will retrieve a Role and will act (by running appropriates Goals thanks to
the GoalManager) according to the Contexts of the Institution and Norms that
apply to it. The main idea is to obtain a self-organization of agents.
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5 Demonstration Scenario

Our use-case is part of a demonstrator set up in the context of the RED project [12]
which defines and designs solutions to enhance the detection/reaction process,
improves the overall resilience of IP networks to attacks by embedding means to
enrich the alert with better characterized information, and additional informa-
tion about the origin and the impact of the security incident.

To provide the detection and reaction functionalities, RED proposes an ar-
chitecture containing a set of elements, depicted in Figure

— ACE (Alert Correlation Engine): this element is in charge to receive alerts
from network nodes, and enhances the detection of attacks by combining
several diagnosis combinations.

— PIE (Policy Instantiation Engine): this element receives the information
about attacks from the ACE and instantiates new security policies to re-
act to the attack in a high level reaction loop. This paper is focused on this
element.

— PDP (Policy Decision Point): this element receives the new security policies
defined by the PIE and deploies them in the enforcement points.

— RDP (Reaction Decision Point): this element receives the information about
attacks from the ACE and decides of how to act in a mid level reaction loop.

— PEP/REP (Policy Enforcement Point/Reaction Enforcement Point): This
component, outside the RED node, enforces the security policies provided
by the PDP and the reaction provided by the RDP. It also performs an
immediate low level reaction.

RED proposes three different types of reaction based on level of diagnosis re-
quired to apply them:

— Immediate reaction, which is an automatic response with a diagnosis based
on the capabilities embedded in the device and decided by the PEP/REP,

— Short term reaction, where the diagnosis is done with a limited and local
vision of the monitored information system, decided by the RDP based on
the information provided by the ACE and which does not instantiate new
security policies,

— Long term reaction, where the diagnosis is done with a global vision of the
monitored information system, decided by the PIE and which generate new
security policies based on the ACE alerts which are sent to the PDP to
deploy them in PEP.

A multi-agent system is used to represent RED nodes. Each component is rep-
resented by an agent playing a Role (ACE, RDP, PIE, PDP, REP, PEP) of the
node which is represented as a MOISE!™! Organization. In the following, we
will describe the Goals that agents have to achieve in a context of a black-hole
attack.
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Fig.5. RED architecture

5.1 Black-Hole Attack and Countermeasures

In our scenario Alice and Bob are communicating with help of a VoIP service
provided by a SIP server. A Malicious node executes an attack structured in two
successive steps. First, the Malicious node changes the ARP tables of Alice, Bob
and the SIP Server (ARP poisoning) in order to have all the trafic routed by
itself. Then, it carries out a black-hole attack by dropping (not retransmitting)
the packets. As a result, the conversation between Alice and Bob cannot progress.

Once the attack succeeded, an intrusions detection tool detects the attack and
sends alerts to the PIE and the RDP through the ACE. The agent playing the
Role of RDP have to apply a short term reaction by asking PEP to delete their
ARP entries corresponding to the MAC address of the malicious node. The agent
playing the Role of PIE aims at implementing new policies forbidding the input
and the forward of trafic coming from the malicious node (via its MAC address)
and adding static ARP entries binding the real IP addresses and MAC addresses.
Then the PIE agent sends these new policies to PDP which transform them into
script and/or executable command regarding to PEP’s specifications (type, host,
08, etc.). At last, agents playing PEP Role have to execute command and/or
scripts on the device they interface. We will see more precisely in the next section
how an Organization is implemented with ATOPIA in order to represent a RED
node as an Electronic Institution.

5.2 Implementation with Utopia

UTOPIA make possible to easily deploy a MAS where agents play the appropriate
Roles, namely ACE, PIE, PDP and PEP from a simple Structural Specification.
Thanks to cardinalities, the MAS composition can respect the RED architecture:
ACE, PIE and PDP are played by only one agent and PEP are distributed over
the network devices.
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We can handle the agent behaviour after an attack with a simple Functional
Specification: four Missions (one for each agent) composed by two Goals run in
parallel, one dedicated to messages reception, the other to message sending.

<?xml version="1.0" encoding="UTF-8"7>
<7xml-stylesheet href="xml/os.xsl" type="text/xsl" 7>
<!DOCTYPE OrganizationalSpecification SYSTEM "../xml/os.dtd">
<0OrganizationalSpecification id="Red">
<StructuralSpecification>
[...]

</StructuralSpecification>

<FunctionalSpecification>
[...1

</FunctionalSpecification>

<ContextualSpecification>
[...]

</ContextualSpecification>

<NormativeSpecification>
[...]

</NormativeSpecification>

<DomainKnowledgeSpecification>
[...]
</DomainKnowledgeSpecification>
</OrganizationalSpecification>

The Normative Specification only force the four agents playing the Roles of
ACE, PIE, PDP and PEP to do their associated Missions, that is to say, to run
two Java Goal implementations. Obviously, each Goal implementation allow the
specialization of the agents, and thanks to UTOPIA’s primitive functions, it is
very easy to send or receive messages and XML alerts.

— Structural Specification: we can easily deploy a MAS where agents play the
appropriate Roles, namely ACE, PIE, PDP and PEP. Thanks to cardinal-
ities, the MAS composition can respect the RED architecture: ACE, PIE
and PDP are played by only one agent and PEP are distributed over the
network devices;

<StructuralSpecification>
<Group id="RED" min="5" max="5">
<Role id="rPIE" min="1" max="1"/>
<Role id="rACE" min="1" max="1"/>
<Role id="rPDP" min="1" max="1"/>
<Role id="rPEP" min="2" max="2"/>
<Role id="rPEP-10.13.1.63" min="1" max="1"></Role>
<Role id="rPEP-10.13.1.18" min="1" max="1"></Role>

[...]
<Link source="rPIE" destination="rPDP" type="communication" [...] />
[...]
</Group>

</StructuralSpecification>

— Functional Specification: we can handle the agent behavior after an attack
with several Missions composed by Goals dedicated to messages reception
or message sending;

<FunctionalSpecification>
<GoalId>gPIESend</Goalld>
<Goalld>gACESend</Goalld>
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<GoalId>gPDPListen</GoalIld>

<GoalId>gPEPListen</Goalld>

<GoalId>gPEPIPListen</GoalIld>
</FunctionalSpecification>

— Contextual Specification: here there is no reasons to use specific Contexts,
we only distinguishe two Contexts (life and dead) and a transition “finish”
in order to terminate RED;

<ContextualSpecification>
<Scene id="sRED" initialCtxt="life" finalCtxt="dead">
<ContextDesc id="dead"/>
<ContextDesc id="life"/>
<Transition id="t1" source="life" target="dead" eventId="finish"/>
</Scene>
</ContextualSpecification>

,7(, r] e mm m

[ Utoplaﬂgent5 -------- ] Service 'CoalManagerfgent ' found

[ UtopiafgentS----——— ] Service 'ContextManagerAgent’ found

|[- UtoplaﬂgentS -------- ] Habeli Agent initialization

I[- ——] Supervisorfigent initialized

[[- ---] Getting a role

I[- --=]1 1 play the role '/05/55/RED/rPOP'

|[- -1 Ereating an agent for the role '/05/55/RED/rPOP'
(- Utoplaﬂgent5 -------- 1 Agent 'UtopiafgentS_s0S/S5/RED/rPDP' created |
|[-UtopiafgentS_/05/55/RED/PPIP] Utopia Sub—fgent Loaded

[ |ItopiafgentS_/05/55/REDAPPTIP] T play the rale '/05/S5/RED/rPIP'

|[- -Utopiafgents_/05/55/REDArFDR] Service 'Superwisorfgent' found
|[-Utopiafigents_/05/55/REDAPIF] Service 'RoleManagerfigent' found
|[-Utopiafgent5_s05/55/RED/rPDP] Service 'GoalManagerfigent' found
I[-

(-

[

I

[-

[-

[-

[

[

[

Mtopiafgents_/05/SS/RED/FPIP] Service 'ContextManagerfigent’ found
topiafgentS_/05/SS/REDAFPIP] Getting the current contexts
UtopiafgentS_/05/55/REDAPIP] Incoming context(s) '/0S/CS/sRED/1life’
|ItopiafgentS_/05/55/REDAPPIP] I'm in the context '/05/C5/sRED/life’
|opiafgents_s/0S5/5S/RED/FPIP] Getting the sub 05
|topiafgents_s05/SS/RED/FPIP] 05 received,
|Itopiafgents_s05/55/REDFPIF] Structural specification completly instantiated
Mtopiafgents_/05/SS/RED/FPIP] Cetting the goals implementation
UtopiafgentS_/05/55/REDAPIP] Incoming Goallmplementation : A0S/FS/gPIPLizten
|ItopiafgentS_/05/55/RED/PPIP] Running all the goals

[-Utopiafgent5_s05/55/REDArPDP] 1 have to do 'gPDPListen’

[-Utopiafgents_/05/55/REDAFPIF] GoalRumnerBehaviour ¢ rumning the goal '/05/FS/g

POPListen’

The PEP role is '/0S/5SS/RED/rPEP'

POP has received a mezzage from ACE

Sending policy to PEP{s)

FIP has received a meszage from PIE

Applying Command : ' ,AfexplicitRoute -a 10,0,0,1 -b 10,0,0.4

Agent. running on Unix Host

Result=[yes -10,13,1,63 10,13,1,18 152,1€8,2,59 192,168,2,50 192,188,

2,53]

AexplicitRoute

Deploying the command 'perreo 192,168,2,53 10' on the PEP with IP 10,13,1,63

The PEP role for this IP is '/05/55/REDS-PEP-10,13,1,63'

Deploying the command 'perro 192,168,2,53 10" on the PEP with IP 10,13,1,18

The PEP role for thiz IP is '/05/55/RED/rPEP-10,13,1,18"

Deploying the command 'perro 192,168,2,53 10' on the PEP with IP 192,163,2.,59

The PEP role for this IP iz '/05/55/RED/rPEP-192,168,2,53°

Deploging the command 'perro 192,168,2.53 10 on the PEP with IP 192,168,2.50

Fig. 6. UTOPIA running the PDP’s Role
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— Normative Specification; force the agents playing the Roles of ACE, PIE,
PDP and PEP to do their associated Missions, that is to say, to run appro-
priate Java Goal implementations..
<NormativeSpecification>

<Norm id="N1" weight="1" operator="0" bearer="rPIE" issuer="rPIE" context="1life"
actionT="mission" action="gPIESend"/>

[...]

</NormativeSpecification>

Obviously, all the Goals specified implie concrete actions. For that, UTOPIA per-
mits a mapping between declared Goals and java classes. To make them runnable,
they must implement the Goallmplementation class and more particulary the
“run()” virtual method. Thanks to this virtual class we offer some interesting
primitives to the final user so it is very easy to send or receive messages and
XML alerts.

The following shows Domain Knowledge Specification of the goals binding
them to their corresponding java classes that the user have to provide
<DomainKnowledgeSpecification>

<Goal id="gPIESend" class="red.pie.GPIESend"></Goal>

<Goal id="gACESend" class="red.ace.GACESend"></Goal>

<Goal id="gPDPListen" class="red.pdp.GPDPListen"></Goal>

<Goal id="gPEPListen" class="red.pep.GPEPListen"></Goal>

<Goal id="gPEPIPListen" class="red.pep.GPEPIPListen"></Goal>
[...]

</DomainKnowledgeSpecification>

As results we can see UTOPIA running agents automatically specialized in
PDP (Figure ) and PEP (Figure[7)) thanks to its supervisor and managers.

‘ﬂ D Agent 2 DD [:]
|[-Utopiafgent2_s05/5S/RED/rPEF] I'm in the context '/0S/CS/sRED/1ife’
[-Utopiafgent2_J0S/SS/RED/rPEP] Getting the sub 0S
[-Utopiafgent2_J05/55/RED/rPEP-10,13,1,18] I'm in the context '/05/CS/sRED/life’
[-Utopiafgent2_/05/55/RED/rPEP-10,13,1,18] Getting the sub 03
[-Utopiafgent?_<05/55/RED/-PEP] 05 received,
E—UtopiaﬂgentE_KDSKSSKREDHPPEP—lﬂ+13,1,18] 05 received,

[

-Utopiafgent?_s05/55/RED/rPEF] Structural specification completly instantiated
-Utopiafgent2_s05/5S/RED/rPEP] Getting the goals implementation
[-Utopiafoent?_#0555/RED/rPEP-10,13,1,18] Structural specification completly in
stantiated
[-Utopiafgent?_<05/55/FRED/rPEP-10,13,1.18] Getting the goals implementation
[-Utopiafgent?_s05/55/RED/rPEP] Incoming Goal Implementation ¢ /05/FS/oPEPListen
[-Utopiafgent?_s05/55/RED/rPEP-10,13,1,18] Incoming Goallmplementation : A05/FS/
gPEPIPLlsten

-Utopiafgent2_s05/55/RED/rPEF] Running all the goals
|[ -Utapiafgent2_s/05/S5/RED/rPEF] 1 have to do 'gPEPListen’
|[-Utopiafgent?_/05/S5/REDA-PER] GoalFunnerBehavious ¢ running the goal 'A0S/F5/g
PEFLizten’
[-Utopiafgent?_s05/55/RED/rPEP-10,13,1,18] Running all the goals
[-Utopiafgent?_ 05 S5/RED/rPEP-10,13,1,18] I hawe to do 'gPEPIPLizten’
[-Utopiafoent?_#0555/RED/rPEP-10,13,1,18] GoalRurmerBehaviour 3 running the goa
1 '/05/FS/gPEPIPListen’
|OLSE attack
@pplging Command 3 ' f1ptables -1 FORWARD -p top -s 10,0,0,2 —-dport E38 -

Fig. 7. UTOPIA running the PEP’s Role



134 P. Schmitt et al.

6 Conclusion

In this paper we described an Electronic Institution programming framework
named UTOPIA based on MOISE!™ for the Organization Specification and on
recursive graph for the Organization representation. Thanks to a recursive graph,
all the homogeneous data are stored in an unique recursive structure, allowing
us to easily distribute the shared information between agents of Y TOPIA using
concepts such as sub-recursive graphs.

The main recursive graph is created by the Supervisor which also run the
three managers: RoleManager, ContextManager and GoalManager in order to
delegate some computation as we are in a distributed architecture. To this end,
Supervisor sends the associated sub-specifications to its managers. This super-
vision layer allows an Agent playing a particular Role in specifics contexts of the
Organization, to get the accurate sub-specification. That is to say its own ” Or-
ganization view”. With this sub-Organization Specification every Agent knows
its relationships with other agents (with its sub-Structural Specification) what
it may, must or must not do (with its sub-Normative Specification) and finally
how to act properly (with sub-Functional Specification).

A set of supervisor and manager agents has been developped in order to help
generic agents to specialize themselves autonomously (and therefore smartly) to
achieve Organization’s objectives by knowing their relationships with other agents
(RoleManager), by knowing what they may, must or must not do (Supervisor) and
finally by knowing how to act properly (GoalManager). To this end, one difficult
question was to determine a way to distribute the Roles between the agents to
meet the constraints of the Structural Specification. We reduced this problem to
a clique-coloring graph problem that we solved with a clique coloring heuristic
hybridized with a classical algorithm for k-coloration into stable sub-sets.

With the RED use-case we showed how easily the essential problematics of
setting up a Multi-Agent System could be solved with 4 TOPIA and its powerful
architecture using an Electronic Institution paradigm. Actually UTOPIA allows
to simply deploy a MAS without any need of network programming (as Socket
coding or thread management). Furthermore, with this kind of network abstrac-
tion, the implementation of RED is completely reusable: we can run the system
on many different networks. Moreover, it is far easier to brings into the MAS de-
velopment many security specialists, as Electronic Institution permits to clearly
separate the different system Goals and thus, the different security problematics.

Despite the easiness of implementing a working Electronic Institution that
UTOPIA brings, as demonstrated in a real use-case, some improvements can be
considered. Actually, the way of managers and supervisor to control the function-
ning of the organization is basically a centralized arbitration system. However
the multi-agent system principles advocate decentralization. As a consequence,
a first evolution could be done in order to obtain an Electronic Institution al-
lowing the distribution of the OE and SYNAI without putting the optimization
of the role distribution aside. Moreover, the agents’ decision taking mechanisms
could be improved to exhibit a smarter behaviour in order to choose the right
Goals to achieve at the right time more efficiently.
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Abstract. Not quite a few enterprise architecture (EA) management
endeavors start with the design of an information model covering the
EA-related interests of the various stakeholders. In the design of this
model, the enterprise architects resort to prominent frameworks, but of-
ten create what would be called an “ivory tower” model. This model at
best case misses if not ignores the knowledge of the people that are re-
sponsible for business processes, applications, services etc. In this paper,
we describe how the wisdom of the crowds can be used to develop infor-
mation models. Making use of Web 2.0 techniques, wikis, and an open
templating mechanism, our approach ties together the EA relevant in-
formation in a way, which is accessible to both humans and applications.
We demonstrate how the ivory tower syndrome can be cured, typical
pitfalls can be avoided, and employees can be empowered to contribute
their expert knowledge to EA modeling and documentation.

Keywords: enterprise architecture management, wikis, wisdom of the
crowds, information model, collaborative modeling.

1 Introduction

Trends as globalization, rapid economic change, and the necessity to foster an
organization’s sustainable competitive advantage have considerably increased
the importance of knowledge on the internal structure of an organization. While
this knowledge is typically already existing in different data sources, e.g. CMDBs,
process descriptions, or as implicit expert knowledge, linking these data sets is a
challenge. Enterprise architecture (EA) management is an instrument to address
this challenge by providing methods and means to enable a holistic view on the
organization to foster the alignment of business and IT (cf. [12]).

Providing a holistic view on the EA yields two main challenges. First, to link
the different data sources a common information model describing the EA, i.e.
“the fundamental organization of [the enterprise] embodied in its components,
their relationships to each other, and to the environment, and the principles guid-
ing its design and evolution” [3] has to be developed. This development more

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 1367 2010.
© Springer-Verlag Berlin Heidelberg 2010
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often than not suffers from the ‘ivory-tower syndrome’, i.e. leads to the creation
of a wish list in which each stakeholder raises concerns that he is interested in.
This results in an unmaintainable giant information model, as documented in
the EAM anti-pattern of the same name described by Buckl et al. in [4] . Second,
documenting the EA is an advanced topic, as the EA typically includes different
organizational units, a few hundreds up to thousands application systems and
their interconnections, etc. The documentation process accordingly must be con-
ducted in a way, which is on the one hand feasible for stakeholders with various
backgrounds as e.g. process or application owners, and which on the other hand
shows the benefits of their time spent on sharing knowledge.

To address challenges of the latter type, a new generation of systems has
emerged in the last years facilitating team collaboration and knowledge ex-
change. These systems of which for example Wikipedi is a prominent example
utilize so-called Web 2.0 technologies (cf. Oreilly in [5]). Due to the success of
these tools in the Internet, the techniques are currently adopted and transfered
to the enterprise context under the name Enterprise 2.0 (cf. McAfee in [6]7]).
Today’s Enterprise 2.0 tools provide many distinct services, such as collabora-
tive authoring, tagging, bookmarking, awareness, commenting, rating, linking,
search, social networking, access control, as well as a multitude of different con-
tent types, such as wikis, blogs, or files [g].

In this article, we demonstrate how the “wisdom of the crowd” [9] may be
used to enable EA documentation and modeling. By making use of Web 2.0
techniques, wikis, and an open templating mechanism, we show how the ivory
tower syndrome can be cured, typical pitfalls can be avoided, and employees
are empowered to contribute their expert knowledge. In Section 2l we introduce
selected Web 2.0 and Enterprise 2.0 techniques. Utilizing these techniques, we
present the hybrid wiki approach in Section Bl We further illustrate how it con-
tributes to a lightweight approach to EA modeling as well as documentation and
discuss use cases in the EA management context in Section @l Complementing
the illustration of the approach, Section [ describes a prototypic implementa-
tion based on an existing enterprise wiki system. The paper concludes with a
critical reflection of the achieved results and sketches areas of future research in
Section

2 Enterprise 2.0 Techniques

In [9] Surowiecki writes about collective intelligence and its impact on enter-
prises. He explains that collective intelligence of a group mostly surpasses the
knowledge of particular experts and how companies can benefit from this fact,
which he refers to as “the wisdom of crowds”. Especially in context of managing
socio-technical systems, such as enterprises, where a multitude of stakeholders
with different backgrounds should be involved, Enterprise 2.0 techniques can
be applied beneficially. Considering for instance the design of a suitable infor-
mation model to model the architecture of an enterprise yields challenges that

! v wikipedia.org
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can be faced by utilizing the wisdom of crowds. More often than not, the ivory
tower syndrome can be observed when an information model is developed, where
a group of enterprise architects creates an ‘invented’ information model. Such
model does on the one hand not adequately address the concerns of the corre-
sponding stakeholders and on the other hand lacks acceptance as it is based on
terms and definitions of a dedicated user group and therefore might be difficult
to understand for other stakeholders. Enterprise 2.0 techniques can be used to
cure this syndrome by enabling employees of all departments to make explicit
and contribute their expert knowledge for parts of the EA they are responsible
for (e.g. business processes, applications, IT infrastructure) thereby resulting in
a ‘vivid’ information model.

2.1 Collaboration, Content Sharing, and Discretionary Access
Control

Enterprise 2.0 is characterized as the usage of social software within enter-
prises [6/7]. A major objective of social software is to empower users to collab-
orate via the Internet. The users can create different kinds of content objects,
such as wikis, blogs, files, which they can share with other users within cer-
tain groups. For instance, a group can be a part of the user’s personal social
network, or a group could have been created for a certain purpose of collabo-
ration (cf. “functional groups” in [§]). Especially in enterprises the sharing of
content requires mechanisms to protect sensitive content (objects) from unau-
thorized access. In [8] this mechanisms are described as “access control” services
for integrated Enterprise 2.0 platforms.

Since the architecture of an enterprise can be very complex, consisting e.g.
of hundreds or even thousands of business applications, the documentation and
modeling of an EA requires the involvement of many different stakeholders with
various backgrounds (cf. [IO/TIIT2]). Collaboration, synchronization, and con-
tent sharing is most likely to be an appropriate approach to gather EA-related
information and document constituents of an enterprise, in order to provide a
holistic view on the EA. Thereby functional groups can be used to grant access
to particular content objects, e.g. customers could be involved in the documenta-
tion process for some parts of the EAR. Furthermore, social networks may help
to find persons which are experts for a certain part of the EA, e.g. a specific
business process, to get in contact with for in-depth questions and discussions.

2.2 Notifications and Recommendations

Todays integrated Enterprise 2.0 platforms provide mechanisms to get users
notified in case of certain system activities, which is referred to by Biichner et
al. in [8] as “awareness”. Users can register to get notifications to a) keep track
of other users activities (e.g. a user creating a new wikipage) and b) to follow
activities on certain content objects (e.g. a wikipage being modified by a user).

2 A customer could be interested in providing information on a shared application
interface which is critical for his business.
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These activities are mirrored in a user’s stream of notifications made available
via a personal dashboard within the platform and typically complemented by an
RSS feed.

Since the documentation of an EA has a strongly collaborative character, as
discussed before, group-based notifications on modifications and communication
of ongoing documentation initiatives is often regarded to be crucial for following
reasons:

— A wuser responsible for certain parts of the EA is getting notified if corre-
sponding parts of the documentation have changed, e.g. to perform quality
assurance.

— The head of a group of users employed with documenting parts of the EA
can keep track on the progress made in the documentation endeavor.

The notification mechanisms, as implemented in todays Enterprise 2.0 platforms,
may be appropriate to address the demands as sketched above. Nevertheless,
further demands may exist, e.g. a user might want to get notified on objects,
which have not been changed for a certain period of time. These notification
might give indications on parts of the EA documentation becoming outdated.
Even though this service is not supported by any of the currently available
platforms out-of-the-box (cf. Biichner et al. in [8]), such notifications can be
realized based on the “last modification date” of a content object.

In recommender systems a user profile and user activities are analyzed in
order to find information (e.g. content objects, other users) that are most likely
to be interesting for the user under consideration. For instance, if a user visited
wikipages that are almost all tagged with a certain keyword, it is most probably
that he is interested in other wikipages which are tagged just the same. In this
case the system could send him a recommendation message to visit these pages.
Even though recommender systems are rather rare supported by Enterprise 2.0
platforms, this can be valuable for EA documentation to

— facilitate knowledge exchange, especially in large size companies employees
often do not know the competences of their colleagues,

— to identify experts for certain parts of the EA for in-depth questions and
discussions, and

— to discover already documented parts of the EA, which can be useful to avoid
duplicated documentation efforts.

2.3 Structured Content in (Enterprise) Wikis

Wikis are the most widely supported content type of today’s integrated En-
terprise 2.0 platforms. A wikipage as part of a wiki may be characterized as a
website, that can be directly edited in a web browser. Wikipages enable users
to publish and share their knowledge in a way, which is easily accessible and
thereby provides an intuitive way to collaboratively create and modify content.
The most prominent wiki system in the internet is the encyclopedia Wikipedia. In
Wikipedia each page represents a particular concept, e.g. a city, which is mainly
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described in the content of the wikipage. Beside this description a wikipage
additionally contains metadata of the represented concept, e.g. population and
foundation date, which are shown as key-value-pairs in a tabular view. Since
it would be laborious to re-define these metadata keys for each particular city
to be describe in future, Wikipedia provides a reuse mechanism, called tem-
plates. Templates are prototypes for a certain concept with several attributes.
Considering the table as explained above, these attributes are the keys of the
metadata-table. Templates as used by the Wikipedia are rather unusual in En-
terprise 2.0 platforms, since users have to learn a specific markup-language.

Since wiki templates enable to abstract, reuse and unify information, they
might be a suitable instrument for EA documentation activities. An enterprise
architect for example could predefine a set of templates in order to give sugges-
tions how to document a certain part of the EA. As already mentioned before,
an information model invented by a single person is likely to be unsuitable for
EA management, where many different stakeholders should be involved. In Sec-
tion [}l we describe how templates can be used to create an information model in
a bottom-up fashion.

2.4 Linking and Bookmarking

Ingél&,lél] the importance of relating EA-related information from different lay-
erd] like business processes, application systems, and infrastructure elements
and providing a navigation mechanism between distinct information objects is
discussed. This fact is also reflected in almost every Enterprise 2.0 platform.
In order to connect any kind of content objects, these platforms supply several
services for the management of internal and external links [8]. Considering in-
ternal objects, backlinks are further supported. Backlinks reference objects the
currently considered content object is referenced by. The number of backlinks
can be regarded as an indication for the popularity of a content object. In order
to save and share links to favorite wikipages, the feature of social bookmarking
is provided, which further supports tagging of pages.

3 Hybrid Wikis for EA Management

While utilizing the wisdom of the crowds requests for a way to store unstructured
information, an EA management initiative builds on a common understanding
of the constituents that make up the EA, i.e. structured information. Therefore,
we present an approach building on the capability to combine structured and
unstructured information in a wiki system. While an open-templating mecha-
nism is used to store the structured parts of a wikipage, the content of the page
contains the unstructured information. A wiki supporting to store structured
and unstructured information is hence called a hybrid wiki. Our hybrid wiki
approach is demonstrated alongside an open source web collaboration system

3 See Winter and Fischer in [I5] for typical layers in the context of EA management.
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called Tricia [I6], which can be characterized as an Enterprise 2.0 tool according
to Biichner et al. in [§]. Tricia provides several content types, such as wikis, files,
and blogs.

A template may be considered a simple table, providing multiple attribute-value-
pairs and a global name. The name of the template is used to specify the concept
which is described in the wikipage’s content, e.g. in the context of EA management
this could be the concept of an “Application System”. Continuing this example,
the wikipage could describe an actual application system “SAP Business Suite”
in the page’s content. “SAP Business Suite” obviously represents the name of the
application system and therefore can be added as an attribute-value-pair (name:
SAP Business Suite) to the template. In the content further attributes (and corre-
sponding values) can be identified and also be added to the template, e.g. version,
availability, criticality etc. By doing a meta-structure is continuously developed
on the wikipages and the corresponding templates. Beside literals hyperlinks can
be used as values of template attributes, referencing other wikipages also having
a certain template assigned. Thereby, an information model is created bottom-up
via the templates — corresponding to concepts in the information model — with the
attribute and links — corresponding to the association in the information model.

Templates are connected with a corresponding meta-type, which is initialized
when a new template is created on a wikipage “template definition”. A template
definition has a name and provides all attributes of the corresponding templates.
Considering the previous example, the template definition has the name “Appli-
cation System” and provides the following attributes: name, version, availability,
and criticality. That means, all templates are instances of a certain template defi-
nition and furthermore, existing template definitions can be assigned to wikipages
as templates. To manage the template definitions, e.g. create new definitions, re-
name attributes, type attributes, a second way of more restrictive modeling is en-
abled, which we refer to as top-down information modeling.

Figure [Il summarizes an application example of out approach. The enterpris
hybrid wiki is therein used by several technical departments in the company for
documenting relevant information. By using templates, they collaboratively elicit
an information model which is further “gardened” by an enterprise architect.
This means that the enterpris architect uses reporsts on the used templates as
well as their associated attributes to decide on the attributes to keep, to set
mandatory or to abandon. Further, the architect decides on “refactorings” of
the attributes, i.e. on name changes, etc. The employees of the department start
creating wikipages for each element to be documented. They assign templates
to the wikipages in order define the concept described in the page, structure
the content, and link to other pages the modeled concept is related to. Since all
employees of the department are in the same functional group, i.e. are members
of Technical Department I, all users of this group are notified by any system
changes via RSS feeds, e.g. when a template of a wikipage changes or a template
attribute is renamed. Since the users are aware of new content and changes, they
can use other Enterprise 2.0 services to improve the quality of the content, e.g.
by means of discussing, commenting, and rating services.
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Fig. 1. Enterprise Hybrid Wiki for EA management

The system may also recommend wikipages, which might be useful for par-
ticular users within the group, by analyzing the content of the pages and user
behavior. In the example, an ezternal user is allowed to follow the system changes
by RSS notifications. For instance, it could be useful to keep customers informed
about parts of the EA which are relevant for their business. One could also imag-
ine to grant write access to external users, e.g. allowing customers to comment
on wikipages, or take part in discussions.

4 Use Cases

In the following we describe the use cases a hybrid wiki as discussed in the above
section needs to correspond to. These use cases mirror the information model
related use cases put forward by Matthes et al. in [14] and form the foundation for
the prototypic implementation described in Section Bl We distinguish between
use cases for the open templates, which can be assigned to wikipages and for the
management of their definitions.

Uses cases for the open templating mechanism

New templates can be defined on a wikipage and existing templates can be
assigned to a wikipage. Each wikipage can only have one template assigned
(UC10). After the assignment of the template all attributes available for this
template are shown with empty values (UC20). A new attribute can be added to
a template which is assigned to a wikipage, i.e. the new attribute is added to the
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template definition. In response on all other wikipages having the same template
assigned an empty value is shown for the new attribute (UC30). Values can be
set for attributes of a wikipage template. A value can either be literal or a link
(UC40). An attribute of a wikipage template can be deleted. If another wikipage
has the same template assigned and a non-empty value for this attribute, the
attribute remains in the template definition. Otherwise the attribute is deleted
in the template definition (UC50). Templates can be removed from a wikipage.
If the template is not assigned to another wikipage, the corresponding template
definition is deleted (UC60). An attribute can have multiple values. In this case
a mixture of both text and link values is allowed (UC70). A template has the
same access rights as its owning wikipage (UCS80).

Use cases for managing templates

A new template definition can be created independent of wikipages. A template
definition has a unique name (UC90). A new attribute can be added to an
existing template definition. The attribute has a unique name (UC100). For
each template definition the following statistics of its templates are provided

(UC110):

— A numeric indication is given how many templates belong to a template
definition, i.e. total number of instances.

— A numeric indication for each attribute is shown illustrating how many tem-
plates have not empty values, i.e. non-empty attributes.

For a template definition the corresponding templates with their attribute values
are shown in an tabular view (UC120). A template definition attribute can be
renamed, i.e. all corresponding template attributes are renamed too (UC130).
A template definition attribute can be deleted, i.e. all corresponding template
attributes are deleted, too (UC140). A template definition can be deleted, i.e. all
corresponding templates are deleted, too (UC150). By default all in the system
registered users may read a template definition and create a new one. The access
rights can be defined more restrictive (UC160).

5 Prototype Implementation

According the use cases specified in Section ] we introduce a prototypic imple-
mentation of our hybrid wiki approach. The implementation is based on the web
collaboration and knowledge management tool Tricia [16]. Tricia is an open source
web framework which enables a straightforward development of custom applica-
tions by providing extension points and a plugin mechanism, following a data
model-driven approach. Since Tricia belongs to the category of Enterprise 2.0 tools
[8], it provides many of the services as introduced in Section [ e.g. role-based
access control, search, notification, etc. and additionally provides a wiki plugin
out-of-the-box. Subsequently, we illustrate the concepts of the prototype’s data
model, present exemplary user interfaces for templates and their definitions, and
show how an information model can be extracted from these templates.
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Data model

The data model of the hybrid wiki application is shown in Figure 2l A
TemplateDefintion provides a unique name, the name of the concept, e.g. busi-
ness application. Each TemplateDefinition has a rich text field to enable users
to add a detailed description of the concept via a hypertext editor and may
have multiple features (TemplateDefinitionFeatures), also providing a unique
name attribute, e.g. availability.

ownsp
TemplateDefinition ‘1 . |_TemplateDefinitionFeature
name:String {unique} name:String {unique}
description:String A
«instanceof»

|
| |
| |
: «instanceof» :
| |
| |

I

>
«mixin» ‘1 oWns N TemplateFeature
Template name:String {unique}
T
| TemplateFeatureValue |
StringValue LinkValue
value:String value:URL

Fig. 2. Data model of the hybrid wiki approach

Templates are realized by using the mechanism of OptionalMixins of
the Tricia framework [16], which allow dynamically attaching a Template
to a Tricia wikipage at runtime. Each Template belongs to exactly one
TemplateDefinition and may have multiple features (TemplateFeature). The
TemplateFeatures of a Template comply with the TemplateDefinition-
Features of its TemplateDefinition (i.e. their names are matching), with the
exception, that a TemplateFeature is only stored in the database if at least
one value (literal or link) is assigned. Each TemplateFeature may have multiple
values (TemplateFeatureValue), latter can either be a literal (StringValue) or
a hyperlink (LinkValue). Since Tricia treats links as first class objects, the link
attribute of LinkValue only contains the primary key of the linked object.

Management of templates

In the example of Figure [3] a TemplateDefinition of the concept“Application
System” is given. The application system provides a detailed hypertext descrip-
tion of its purpose and several attributes (TemplateDefinitionFeatures), e.g.
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Wikis  Files  Groups

New _ Edit Delete New Templstelnstance Print PDF
Application System

A software system, which is part of an information system within an organization.
An information system is therein according to [Krc05 =] understood as a socio-
technological system composed of a software system (ie. the business

,an , and a social , namely the
working with the system.
Aninformation system is further described as contributing to the business process

Instances: (4)

support demanded by the organization Location 4
Instance *  Criticality Location Planned from Planned to Users Version Planned from 1
et 2 5] Headquarters 2010-04-01 2010-10-31 10 25 Planned to 1
Data Warehouse 430 5] Headauarters 4 242 Users 4

Version 4
Financial Planning System 5] Headauarters 7 2121

Human Resources System (5] Headauarters 5 51
1130

Fig. 3. Definition for the template application system

criticality, location, etc. Attributes can be added, edited and removed, and both
kind of template statistics are provided (c.f. Section Hl). Furthermore the cor-
responding templates with their attribute values are shown in an tabular view.
The New action shown in the header of the page enables user to create new
template definitions independent of wikipages.

Templates as part of wikipages

Figure[Blshows a wikipage having an application system template assigned. Since
the site is a wikipage, the application system named Accounting System 520 can
be described in detail assisted by a hypertext editor (WYSIWYG editor). In
the example the Location attribute contains a hyperlink to an organizational
unit Headquarters, where the Application System 520 is located at, i.e. Head-
quarters is a wikipage, which has an Organizational Unit template assigned
(cf. Figure [)). The remaining attributes of Accounting System 520 are literal
values (StringValue). The attribute Users is provided by the template defini-
tion Application System, but not inscribed in the template, i.e. not stored as a
TemplateFeature.

The template can be removed from the wikipage, attributes can be added
(4), modified (input field), and removed (-). In the division Referenced by at the
bottom right all templates are listed having an attribute (TemplateFeature)
with a hyperlink (LinkValue) to Accounting System 520 grouped by template
definitions, i.e. in the example Accounting System 520 is referenced by two Orga-
nizational Unit wikipages, namely Headquarters and Finance, from the attribute
Application (cf. Figure []). The Application attribute from the Headquarters
template in Figure [ uses multiple hyperlinks (LinkValue) to list all deployed
applications.

Information model

Considering the sample data from above, an information model, which is shown
as an UML class diagram in Figure [G, can be extracted from the template
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Organizational Unit

RE-EILE E Accounting System 520
%] Human Resources System 1130

Location | Munich, Schwabing

| Headguarters

oF Add a new attribute

Referenced by
¥ Application System (4)

« "Location” of Data Warshouse 430

« "Location” of Financial Planning System 710
= "Location" of Accounting System 520

» "Location" of Human Resources System 1130

Fig. 4. Template organizational unit of a wikipage Headquarters

Wikis  Files Groups

Edit  Delete  Browse this Wiki  New Page  Clone  Frint PDF * Max Mustermann 1 hour ago

Accounting System 520

=
The Accounting System 520 supports the process steps billing and accounting at the 9 Application System
subsidiaries Munich and Hamburg. Itis a thin-client system

- e 1 -
Usage description and interfaces

Itis used to create bills entered by the key account managers and automatically forwards Location
them to the printing system, which automatically sends out the receipts via mail.
Afterwards the receipts get automatically registered in the factoring process and are Planned from

5] Headguarters

2010-04-01
registered in accounting
Another possible use case is that the system receives data from the ordering process Planned to 2010-10-31
and then created the corresponding bill and forwards it again to the printing system and
registers the receiptin accounting Users
Accountant staff also uses the system to extend accounting with needed information as =
Version 25
e.g. information for cost accounting and invoices. Furthermore the system is usedto

export the information to the headquarters SAP Fl and SAP Bl system

b Add a new attribute

Eco-System
The system is developed in Java EE and runs on a BEA Weblogic environment on server Referenced by
X08. As database an Oracle 10g instance on server X10 is used. On the clients the w Organizational Unit (2)

workstation the system is called in the Firefox 3.5 Browser via http:/f/{10/Accounting & o
« “Application™ of Headguariers

1 Comments = "Application” of Finance

Fig. 5. Wiki page with template Application System

definitions and their template instances. Thereby each template definition
with its literal attributes (StringValue) is mapped to an UML class with
corresponding string attributes. Each hyperlink value (LinkValue) of a template
attribute referencing a wikipage also having a template assigned is mapped to
an UML association between the classes representing both, the referenced and
the referencing template. Thereby a role name which complies with the name of
the template attribute is created for the association. In the example two asso-
ciations emerge — location and application. The multiplicity of application may
be assumed as arbitrary (*) since the application attribute of Headquarters (c.f.
Figure[]) has multiple link values to Application System templates assigned. The
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ApplicationSystem OrganizationalUnit
Criticality: String Location:String
PlannedFrom:String Name:String
PlannedTo:String 0.+ Applications Location ¢
Users:String
Version:String

Fig. 6. Information model extracted from templates

multiplicity of location is assumed to be exactly one (1) since all Application Sys-

tem templates reference exactly one Organizational Unit, namely Headquarters
(cf. Figure [3).

6 Summary and Future Work

In this paper, we demonstrated how Web 2.0 techniques, wikis, and an open
templating mechanism can be used to support EA management. We described
how the wisdom of the crowds can be utilized for the documentation of EA-
related concepts and their instances collaboratively in wikipages. Furthermore,
we introduced an open templating mechanism for wikipages to collaboratively
evolve an information model in the context of EA management. Thereby both
ways of lightweight EA modeling can be applied, bottom up by evolving the
model by means of the templates and top down by using template definitions.
The theoretic discussion was complemented by the description of a prototypic
implementation of the hybrid wiki approach based on the open source Enterprise
2.0 tool Tricia (cf. [I6]). Other Tricia services may be useful in the context of
EA management, e.g. change feeds, to enable users getting notified when the
information model or the documentation changes. Therefore, future areas of
research encompass the

— export of the information model based on the Eclipse Modeling Framework
I,

— integration of generated visualizations of the information model in wikipages
for different stakeholders [18],

— beside literals and links, support of other data types for template attributes,
e.g. Date, Integer,

— validation rules and constraints for template attributes, e.g. mandatory at-
tributes,

— semantic annotations within the wiki page’s content,

— template-based recommender system with respect to the groups a user be-
longs to, and

— support of inheritance for template definitions.

Further aspects of interest are e.g. the utilization of rating functions on wiki-
pages to allow users to provide feedback in a structured and uniform way. Con-
cerning these functions a multitude of implications, e.g. on user motivation would
have to be considered. Additionally, these ratings could provide valuable input
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to the analysis of documentation templates, although a clear correlation between
a low rating and the corresponding template used is not likely to be easily de-
terminable. The Hybrid Wiki approach is currently being evaluated in practice.
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Abstract. Ubiquitous computing is considered as enabler for linking
everyday life with information and communication technology. However,
developing pervasive and mobile applications that provide personalized
user assistance still constitutes a challenge. Mobile application scenar-
ios are diverse and encompass domains like healthcare, logistics, and
sales. For their support two fundamental technologies with increasing
maturity are emerging: development frameworks for mobile devices and
light-weight process engines. Their integrated use, however, is in a rather
premature state. Generally, the use of a process engine for supporting
mobile collaboration raises many challenging issues. This paper picks up
some of these challenges and shows how we have coped with them in
the MARPLE project. MARPLE targets at a tight integration of pro-
cess management technology with mobile computing frameworks in or-
der to enable mobile process support in advanced application scenarios.
We give insights into the MARPLE architecture and its components.
In particular, we introduce the MARPLE process engine, which enables
light-weight as well as flexible process support on mobile devices. This
will be key for mobile user assistance in advanced application scenarios.

Keywords: Mobile Process, Distributed Process, Process Management.

1 Introduction

Mobile assistance in daily life as empowered by information and communication
technology is a much discussed topic [1I2]. To better understand relating chal-
lenges, we analyzed real-world process scenarios from different domains in which
mobile user assistance is urgently needed. This includes process scenarios from
healthcare, logistics, and sales. Altogether, our studies revealed the fundamental
role of process support in the context of mobile and personalized user assistance.
In this paper we pick up a realistic healthcare scenario in which chronically ill
patients shall be assisted by mobile devices. The latter shall give recommenda-
tions about therapies (e.g., medications), collect data from the patient, or help
general practioners to plan encounters with their patients. Recommendations
may be made remotely by healthcare professionals and often depend on previ-
ously gathered patient data (e.g., blood pressure or blood sugar). Despite its
high potential, so far, there exists no comprehensive mobile user assistance for
realizing such scenarios in a flexible way and in a large scale. One major task in

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 150 2010.
© Springer-Verlag Berlin Heidelberg 2010
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Process Patient Treatment (abstract process) Typical healthcare scenario:
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Fig. 1. Abstract Healthcare Scenario (see Fig. 2 for a connect scenario)

this context is to decide which parts of a global process (i.e. process fragments)
shall run on mobile devices (e.g., a patient’s mobile) and which ones shall be
controlled by process servers (e.g., running on the physician’s workstation or any
other backend server). In the following we refer to such a healthcare scenario to
discuss fundamental challenges, and to show the benefits coming with mobile
user assistance. Fig. 1 illustrates both a traditional realization of this scenario
(®) and its implementation based on mobile user assistance (D+@®)). After dis-
charging patients the usual way to monitor their health status is to schedule
regular visits for them in the clinic. In certain cases, however, this can lead to
delayed adaptations of treatment plans, e.g., if patient status changes while they
stay at home. To improve this situation and to enable remote monitoring of pa-
tients (cf. Fig. 1 Steps B,C), mobile data collection and mobile user assistance
(@ would be highly welcome by all parties; i.e., patients should be assisted by
a mobile device which gathers medical data from them and informs clinicians
about important status changes. Further, it should enable clinicians to remotely
adapt their treatment plan or to schedule meetings with patients if required. In
addition, it might be desirable to run parts of the treatment procedure on mobile
devices (cf. Fig. 1 Step D). To realize such scenario and to provide personalized
treatment support, patient-specific application logic needs to be provided on the
mobile device. As a consequence, the overall treatment process is partitioned (2)
and the resulting process fragments are deployed to both process servers and
mobile devices. In particular, process fragments running on mobile devices need
to be quickly configurable to the specific patient and be dynamically adapted
if patient’s status changes. Hard-coded process implementations are therefore
not adequate in this context. Instead flexible support of processes with mobile
assistance is needed.

To enable mobile process assistance we developed a light-weight process engine
called MARPLE[] that runs on mobile devices and is able to interact with back-
end processes if required. In addition, we provide advanced tools for defining,

! M Anaging Robust mobile Processes in a compLEx world.
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configuring, verifying and deploying process fragments in such an environment.
In the following, we focus on fundamental challenges on the one hand and on the
core architecture and components of the MARPLFE mobile process engine on the
other hand. Conceptual issues related to the partitioning of processes as well as
to the synchronization of the resulting process fragments are outside the scope of
this paper. When developing the MARPLFE engine we had one shining example
in mind - the ADEPT process management system, which we had developed
during the last decade [3]. In particular, we adopted basic design principles from
ADEPT (e.g., its correctness-by-construction principle and its dynamic process
change capabilities), but also aligned the MARPLE architecture with specific
needs relating to mobile process support.

The remainder of this paper is organized as follows: Section 2 introduces a
concrete application scenario. In Section 3 we describe requirements derived from
case studies as basis for the MARPLE architecture. Section 4 gives insights into
the MARPLE architecture, while Section 5 shows how the described application
scenario can be supported. In Section 6 we discuss selected MARPLE features in
the context of advanced application scenarios. Section 7 discusses related work
and Section 8 concludes with a summary and outlook.

2 Application Scenario

Fig. 2 shows a typical healthcare process (modeled in terms of BPMN) involving
three parties: clinic, patient, and homecare. The first swim lane shows activities
as performed in the clinic, which also starts the process. When completing Step
(D), the execution of the process fragment on the mobile device of the patient is
triggered (patient swimlane). This mobile process then collects medical data from
the patient and coordinates required actions; e.g., to measure blood pressure or
to gather ECG data.

@ Send Advice B =Y
@ ( Patient x

Dispose Receive & ] | s
(%] ! | 1 rogress |
- (Ely 1 o—{ e }a|
= F | Send Advice -
) Network 1 ; e Homecare Y
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Fig. 2. Healthcare Process with Mobile Patient Assistance
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Let us consider the patient-specific process fragment in more detail: While
the patient stays at home, he gets a message from the clinic through his mobile
device. Then he measures and collects the requested data being assisted by the
process fragment running on his mobile device. Following this, results are sent
back to the clinic (2), which then decides about next steps 3). Ideally, everything
is OK and no special actions concerning the patient are required. In this case
a message is sent back to the mobile device containing information about the
patient’s medication (). In case of problems, the clinic might send an alternative
message with information about further or special treatment to homecare (5)
(either provided by a professional service or by relatives of the patient). In the
latter case, an additional process fragment is started on the mobile device of the
person being responsible for homecare. Its execution then has to be synchronized
with the one running on the patient’s mobile device. Finally, either the process
running on the mobile device of homecare or the one of the patient sends back
a report (7) to the clinic, before the process is finished.

3 Requirements

Table 1 gives an overview of characteristic requirements raised when running
processes and process fragments on mobile devices. We elicitated these require-
ments when analyzing different process scenarios from domains like healthcare,
sales, logistics, and emergency management.

Table 1. Requirements Overview

Requirements for Enabling Mobile Processes

Category I: Process Implementation

Category lll: Runtime

R, (Partitioning): It must be possible to partition a global
process model and to allocate the resulting fragments on
mobile devices and (distributed) process servers.

R;(Synchronization): When running fragments on
distributed machines and mobile devices respectively, their
execution must be correctly synchronized. Further, messages
must be exchanged in a reliable and secure way. A
mechanism for queuing messages is needed.

R:(Soundness): Soundness (i.e., correct execution
behavior) of both the global process (i.e., the process
choreography) and the process fragments (i.e., process
orchestrations) needs to be ensured.

Rs (Adaptations): Both the global process model and its
constituting fragments might have to be adapted during
runtime (e.g., to deal with exceptions). Such adaptations must
not lead to inconsistencies or errors.

R;(Lifecycle): Full lifecycle support for the global process as
well as its constituting process fragments is needed.

Rq(Hand-Over): Handing over running process fragments
between mobile devices must be possible; i.e., to move a
running process fragment from the current device to a new
one and to restart its execution from a safe point.

Category ll: Supporting Infrastructure
R4(Config i M: ): The infrastructure must
provide user-friendly mechanisms for configuring process and
service deployment, device characteristics, and application
components.

R1o (RobustnessiSelf-Healing): Mobile processes need to
be executed in a robust manner. Self-healing mechanisms for
reacting on unforeseen events (e.g., device failures) are
required.

Rs(C i Manag ):  Physical problems like
broken connections or mal-functioning devices need to be
handled by the supporting infrastructure, but without
burdening users.

Ri1(Real-Time Data): A mobile process must be able to
combine gathered real-time data from sensors (e.g., blood
pressure of a particular patient). Furthermore, failure data
(e.g., a sensor does not deliver data) and QoS parameters
(e.g., execution time or cost) need to be considered.

Rs (User Management): The infrastructure must enable user
changes on the mobile device without necessitating users to
be aware of the location and characteristics of the mobile
device (or surrounding sensors). Additionally, the
infrastructure must provide context-aware mechanisms to
decide which user change is possible and suitable. If a user
must skip his activity (e.g., due to an emergency call), the
infrastructure must cope with these unforeseen situations as
well. Therefore a categorization of user changes must be
provided by the infrastructure.

Ri2(Events): During process execution events have to be
gathered, filtered, aggregated, and processed. In addition, a
categorization of events is needed for enabling better
configuration support for devices and processes.

Ri3(Actor Assignments): Actor assignments for process
steps and process fragments respectively must be resolvable
at any point in time during process execution. Furthermore,
actor assignments of upcoming process steps should be
resolved in advance in order to pursue an optimal migration
strategy.
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Reconsider our example from Section 2. In this simple scenario three process
fragments exist whose execution needs to be synchronized among the three par-
ties. In this context, the overall system architecture must be able to cope with com-
munication problems, device failures, and so forth. In Fig. 2 the pictograms with
label DS and NS indicate potential network and device switches within the overall
process choreography. For example, assume that the mobile device of the patient
or its connection with the clinic fail. Consequently, the clinic has no information
about the status of the patient, but only knows that the network connection is
broken. Such failure scenarios must be adequately covered by the architecture.

4 MARPLE - Overview and Architecture

We first describe the MARPLE architecture (cf. Fig. 3) whose two core compo-
nents are the MARPLE Mobile Engine and the MARPLE Mediation Center. We
focus on those parts of the MARPLE architecture that are fully implemented
and relevant in the context of our application scenario. Other components of
MARPLE are only sketched and will be subject of future papers.

( NET 3.5/ WPF NETCF 35 )
(( wmaNTENANCE ) [ CONTROL ) MOBILE
XML PROCESS
o CONFIGURE PDA o ASSIGN PROCESSES PERSISTENCE i
o INSTALL ENGINE o ADHOC DEVIATION XML/ MANAGER Vis
o PROCESS HAND-OVER| WEB SERVICES :
\ / J CORE
COMMUNICATION DEVIATION
( DESIGN Y (~ ReposiTORY ) SERVICE (CCS) SERVICE
o MODEL o PDA CONFIGURATION
o CONFIGURATION o PROCESS TEMPLATES| MARPLE MOBILE ENGINE )
o TESTING o ACTIVITY TEMPLATES
o SIMULATE o INSTANCE DATA
\ <\ / MARPLE ARCHITECTURE
\ MARPLE MEDIATION CENTER ) Curromt Version: 13
LoC: 112t

Fig.3. MARPLE Architecture

4.1 MARPLE Mediation Center

The MARPLE Mediation Center (cf. Fig. 3) consists of four major parts. First,
its Maintenance component enables configuration of mobile devices such that
they can be used for mobile process support. Second, the Control Unit enables
users to assign executable process fragments to mobile devices, to enact them on
the mobile device, to invoke user forms, web services and other kinds of activity
components during process fragment execution, and to define ad-hoc deviations
from the prescribed process logic if required. Another fundamental feature of
the MARPLE Control Unit is its ability to hand-over running process fragment
instances from one mobile device to another; e.g., if a patient wants to switch his
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Fig. 4. MARPLE: Interaction Sequence

device or a homecare person wants to hand over his process fragment to someone
else. Like in the case of ad-hoc changes, such hand-over can be initiated locally
by the owner of the mobile device as well as remotely by authorized users via
the Control Unit.

Fig. 4 exemplarily illustrates possible interactions between the MARPLE
Mediation Service and two mobile devices. Initially, only one mobile device is
involved in the interaction. Then a second device is added. Following this, the
process instance running on the first mobile device is handed over to the newly
introduced one, e.g., due to connection problems with the first device, better
technical features of the new one, or needed hand-over of tasks. As mentioned
this handing over can be triggered either by the MARPLE Mediation Center or
by the device owners. During process execution, the Control Unit may suspend,
resume, abort, and monitor running processes. Finally, MARPLE Mobile Pro-
cess Engine V1.5 logs process events using the Persistence Manager (cf. Fig.
3). Another important aspect that emerges when integrating end-users and pro-
cess management technology on mobile devices concerns usability. We provide
advanced support for deploying the MARPLE process engine to mobile devices.
The Mediation Center makes the engine available through web services, which
enables users to deploy it to their mobile devices.

4.2 MARPLE Modeler

Another important component of the MARPLE Mediation Center is its Mod-
eler, which adopts the basic correctness principles and verification procedures



156 R. Pryss et al.

we developed in ADEPT [4]. Additionally, it provides features for partition-
ing global processes into several process fragments, for allocating the resulting
process fragments to different machines (e.g., mobiles devices), and for linking
process activities with activity components (cf. Sect. 4.4). Consider again our
example from Section 2. Using MARPLE Modeler, for instance, the process frag-
ment, coordinating data collection steps and running on the mobile device of the
patient, can be defined (see Fig. 5). The MARPLE Modeler is subdivided into
three areas: The toolbar on the left side (2) depicts available modeling elements:
Activity Nodes and Connectors, Data Elements, and Activity Templates.
() depicts the main area of the Modeler: Basically, the process model can be
created through drag & drop operations, which copy elements from the toolbar
to the design area. Finally, the top toolbar (¢) provides useful modeling functions
(e.g. for layouting the models). The MARPLE Modeler is based on the Windows
Presentation Foundation as part of the Microsoft .NET Framework. The pro-
cess elements depicted within area (b) are defined using XML. The editor stores
modeled process fragments via XSLT-transformation according to the internal
format required by the MARPLE Repository.

|
=5 @
1§O

Fig. 5. MARPLE Modeler

Configurable user forms: User-friendliness is one major aspect for mobile ap-
plications. As we learned in our healthcare case studies, physicians and nurses
rapidly become discouraged when being confronted with inappropriate user in-
terfaces. We therefore integrated a form editor with the MARPLE Modeler. Tt
comprises features to cope with the problem of limited screen size on mobile
devices (e.g., if too many data elements shall be displayed in one form, this
can be splitted into two forms). In addition, to meet context demands (like in
emergency situations), we added specific features for enabling more sophisticated
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user interactions. For example, instead of entering data manually, a physician or
nurse may enter it only through pre-defined controls.

4.3 MARPLE Mobile Engine

When developing the MARPLE Mobile Process Engine, we re-used basic con-
cepts and design principles of the ADEPT process management technology,
which we had developed during the last decade [3]. In particular, we adopted
the ADEPT process meta model, applied its fundamental correctness notions
as well as verification procedures, and support flexible and adaptive process en-
actment on the mobile device as well. The latter enables dynamic structural
adaptations of process fragment instances running on the mobile device; e.g., to
cope with contextual changes in the environment or exceptional situations. Basic
to the support of such ad-hoc changes is the MARPLE Mobile Deviation Ser-
vice. Despite these commonalities with ADEPT it is noteworthy that we provide
a complete new implementation of the kernel of the MARPLE Mobile Process
Engine in order to meet performance requirements of mobile scenarios and to
cope with issues specific to mobile processes (e.g., broken connections and lim-
ited GUIs). In particular, the implementation framework on which MARPLE
is based differs from the one used in ADEPT - ADEPT relies on JAVA, while
MARPLE is based on .NET Compact Framework. In the following we describe
selected services of the MARPLE Mobile Process Engine in more detail.

Configuring mobile devices: When a mobile device is added to the MARPLE
environment, it first needs to be equipped with basic software services. Amongst
others, this includes Core Communication Services (CCS) as basic pillar of the
MARPLE Mobile Process Engine V1.5. Thereby, we apply a light-weight ap-
proach; i.e., services initially not needed are not uploaded to the device. Fol-
lowing this, the mobile device can connect to the MARPLE Mediation Center.
When starting the MARPLE configuration procedure on the mobile device using
the MARPLE Mediation Center, CCS dynamically loads the MARPLE Mobile
Process Engine, the XML Persistence Manager, and selected process as well as
activity templates (see also Section 4.4) to this device. The XML Persistence
Manager fulfills two functions: First, it allows (de)serializing process models in
order to exchange them between the MARPLE Mediation Center and the mo-
bile devices. Second, it enables the storage of process models on mobile devices.

Enactment of processes on mobile
devices: MARPLE allows to deploy pro-
cess models and fragments, respectively, l:ﬂ
to mobile devices and to create cor-

T—h | oBTANRER | —
ANALYSIS

responding instances. In the first ver- ®
sion of the MARPLE Mobile Process
Engine we only considered the execu-
tion patterns sequence and conditional
routing. Later we added support for the parallel execution of process ac-
tivities on mobile devices, which is required for performing “background”

Fig. 6. Parallel Execution
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activities, e.g., database operations or web service calls (cf. Fig. 6). Parallel pro-
cessing of activities on mobile devices can be also utilized to reduce throughput
times and error probabilities as well as to enable better monitoring. Due to lim-
ited screen size of mobile devices, however, concurrent execution of activities
on mobile devices should be more restrictive than on normal process servers.
Displaying multi-windows simultaneously, for example, is not meaningful. For
process fragments running on mobile devices, MARPLE therefore disallows the
concurrent processing of forms referring to different parallel branches. As exam-
ple consider Step (6) of our healthcare scenario from Section 2. Here messages
are sent to the patient device in parallel to the form-based process step Prepare
Patient (as performed by homecare). Parallel processing is very helpful in the
given context to foster monitoring. Let us consider that the process instance of
the patient shall be monitored by a clinical doctor and homecare is involved.
The homecare process fragment sends (cf. Fig. 2) in parallel information back
to the activity Prepare Patient. This enables the clinician to already monitor
the activity Prepare Patient during execution without waiting of its finishing.
Especially, if the activity has a long duration, this information could be very
important.

Ad-hoc deviations during mobile process enact-
ment: The ability to deviate from pre-modeled process
templates during runtime is crucial for mobile process sup-
port. Both changes in the local environment (e.g., blood
pressure of a patient increases) and changes in the infras-
tructure or global environment (e.g., a particular sensor is
not measuring data) might require ad-hoc changes of a mo-
bile process. For example, if results are missing during the
examination of a patient, but are urgently needed, medical
tests or procedures may have to be dynamically added. To
be able to adjust a particular instance of the mobile pro-
cess correctly and quickly during runtime, we implemented
a sub-component of the MARPLE Mobile Process Engine
Flg 7. Ad-hoc Devi-  that enables users to locally adapt processes running on
ations the mobile device. Thereby, MARPLE displays the pro-
cess to the user and offers a number of context-enabled
changes (cf. Fig. 7). The offered set is based on context information provided
locally through the MARPLE Mobile Process Engine (e.g., regarding the current
status of the executed fragment and the role of the respective user). Change op-
erations implemented so far include the insertion and deletion of single activities.
In the current implementation only human tasks (i.e., form-based activities) can
be added or deleted locally. In our future research, remote adaptation of process
fragments running on mobile devices will become a topic of interest as well.

Integration with calendar systems: On the one hand many companies use
collaboration tools like e-mail clients and calendar systems with built-in schedule
capabilities. On the other hand, mobile scenarios like the one from Section 2 are
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usually linked with many related time events, of which some can be related to
calendar items. Regarding our healthcare scenario, one important time event at
the clinic concerns the triggering of the whole process. Assume that doctors have
to trigger such events manually. Then it would be highly welcomed by them if the
activity had been linked to their personal calendar. Amongst others this would
reduce omission errors. Furthermore, if the activity has to be postponed, the
infrastructure can explicitly cope with this situation. We therefore interlinked the
MARPLE Architecture with Microsoft Outlook. With the help of the MARPLE
Mediation Center the interaction between the two tools can be configured. The
MARPLE Mobile Process Engine then starts process instances on the mobile
device accordingly to pre-defined calendar items.

4.4 Activity Templates

In MARPLE, single process steps can be implemented based on reusable Ac-
tivity Templates (cf. Fig. 8). These encapsulate pre-manufactured application
components.

Their implementation must be a
dll component of the .NET Com-
pact Framework. We store available
activity templates in the MARPLE
Repository. Based on the latter ac-
tivity templates are linked to pro-
cess steps at design time using the

MARPLE Mobile Engine

| ] | ] | Context Configuration with MARPLE Modeler. Thereby, they
: : | MARPLE Modeler have to be configured to the given
ILI Ill ILI context. Activity Templates further

|_| |_| |_| Activity Repository must be provided with a number of

Activity Templates (Form, Web Service Call, etc.) Conﬁgure parameters depending on

the given type (e.g., concrete pa-
rameters for a web service call like
the message format or URI). Dur-
ing process execution, the MARPLE Mobile Process Engine loads the activity
templates incrementally when activating process steps (cf. Fig. 8).

As standard activity templates MARPLE provides support for invoking user
forms and web services as well as for evaluating transition (xor) conditions. Based
on respective core activity templates, simple mobile scenarios like the one from
Section 2 can be implemented. As example consider activity @) in our scenario,
where the user interacts with a form to enter his blood pressure value.

From other mobile process scenarios we implemented with MARPLE, we re-
vealed the need for additional kinds of activity templates covering locations
awareness, database connectivity, and barcode management.

Fig. 8. Activity Templates

Database activity template: When investigating mobile scenarios from the
sales domain we started considering database functions for mobile process
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management. We talked to sales representatives from the insurance domain and
collected characteristic requirements. Most prominently, they claimed that data
management in respect to their mobile device and applications is not satisfactory.
An appropriate data management component needs to cover three aspects. First,
required customer data should be automatically transferred to the mobile device
in advance (e.g., by utilizing information about customer appointments). Second,
for a process running on the mobile device and its interlinked processes in the
backend, data consistency must be ensured. Third, if no connection can be made
during the meeting with a customer, correct re-transfer of data into the backend
system should be provided. All these steps require a database connection in
order to perform respective queries. To meet this requirement, we implemented
a database activity template. Since parallel processing of activities on the mobile
device is possible in MARPLE any activity based on the database template can
frontload data for later process activities. For example, while the sales manager
runs form-based activities for entering customer data, certain data management
steps can be executed in parallel. Additionally, data collected via the mobile
device can be transferred back to the backend system at the earliest point in
time. Consequently, this data can be used for recovery purposes, e.g., when an
abnormal situation (e.g., broken device) occurs.

Activity templates enabling sensor awareness:
One major goal of MARPLE is to provide personalized
and situation-aware mobile processes. For reaching this
objective the integration of real-time data as provided
by sensors (e.g., blood pressure of a particular patient
can be gathered via Bluetooth) with mobile processes is
needed. Our healthcare scenarios indicated that often pa-
tient data can be gathered via sensors (e.g., measuring
pulse, respiration, blood pressure, and body temperature). The gathered data
then has to be processed, aggregated, and interpreted considering the given con-
text. Due to lack of process-awareness, effective processing of this data is usually
limited. We further learned from our clinical scenarios that sensor-gathered data
is usually only visualized based on specialized applications provided by the sen-
sor vendor. In order to utilize such context data (e.g., a medical parameter has
exceeded its threshold multiple times) we are developing Activity Templates that
enable sensor-awareness. We have already implemented a Barcode Activity Tem-
plate, which enables users to scan data collectable from packages (e.g., drug
packages) (cf. Fig. 9). As example consider the clinical admission of patients.
The barcode of medications brought along by the patients to the clinic could be
scanned and archived in the patient record. In the context of another project in
the field of airline catering, we are currently working on a RFID Activity Tem-
plate. This template shall enable users to read RFID tags and utilize gathered
data within the mobile processes respectively.

Fig. 9. Barcode Read-
ing
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Map Activity Template: Mobility implies a larger extent of
flexibility on the one hand, and a lot more sources of problems
(e.g. no network connection, limited battery life) on the other
hand. This must be considered in the context of mobile process
execution as well. Location awareness is one feature we should
add when compared to classical workflows. MARPLE therefore
supports a location activity template, which can display either
the current user location, if a GPS module exists, or any location
based on given coordinates (cf. Fig. 10). Regarding our sample
process this activity template can be used to realize Step () in
order to guide the homecare service when visiting the patient.
Furthermore, context information about location can be used
to provide context-specific assistance for users (e.g., by only
displaying those instances to them which are relevant in the

Fig. 10. Street
Map Integra-
tion

given context).

Additionally, coordinates of the mobile devices can be periodically submitted
to the Mediation Center. This way resources (e.g. workload, errands) can be

managed in a more efficient way.

4.5 Summary of the MARPLE Features

Table 2 summarizes core features of MARPLE components:

Table 2. Marple Architecture Feature Overview

Component Services Description
Desi Modeling processes via “drag&drop"-operations and
esign g
customization facilities.
Allocate processes on mobile devices and remotely
Control monitor running instances. Perform instance
Mediation Center migrations to other devices or ad-hoc deviations if
needed.
R . Save templates, process instances, and
epository

configurations.

Maintenance

Manage mobile devices and configurations.

Mobile Engine

Process Enactment

Execute processes on a mobile device. Supported
activity templates are: forms, web services, database
access, barcode scanning & processing, and location
services.

Process Deviations and
Visualization

User interface for inserting new activities and for
skipping existing ones.

Persistency

Persists current instance data on mobile device and
additionally stores the process template as well as
activity templates on the mobile device.

Communication

Built-in server for handling the overall communication
with the Mediation Center.

Integration with
Calendar System
(Outlook)

Scheduling

Assign appointments to process steps, i.e., link
process instances with calendar items.

5 Realizing the Healthcare Scenario with MARPLE

We revisit our scenario from Section 2 and show how it can be realized using
MARPLE. Fig. 11 depicts the user interface of the MARPLE Mediation Center
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and shows a concrete process instance running on a mobile device as it can be
monitored with the MARPLE Mediation Center. Note that this perspective dis-
plays both the current status of the mobile process and the data values collected
during process execution (see (7). Obviously, this is exactly the information a
medical professional needs when remotely monitoring the patient process.

How does the patient process fragment look like in MARPLE: Fig. 11 de-
picts a part of this model together with instance-specific markings. Activity (2)
constitutes a receive activity which is waiting for an incoming message request-
ing a health check. The following three activities constitute data collection steps,
which are either implemented as user forms or sensing activities. The blood pres-
sure, in turn, is gathered via a bluetooth activity template which is linked with
the blood pressure measurement machine. Blood glucose and ECG recordings
are entered by users via form-based activities; i.e., the user of the mobile device
gets respective requests in his worklist and then has to fill in the two forms (e.g.
see the PDA display in Fig. 4).

Following data collection, activity (3) is automatically executed. It invokes a
web service at the clinic to report about measured results (e.g., to add them
to the electronic patient record). The subsequent activity @ then waits until a
message is received either from the clinic or from homecare. The administrator
toolbar on the left side of Fig. 11 displays available functions for managing
process templates, users, mobile devices, and mobile device settings. Further, (6
displays the list of currently released process templates, which can be assigned
to registered mobile devices.

.
Add Device
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Add Template |||
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Fig.11. MARPLE: Mediation Center
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6 Evaluation of Mobile Process Support with MARPLE

We applied MARPLE to process scenarios from healthcare, logistics and sales,
which we implemented using the MARPLE Architecture. We learned that the
provision of a light-weight process engine for mobile devices is essential in order
to realize human-centric processes. Furthermore, our prototypical implementa-
tions revealed additional demands we picked up in this paper. Table 3 gives an
overview of the considered scenarios and relates them to MARPLE features.

Table 3. Marple Features Usage

MARPLE Scenario 1 | Scenario 2 | Scenario 3 | Scenario 4 | Scenario 5
Features Medical Clinical Ambul: // Airlii
: edical inical mbulance nsurance irline
Scenarios Telecare Ward Round Service Sales (CRM) Catering
Barcode o X o - X
Activit Database o X f X
Templat):-}s Map o - X X f
User Form X X X X f
Web Service o X o f X

Calendar Integration
Configurable User Forms
Local Process Deviations
Parallel Activities
Process Migration
Process Monitoring

X |O |0 |O |=h|—
O |—n|x |=|=|o
O |O |=|O |=n|!
O |0 |—|O |0 |0
x [0 [ |||+

(-) : not needed (o) : rarely needed (f) : frequently needed (x) : heavily needed

7 Related Work

In literature, we can find several approaches which focus on logical models for
mobile processes on the one hand and approaches addressing architectural and
implementation issues of light-weight process engines on the other hand. Regard-
ing the first category, for example, several approaches exist for the partitioning of
BPEL processes [BI6I7I8]. A similar approach has been suggested in the context
of ADEPTyistribution [9/10]. However, none of the two approaches has provided
an architecture for mobile process support as MARPLE does. Taking network
dynamics as core demand for mobile process engines, several approaches deal
with failures and exceptions like broken connections or lack of communication
facilities [TTII2/T3IT4]. Respective tools usually apply web service standards and
base process execution on BPEL or more specific execution models derived from
it. We consider the use of BPEL as process execution language as too low level,
particularly if it shall be possible to dynamically evolve or adapt mobile processes
during runtime. Instead we provide a process model at a higher level of abstrac-
tion that can be adapted by both remote users and users of the mobile device.
We further believe that self-healing techniques and migration management will
be crucial for mobile processes in the large scale. However, existing approaches
dealing with these aspects in process-aware information systems, again focus on
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BPEL as execution language [6JI5]. The same applies in respect to mobile pro-
cesses [16]. As described, combining real-time data and domain knowledge raises
additional challenges for mobile process management. The MobiHealth project
[17], for example, supports context-aware services which allow to integrate sen-
sor data. However, context-awareness is restricted in the sense that execution
can only be switched between pre-configured process variants when the context
is changing. Generally, approaches allowing to switch between pre-configured
process variants can be found in other projects as well [I8I16]. However, the
fusion of real-time data and domain knowledge with mobile processes has not
been considered in a suitable manner yet. Finally, there are approaches focus-
ing on process-aware systems using web services and running on mobile devices
[19/720]. They enable simple web service flows on mobile devices based on a
mobile engine. Approaches only focusing on web service calls, however, restrict
the potential of mobile processes in several respects.

8 Summary and Outlook

We introduced the MARPLE approach and described how its core components
enable the execution and monitoring of processes (fragments) on mobile devices.
Our overall vision is to provide sophisticated mobile process support; i.e., to re-
alize generic process management features including support for process instance
changes, process instance migrations, sensor data integration, etc. To foster this
vision we base our presented work on core design principles and fundamental
concepts we developed in our ADEPT project as well as our ADE PTy;stribution
project [I0U21]. In future work we will extend the MARPLE Modeler such that
it provides sophisticated methods for modeling complex process choreographies
including numerous process servers, devices, and actors possibly distributed over
many departments. This will include, for example, a methodology for correctly
partitioning processes models, for allocating resulting fragments on different ma-
chines and devices based on more intelligent allocation techniques, and for syn-
chronizing different process fragments at runtime. In particular, we will adopt and
extend concepts from autonomic computing and self-healing systems [22] to cope
with the many failure scenarios in connection with distributed and mobile appli-
cations. This will be crucial when realizing mobile processes in the large scale.
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Abstract. Enterprise documents combine the representation of organizational
processes and rules with knowledge and data to support human communication
in a visual appealing and possibly interactive way. These characteristics are not
only beneficial for the support of highly structured and optimized business proc-
esses but can be also leveraged to drive ad hoc collaborative innovation
processes. However, collaborative authoring requires content consolidation and
coordination mechanisms. While IT-supported document engineering for struc-
tured and recurring collaboration processes is well established, engineering of
documents that emerge and evolve instantaneously still lacks appropriate sup-
port. Subsequently we present the MoSaiC tool for collaborative document engi-
neering: MoSaiC supports a new type of service-oriented enterprise documents
that are represented as mashups of content creation, transformation and publica-
tion services over the Web. This ‘living” format supports teams to rapidly regu-
late and control collaborative activities by a) mapping them to services provided
by team members or enterprise systems and b) mashing them to document struc-
ture and processing rules in an interactive, intuitive and dynamic way.

Keywords: service-oriented enterprise documents, collaborative document en-
gineering, situational document collaboration.

1 Introduction

Enterprise documents provide a unique way to communicate information in a pur-
pose-optimized (structured, annotated, graphically appealing, legally binding) form of
representation in order to collect and share data between human recipients in the
course of collaborative work. Sophisticated enterprise documents encapsulate busi-
ness rules and serve as input to or output of business processes, thus enabling their
regulation and enforcement in a highly efficient manner; e.g. utilizing customer rela-
tionship, and workflow management systems (WfMS). On the other hand, documents
often evolve during ad hoc collaborations between members of a possibly virtual
team. Such documents are subject to ad hoc changes as new contents from different
sources — humans and software systems — come in. Dependencies between different
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activities of team members and corresponding parts of a document require ad hoc
coordination mechanisms for the authors of the document. Examples can be found for
instance in IT service management or software engineering, where collaborators have
to react on unexpected incidents and collaboratively develop solutions which are
captured in interrelated documents [1]. Another example is collaborative research
resulting in a joint publication [2].

Several enterprise document engineering approaches [3,4] and various technologies
exist to support coordination of structured and recurring business processes (e.g. BPM
technologies like WfMS). Other technologies and tools support collaborative creation
and evolution of unstructured documents (e.g. CSCW technologies, wikis or other
Web-based collaborative writing applications). However, they largely fail to provide
effective support for collaborative document engineering that involves ad hoc coordi-
nation processes.

In order to address this need, we have developed the MoSaiC approach that firstly
realizes a service-oriented way of enterprise document engineering. We model enter-
prise documents as situational compositions (so called mashups) of human- or soft-
ware-based content provision, transformation or publication services provided by
human collaborators or Web-based software services [5]. Lightweight coordination of
collaborating authors and auxiliary Web services is facilitated by interaction rules that
are defined as part of the document in a declarative way. Thus, a document is ‘alive’,
reacting to changes of the document itself and its underlying services.

In this paper, we present a Web-based mashup tool and platform that implement
our unique collaborative document engineering approach. In Chapter 2 we will sketch
the concept of collaborative document mashups. Chapter 3 outlines the architecture of
our mashup tool and platform. An exemplary use case is given in Chapter 4. We dis-
cuss related work in Chapter 5. Chapter 6 concludes with a summary and outlook.

2 The Concept of Collaborative Document Mashups

Collaborative document engineering requires coordination of team members that
jointly work on and evolve ad hoc documents as well as consolidation of content
coming from a variety of sources including team members but also Web-based data
sources. Content consolidation in document mashups is achieved through representing
manual as well as automated activities through software services that are composed
into the document structure as so called contributions. Document mashups build on a
hierarchical structure that represents the logical decomposition of a collaboration goal
into tasks that add contributions to a document representing the collaboration result.
This structure is defined by one or more coordinating team members (coordinators).
Subsequently, tasks are bound to document services representing either collaborative
activities of team members (collaborators) or automated functions of software sys-
tems (robots) that result in creation (e.g., writing text, drawing diagrams, accessing
databases) or transformation (e.g., proof-reading, translating, layout) of document
contents of any kind. As soon as a service is bound to a document mashup the service
provider becomes a participant (either co-author or robot) of the document collabora-
tion responsible for the associated task.



168 N. Schuster, R. Stein, and C. Zirpins

The coordination of participants in an evolving document mashup builds on events
and rules: each service exposes events indicating state transitions of its underlying
resources (i.e. task results) which are consumed and reacted upon by document mash-
ups. An important part of document engineering is to define rules that are triggered by
events and lead to corresponding actions thus expressing causal dependencies or tem-
poral constraints between service instances; e.g., a rule may specify that a proof-read
service is called by the document mashup as soon as a text-based content service
emits an update event. Another example might be the notification of all document
services that failed to deliver results at a certain deadline. Coordinators are free to
specify any rules that fit the collaboration at hand.

We characterize document mashups as ‘living’ because they are constantly evolv-
ing in terms of structure and contents towards achieving a common goal. To a large
extend, this dynamicity is driven by manual interaction of team members with the
document: Document engineers evolve and control the document structure and rules.
Collaborators create or transform document contents. Additionally, certain aspects of
document evolution are controlled by rules that react on events and trigger activities
of team members and data sources automatically. As we do not separate phases of
design and enforcement, service calls will be made as soon as services are added to a
document mashup and each change of the document structure immediately affects the
control of the collaboration.

3 The MoSaiC Tool and Platform Architecture

In order to realize our concept of document mashups we have developed a Web-based
platform and RIA to support collaborative document engineering. Fig. 1 gives an
overview of the architecture. Users access the document collaboration environment
through their Web browser. The frontend integrates various graphical drag-and-drop
user interface components supporting mashup authoring, service provisioning and
participant management use cases:

— Fundamentally, the user management interface allows logging into the system or
registering as a new user. Subsequently, the participant management interface en-
ables users to specify their role in one or more document collaborations. This
might include the responsibility of a coordinator to participate in the engineering of
the document itself. This might also include the responsibility of a collaborator to
carry out certain activities within a collaboration process and provide associated
document services manually. As a variant, users might delegate responsibility to a
robot that provides contributions by means of automated Web services (e.g. to in-
tegrate contents from Flickr).

— Using the document mashup editor, coordinators carry out the main document
engineering tasks including design and management of document mashups. Man-
agement includes administrating a repository of living documents as well as state
control of individual mashups which happens in sync with an ongoing design
process. To this end the editor represents and visualizes document mashups from
different perspectives of structure, responsibilities and document content. In the
structure perspective, engineers design the logical document structure on a canvas,
e.g. a research paper split into parts of the research methodology as well as result
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tables and diagrams. The editor offers lists of content, transformation and publica-
tion service types which can be dragged and dropped on the canvas in order to ap-
pend instances of these service types to the mashup. The coordinator can specify
roles linking to participants and assign these roles to the services in the mashup.
Furthermore, the editor allows definition and management of rules expressing
causal and temporal constraints as well as manual control of actions. The responsi-
bilities perspective shows a list of all activities which are involved and allows the
coordinator to keep track of them. The document content perspective displays the
current content of the document.

— In order to support collaborators of a document mashup in providing services, the
platform offers a human service provision editor. This interface allows users to re-
ceive service calls coming from a document mashup management system (the
same or any other), edit and persist appropriate content, and communicate it back
to the document mashup manager. However, there are also other potential ways for
collaborators to connect like an email bridge or word processor plug-ins that enable
them to handle document service calls.
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Fig. 1. Architectural Overview of the MoSaiC Mashup Tool and Platform

Mashup logic is enforced by the MoSaiC document mashup management system
which might run on an enterprise application server or in the cloud. The frontend uses
AJAX calls to communicate with the application and persistence logic components.
The persistence component stores all mashups including structure, tasks, rules, ser-
vices, participants, roles, contents and control state. It keeps track of mashup and
service updates and stores them as separate versions. A mashup rule engine drives
automatic enforcement of mashup logic. It is able to process complex events and is
pre-configured with base rules, which are essential for the enforcement of mashups.
Rules follow the event-condition-action (ECA) principle: the engine listens for events
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indicating changes of the mashup or its services, checks conditions and takes actions
like calling another service. E.g. one of the base rules declares that if a user gets as-
signed as collaborator, a ’create’ call is sent out to its document service. In addition,
coordinators specify rules that are mashup-specific. E.g. the above base rule might be
changed to express a causal dependency.

The document mashup management system uses a document service infrastructure
for event-based interaction between services and document mashups. This infrastruc-
ture might be deployed independently and is accessed through RESTful service inter-
faces. Fundamentally, the infrastructure maintains a registry, which stores informa-
tion about existing mashups, document services and providers. The optional document
service messaging component offers capabilities to route and queue service messages.
Service calls generally conform to a uniform RESTful interface and an asynchronous
interaction protocol that allows requesting the creation of a new service as well as
getting, updating or deleting the content of an existing one. A dedicated bus rule en-
gine allows for a specific type of rules that directly affect the interaction between
services. Enforcing rules in the bus promises more agile interactions since messages
skip the document mashup management system if possible. An example is the auto-
matic routing of certain text content through a translation service before delivering it
to the document mashup management system.

4 An Application Scenario of Scientific Publication

We will now illustrate some concepts of document collaboration with MoSaiC by
means of a familiar application scenario: collaborative research leading to a joint
publication. In research, collaborative work enables researchers to address more com-
plex problems and benefit from mutual inspiration as well as synergy effects. The
results are in most cases captured by means of jointly written research paper, where
the individuals provide different parts like texts, pictures and references of a specific
section describing a partly solution of the complex problem. Fundamentally the col-
laborators need to coordinate in order to discuss the concepts, structure the document,
provide interrelated contents and proofread the results thereby checking for complete-
ness, correctness and readability. Fig. 2 shows the experimental GUI of our tool used
to exemplary engineer a scientific publication.

In our scenario, a researcher, who plays a coordinator role within the research team
and therefore also in the document mashup, has already started creating a research
paper by defining the structure of the document in the mashup editor structure per-
spective (right hand side of Fig. 2). The coordinator drags several document elements
for different parts, texts and figures from a list to the mashup canvas. Furthermore, he
adds elements for an abstract and bibliography. Whenever he drops an element on the
canvas, the change in the mashup structure is immediately persisted.

In the document service list, the coordinator identifies a layout service that is able
to format mashups into an appropriate format and a submission service that uploads a
formatted document to the conference server. For both services there is a robot that he
can add to the mashup. Furthermore, he defines a rule that the mashup is formatted by
the layout service when all content elements are in final state. Afterwards a final
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Fig. 2. Screenshot of the Mashup Editor

proof-read by the first author is required and, in case the proof-read is ok, the submis-
sion service uploads the document to the conference server. All rules are stored within
the mashup and within the rule engine.

Having specified the rules, the coordinator defines roles like proofreader or con-
tributor and uses the provider list to find his collaborators. He discovers Carol, who is
a member of the collaborative team. The coordinator assigns her to the role responsi-
ble for providing the introduction and assigns this role to the introduction service.

Now the mashup comes to life. Carol receives a notification that she has been as-
signed to write this paragraph. The task is added to her personal to-do list, which is
presented to her in the human service provision editor after logging into the mashup
tool (bottom left of Fig. 2). In the following weeks, the team does several changes to
the initial mashup to evolve the paper in terms of structure, tasks and, of course, con-
tents. At one point in time, Carol logs into the system, pastes the introduction text into
the human service provision editor, marks its state as final and submits it. The rule
engine observes the state change and triggers a rule, which declares that as soon as all
section elements are in final state, the mashup is to be sent to the layout service. After
the layout service returned a formatted document, the first author is requested to
proof-read. A reply indicating success triggers the final action: the formatted docu-
ment is sent out by the submission service.

5 Related Work

MoSaiC adopts concepts of collaborative document engineering and writing based on
service mashups for ad hoc composition of mostly human-based software services.
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Collaborative document engineering has a long research history, which resulted
in various prototypes and products. A prominent example is Google Docs
(http://docs.google.com/) that allows collaborative creation of rich text documents. How-
ever, these tools do not consider documents as re-active to events. Furthermore, they do
not support assignment of activities to providers or integration of automated services.
Thus, lightweight ad hoc processes cannot be specified or enforced. Another related
technology coming closer to our approach is Google Wave (http://wave.google.com/). A
wave is a collaboration of participants based on XML documents consisting of wavelets.
This is similar to the composition of document services in a mashup. Waves might in-
clude automated robots that are comparable to our automated document services. How-
ever, there is no way to define interaction rules based on events and to re-use wavelets in
other waves.

A study of tools for collaborative writing, including early Wiki software, is pre-
sented in [6]. The study shows, that the idea of splitting a document into fragments for
different authors and propagating updates of these fragments to other authors is not
new. However, we did not find a tool which supports coordination of the authors or
fragments through rules or the integration of different sources from the Web.

The term document engineering as used in [3] describes the analysis and design of
documents and rules which are input to business processes or serve as their interfaces.
This has similarities to our approach but focuses on structured, recurring processes.
There is no concept of document composition like in document mashups that would
support collaborative or active documents and ad hoc processes. Interactive Web
documents [6] define a REST protocol and format for Web based documents that
include data and behavior. However, although they mention a prototype, they do not
show how these documents can be collaboratively authored and coordinated.

Mashup technologies have recently gained broad attention from industry [8] and
are increasingly addressed by academic research. The mashup paradigm emphasizes
user-driven composition of situational apps from Web-based content and services.
Several mashup research tools and products exist. An example is IBM Mashup Center
(http://www-01.ibm.com/software/info/mashup-center/) that lets users compose wid-
gets which reference services. Based on the description of which events a widget
might expose, a mashup developer can add rules that route data between widgets.
However, the mashup is still an application and cannot be used as an active document.

6 Summary and Outlook

Shaping and driving ad hoc collaboration processes by means of enterprise document
engineering promises to enhance productivity and foster innovation but also poses
substantial requirements on flexibility of document structure and dynamicity of con-
tents. Respective documents need to reflect progressing states of multiple collabora-
tors and render their visual representation from various sources. Simultaneously,
collaborators need reliable tools allowing them to evolve the structure of collaborative
documents in highly interactive yet predictable ways. Our approach of document
mashups establishes a basis to meet these. Document mashups support interactive
specification of the structure and collaborative regulation of a shared document in a
flexible declarative way on the fly. Document services facilitate the integration of
dynamic content from various collaborators.
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In this paper, we have presented a mashup tool and platform for collaborative en-
gineering of service-oriented enterprise documents. We have briefly outlined our
approach of collaborative document mashups and demonstrated how to realize it by
means of contemporary service-oriented infrastructure technologies including REST-
ful Web services, complex event processing and rich Web 2.0 Internet applications.
Aiming for a practical perspective to present our work, we have illustrated our general
approach and the operation of our tool by means of an application scenario coming
from the familiar area of scientific collaboration.

For future work we plan to underpin and evolve the current basis of collaborative
document mashups in various directions. At the moment we are thoroughly evaluating
our prototype platform by means of case study experiments. Simultaneously we are
extending the mashup engineering methodology by formal verification of rule decla-
rations and service value network analysis. We further plan to extend document ma-
shups with versioning information that enable traceability of changes and lead to
more transparency. Finally, we aim to study document interaction patterns for com-
mon control structures (like, e.g., the ‘four-eye principle’) for the specific case of
situational document collaboration. We intend to provide our findings as reusable
design patterns for ad hoc development of document mashups.
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Abstract. Process-aware information systems will be not accepted by
users if rigidity or idleness due to failures comes with them. When imple-
menting business processes based on process management technology one
fundamental goal is to ensure robustness of the resulting process-aware
information system. Meeting this goal becomes extremely complicated if
high flexibility demands need to be fulfilled. This paper shows how the
AristaFlow BPM Suite assists process participants in coping with errors
and exceptional situations in a flexible and robust way. In particular,
we focus on novel error handling procedures and capabilities using the
flexibility provided by ad-hoc changes not shown in other context so far.

Keywords: Process-aware Information System, Adaptive Process, Error
Handling.

1 Introduction

During the last decade we developed the next generation process management
system ADEPT?2 [I]. Due to the high interest of companies in this technology,
we transferred it into an industrial-strength process management system called
AristaFlow BPM Suite [2]. One of the fundamental goals of AristaFlow is to
enable robust and flexible process-aware information systems (PAISs) in the
large scale. In particular, we want to ensure error-safe and robust process execu-
tion even at the occurrence of exceptions or dynamic process changes. Recently,
ADEPT?2 and AristaFlow, respectively, were applied to a variety of challenging
applications in domains like healthcare [34], disaster management [5], logistics
[6], and software engineering [7]. The overall goal was to learn more about pro-
cess flexibility issues in advanced applications and to study how adaptive process
management technology can be applied to deal with errors and exceptions.
This paper complements our previous work on ADEPT?2 [TI2I8/9] and focuses
on a fundamental pillar of any robust process implementation: error handling.
One important dimension in this context concerns error prevention. We achieve
the latter by applying a “correctness-by-construction” principle during process
composition and by guaranteeing correctness and robustness in connection with
(dynamic) process changes as well. This was probably the most influential chal-
lenge for our whole research. It also had significant impact on the development of
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the AristaFlow BPM Suite. In particular we try to detect as many errors as pos-
sible (e.g. incomplete data flow specifications or deadlocks) already at buildtime
in order to obviate their occurrence during runtime. In general errors cannot be
always foreseen and thus be prevented. Therefore, another important dimension
of PAIS robustness concerns exception handling. We will show that AristaFlow
provides an easy, but yet powerful tool to handle exceptions during runtime. As
we will show, in respect to flexible exception handling ad-hoc process changes
have proven to be extremely useful. By utilizing them it even becomes possible to
cope with severe process failures and to continue repaired processes in a correct
way.

In Section 2] we introduce a simple application scenario which we use as il-
lustrating example throughout the paper. Section [l gives backgrounds on the
AristaFlow BPM Suite. In Section ] we show how this process management sys-
tem copes with errors that might occur during process execution, and how to
do this in a flexible and robust way. Section Bl summarizes real-world cases to
which AristaFlow was applied. Section [ discusses related work and Section [7]
concludes with a summary and outlook.

2 Illustrating Application Scenario

We use a simple example to illustrate how different kinds of errors within PAISs
can be handled when using AristaFlow. Consider Fig.[Il It shows a simple pro-
cess of an online book store. In the first step, a customer request is entered and
required data is collected. Next the bookseller requests pricing offers from his
suppliers. In this example he will request an offer from Amazon using a web ser-
vice and another offer from a second vendor using e-mail. After having received
the pricing offers from both suppliers, the bookseller checks whether or not he
can find a special offer for the requested books in the Internet. Finally, he makes
an offer to his customer for the requested books.

Get Amazon

Offer
(Web Service)
4 Write
Cheakffse;l?seclal Customer
—_— Offer
Get
SnailMailSeller T

Offer (Mail)

Receive
Customer
Request and
Collect Data

Fig. 1. Scenario: A simple process calling a web service (in BPMN notation)

As we will show, this scenario contains several sources of potential errors. Some
of them can be detected and prevented at buildtime while others cannot. Assume,
for example, that the process implementer does not foresee a way to enter the
offer from SnailMailSeller into the system. In this case, activity Write Customer
Offer might fail or produce an invalid output since its input parameters are
not provided as expected. Another source of error is the Amazon web service,
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Table 1. Typical errors in a PAIS

Buildtime Runtime
— structural errors, e.g. — activity failure, e.g.
e deadlocks e broken database connection
e isolated activities e invalid input
— dataflow errors, e.g. — context failure, e.g.
e missing parameter values e mismatch between real-world
and process running in PAIS

which it might be not available when making the request and therefore the
activity Get Amazon Offer might fail during runtime. Respective errors can be
foreseen and hence be considered at buildtime. However, non-expected errors
might occur as well; e.g., activity Check Special Offers might fail due to troubles
with the Internet connection. Table [ lists some typical errors in PAISs. For a
more complete discussion we refer interested readers to [10].

In summary the following requirements for error-safe and robust process ex-
ecution exist:

— Errors should be obviated at buildtime if possible.

— Users should be enabled to effectively deal with both expected and unex-
pected errors during runtime.

— Error and exception handling must not counteract formal process proper-
ties (e.g., proper termination) as guaranteed at buildtime by applying the
aforementioned “correctness-by-construction” principle.

3 Background

As aforementioned the AristaFlow BPM Suitdl] is based on research results we
obtained in the ADEPT1 and ADEPT?2 projects. With ADEPT1 a first pow-
erful prototype of the ADEPT technology became operational [I1]. Based on
hands-on experiences we gathered in several projects in the healthcare domain
its most interesting feature was certainly the support of ad-hoc deviations [12].
Later ADEPT1 served as implementation platform for numerous projects (e.g.,
[461T3]). From this, we learned that a better integration of the offered features
as well as an open API was needed. In 2004 we therefore started the development
of the ADEPT2 project in which we targeted at a process management technol-
ogy which enables ease of use for all user groups involved in the specification
and execution of processes. Furthermore, the realization of robust process imple-
mentations and flexible support of dynamic process changes were fundamental
project goals. Ensuring both robustness and ease of use for process implementers
and application developers are indispensable in this context. This challenge was

! The AristaFlow BPM Suite is provided free of charge to universities for research and
educational purposes. Please visit www.AristaFlow-Forum.de for more information
on this topic. For commercial usage please visit www.AristaFlow.com.
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probably the most influential one for the whole project [1I2]. It had significant
impact on the development of the used process meta model as well as on our
work on process flexibility and adaptivity. It meant, in essence, the following;:

1. We have to hide the inherent complexity of process-orientation (especially in
conjunction with flexibility) as far as possible from system supervisors and
application developers; i.e., we have to perform all complex things “beneath
the surface” in the process management system.

2. We have to provide powerful, high-level interfaces to application developers,
based on which they can implement easily usable end user interfaces.

To achieve this, we realized a “correctness-by-construction” principle and guar-
antee correctness in the context of ad-hoc changes at the process instance level.
“Correctness-by-construction” is realized by providing a theory [11] which pre-
cisely defines correctness criteria for the ADEPT meta model (e.g., absence of
deadlocks, no isolated activities). This theory also defines a comprehensive set
of change operations with pre-/post-conditions which ensure that, if the desired
change satisfies the preconditions, the resulting process schema will be correct
again, i.e., change operations allow to transform a structurally correct process
schema into another structurally correct one [I1]. Additionally, all change op-
erations obey that data flow correctness is not violated. This is achieved by
utilizing the block-structure of the underlying process meta model [I1]. Particu-
larly, a process schema can only be deployed to the process engine if it satisfies
the above mentioned correctness criteria [2]. Finally, the change operations allow
to safely deviate from the predefined process schema during runtime.

Another important aspect in the context of robustness is error handling. Any
PAIS will not be accepted by users if rigidity comes with it or if its use in error
situations is more expensive than just handling the error by calling the right
people by phone. Therefore, users may deviate from the pre-modeled process by
structurally adapting it, but without violating correctness properties.

4 Supporting the Described Application Scenario

In the following we re-consider the scenario from Section Pl from the perspectives
of the process implementer, the system, the end user, the system supervisor, and
the process reengineer. We demonstrate how each of these parties can be involved
in handling errors. This is by no means a complete list of all parties which par-
ticipate in the business process life cycle. We focus on those user groups involved
in the specification and execution of processes, but exclude other user groups
(e.g. business analysts or business process owners) who are mainly engaged in
the monitoring and analysis of business processes.

4.1 Process Implementer Perspective

We first consider the process implementer. He is responsible for correctly mod-
eling processes as well as for linking their activities to application services.
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Process Modeling. Fig. Plshows a part of the process from Fig. [ as it can be
modeled using the AristaFlow Process Template Editor. Additionally, it depicts
parts of the data flow between the process activities (e.g., data element Customer
Name is read by activity Write Customer Offer (JAVA)). For implementing pro-
cesses, we pursue the idea of process composition in a “plug & play” style which is
additionally supported by on-the-fly correctness checks if needed. More precisely,
AristaFlow provides an intuitive graphical editor and composition tool to process
implementers (cf. Fig. ), and it applies the correctness-by-construction princi-
ple by providing at any time only those operations to the user which allow to
transform one structurally sound process schema into another one; i.e., change
operations are enabled or disabled according to the region which is marked in the
process graph for applying an operation [2]. Deficiencies not prohibited by this
approach (e.g., concerning data flow correctness) are checked on-the-fly and are
reported continuously in the problem window of the Process Template Editor. As
a prerequisite, for example, implicit data flow dependencies among the applica-
tion services (implementing the process activities) have to be made known to the
process engine. An example is depicted in Fig.[2l where AristaFlow detects that
data element Customer Price per Unit is read by activity Write Customer Offer
although it is not written by any preceding activity. Such deficiencies are high-
lighted to the process implementer who then can correct the model as required.

Generally, we should not require from process implementers that they have
detailed knowledge about the internals of the application services they can assign
to process activities. However, this should not be achieved by undermining the
correctness-by-construction principle.

Activity Implementation and Configuration. In AristaFlow, all kinds of
executables (e.g., user forms, web services, database components, file operations,
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Fig. 3. Activity template configuration with AristaFlow Activity Repository Editor

etc.) that may be associated with process activities first need to be registered in
the Activity Repository as activity templates (cf. Fig[3). An activity template, in
turn, provides required information to the Process Template Editor; e.g., about
mandatory and optional input/output parameters or about data dependencies to
other activity templates. An application developer who wants to introduce a new
application service to the PAIS must first implement a corresponding activity
template and then add it to the AristaFlow Activity Repository. This way it
becomes available and accessible within the Process Template Editor during
process composition.

To ease the implementation of activity templates, AristaFlow provides several
levels of abstraction. This includes the execution environment at the lowest one.
An execution environment defines the set of methods (e.g., initialization and ex-
ecution of the activity) needed to interact with the AristaFlow runtime system
(i.e., the process engine) as well as to implement the operations and properties
(e.g., shall the activity be suspendable, abortable, etc.) to be provided by the
activity template. However, the implementation of such execution environment
requires knowledge about AristaFlow internals and, therefore, will typically not
be the task of an ordinary application developer, but be performed by system
implementers. Next, activity templates provide predefined configuration sets for
execution environments. Depending on the intended purpose of usage, an activ-
ity template can be very specific or rather generic, where a more specific activity
template can be derived from a generic one. An activity template for a web ser-
vice call, for example, may be completely pre-configured; e.g., the input/output
parameters and all configuration and connection settings are fixed. In this case,
the only remaining task for the process implementer is to check whether or
not the proposed mapping of input/output parameters to process data elements
(i.e., the process variables used within the respective process to exchange data
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Fig. 4. Activity configuration of a generic web service activity template

among activities) is correct. A more generic web service activity template, in
turn, may allow the process implementer to specify connection details of the
web service (as illustrated in Fig. M) or even allow to configure the number and
types of input/output parameters.

In general, the AristaFlow runtime environment requires certain information
about the runtime behavior of the activities; e.g., whether or not they may be
aborted, suspended or undone. The implementer of an activity template has to
inform the AristaFlow runtime environment which of these facilities are sup-
ported by the activity. For this case, he must also provide the implementation of
this functionality in the respective execution environment [§]. Such provision of
activity templates at different levels of abstractions constitutes a powerful and
flexible means for process composition in a “plug & play”-like fashion.

Given the AristaFlow Process Template Editor and the AristaFlow Activity
Repository, the process implementer just drags and drops the activity templates
from the Activity Repository Browser window of the Process Template Editor
onto the desired location in the process graph. Configuration efforts in respect
to the chosen activity template are then reduced to the provision of the remain-
ing configuration values in the configuration wizard of the respective activity
template (cf. Fig.[d). For example, if a web service activity template shall be im-
plemented one page of the wizard will fix the required input parameters and the
output parameters for the attribute values of the web service, a second one the
settings of binding information for the web service (e.g. the web service URL)
(cf. Fig. M), and a third one the mapping of activity input/output parameters to
process data elements (cf. Fig. ().

One major advantage of this approach is that common errors, e.g. missing
data bindings, can be completely prevented at buildtime. Therefore the time
needed for testing and debugging can be significantly reduced; i.e., AristaFlow
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Fig. 5. Mapping activity parameters to data elements

guarantees that released process implementations are sound and complete with
respect to the data dependencies of the used activity templates.

Nevertheless, correctness-by-construction and automated checks can only en-
sure correct execution of processes on a syntactical level. By contrast, semantic
errors cannot be detected by automated checks. Therefore, AristaFlow provides
a sophisticated Test Environment which allows process implementers to test pro-
cesses prior their release in the production system. Using the AristaFlow Test
Client it is even possible to execute only partially specified processes, i.e., not
all activities need to have associated activity templates or staff assignment rules
may be still undefined. In case an activity has no assigned activity template,
in this test mode the user will be supported by automatically generated forms,
which allow him to review the input parameters of the activity and to set its
output parameters. In particular, this enables process implementers to get rapid
feedback from future users during process development. Consequently, semantic
errors and misinterpretations can be partially detected at a very early stage of
the process implementation phase.

4.2 System Perspective

In principle, the approach described in Section 1] ensures that released process
models are executable by the system in an error-safe way. As always, this might
not hold in practice. Again, consider the scenario from Fig. [Il The web service
associated with activity Get Amazon Offer might not be available during process
execution, leading to an exception that needs to be handled. Such errors can
neither be detected in advance nor be prevented by buildtime checks.

However, failures of the Amazon web service might be anticipated by the
process implementer. Thus he can assign specific error handling procedures to
the respective activity. Following a strict process paradigm, AristaFlow runs
specific processes to handle exceptions; i.e., we provide a reflective approach
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in which error handling itself can be accomplished base on a (normal) process
instance running in the PAIS. A simple error handling process is shown in Fig.
Depending on whether or not the failure of the process activity was triggered by
the user (e.g. through an abort button) either the system supervisor is notified
about the failure or the process terminates silently. Generally, error handling
processes can be arbitrarily complex and long running processes (e.g., comprising
compensation tasks). It is noteworthy that AristaFlow treats error handling
processes the same way as any other process. Thus they may refer to any activity
registered in the repository. In particular, this enables error handling at a higher
semantic level, as well as the involvement of users if required. We further can
assign error handling processes to the activities of another error handling process
if desired. This way it becomes possible to implement several layers of error-
handling on top of each other.

If an activity fails the error handling process assigned to it will be initiated and
be provided with all data necessary to identify, classify, and handle the error;
e.g. the ID of the failed activity instance, the agents (i.e., user or automated
agent) responsible for the activity, and the cause of the error (cf. Fig. [f]).

After an error handling process has been created and deployed to the Arista-
Flow Server, it can be assigned to an activity by simply selecting it from a list of
available processes. It is further possible to assign an error handling process to
the whole process instead of single activities. This general error handling process
will then be used if a failed activity has no directly associated error handling
process. In case there is no error handling process being assigned to either the
activity or the process a default error handling process will be used.
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Fig. 6. A simple error handling process
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Another advantage of user-defined processes for error handling is the possi-
bility to use standard process modeling tools and techniques for designing error
handling strategies. Therefore process implementers do not need to learn any
new concept to enable error handling. Another important advantage is that er-
ror handling at a higher semantic level can be easily achieved. For example, it
is also possible to use more complex error handling strategies like compensation
or to apply ad-hoc changes to replace parts of the failed process.

4.3 End User Perspective

In certain cases simple error handling processes like the one depicted in Fig.
might be not appropriate since they increase the workload of the system su-
pervisor. Most standard errors can also be handled in a (semi-)automatic way
by the agent executing the activity. Upon failure of the respective activity the
agent responsible for its execution could be provided with a set of possible error
handling strategies he can choose from. An example for a more complex error
handling process is depicted in Fig. [ Here the agent can choose between several
ways to handle the occurred error: retrying the failed process step, aborting the
whole process instance, or applying predefined changes to fix or compensate the
error. Additional error handling strategies may, for example, include the escala-
tion of the respective case to a responsible supervisor or an enquiry with a more
advanced user on how to handle the respective error.

Generally the concrete error handling strategies suggested to particular users
may depend on their capabilities and position as captured in the organizational
model. Consequently the assignment of error handling processes and respective
activities can be done dynamically and user-dependent in AristaFlow.

To flexibly cope with errors and exceptions, end users are not only allowed
to dynamically adapt process instances, but are also assisted in retrieving and
reusing knowledge about previously performed process changes applied in similar
problem context. Basic to this change reuse is the integration of the adaptive
process management system with concepts and methods provided by case-based
reasoning technology. This allows for expressing the semantics of process changes,
for memorizing these adaptations, and for reusing them in similar context later.
We implemented such an integrated approach in the ProCycle project [14].
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Fig. 7. A more complex error handling process involving the user
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The described semi-automatic, user-centered approach offers many advan-
tages. Since for each process activity a predefined set of possible error handling
strategies can be provided to users, they do not need to have detailed knowledge
about the process to handle errors appropriately, but are guided by the system in
error situations instead. This particularly fosters the reduction of waiting times
in the context of failed activity instances since users can handle errors immedi-
ately by their own and do not have to wait for their busy help desk to do this
for them.

4.4 System Supervisor Perspective

Certain errors cannot be handled by the user. This applies, for example, to
errors that might not have been foreseen at buildtime, i.e., no appropriate error
handling process exists. In other cases it might be simply not possible to handle
errors in an easy and generic way. At that point a system supervisor should
be notified about the error. For example, this can either be done through an
automatic notification by the error handling process (e.g., by adding a respective
item to his worklist) or by a user calling the help desk by phone. The system
supervisor then can use the AristaFlow Process Monitor shown in Fig. 8 to
identify the process in trouble. This can be done by either using the process
identifier provided by the error process or by applying different sets of filters to
the list of process instances currently known by the system (cf. Fig. B). Process
instances can, for example, be identified by searching for active instances with
failed activities, searching for modified instances, or searching for instances by
name. Next, the system supervisor can take a look at the process instance in
trouble, analyze its execution log, and decide for appropriate error handling
measures. Additionally, the system supervisor can use the above described filters
of the AristaFlow Process Monitor to keep track of failed instances; e.g., he can
intervene if a web service becomes unavailable for a longer period of time.
Consider again our bookseller example from Fig. [[l Assume that a process
instance wants to issue a request for a book using Amazon’s web service facili-
ties, but then fails in doing so. The system supervisor detects that the process
is in trouble and uses the AristaFlow Process Monitor to take a look at this
process instance (cf. Fig.§)). Analyzing the execution log of the failed activity he
detects that its execution failed because the connection to Amazon could not be
established. Let us assume that he considers this as a temporary problem and
just resets the activity so that it can be repeated once again. Being a friendly
guy, he takes a short look at the process instance and its data dependencies,
and realizes that the results of this and the subsequent activity are only needed
when executing the Choose Offer activity. Therefore, he moves these two activ-
ities after activity Check Special Offers; i.e., the user can continue to work on
this process instance before the PAIS tries to re-connect to Amazon (cf. Fig. [I).
To accomplish this change he would switch to the Instance Change Perspective
of the Process Monitor which provides the same set of change operations as
the Process Template Editor (for a general overview on process change patterns
see [18]). In fact, the Instance Change Perspective is the Process Template Ed-
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Fig. 8. Process Monitor: Monitoring Perspective

itor, but it is aware that a process instance has been loaded and, therefore, all
instance-related state information is taken additionally into account when en-
abling/disabling change operations and applying correctness checks The system
administrator would now move the two nodes to their new position by using the
respective standard change operation. The resulting process is depicted in Fig.

Assume now that the web service problem lasts longer than expected and,
therefore, the user wants to call Amazon by phone to get the price that way. In
this case he would ask the system supervisor to delete the activities in trouble
and to replace them with a form-based activity (or any other suitable activity)
which allows to enter the price manually. Note that structural ad-hoc changes
provide the means to realize such advance exception handling policies.

4.5 Process Reengineer Perspective

As discussed, in AristaFlow certain errors can be handled by dynamically adapt-
ing the corresponding process instance. When considering a larger instance col-
lection, respective model adaptations often result in a large number of model
variants derived from the same process model, but slightly differing in struc-
ture. We foster learning from process instance adaptations in order to discover
an improved process model that can serve as reference for future process in-
stances of the respective type. An algorithm enabling such learning and model
improvement is presented in [16]. Finally, after identifying potential changes the
process (re-)engineer can perform a schema evolution. In this context he may
also migrate running instances to the new process model version if desired [9].

2 Whether or not a particular change can be applied in the current process state is
decided based on well defined correctness criteria as suggested by ADEPT2 [9].
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5 Applying AristaFlow in Practice

Recently, several projects applied the AristaFlow process management technol-
ogy in challenging domains like healthcare, logistics, disaster management, and
software engineering. In each project sophisticated PAISs were realized which
make use of the AristaFlow error handling features. For us, one important goal
of these projects was to understand whether or not the designed features are
applicable in practice.

Applying AristaFlow to Software Engineering Processes. The Q-Advice
project [7] tries to assist overburdened software engineers by providing orientation
and guidance through automated workflows. Yet, since there are so many differ-
ent kinds of issues with ambiguous and subjective delineation, it is difficult and
burdensome to universally and correctly model them in advance. This also leads
to workflows of considerable size and complexity. The Q-Advice project tries to
alleviate this by starting with a basic and simple workflow for each case and then,
utilizing context information, dynamically extends it with activities matching the
current situation. Overall, Q-Advice provides situational and tailored support and
guidance for software engineers. In particular the workflows resulting from the Q-
Advice approach are much simpler than pre-modeled workflows would be. Respec-
tive adaptation features directly make use of AristaFlow’s change facilities. In this
context, the AristaFlow error handling processes and the provided change support
features have proven to be especially useful. For example, if a bug is detected dur-
ing the final steps of a release phase it needs to be decided whether or not this bug
shall to be fixed prior to the release. If the bug turns out to be a show stopper, in
turn, it may become necessary to change great parts of the release process.

Applying AristaFlow in Healthcare and Logistics. Healthcare and lo-
gistics are both characterized by high flexibility demands. Additionally, both
require tools that are easy to use since domain specialists have no IT knowl-
edge. By supporting domain-specific views on processes (e.g., clinical pathways)
and services, the SPOT project [3] (Service-based technologies for orchestrating
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PrOcesses in logisTics and healthcare) enables end-users to actively shape the
different phases of the process life cycle. In both domains exceptional situations
are part of the daily business and need to be handled quickly and in a way easy
to use by end-users. Another requirement fully met by AristaFlow concerned ap-
plication integration, i.e., to integrate heterogeneous, autonomous applications
in a process-oriented way.

Applying AristaFlow in Disaster Management. The project on process-
aware, cooperative emergency management of water infrastructures [5] aimed at
improving and supporting emergency management for flood responses through
new [T methods. During the project, procedures and courses of actions were
analyzed, and results were mapped to formal process models. On the basis of
an organizational model, the activities of the process models were assigned to
responsible parties, thus enabling the involved organizations to act faster and in
a more coordinated way. AristaFlow was used to manage and control the pro-
cedures and tasks during flood events as well as the corresponding information
flow. Thus, it supported responders in planning and executing flood response
operations in a coordinated, but flexible way. As emergency situations are not
predictable, one important aspect was to provide the necessary flexibility, while
ensuring robustness and error-safety of the PAIS.

Overall, in all these projects, adaptive process management technology for dy-
namically defining, composing and adapting process instances as well as for flexi-
bly handling errors was indispensable. AristaFlow was one of the few systems that
offers adaptation interfaces as well as adaptation features for this. All mentioned
projects have proven that the previously described concepts are highly necessary
in practice. At buildtime they enable us to detect and obviate design and runtime
errors. This allows for easier and faster development of processes as the time needed
for testing can be significantly reduced. At runtime the provided adaptation fea-
tures enable PAIS utilizing the AristaFlow system to rapidly and dynamically react
to exceptional situations like errors or changes in a process execution context. Ad-
ditionally, the flexibility provided by the AristaFlow system allows processes to be
at first only partially specified and then be further developed as they are executed.

6 Related Work

Besides ADEPT, YAWL [I7] has been one of the first process engines to sup-
port some sort of “correctness-by-construction” as well as correctness checks
at buildtime. jBPM [I8] rudimentarily supports ad-hoc deviations of running
process instances, but without any correctness assurance as provided by the
AristaFlow BPM Suite. Furthermore, only simple adaptation patterns are pro-
vided [I5]. Most BPEL-based workflow engines like WebSphere Process Server
[19] support error handling processes using fault handlers, but without the pos-
sibility to structurally change process instances during runtime.

Declarative workflow systems like Declare [20] and Alaska Simulator [21] allow
for a great degree of flexibility during process execution, but mostly lack means
for ensuring robust process execution and for enabling application integration.
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Additionally, they neither support the specification of data dependencies be-
tween activities nor correctness checks of the respective data flow.

Exception handling is an important topic in PAISs. In [10] the authors propose
a classification framework for workflow exception handling in terms of workflow
exception patterns. [22] incorporates language primitives for error handling into
workflow systems and, like AristaFlow, allows error handling strategies to be
modeled in the same notation as used for workflow processes. [23] uses a case-
base reasoning approach to match errors with suitable error handling strategies.
In [24] the authors propose several algorithms for mining process execution logs
regarding exception handling. Based on the way past exceptions were handled,
proposals are made on how to cope with the current one.

7 Summary and Outlook

Most existing PAISs are ill-equipped to meet the requirements of complex, real-
world processes especially in the context of exceptional situations. Although a
lot of papers claim that respective problems are solved in principle, we strongly
believe that up to now they are even not completely understood. As shown, our
tool provides an integrated solution for the easy and flexible handling of a vari-
ety of errors in exceptional situations. Most of the discussed projects would not
have been possible without flexible process support as provided by the Arista-
Flow BPM Suite. Due to its correctness-by-construction principle and its com-
prehensive support of ad-hoc changes during runtime, as well as the possibility
to define arbitrary error handling processes, AristaFlow is well suited to enable
robust process implementations while preserving the possibility to flexibly react
to exceptional situations during runtime.

The projects also showed that the provided flexibility is difficult to control by
end-users, i.e., there is need for further research. Especially more sophisticated
user-interfaces and user assistance are required for daily work. In this context,
other perspectives like temporal constraints [25] become increasingly important.
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Abstract. Second generation Object-Role Modeling (ORM 2) is a prime ex-
emplar of fact-orientation, an approach that models the underlying facts of in-
terest in an attribute-free way, using natural sentences to identify objects and
the roles they play in relationships. ORM 2 provides languages and proce-
dures for modeling and querying information systems at a conceptual level as
well as mapping procedures for transforming between ORM structures and
other structures, such as Entity Relationship (ER) models, class models in the
Unified Modeling Language (UML), relational database models, extensible
markup language schemas (XSD), and datalog. This paper provides an over-
view of Natural ORM Architect (NORMA), an ORM 2 tool under develop-
ment that is implemented as a plug-in to Microsoft Visual Studio. For data
modeling purposes, ORM typically provides greater expressive power
and semantic stability than provided by UML or industrial versions of
ER. NORMA'’s support for automated verbalization and sample populations
facilitates validation with subject matter experts, and its live error-checking
provides efficient feedback to modelers.

1 Introduction

Fact-oriented modeling is a conceptual approach (including languages and proce-
dures) for modeling, transforming, and querying information, that specifies the fact
structures of interest as well as the applicable business rules in terms of concepts that
are intelligible to the business users. Unlike Entity-relationship modeling (ER) [4] and
class diagramming in the Unified Modeling Language (UML) [18], fact-orientation
makes no use of attributes as a way to express facts, instead representing all ground
assertions of interest as atomic (non-decomposable) facts that are either existential
facts or elementary facts. An existential fact simply asserts the existence of an entity
(e.g. There is a country named ‘Australia’). An elementary fact predicates over indi-
viduals (objects that are either entities or values). For example, “The Country named
‘Australia’ is large” expresses a unary fact about an entity, and “The Country named
‘Australia’ has the Nickname ‘Down Under’” expresses a binary fact that relates an
entity to a value.

Elementary facts are expressed using mixfix predicates, and are instances of fact
types. For example, the UML attributes Person.isSmoker and Person.birthdate are modeled
instead as Person smokes (unary fact type) and Person was born on Date (binary fact type).
Higher arity fact types are allowed, for example Person played Sport for Country (a ternary)
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© Springer-Verlag Berlin Heidelberg 2010
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and Product in Year in Region sold in Quantity (a quaternary). This attribute-free approach fa-
cilitates natural verbalization and population of models (important for validating
models with nontechnical domain experts), and promotes semantic stability (e.g. one
never needs to remodel an attribute and associated access paths if one later wants to
talk about an attribute).

Fact-oriented modeling approaches include Object-Role Modeling (ORM) [8],
Cognition-enhanced Natural Information Analysis Method (CogNIAM) [16], the
Predicator Set Model (PSM) [14], and Fully-Communication Oriented Information
Modeling (FCO-IM) [1]. The Semantics of Business Vocabulary and Business Rules
(SBVR) initiative is fact-based in its use of attribute-free constructs [19]. For an over-
view of fact-oriented modeling approaches, including history and research directions,
see [7].

Since the 1970s, various software tools have supported fact-orientation. Early
tools based on NIAM include IAST and RIDL* (based on the RIDL language [15]).
CogNIAM is currently supported by Doctool. FCO-IM is supported by the Case
Talk tool. Related ontology tools include DOGMA Studio and Collibra. ORM tools
began with InfoDesigner, which later evolved into InfoModeler, VisioModeler,
and the ORM Source Model solution in Microsoft Visio for Enterprise Architects.
ActiveQuery [3] is an ORM conceptual query tool released as a companion to
InfoModeler.

More recently, a number of tools have supported second generation ORM (ORM 2)
[6]. These include Natural ORM Architect (NORMA), ActiveFacts [13], and ORM-
Lite. For data modeling purposes, the ORM 2 graphical notation is far more expres-
sive than UML’s graphical notation for class diagrams, and is also much richer than
industrial ER notations [9].

Business rules are modeled in ORM 2 as constraints or derivation rules that apply
to the relevant business domain. Alethic constraints restrict the possible states or state
transitions of fact populations (e.g. No Person is a parent of itself). Deontic constraints are
obligations that restrict the permitted states or state transitions of fact populations
(e.g. It is obligatory that each Doctor is licensed to practice). Derivation rules enable some
facts or objects to be derived from others. For example, grandparenthood facts may be
derived from parenthood facts using the rule Persons is a grandparent of Person; if Persons is
a parent of some Persons who is a parent of Personz. Similarly, instances of the subtype Father
may be derived from parenthood and gender facts using the rule Each Father is a Person
who is male and is a parent of some Persons.

A detailed summary of the ORM 2 graphical notation is accessible at
http://www.orm.net/pdf/ORM2GraphicalNotation.pdf. A thorough treatment of the
theory and practice of ORM 2 may be found in [12].

The rest of this paper provides an overview of the NORMA tool, and is structured
as follows. Section 2 summarizes the main components of NORMA. Section 3 illus-
trates some important capabilities of NORMA. Section 4 provides details of the im-
plementation architecture. Section 5 summarizes the main contributions and outlines
future research directions.
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2 Overview of NORMA

NORMA is implemented as a plug-in to Microsoft Visual Studio. Most of NORMA is
open-source, and a public domain version is freely downloadable [17]. A professional
version of NORMA is also under development. Fig. 1 summarizes the main compo-
nents of the tool. Users may declare ORM object types and fact types textually using
the Fact Editor, and these are then displayed graphically using auto-layout. Alterna-
tively, object types and fact types may be entered directly on the current diagram by
dragging elements from the toolbox and supplying appropriate names. Large ORM
schemas are typically displayed using many pages of ORM diagrams.

Model Browser K== i !
/ ::):--S-Q-L-a:
{‘ ~_»| ORM Diagrammer — :Dﬂr-lsgi;l-o-g-i
[ g
BAN o] e ST
I r ot 1
~a Conceptual ;—_—_—_—_— ----- !
]
\ Properties Window {=— Model —N XML |
] 1
Sample Population Editor :D :w -e-t;-i
L
Verbalizer Kt
JL ﬁ Relational View
po---------ooy
Report Writer Importer K= SQL Server, etc. :
|, H

Fig. 1. Main components of NORMA

Currently, most ORM constraints must be entered in the ORM diagrammer or the
Properties Window. These constraints are automatically verbalized in FORML (For-
mal ORM Language), a controlled natural language that is understandable even by
nontechnical people. We plan to allow complete ORM models, including constraints
and derivation rules, to be entered textually in FORML. An initial prototype to pro-
vide this support has been developed as an extension to the Fact Editor [11].

The Model Browser tool window provides a hierarchical view of all model compo-
nents, and allows model elements to be dragged onto diagram pages. Sample object
and fact instances may be entered in tabular format in the Sample Population Editor,
and automatically verbalized. Explanatory comments and informal descriptions may
be added to model elements. These comments are included in the output displayed in
the Verbalization Browser. Reports in HTML format may be automatically generated
including complete verbalizations of ORM models with embedded hyperlinks for
easy navigation. These reports are especially valuable for non-technical domain ex-
perts to validate and sign off on the model specification.

The VisualBlox team at Logicblox recently extended the Model Browser to enable
derivation rules for both fact types and subtypes to be formally captured and stored in
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a rules component of the conceptual model based on the role calculus [5]. These deri-
vation rules are also automatically verbalized.

Using mappers, ORM schemas may be automatically transformed into various im-
plementation targets, including relational database schemas for popular database
management systems (SQL Server, Oracle, DB2, MySQL, PostgreSQL), datalog [10],
.NET languages (C#, VB, etc.), and XML schemas. A Relational View extension dis-
plays the relational schemas in diagram form. The semantics underlying relational
columns can be exposed by selecting them and automatically verbalizing the ORM
fact types from which they were generated. An import facility can import ORM mod-
els created in some other ORM tools, and reverse engineer relational schemas in SQL
Server into ORM schemas. Import from further sources is planned.

Other components facilitate navigation and abstraction. For example, the Diagram
Spy window facilitates views onto various pages as well as the copying of diagram
selections from one page to another. Hyperlinks in the Verbalization Browser allow
rapid navigation through a model. The Context Window allows one to focus on a giv-
en model element and progressively expand outwards to view its neighborhood in the
global schema.

3 Some NORMA Highlights

Feedback from industrial practitioners indicates that automated verbalization support
is one of the most useful features of NORMA. Fig. 2 shows a screen shot from
NORMA illustrating verbalization of a join subset constraint.

speaks is used by / uses

Language
(.name)

Advisor
(.nr)

SEerves in

ORM Verbalization Browser @

If some Advisor serves in some Country
== then that Advisor speaks some Language

that is used by that Counftry.

Fig. 2. NORMA screenshot showing verbalization of a join-subset constraint

Here we have three binary fact types: Advisor serves in Country; Advisor speaks Language;
Language is used by Country. Entity types are shown as named, soft rectangles with
their reference mode in parenthesis. In ORM, the term “role” means a part played in a
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relationship (of arity one or higher). Logical predicates are depicted as a named se-
quence of role boxes connected to the object types whose instances play those roles.
The bar over each predicate depicts a spanning uniqueness constraint, indicating that
the fact types are m:n, and can be populated with sets of fact instances, but not bags.

The circled “c”connected by dashed lines to role pairs depicts a subset constraint.
When the constraint shape is selected, NORMA displays role numbers to highlight the
role sequence arguments to the constraint. In this example, the set of advisor-country
instances of the role-pair (1.1, 1.2) are constrained to be a subset of the set of advisor-
country instances populating the role-pair (2.1, 2.2) projected from the role path from
Adyvisor through Language to Country. In passing through Language, a conceptual in-
ner join is performed on its entry and exit roles, so this is an example of a join-subset
constraint. The meaning of the constraint is clarified by the verbalization shown at the
bottom of Fig. 2. Because every aspect of an ORM model can be automatically ver-
balized in such a high level language, non-technical domain experts can easily vali-
date the rules without even having to see or understand the diagram notation.

A feature of NORMA that is especially useful to modelers is its live error checking
capability. Modelers are notified immediately of errors that violate a metarule that has
been implemented in the underlying ORM metamodel. Fig. 3 shows an example
where the subset constraint is marked with red fill because it is inconsistent with other
constraints present. In this case, the committee role of being chaired is declared to be
mandatory (as shown by the solid dot on the role connection), while the committee
role of including a member is declared to be optional. But the subset constraint im-
plies that if a committee has a chair then it must have that person as a member. So it is
impossible for the two fact types to be populated in this situation. NORMA not only
detects the error but suggests three possible ways to fix the problem.

is & member of / includes

chairs / is chaired by

Error List

|al Ermr| |_ﬂ,‘0 Wamings| | ij0 Messages|

Description

@ 1 Subset constraint 'SubsetConstraintl' and mandatory constraint
‘SimpleMandatoryConstraint?' in model 'ORMModell' are not well-modeled, Suggested
ways to fix: (1) Delete the mandatory constraint, (2] Add another mandatory constraint on
the superset role, (3) Delete the subset constraint,

Fig. 3. Example of live error detection involving a problematic constraint pattern
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is assigned for review by

is translated from "ReviewAssignment !"

e — Grade
oI — 52 resulted in (.nr)
| BookTitle ®
ST ’ Book ' P L
oo erson
e (ISBN) Ei (.nr)
— is authored by / authored
Year ; f
(CE3) 4wa§ pgbl|shed in is assigned
[publicationYear] Editor
[yearSold] «..in .. sold ..
PublishedBook * Language
copiesSoldInYear = (-name)
[cop ] «sold total- * _—
pm——— is written in

——————— - is a best seller *
[totalCopiesSold]

\*Each PublishedBook is a Book that was published in some Year.

* For each PublishedBook,
totalCopiesSold = sum(copiesSoldInYear).

* PublishedBook is a best seller iff
PublishedBook sold total NrCopies >= 10000.

Fig. 4. NORMA screenshot illustrating rich support for graphic constraints

Fig. 4 shows a NORMA screenshot of one page from a larger ORM model con-
cerning book publishing. This gives some idea of ORM’s richly expressive graphic
constraint notation for data modeling compared with UML and industrial ER. All fact
types must have at least one reading, but may be given as many as desired. Here the
authorship fact type has forward and inverse predicate readings, separated by a slash.

PublishedBook and Editor are subtypes, connected to their supertype by an ar-
row. PublishedBook is a derived subtype, as shown by its trailing asterisk, and the
derivation rule supplied for it: Each PublishedBook is a Book that was published in some
Year. This rule is expression in relational-style, using predicate readings. Optionally,
roles may be assigned names, displayed in square brackets next to the role box.
In this example, four roles are named. One reason to add role names in ORM is to
enable derivation rules to be formulated in attribute-style (using role names for “at-
tributes”). For example, the derived fact type PublishedBook sold total NrCopies is
defined using the following attribute-style derivation rule: For each Publishedbook, to-
talCopiesSold = sum(copiesSoldinYear). Editor is an asserted subtype, so has no derivation
rule. NORMA also supports semiderived types (some instances may be asserted and
some derived).

The hyphen after “total” in the predicate “sold total” invokes hyphen-binding to
bind the adjective “total” to its noun for automated verbalization. This causes the uni-
queness constraint on this fact type to verbalize as “Each PublishedBook sold at most one
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total NrCopies”. Without the hyphen, the “at most one” quantifier would appear after “to-
tal” instead of before it. NORMA supports both forward and reverse hyphen binding.

The circled bar connecting the BookTitle and publicationYear roles depicts an ex-
ternal uniqueness constraint (each book title, publication year combination applies to
at most one Book). The annotated circle next to the book translation fact type depicts
an acyclic ring constraint, constraining the translation relationship to exclude any cy-
cles. ORM includes a large list of such ring constraints (irreflexive, asymmetric, anti-
symmetric, intransitive, etc.). The “> 2” on the review assignment role is a frequency
constraint (each book that is assigned for review is assigned to at least two reviewers).
ORM'’s mandatory role and frequency constraints work properly with fact types of
any arity, unlike UML’s multiplicity constraints which fail to cater for some con-
straint patterns on n-ary associations (e.g. see pp. 361-362 of [12]).

The soft rectangle around the “is assigned for review by” predicate objectifies the
relationship as ReviewAssignment. The exclamation mark “!” after the name of this
objectification type indicates that it is independent (instances of it may exist inde-
pendently of playing in other facts). The {1..5} annotation on Grade depicts a value
constraint, restricting its grade numbers to be in the range 1 to 5 inclusive. The circled
“X” between the review assignment and authorship fact types is a pair-exclusion con-
straint indicating that no book can be reviewed by one of its authors.

The shadows around the object types Book, Person, Editor and Language indicate
that these types also appear elsewhere in the global schema. In the NORMA tool, if
you right-click on such a duplicated shape and choose “Select on Diagram” you will
be presented with a list of all the other pages on which that shape appears; and select-
ing the desired page will then take you to that page with the shape highlighted.

Similarly, the shadows around the “is authored by” and “is written in” predicates
indicate that these fact types appear elsewhere in the global schema. Fig. 5 shows a
fragment from another page in the global schema, where these two facts types appear.
The circled subset constraint runs from the (language, person) pairs projected from
the join path Person authored Book that is written in Language to the (language, person) pairs
in the fact type Person is fluent in Language. The constraint is deontic, as shown by the
small “0” (for “obligatory”) on the constraint symbol, as well as its blue color (in con-
trast to alethic constraints, which are colored violet). The automated verbalization
shown below indicates the deontic nature by starting with “It is obligatory that”.

It is obligatory that

if some Person authored some Book that is written in some Language
then that Person is fluent in that Language.

«is written in is authored by / authored

Book
(ISBN)

Language
(.name)

Fig. 5. NORMA screenshot fragment illustrating a deontic constraint
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While Fig. 4 and Fig. 5 show many of the constraint varieties in ORM, they by no
means cover all of them. A complete list of ORM constraints, with examples, may be
accessed online at http://www.orm.net/pdf/ORM2GraphicalNotation.pdf. Further ex-
planation of the first page of the book publisher example, as well as comparative
schemas in UML and ER, may be found in [9].

Fig. 6 illustrates a very simple example of mapping from ORM to a relational
schema. NORMA provides several mechanisms for controlling how the names of ta-
bles and columns are generated (e.g. here the use of the role name “birthCountry” en-
sures that the column name will be the same). The relational view displays columns
that are not nullable in bold, and marks primary key columns and foreign key columns
by “PK” and “FK” respectively. The SQL code for creating the relational schema is
automatically generated for the main industrial DBMSs.

For traceability and validation purposes, the ORM verbalization is accessible di-
rectly from the relational columns, so touching any column automatically provides the
underlying semantics. For example, Fig. 7 is a NORMA screenshot showing the ver-
balization displayed when the birthCountry column is selected. This feature is ex-
tremely useful for validating relational models with clients, and can be used even if
they are not familiar with the ORM schema from which the relational schema was
generated. This example also includes some sample data entered in the ORM model.

Gender
(.code)

[, 7y

smokes [

3
Patient PatientAllergy
Columns Columns
-~
PK : patientMNr : int PK : drugMame : varchar{30)
birthCountry : char(2) PK, FK1 : patientMr : int

genderCode : char(l)
patientMame : varchar(30)

smokes : boolean

Fig. 6. Simple example of mapping an ORM schema to a relational schema
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Patient PatientAllergy
Columns Columns
¢
PK : patientNr : int PK : drugName : varchar(30)
birthCountry : char(2) PK, FK1 : patientNr : int
genderCode : char(1)

patientName : varchar(30)
smokes : boolean

T 2

i Main | |24 Relational View

| Verbalization Browser ~ a:
Patient was born in Country.
Each Patient was born in exactly one Country.
It is possible that more than one Patient was born in the same Country.

Examples:

Patient 101 was born in Country 'AU'".
Patient 102 was born in Country 'US'.
Patient 103 was born in Country 'US',

/! DatalogLB
patient:birthCountry[a]=b -> patient(a), country(b).

Country has Country code.
Each Country has exactly one Country code.
Each Country_code is of at most one Country.
This association with Country_code provides the preferred
identification scheme for Country.
/! Datalog"B
country:hasCountry code[a]=b -> country(a), string(b).

Fig. 7. Verbalization for the selected birthCountry column in the relational schema

This screenshot also shows some of the Datalog™® code that can be generated if the
predicate mapping extension is enabled (this extension is not currently available in the
open source version of NORMA). Datalog"® is an advanced form of typed datalog
that provides rich support for complex rules as well as high performance. Current re-
search at LogicBlox is extending NORMA to generate complete Datalog™® code for
ORM models, including advanced constraints and derivation rules [10]. For this triv-
ial model, the Datalog"® code may be set out as shown. For a more complex example,

see [9].

Patient(x), patient:nr(x:y) -> uint[32](y).
Gender(x), gender:code(x:y) -> string(y).
Drug(x), drug:name(x:y) -> string(y).
Country(x), country:code(x:y) -> string(y).
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patient:smokes(x) -> Patient(x).

patient:gender[x]=y -> Patient(x), Gender(y).
patient:name[x]=y -> Patient(x), string(y).
patient:drug:isAllergicTo(x,y) -> Patient(x), Drug(y).
patient:birthCountry[x]=y -> Patient(x), Country(y).
Patient(x) -> patient:gender[x]=_.

Patient(x) -> patient:name[Xx]=_.

gender:code(_:y) -> y="M"; y="F".

4 Implementation

The NORMA designer is built primarily on the Domain Specific Language (DSL)
Toolkit from the Visual Studio SDK, as well as general Visual Studio extension
points. The implementation of NORMA adds multiple framework services to DSL to
enable a highly modularized and extensible system. Extension points are available for
file importers, additional DSL models and designers that interact with the core
NORMA models, and extension points for artifact generation. All core NORMA
components have exactly the same architecture as the extension models, except that
the core models cannot be removed from the list of current extensions.

DSL was chosen because it was a model-driven system, providing for a large per-
centage of the required code to be generated. The generated code defines a transacted
object model with standard notifications that enable responsive secondary model
changes in response to atomic changes in the object model. A particularly important
feature of DSL is the built-in support for delete closures, which provide notifications
for elements that are pending deletion but have not yet been detached from the model.
Delete closures enable NORMA to minimize the parts of the model that require re-
validation in response to a model change, which in turn enables extremely responsive
incremental validation irrespective of model size.

The NORMA implementation relies on a number of enhancements to the DSL
tooling and runtime components. Most extensions are necessary because many of the
DSL supporting SDK components assume that the complete metamodel is known at
all times, whereas NORMA makes the opposite assumption—the complete meta-
model and associated rules are not known until a model file is opened and the set of
extension models are read from the root XML element in the model file. Allowing
multiple models also required significantly more flexibility for serialization of
NORMA models than for a standard DSL model. The NORMA modeling framework
includes multiple extensions to the DSL rules engine to enable compartmentalized
model validation that minimizes incremental processing within a model and isolates
dependent models from other models that they do not even know are loaded.

Extensions to NORMA may be classified into the following areas:

1. Importers allow XML data sources with schemas not supported first-hand by
the NORMA designers (including older NORMA file formats) to be trans-
formed automatically on load. Most importers are XSLT transformations,
although additional wizards can be registered with Visual Studio to first
translate a non-XML data source into XML suitable for import. An example
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of a non-XML based importer is the database import wizard, which uses sev-
eral steps to translate the schema of an existing database into an ORM
model.

a. The import wizard identifies the type of DBMS target and uses
DBMS-specific code to generate a temporary XML file with a .orm
extension. This XML file uses the same database structure represen-
tation as the relational artifact generator mentioned below.

b. Visual Studio opens the file with the NORMA designer, which is
associated with the .orm file extension.

c. The NORMA designer—which recognizes exactly one root format
plus one format per extension—examines the root element in the
XML file and determines whether the root file format or one or
more of the extension formats are not native or do not correspond to
the current recognized extension versions.

d. The designer looks for a registered import transform that recognizes
the XML format and then executes the transform, producing a new
XML file. Steps c and d are repeated as often as needed to produce
a file format that can be directly read by the designer. For the data-
base import case, three transforms are needed. Two of the transform
steps prompt the user for transform parameters, which is another
import feature supported directly by NORMA.

e. This import mechanism is also used for file format changes that are
occasionally required as NORMA evolves. To protect against data
loss, opening an existing file with an outdated format will result in a
user notification offering to block the file save operation (SaveAs
remains enabled).

Primary Domain Models (domain model is a DSL term for a metamodel) are
extensions that provide model elements and validation rules for runtime exe-
cution inside the designer. An extension model provides an XML schema for
serialized elements, a mapping between the in-memory model and the XML
elements, a load fixup mechanism to reach an internally consistent state at
load completion, and rules to maintain consistency for user-initiated changes
after the model is loaded. Provided primary domain models include the core
ORM metamodel (FactType, ObjectType, etc) and the relational extension
metamodel, with elements such as Table, Column, and ReferenceConstraint.

The ability to dynamically validate model state enables a scalable plat-
form by not requiring a full model analysis for incremental changes. Al-
though NORMA validation errors are conceptually deontic constraints, each
error is modeled as a normal element in the domain model, just like Ob-
jectType or FactType. The transacted object model framework provided by
DSL supports fine-grained tracking of atomic model changes, allowing rules
to record elements related to a change, and then verify the error state for af-
fected elements later in the transaction.

One of the challenges in incremental error validation is knowing when
all changes directly caused by user input have been entered into the model.
Validating affected elements before all external changes are known results
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in duplication of work and expensive analysis with an incomplete state.
The NORMA team has developed a system known as delayed validation
that enables model validation to register an element/validator pair for de-
layed processing. The validator function is called once for each registered
element after normal input has been completed. Validators run inside a
transaction, so they can modify the contents of the model. Placing error
validation objects in the models also means that validation is not required
during undo/redo operations.

Presentation Models have the same characteristics as primary domain
models and are modeled similarly. However, presentation elements are
treated as views on the underlying model, not the model itself. The ORM
Diagram and Relational View, along with their contained shapes, are defined
in presentation models. A single element from a primary domain model may
be associated with multiple presentation shapes. Presentation model changes
are performed near the end of a transaction to ensure that all underlying
model changes are complete.

Bridge Models are also domain models with the special function of relating
two primary domain models. Bridge models consist of relationships between
two other models, plus generation settings that control the current relation-
ships between the models. Primary domain models are designed to be stand-
alone so that transformations can be performed in either direction. This
allows, for example, an importer to be written targeting the XML schema of
the in-memory relational model that can be fully defined without correspond-
ing ORM elements in the file. However, this design means that elements in a
primary relational model cannot directly reference elements in the underly-
ing ORM model. Bridge models store these relationships between primary
models and allow changes in one standalone model to be applied to another
standalone model generated from it.

It is very important during bridge analysis used to generate one standalone
model from another to have the complete set of changes from the source
model. To facilitate this, the NORMA delayed validation mechanism priori-
tizes validator execution based on both model dependencies and explicit pri-
oritization directives in the code. Model dependency analysis is sufficient in
many cases. For example, a presentation model depends on the referenced
primary model, so presentation validation is automatically performed after
the primary model validation is complete. For bridge models, the default be-
havior is not correct because the bridge validators will naturally run after
(not in-between) validation of the two models it is bridging.

For cases where the default validator ordering is insufficient, validation
routines use .NET attributes to explicitly run their validators before, with, or
after another model. By running bridge validation after native validators for
another model, we ensure a consistent and complete state of the source mod-
el. Careful placement of the bridge validators allows the bridge models to
trigger changes based on both primary elements and derived error state
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changes. For example, since the generated relational model requires a
FactType to be completely specified (all role players specified with identifi-
cation schemes with known data types plus an allowed uniqueness constraint
pattern), the bridge model can watch for addition and deletion of validation
errors like RolePlayerRequiredError and FactTypeRequiresInternalUnique-
nessConstraintError instead of reanalyzing underlying relationships.

Shell Components are views and editors targeting specific parts of an
in-memory ORM model, such as the Model Browser and Fact Editor tool
windows discussed earlier. Shell components interact with domain models
by initiating transactions that modify the underlying model in response to
user input, then responding to model events to update the shell display.
Model events are a playback of a transaction log after the transaction is ini-
tially committed or repeated with an undo and redo operations. ORM model
files can be loaded independently of any Visual Studio hosted shell compo-
nents, allowing external tools to load an ORM model without Visual Studio
running.

Artifact Generators produce non-ORM outputs such as DDL, class models,
and other implementations mapped from an ORM model. In general, artifact
generators are much easier to create than DSL models because generators
deal with a static artifact—namely a snapshot of the ORM model in XML
form—and do not have to worry about the change management that is the
bulk of the implementation cost for domain models. NORMA'’s generation
system supports a dependent hierarchy of generated files based on output
format. A single generator can request inputs of both the standard ORM for-
mat (with required extensions specified by the generator) and any other for-
mats produced by other registered generators.

The hierarchical generation process allows analysis to be performed once
during generation, and then reused for multiple other generators. NORMA
provides XML schemas for all intermediate formats, allowing extension gen-
erators to understand and leverage existing work. Some examples of inter-
mediate formats we use are DCIL (relational data constructs), DDIL (XML
representation of data-definition constructs, created from the DCIL format),
and PLiX (an XML representation of object-oriented and procedural code
constructs). These intermediate XML formats are transformed into target-
specific text artifacts. DDIL is directly transformed to either SQL Server or
Oracle specific DDL formulations, and PLiX generates C#, VB, PHP, and
other languages—all without changing the intermediate file formats.

Another advantage of the use of well-defined intermediate structures is
the ability to modify these structures during artifact generation. For example,
attempting to decorate an ORM model with auditing constructs is extremely
invasive at the conceptual model level. However, adding auditing columns to
each table is a simple transform from DCIL to DCIL with the modified file
conforming to the same schema but containing additional columns for each
table. After all intra-format transforms are complete, the modified file is
passed to the next stage in the generation pipeline.
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5 Conclusion

This paper provided a brief overview of the NORMA tool and its support for ORM 2,
a conceptual data modeling approach with greater semantic stability and richer graph-
ical constraint expressibility than UML class modeling and industrial ER modeling.
Key features of NORMA'’s support for ORM 2 were highlighted, including live error
checking, and validation by automated verbalization and sample populations.

Major, recent work not reported on here because of space restrictions includes deep
support for entry of formal derivation rules and their automated verbalization, as well
as a prototype implementation of FORML 2 as an input language. Details on the latter
may be found in [11]. Research is also under way to extend NORMA with support for
dynamic rules [2].
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Abstract. Alaska Simulator Toolset (AST) is a software suite devel-
oped at the University of Innsbruck for exploring different approaches
to business process flexibility by using a familiar metaphor, i.e., travel
planning and execution. For this, AST provides integrated support of
several decision deferral based approaches to process flexibility and en-
ables their systematic comparison. Moreover, AST facilitates the design
and execution of controlled experiments through experimental workflow
support. This paper introduces AST, explains its underlying meta-model,
discusses factors which can be investigated using AST and shows how it
can be used for designing and conducting experiments.

1 Introduction

Alaska Simulator Toolset (AST) has been developed to address the investigation
of strengths and weaknesses of different approaches to flexibility in Process-aware
information systems (PAIS). In particular, AST allows a systematic comparison
of these approaches through the execution of controlled experiments.

A critical success factor in applying a PAIS is the option to flexibly deal with
process changes [34] (e.g., to react to changes, like shifts in customers’ attitudes
or the introduction of new laws [I]). To address the need for flexible PAISs,
competing paradigms enabling process changes and process flexibility have been
introduced, e.g., adaptive processes [5], case handling [6], declarative processes
[7], and late binding and modeling [§] — for an overview see [9]. While adaptive
processes provide flexibility by supporting structural process adaptations, flexi-
bility can also be achieved through loosely specified process models which enable
deferring decisions about the exact process structure from modeling time to run-
time [9], when more information is available. By deferring decisions to run-time
the strict separation of build-time (i.e., modeling or planning) and run-time (i.e.,
execution), which is typical for traditional workflow management systems, can
be relaxed and planning and execution become more closely interwoven. Un-
fortunately, however, little research exists so far on the suitability of respective
approaches depending on the characteristics of business processes to be sup-
ported. In particular, there is a lack of empirical insights on the selection of an
appropriate approach.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 205 2010.
© Springer-Verlag Berlin Heidelberg 2010
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To pick up this need this paper introduces AST, which is used for the system-
atic comparison of different approaches to decision deferral. Section [2] elaborates
on the support for different approaches for deferring decisions and describes the
underlying meta-model. Section Bl discusses several factors which have a poten-
tial impact on the suitability for these approaches. Section [ then describes how
AST can be used for designing and executing controlled experiments. Related
work is listed in Section Bl Section [ concludes the paper with a summary and
an outlook.

2 Alaska Simulator Toolset

To foster the comparison of different approaches for process flexibility Alaska
Simulator Toolset] has been implemented, which takes a journey as metaphor for
a business process. Section 2.1l summarizes the different approaches for process
flexibility and decision deferral supported by Alaska Simulator, while Section
introduces its meta-model and Section 2.3] discusses the journey metaphor.

2.1 Support for Decision Deferral Patterns in Alaska Simulator

To foster the comparison of different approaches to process flexibility, Alaska
Simulator provides integrated support for the decision deferral patterns de-
seribed in [9] (cf. Fig. ).

High
Late

Composition

Late

Need for User Experience

Modeling
Late Binding
Traditional
Workflow
Low
Low Degree of Decision Deferral High

Fig. 1. Different Planning Approaches

Traditional workflow management systems offer little flexibility and require
to completely predefine a business process in advance, thus employing a strictly
plan-driven approach separating modeling and execution entirely (cf. Fig. 2A).
Plan-driven approaches try to overcome uncertainty by developing a very de-
tailed plan up-front, which is then regarded as the schema for execution. How-
ever, as plans tend to be more imprecise the earlier they are elaborated [I§],

! Developed at the University of Innsbruck, http://www.alaskasimulator.org
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concentrating all planning efforts in the planning phase imposes the risk of ren-
dering plans useless due to changing conditions (e.g., changing requirements) [IJ.

To address this risk both Late Binding and Late Modeling offer slightly more
flexibility by allowing for placeholder activities which can be refined during run-
time (cf. Fig. BB). Using Late Binding the selection of the actual content for
the placeholder activity (from a set of predefined fragments) can be deferred to
run-time. The Late Modeling pattern goes one step beyond this and allows for
the modeling (not only selection) of the placeholder content at run-time. Using
Late Binding or Late Modeling the strict separation of modeling and execution is
slightly relaxed allowing for modeling activities during run-time, but restricted to
pre-specified parts in the process, i.e., to the placeholder activities (cf. Fig. 2B).

A) Traditional Workflow

All B c\ el Flo >Modeling>> Execution>

B) Late Binding / Late Modeling
—— — > Executlon>> Modellng>> Executlon>

A || B || Placeholder X || D
I | — L > Modeling >> Execut|on>
C) Late Composition

eIl e o] >
F‘mm ,Tl Execution Modeling

R

Fig. 2. Planning and Execution Modes

Most flexibility is offered by the Late Composition pattern, which allows users
to iteratively compose a business process (or a journey respectively) by selecting
activities from a repository, while respecting all existing constraints. By em-
ploying iterative and continuous planning Late Composition mitigates the risk
of rendering plans useless due to changing conditions [I[T9/20] (cf. Fig. BIC). In
contrast to the plan-driven approach (as employed by traditional workflow man-
agement systems) no detailed up-front plan is created, the initial plan remains
more coarse grained [I9]. Over time the initial plan is iteratively refined, allow-
ing for the integration of newly gained knowledge. In contrast to plan-driven
approaches, which focus on the plan as an artifact by itself, the emphasis is put
on planning as an ongoing activity. Distributing planning effort over the entire
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duration enables deferring decisions to the last responsible moment [I] and to
create opportunities for learning. When this last responsible moment actually
will be, highly depends on the characteristics of a business process. Figure[3 clas-
sifies activities according to their availability and reliability and shows strategies
on how to best deal with particular classes of activities.

High
Reserve Defer Decision
>
=z
o
& Establish Option
To Further Defer Decision
Defer Decision
Low
Low Availability High

Fig. 3. Deciding at the Last Responsible Moment

Fig. Bl shows that committing to highly available activities (i.e., by making
a resource reservation) should be avoided. Reserving respective activities intro-
duces unnecessary early commitment without gaining any benefits. In contrast,
activities with high reliability in combination with low availability should be re-
served before the reservation deadline to guarantee resource availability (i.e., the
last responsible moment would be just before the reservation deadline). Activities
with low availability and low reliability are most difficult to handle. Depending
on the business value that can be gained and the cost of the respective activity, it
might be worth to commit to the activity and to schedule a second more reliable
activity in parallel. Therefore, instead of choosing between one of the activities
right away an option is build allowing to defer the last responsible moment for
deciding between the alternatives.

How much pre-planning is “enough” highly depends on the characteristics
of the business process. In the most extreme cases a fully pre-specified plan
like in traditional workflow management systems (i.e., if all activities have a low
availability and a high reliability) or an empty initial plan (i.e., if the availability
is high) might be most appropriate.

2.2 Alaska Simulator Meta-model

This section describes the meta-model underlying Alaska Simulator (cf. Fig. M.

Goal. When conducting a journey with AST, the goal is to maximize the
travel experience (i.e., the overall “business value” of the journey). For optimizing
the execution of a journey, information about the benefits (i.e., business value),
costs and duration of actions, but also about their availability and reliability is
essential.

Journey, Journey Plan, Locations. Alaska Simulator supports users in
composing journeys based on a pre-specified journey configuration (i.e., instance
of the meta-model) on a journey plan. A journey plan is represented by a calendar
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Fig. 4. Alaska Simulator Meta-Model

for scheduling plan items (i.e., activities, routes or accommodations). During a
journey different locations can be visited, each providing distinct plan items
to select from (e.g., activity Visit Denali National Park is only available a
location Denali).

Plan Items. Plan Items can be atomic actions or complex placeholder ac-
tions. Atomic actions can either be activities, routes or stays at accommodations.
For each atomic action its “business value”, costs, duration, availability and re-
liability are specified. Moreover, a booking deadline as well as cancellation fees
are known. Complex placeholder actions, in turn, provide placeholders which can
be refined during the execution of a journey. Late Binding Placeholder Actions
provide a set of Plan Item Sequences from which one can be selected during
run-time. Late Modeling Placeholder Actions, in turn, allow users to compose a
Plan Item Sequence during run-time from a set of predefined plan items respect-
ing existing constraints. Plan items in general, in addition to their name and
a description, have a start time (which is determined by their position in the
journey plan) and a particular state (e.g., scheduled, booked, started, executed).
A state transition diagram depicting the lifecycle of an action is illustrated in
Fig. Bl

Constraints. When composing a journey different constraints have to be con-
sidered. Constraints can be classified as execution and termination constraints.
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Fig. 5. Action Lifecycle

Ezecution constraints restrict the execution of activities (e.g., an activity can be
executed at most once, or two activities are mutually exclusive). Termination
constraints, in turn, affect the termination of process instances and specify when
process termination is possible. For instance, an activity must be executed at
least once before the process can be terminated or a particular end location must
be reached for terminating the journey. Alaska Simulator provides support for
all control-flow constraints described in [13] (e.g., a response constraint requir-
ing that activity A is eventually followed by B or a mutual exclusion constraint
prohibiting that activity A and B co-occur). In addition, several resource and
time related constraints are supported (e.g., a budget constraint restricting the
available travel budget, an end location constraint requiring that the journey
ends at a particular location, a completion day constraint restricting the jour-
ney to a particular duration, an execution time constraint restricting the time
when a particular activity can be executed, and a time lag constraint requiring
a minimum time-lag between executing two activities).

Uncertainty. Journeys are characterized by incomplete information prior to
execution. The outcome of an action within a journey plan is not predefined
and varies with the weather conditions encountered. The degree of variation is
defined by the action’s reliability, i.e., low reliability indicates that the outcome
of an action is highly weather dependent. The overall business value of a journey
(i.e., a numeric value representing the travel experience) is calculated as the sum
of business values of all performed actions. Prior to performing the journey only
the expected business value for each action as well as its reliability are known. The
expected business value which is calculated based on the action’s reliability and
the average weather characteristics of the location where the action is available.
During the journey the action’s actual business value is calculated based on the
actual weather conditions encountered.

Resource Scarcity. When planning a journey potential resource scarcity has
to be considered. By firmly booking an action, its availability can be guaranteed,
but the cost of the action must be paid immediately. If the booking is canceled
during the journey, a cancellation penalty might apply, thus making too early
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commitments costly. Furthermore, booking is only possible up to a certain time
before executing the action, as specified by the booking deadline.

Events. In addition to changing weather conditions, unforeseen events (e.g.,
a traffic jam resulting in delays) create uncertainty in a journey. On the one
hand, a ChangeActionFEvent changes values of existing actions during the jour-
ney. For example, a particular event might increase or decrease the business
value, the availability, the costs or the duration of an action. On the other hand,
a NewActionFEvent allows to introduce new actions at a particular location during
run-time. Moreover, events occur with a predefined probability during run-time,
may have an expiration time and can be attached to a particular location (i.e.,
the event only occurs when the traveler is at a particular location).
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Fig. 6. Screenshot of Alaska Simulator

Fig. [6l depicts the graphical user interface of the Alaska Simulator. Users
can compose their individual journey plan by dragging available actions from
the Available Actions View (3) onto the travel itinerary (i.e., journey plan)
(1). Actions are usually only available at a particular location on the map (4).
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Existing constraints are displayed in the Constraint View (2) and have to be
considered when composing a concrete journey plan. After each user action, the
journey plan is validated and the user is informed about any constraint violations
and plan inconsistencies (5). Unforeseen events are shown in the Event View (6).
Prior to executing the journey users have to rely on weather statistics derived
from the weather characteristics of each location, which can be selected on a map
(4). During the journey a weather forecast is provided with the current weather
conditions at each location (7).

2.3 The Journey Metaphor

This section discusses the journey metaphor and shows how the concepts de-
scribed in the previous section relate to business processes.

While the goal of a journey is to maximize “travel experience”, typical goals
for business processes are minimizing costs, cycle times or the optimization of
quality or customer satisfaction [14].

Journeys are composed based on journey configurations, likewise process in-
stances representing concrete business cases based on a predefined process
schema. Both in journeys and business processes certain activities are only avail-
able at certain locations (e.g., in a medical process surgeries can only be per-
formed in an operating room). While journeys are composed from activities,
routes and accommodations, business processes comprise a set of activities. In
addition to atomic activities, complex placeholder activities (allowing for Late
Binding and Late Modeling) can also be found in business processes.

When composing a journey, or a business process respectively, existing con-
traints need to be considered. Thereby, support provided by Alaska Simulator is
comparable to existing declarative process management systems like DECLARE
[13].

Like journeys, highly flexible business processes are characterized by incom-
plete information prior to execution. In a journey, uncertainty is, for example,
caused by unforeseen weather conditions, while uncertainty in business processes
refers to the difficulty to predict the exact activities and resources that are re-
quired to perform a particular process (e.g., due to changing requirements caused
by dynamic changes of the business environment) [15].

Both, when planning a journey or executing a business process, potential
resource scarcity has to be considered (e.g., appointments in medical processes
to deal with the limited availability of doctors) [16].

Unforeseen events have to be handled when conducting journeys (e.g., a traffic
jam resulting in delays), or executing a business process (e.g., changing require-
ments or an allergic reaction during a medical treatment) [17].

Motivation. The journey metaphor has been chosen since the domain of travel
planning is familiar to the majority of experimental subjects. Furthermore, jour-
ney planning is an attractive context for many people to become engaged in,
which significantly improves their willingness to use the system for experimental
purposes and as a consequence increases internal validity of data.
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Limitations. Using a metaphor, however, imposes also several limitations. While
the concepts underlying Alaska simulator are mostly comparable to the ones in
PAISs, the domain under investigation is fixed to travel planning. Generalizabil-
ity to other domains (which are less familiar to the experimental subjects) has
to be investigated. Another limitation relates to the fact that Alaska Simula-
tor, even though it allows scheduling of actions in parallel, currently does not
support the parallel execution of actions (since this does not naturally fit the
travel metaphor). As a consequence, the findings obtained with Alaska Simula-
tor, should be complemented with field studies for further validation.

3 Factors for Investigating Different Flexibility
Approaches

In the previous sections we have introduced the concepts underlying Alaska
Simulator (cf. Section [2:2), explained the journey metaphor (cf. Section 23]) and
illustrated how it supports the different decision deferral patterns (cf. Section
[21). This section discusses different factors having an impact on the suitability
of a particular approach for decision deferral, which can be investigated using
Alaska Simulator. These factors can be grouped into two categories: configura-
tion characteristics and personal characteristics.

3.1 Configuration Characteristics

Alaska Simulator allows researchers to investigate the impact of different con-
figuration characteristics on the suitability of a particular approach for decision
deferral. Furthermore, Alaska Simulator can be used to compare different ap-
proaches for particular configuration characteristics.

— Actions. The different attributes of the actions in the journey configura-
tion are a potential factor influencing the suitability of a particular approach.
For example, planning and executing a business process or a journey respec-
tively and in particular resolving exceptional situations might be easier if the
configuration comprises many small actions in contrast to a few very large
actions.

— Constraints. The suitability of a particular approach for planning and ex-
ecuting a business process or a journey respectively might be affected by the
number and type of constraints. Moreover, the presence of global constraints
might have a potential negative impact on the applicability of Late Binding
or Late Modeling respectively.

— Events. The probability of unforeseen events that can occur during run-time
might be another factor affecting suitability of the different approaches.

— Uncertainty. The selection of a suitable approach might also depend on
the reliability of the different activities. With increasing uncertainty decision
deferral might become more important.

— Resource Scarcity. Suitability might also be affected by the availability
of activities. While availability of resources is facilitating decision deferral,
resource scarcity is creating significant challenges.
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3.2 Personal Characteristics

Even though the advantages of applying decision deferral techniques are appar-
ent, especially for highly uncertain environments — they foster both learning (i.e.,
the ability to resolve uncertainty) and flexibility (i.e., the ability to exploit learn-
ing outcomes) [2I], their successful application also requires user experience. In
particular, as illustrated in Fig. [Il with increasing flexibility the need for user
support increases. To fully exploit the benefits, adopters must not only have the
skills to make use of decision deferral techniques, to be able to determine the
last responsible moment and to know how and when to build options (i.e., to
create opportunities for learning), but also be able to leverage learning results.
Literature suggests that talent and skills are among the critical people-factors
for agile methods [22J23], which tend to necessitate a richer mix of higher-skilled
people than plan-driven approaches [24]. This raises the question of how well in-
experienced users can employ respective planning techniques and whether these
techniques can outperform plan-driven approaches for a lower level of expertise.

Novices and experts might not only differ in their ability to defer decision to
run-time, but also in handling unforeseen events or obeying complex constraints.
AST allows, for example, to investigate to what extent novice users and experts
differ and how the novice user’s modeling approach changes when uncertainty
increases.

4 Designing and Executing Experiments with Alaska
Simulator Toolset

This section describes details about the functionality AST provides for support-
ing researchers in designing and conducting experiments. AST consists of three
major components: Alaska Configurator, Alaska Simulator and Alaska Analyzer.

— Alaska Configurator allows researchers to design journey configuration
(including locations, actions, events and constraints as well as the degree of
uncertainty and resource scarcity) executable through Alaska Simulator. In
addition, Alaska Configurator supports researchers in designing experimental
workflows guiding subjects during the experiment.

— Alaska Simulator allows to plan and execute journeys making use of differ-
ent decision deferral approaches. Thereby, each step performed while plan-
ning and executing a journey is logged in an MXML log file for later analysis
(e.g., using the process mining tool ProM [25]).

— Alaska Analyzer allows detailed manual analysis of planning behavior by
supporting replay of journeys step by step.

In the following we describe main functionalities of AST and how design and
execution of controlled experiments is supported, using the experiment described
in [26] as our example (cf. Fig. [[l for the experimental design).
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Fig. 7. Experimental Design

Second Run

Alaska Configurator was used to design two journey configurations (California
and Alaska) including locations, actions, events, constraints as well as variability
of weather conditions (cf. Fig. R and Fig. [)). For each journey configuration two
variants were created, one for each factor level (i.e., few and many constraints).
To gather the participants’ demographic information Alaska Configurator was
used for designing a survey (cf. Fig. [[0). The journey configurations and the
survey were then assembled to an experimental workflow (cf. Fig. [IT]).
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Fig. 8. Defining Actions and Locations with Alaska Configurator
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During experiment execution participants were guided by the experimental
workflow. After presenting them with a survey (cf. Fig. [2)), half the students
obtained configuration California with few constraints, while the other half ob-
tained the same configuration with many constraints. The students then planned
and executed a journey to California. Each step that was performed while plan-
ning and executing was logged for later investigation and detailed analysis. Hav-
ing completed their California journeys, subjects planned and executed a journey

to Alaska.
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Fig. 10. Questionnaire Builder

After the planning session researchers were supported in analyzing the jour-
neys by enabling them to replay each journey step by step, using Alaska Analyzer

(cf. Fig. [13).
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II [\
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year has about 250 work, days. In caze pou read one model per day, this would sum {100

up to 250 models per year]
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Survey Progress: 7/8 [8 Mandatory]

Fig. 12. Survey Generated Using Questionnaire Builder

Alaska Simulator, including a test configuration, extensive documentation
and screencasts can be downloaded from http://www.alaskasimulator.org. For

detailed information on the results of controlled experiments conducted using
Alaska Simulator we refer to [26127].
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Fig. 13. Replaying Journeys with Alaska Analyzer

5 Related Work

Most existing work about flexibly dealing with exceptions, changes, and un-
certainty in the context of PAISs and related technologies is strongly design-
centered, i.e., aiming at the development of tools, techniques, and methodologies.
For overviews and discussions of these approaches, see [9/28/29].

Only few empirical investigations exist that aim to establish the suitability
of the various proposed artifacts. Closely related to this paper is our previous
work, which provides empirical insights into the use of declarative processes [26].
In particular, it investigates how well users can cope with the gained flexibility
provided by declarative approaches, especially when processes become rather
complex in terms of constraints. The effect of events on how end users can
cope with declarative approaches, in turn, is investigated in [27]. A theoretical
discussion on declarative versus imperative approaches is provided in [30]. In
[10], the results of a controlled experiment comparing a traditional workflow
management system and case-handling are described. The systems are compared
with respect to their associated implementation and maintenance efforts. In turn,
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the impact of workflow technology on PAIS development and PAIS maintenance
is investigated in [31]. Other empirical works with respect to PAISs mainly deal
with establishing their contribution to business performance improvement, e.g.
[32133], and the way end-users appreciate such technologies, e.g., [34/35].

Worth mentioning here is a stream of research that relates to so-called change
patterns [9]. It provides a framework for the qualitative comparison of existing
flexibility approaches.

6 Conclusion

Alaska Simulator Toolset supports researchers in systematically comparing dif-
ferent approaches for decision deferral by means of controlled experiments. This
paper describes the concepts underlying Alaska Simulator and shows how AST
supports the different patterns for decision deferral. In addition, the paper dis-
cusses factors having a potential impact on the suitability of a particular ap-
proach for decision deferral, which can be investigated using AST. Moreover,
the paper demonstrates how AST supports researchers in conducting controlled
experiments. In particular, Alaska Configurator allows researchers to design
journey configuration executable with Alaska Simulator and supports them in
designing experimental workflows guiding users during the experiment. Alaska
Simulator allows to plan and execute journeys making use of different approaches
for decision deferral. Alaska Analyzer, in turn, supports detailed analysis of data
and replaying journeys step by step.

Future work includes the planning and execution of additional controlled ex-
periment with AST. On the tool side, the development of a dashboard simplifying
the supervision of experiments is planned.

Acknowledgements. We thank Felix Schopf for his work on the experimental
workflow support, and Michael Schier on the Late Binding and Late Modeling
Support in Alaska Simulator.
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Abstract. In Bioinformatics there is a lack of software tools that fit
with the requirements demanded by biologists. For instance, when a
DNA sample is sequenced, a lot of work have to be performed manu-
ally and several tools are used. The application of Information Systems
(IS) principles into the development of bioinformatics tools opens a new
interesting research path. One of the most promising approaches is the
use of conceptual models in order to precisely define how genomic data is
represented into an IS. This work introduces how to build a Genome In-
formation System (GIS) using these principles. As a first step to achieve
this goal, a conceptual model to formally describe genomic mutations is
presented. In addition, as a proof of concept of this approach, a variation
analysis prototype has been implemented using this conceptual model as
a development core.

1 Introduction

In 1953, James D. Watson and Francis Crick described the DNA structure as
a “double helix"[1]. In 1990, the Human Genome Project [2] officially begins
and twenty-three years later, in 2003, all the effort is rewarded and the whole
sequence appears [34]. The availability of this new information opens the door
to the creation of new ways of diagnosis, new types of medicines, new therapy
strategies, new studies, etc.

Thanks to this breakthrough and the advances in DNA sequencing, a big
amount of genetic data is being produced by researchers every day. Most of
these experiments are focused on the understanding of the relationship between
genotype (gene configuration and combination of a particular individual) and
its phenotype (expression of the genes in a specific human feature). As a con-
sequence, the creation of biological databases and tools to exploit the data pro-
duced has grown drastically. However, these tools and databases have usually
been defined to support a specific research area or experiment. Therefore, when
biologists want to use them for a particular essay, it is very unlikely that they
support their specific requirements.This leads to a situation where the researcher

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 222 2010.
© Springer-Verlag Berlin Heidelberg 2010
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has to spend a lot of time and effort to perform a simple analysis. Since these
bioinformatics tools are not developed using IS principles, they are not aligned
with the user requirements. The main consequences of this issue are:

— Some biological databases are only human readable, thus cannot be processed
properly in an automatic way.

— The extraction of relevant data is difficult because it is spread around dif-
ferent databases.

— Since several tools are required to analyze the data, the tooling workflow
specification and integration is far from trivial.

— Inclusion of new studies and bibliography into the available tools turns into
a hard task.

To solve these questions, some researchers have proposed [5] the development of
Genomic Information Systems (GIS), specifically designed IS capable to handle
a big amount of genomic data. In this work, a new approach to develop GIS is
proposed: the use of conceptual models to define and organize the genomic data
in a formal way.

Thanks to the close collaboration with biologists in the context of this work,
the gap between the disciplines of software engineering and genetics can be
solved. The result of this interdisciplinary collaboration is the design of a con-
ceptual model that guides the alignment of concepts among both fields. There-
fore the design and implementation of the software artifacts that made up a GIS
becomes an easier process.

Following that idea, this paper presents a GIS prototype that analyzes DNA
sequences and compares them to the reference in order to find variations for a
specific gene. Once all variations are located in the sequence, the prototype splits
them into two groups: one group contains harmless variations and the other one
contains variations that produce a change in gene or protein function. For those
in the last group, their specific phenotype is reported as it has been described
in the literature.

This information is bibliographically referenced and gathered in a report that
helps the researcher to understand the genetic meaning of the variation and why
it produces a certain phenotype. This is very useful because it can speed up the
diagnosis of a specific disease. Furthermore, it is widely accepted that an early
detection of a disease might be determinant.

The rest of the paper is organized as follows. In section 2 a review of DNA
variation analysis tools is presented. Section 3 details a conceptual model to
describe genomic mutations. Section 4 describes how the variation analysis pro-
totype has been developed. Finally, in section 5 conclusions and future work are
stated.

2 Related Work

There are two approaches to perform a DNA sequence analysis: genotyping,
which analyzes small DNA fragments, and sequencing, which analyzes the whole
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genome. In this section, some tools that use these approaches are analyzed. The
majority of the studied tools use genotyping, which means that in the majority
of the cases relevant information located at unexplored regions is ignored. To
solve this problem, the presented prototype uses the sequencing approach to
detect all the variations produced in one gene.

In recent years, several commercial tools have been developed to provide ge-
nomic analysis. These tools perform tests to estimate the probability of the
customer to suffer certain diseases. Navigenics [6],23andMe [7], deCODEme [§],
DNADirect [9] and Knome [10] are the most relevant tools in this field. The dif-
ferences between them are briefly summarized in Table [l 23andMe, Navigenics,
DNADirect and deCODEme are tools that help their clients to make decisions
about their health providing information such as: their probability of suffering
certain disease, the mutations that could affect their family future and its own or
the possibility of finding what pharmacotherapy is best suited for their organism.
These mentioned services use genotyping to analyze the sequence. This approach
does not analyze the whole sequence, only small fragments, as for example SNPs
(Single Nucleotide Polymorphism -variation that occurred at least in 0,5 or 1%
on the population-), which are interpreted to perform the diagnostic.

As a result of using genotyping, the analysis provided may miss some relevant
data set in these unexplored areas. And in general, the diagnosis obtained from
these tools should be always supervised by a doctor.

Other drawback of these tools is that the only variations reported are SNPs.
The prototype improves the quality of this analysis detecting other complex
variations, such as insertions or deletions. Furthermore, the diseases detected
by these commercial tools are limited to the number of supported genes. The
prototype overcomes this constraint since the conceptual model supports the
addition of new genes and their discovered variations.

Table 1. Comparison of DNA analysis tools

Navigenics 23andMe deCODEme Knome DNADirect

Analysis Type Genotyping Genotyping Genotyping Sequencing Sequencing

Platform Affymetrix [II] Hlumina [I2] Ilumina [I2] SOLID3 IlluminalI2]
Variations (10%) 1 (only SNP) 0.5 (only SNP) 1.2 (only SNP) unlimited -
Detected diseases 28 51 49 41000 -

On the other hand, Knome and DNADirect are equivalent tools that offer
a revolutionary approach using sequencing instead of genotyping. Sequencing
reduces the limitations of genotyping approaches, and enables the detection of
other variants that cannot be identified with the above commented tools. How-
ever, these tools are far from been accesible to the people due to its price.

The complete understanding of the genomic field can only be achieved through
the integration of biological information and the different analysis tools and
applications available [I3]. The proliferation of these tools has thus increased
the importance of workflow systems.
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In the commercial field it is possible to find workflow systems such as Pipeline
Pilot [14], the first workflow system in life sciences. Pipeline Pilot is widely
applied in drug discovery and high-throughput screening (HTS), but it also en-
compasses Decision Trees, Squene Analysis, BioMining, Text Analytics and In-
tegration Collection, which are flexible mechanisms to link external applications
and databases. Another commercial workflow system is the one of InforSense
KDE [I5] which has got specialized extensions such as BioSense, ChemSense
and TextSense. The first mentioned extension covers high performance bioinfor-
matics solutions ranging from sequence analysis to microarrays informatics and
remote database annotation.

Both Pipeline Pilot and InforSense KDE help researchers in the life sciences
domain in a fast and efficient way. Nevertheless this help is diminished because
they cost a lot of money. Therefore these tools are still not accessible to academics
and small labs that cannot invest so much money for that kind of solutions.

On the other hand, there are a lot of open-source workflow systems, some
of them began as small-scale projects. The major part of the workflow systems
in the public domain differ in their architecture and in other features such as
workflow language, primary data types, mechanism to add additional resources
and available domain resources.

The open-source workflow systems represent an important aid for the scien-
tific domain not only because they are free, but also because they are founded
on community development models, in which people from different backgrounds
have contributed to the application in an active way. It is worth mention that
there are many commercial products that make use of open-source and public
available programs. An example of an open-source workflow system is Pegasys
[16], developed by the university of British Columbia. This specialized work-
flow management gives high-throughput sequence data analysis and annotation.
Pegasys also includes numerous tools for pair-wise and multiple sequence align-
ment, gene prediction, RNA gene detection and masking repetitive sequences
in genomic DNA, and it also permits the incorporation of new tools into exist-
ing frameworks due to its flexible architecture. ™ Grid project is considered the
most powerful workflow system in the public domain. Fields like Genome and
Proteome Annotation (e-Protein), Integrative Systems Biology (myIB) or Inte-
gration of Biological Data (PlaNet, EMBRACE) are covered by different tools
based on ™ Grid. But the most important workflow system rooted on ™ Grid
is Taverna. The use of booth tools has been extensively employed to execute
different in silico experiments like simple sequence manipulation or genotype-
phenotype correlations. The Genome Analysis and Database Update (GADU)
system uses Pegasus to perform high-throughput analysis and annotation of ge-
nomic information. GADU workflows are being run across the Open Science
Grid and TeraGrid, and to enrich the warehouse they are applying tools such as
BLAST or BLOCKS. Nevertheless, the disadvantage of Pegasus is that it does
not support a validation checking for workflow.

On the other hand, due to the information explosion in biology, the number
of ontologies grows directly proportional to the biological data. The classical
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example of an ontology created to provide a list of controlled terms to describe
biological entities is the Gene Ontology [I7]. The GO Consortium was estab-
lished to create standard terms to describe what the gene products do, where
they act and how they perform these activities. Another example is the one
of BioPAX [I8] whose purpose is to provide a standard language that enables
integration, exchange, visualization and analysis of biological pathways data.
TAMBIS project [19] includes an ontology, the TAMBIS ontology, that aims to
provide transparent information retrieval and filtering from biological informa-
tion services by building a homogenizing layer on top of the different sources.

Nevertheless, the purpose of an ontology is to give a description of the termi-
nology used in a specific domain rather than to provide a conceptual represen-
tation of the structures used to store data [20]. Contrary to conceptual schemas,
ontologies do not allow showing the data structure and relations. Thus the com-
prehension of the domain is easier in conceptual schemas. The way in which
data can be described is made explicit by separating the information models
from the system description, which is an advantage for developers of future GIS.
For instance, the information technology developers can quickly and easily adopt
a model to implement a new feature in a domain without having to repeatedly
tackle the same complex modeling challenges. The developed system will be
interoperable with other projects that use the same conceptual model. There-
fore, tasks such as data integration from different repositories will be simplified.
There are some projects that are developing this idea; one is the Phenotye and
Genotype Experiment Object Model [2I] which has been approved as a standard
by OMG. The PaGE-OM was formulated by an international consortium of 20
groups involved in genotype-phenotype projects. The goals of PaGE-OM speci-
fication are to reach a balance between being too generic and too specific and to
enable the structured capture of at least the minimum amount of the informa-
tion required to properly report most generic experiments related to genotype
and phenotype information. [20] provides conceptual models that describe eu-
karyotic genome sequence data and genome organization, transcription data and
results from gene deletions. Other object-oriented models of biological data have
been implemented, such as the one presented in [22], which includes models for
representing genomic sequence data.

3 A Conceptual Model to Describe Variations

The main objective of the conceptual model presented in this paper is to establish
a connection between the genomic field and the IS development domain. One of the
main characteristics of the genomic field is heterogeneity. The unification of rele-
vant concepts is a difficult task, since genomic concepts are not precisely defined.
Moreover the field of knowledge is still developing and concepts are constantly
evolving, wich complicates the organization of all the genetic data available.
Genetic databases are affected by this heterogeneity problem. In this fielda,
each database captures the concepts according to the interpretation and
terminology of a biologist. However, there are different definitions for the same
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concept; for example, a variation in the DNA sequence is referred under the
terms: variation, mutation, polymorphism or SNP [23]. Even though all of them
represent more or less the same concept, there are slight differences among
them.The problem of heterogeneous data representation can be solved with the
use of conceptual models, as some works propose [24]. The development of a
conceptual model to represent the human genome is a useful approach to under-
stand this complex domain since precise concepts are defined and related among
them. If new concepts, relations or changes are discovered, they can be easily
incorporated on the model.

The conceptual model presented here claims to be precise with genetic con-
cepts and IS principles because it has been developed by software engineers and
biologists specialized in the genomic field. The model presented in this section
is focus on the description of genomic variations. However, it is an excerpt of
a widest one [25], whose main goal is the specification of the required human
genome concepts for developing GIS.

Figure [I] shows the proposed conceptual model. At the top of the picture (1)
the Gene and the Allele classes are defined. Gene entity models the generic
concept of gene whereas Allele entity represents the individual instances of a
gene. The Allele entity has two specializations: Allelic Reference Type and Allelic
Variant. Allelic Reference Type models the reference sequence that defines an
“universal” gen to be used for comparison purposes. These reference sequences are
extracted from trusted data sources as RefSeqGene database [26]. Allelic Variant
represents a DNA sequence of an individual which has several variations from
the allelic reference.

Each variation discovered by means of the comparison process performed over
a sequence, is modeled by the Variation entity (2). The Variation entity stores all
the variations documented in the genetic literature that are associated to some
disease or to normal changes because of the intrinsic nature of an individual. This
entity has two different specializations groups. The first one corresponds to the
variation description and it is made up of two specializations: Precise variations,
which define variations that are completely located and Imprecise variations,
whose location details are not specified. Precise variations are also categorized
in four entities according to the change performed in the sequence: Insertion,
Deletion, Indel (insertion/deletion) and Inversion. An indel can be categorized
as SNP as well when it occurs at least in 1% of the population. The second
group consists of three specializations: Mutant variations, which represents those
variations that are related to some disease, Unknown consequence, categorizes
the specializations whose consequence has not been discovered yet, and Neutral
polymorphism variations, the ones that do not have an associated disease.

A variation that is specified in the model is always related to its phenotype,
which is modeled by the Phenotype entity (4). The Certainty entity specifies the
probability that a phenotype could show up because of a concrete variation on
the genotype. In case a genotype-phenotype association is identified, it is essential
to know information about the bibliographic reference and the original database
where the discovery was stated. This data is defined by the Bibliography Reference
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Fig. 1. Conceptual Model for describing variations

and BibliographyDB entities (3) respectively. As a first result of this conceptual
model, a genetic database (GDB) has been created to store the variation infor-
mation that is used by the presented GIS prototype.

4 A GIS Proof of Concept : A Variation Analysis Tool

The main goal of the prototype is to show how conceptual models can be use-
ful to define a GIS. One of the most common tasks in the genomic area is the
analysis of genomic sequences [27]. Researchers perform the analysis compar-
ising a certain DNA sample from a specific gene and its reference sequence.
The comparison is done using an alignment tool that shows a list of differences
among them. After that, an experienced researcher has to decide which varia-
tions are relevant and which not. Afterwards, they have to dive into the vast and
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non-structured amount of information that is scattered across the Web and
search for the bibliography that justifies each relevant variation. Performing this
work manually is a tedious and time consuming task.

The proposed prototype reduces this time by automating the major part of
the manual work. This automation can be done thanks to the conceptualization
of the domain by the presented conceptual model. Data such as genes, variations,
phenotypes and bibliographic references are now represented as perfectly defined
conceptual entities. Thanks to this conceptualization, heterogeneity and data
dispersion problems are solved, avoiding the manual preprocess of some non-
computer legible data and ensuring the quality of the data stored.

The most widely accepted and used free implementation of BLAST [28] is
NCBI BLAST, but more sequence alignment algorithms exist. One of them is
BLAT [28], which is an extremely fast alternative but slightly less accurate than
BLAST to compare huge nucleotide sequences. This is the chosen algorithm for
the implementation of the prototype proposed in this paper.This choice is based
on its speed to scan for relatively short matches and also its extension into high-
scoring pairs. Differing from BLAST [29], BLAT stitches each area of homology
between two sequences into a larger alignment. The prototype explained in this
section has been implemented as a web tool developed using ASP.NET and C+#.

The service offered by the presented GIS prototype is to receive a DNA sample
from a patient and provide a report that helps the doctor to diagnose a certain
disease. The experts only have to introduce the sample in the suitable format
and review the provided results, forgetting everything about manual treatment
and endless searches across the bibliography.

The analysis process performed by the prototype is summarized in Figure 2.
Some conceptual model entities that are used in the different steps are depicted
in white rectangular boxes. The process is divided into five main steps:

1. Input data: The biologist selects a gene from the set supported by the pro-
totype, for instance the BRCA1 gene, and introduces the DNA sample to be
analyzed. The sample input can be performed manually or by uploading a
file in FASTA format.

2. Alignment report: According to the selected gene, the prototype locates the
suitable reference using the allelic reference entity. After that, an alignment
process between the sample and the reference is carried out for finding vari-
ations. This alignment is performed using the BLAST algorithm, however
importing results from DNA sequencing tools as Sequencher [13] will be sup-
ported in next versions. Using the defined conceptual model, each discovered
difference is formalized as an instance of the variation entity. This formal-
ization, which is not present at the moment in other tools or databases, is
independent of the output from any alignment tool and provides a suitable
way for exchanging variations. A report that summarizes all the changes is
generated using these variation entities.

3. Variation knowledge: Thanks to the report generated in the previous phase
the classification problem is simplified. Variations are located according to
a well-know reference sequence and their positions matched to the genomic
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Fig. 2. Mutational analysis tool based on the conceptual model

data stored in GBD. Then, each variation is queried into the GDB to deter-
mine if it has been defined as a precise variation. If a variation cannot be
found in our GDB is classified as unknown. At this point, known variations
are classified into a specific type of sequence change. Unknown variations are
classified as non-silent if the variation produces a change, in other words, an
effect in the expected gene product (protein).

Phenotype Assessment: Variations classified as known may have some phe-
notype associated. In order to asses if the phenotype is related to a specific
disease, a research publication is required to provide trustful evidence. For
those cases, the conceptual model describes the bibliographical reference that
supports the phenotype for a specific variation. In the context of this work,
variations with pathogenic phenotype are classified as mutations whereas
they are classified as SNPs if no negative phenotype is described.

Report creation: All the obtained information is gathered in a report. This
report contains information about the variations found: mutations, variations
whose phenotype is not a disease and unknown variations. Each variation is
provided with the following information: the location where it was found in
the sequence, its type (Insertion, Deletion, Indel or Inversion) and the num-
ber of nucleotides inserted or deleted. For the mutations found in the GDB
their associated phenotype and its bibliography is added as well. Finally, the
report file can be saved as a text document.
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Several key points have been discussed during the implementation of this pro-
totype. The first one was the choice of the architecture to be implemented. A
multi-layer architecture is the one that suits best to carry out the implementa-
tion of the prototype proposed here. This type of architecture allows a logical
separation of the processes related to the presentation, the application process-
ing, and the data management. N-tier application architecture provides a model
for developers to create a flexible and reusable application.

By breaking up an application into layers, developers only have to modify
or add a specific tier, rather than rewrite the entire application over. Having
into account that in the biological domain, and specially in the genomic field,
a lot of investigations are being carried out and thus new information is being
discovered, it is important to facilitate the way in which the developed system
can be modified and maintained. The three-layer architecture implemented to
this application is showed in Figure

Another issue is to define the classes that are going to be part of the applica-
tion. Figured shows a brief summary of the most important implemented classes
of the variation analysis tool and also some of their attributes and services.

It’s important to keep in mind that the goal of this prototype is to obtain all
the mutations that belong to a certain DNA sequence. Some of the differences
between this class diagram and the model represented in Figure [Il are a direct
consequence of this constraint.

Variation is the principal class. It represents the variations that are found after
the DNA sequence analysis. Due to the comparison between DNA sequences,
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only specific positions are obtained. Thus, only precise variations are analyzed
and imprecise variations remain outside of the application scope at this moment.
Hence, Variation class and Precise class are joined in one unique class. The
specializations of Precise class are also joined to this class becoming the type
attribute. These classes define the difference between the types of variations,
and their attributes can be unified in the same way as they did. Therefore, these
new attributes are added to Variation class to facilitate the implementation of
the tool by unifying the way in which the properties of the variation type are
represented. The services of this class are more related to access and manage
their own properties.

Mutation class represents the variations that are related to a disease. Muta-
tions class has got the same main properties as Variation so, it is implemented
as a specialization. Nevertheless, there are some attributes of the class Mutation
but not of Variation, for instance the BibliographicReference attribute. As men-
tioned before, the implemented tool is focused on the mutation search and that
is the reason why only this kind of variation needs a bibliographic reference. In-
stead of using a new class to represent this property, the bibliographic reference
is implemented as a Mutation class attribute. This choice is made based on the
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assumption that this kind of information is going to be read only as a property of
a variation and not managed. In fact, the method setBibliographicRef is private
and it is only used to provide the value of this attribute through the data base
extraction method.

The Phenotype class represents the way a variation in a DNA sequence is
expressed. However, taking into account the constraint commented at the begin-
ning, this class is only linked to Mutation class. Phenotype has, apart from its
description, an attribute certainty that express the reliability of the phenotype.

Finally the Analysis class is the main class of the application and it is respon-
sible for the report creation. The visibility of the SearchVariations, SearchMuta-
tions, AnalyzeSequence and ShowReport methods is private. The user can only
make use of the CreateReport and SaveReport methods and these services will
be responsible for calling the private ones internally.

Referring to the visual aspect Figure Bl shows the interface of the presented
GIS prototype. This interface is divided into three parts:

— Input data: At the top there is a list of the currently supported genes. The
user can choose which gene is the object of study. There is a text area below
to choose the reference sequence. Additionally, the researcher is provided
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with two ways to insert the patient’s DNA sequence. The first one is a text
area where the researcher can introduce the DNA sequence directly. The
second way is by uploading a FASTA file.

— Functionality: The actions provided are three: 1) showing the report, this
action takes place after the data entry and works in background without the
researcher being aware of it 2) cleaning the work area, clean button allows
to clear the fields where the researcher can enter data 3) and saving the
information obtained.

— Medical report: this is the area in which all the information obtained by the
tool is displayed to the user. The different features that were commented in
previous sections: location, position, type of variation, etc., are listed here.

5 Conclusions and Future Work

In the genetics domain, the occurrence of a new database is a constant fact.
There are a lot of genomic databases containing different kinds of data (varia-
tions of DNA sequences, gene specific disease information, ARN or protein data,
pathways, microarrays, etc.). Despite the distinct nature of their content, all
of them were built under a common goal: structuring data in order to achieve
a better comprehension of their discoveries. However, most of them are really
useful for the daily work of researchers; but when dififcult questions arise, the
problem of interrelate different data located in several databases appear.

This work proposes an IS engineering solution in order to solve the hetero-
geneity problems on the genomic domain. A conceptual model is presented which
describes and defines formally the concepts related to genomic variations. As a
proof of concept, a GIS prototype with this conceptual model as background
has been implemented. This prototype analyzes human DNA samples searching
for variations and identifies the phenotypes that each variation could provoke on
the individual.

One of the advantages of using the presented GIS prototype is that the varia-
tion analysis can be performed using only one tool, avoiding the data workflow.
In addition, using a conceptual model to guide the development simplifies the
acquisition of the genetic data and is precisely referenced to the bibliography.

However, the study of the prototype efficiency working with real DNA samples
must be analyzed. In order to perform this task, further studies of the sequencing
algorithms will be carried out.

Moreover, heterogeneity is not a completely novel research area because some
tools to organize the genomic data have also been proposed before [I7J20130]. The
main contribution of the work presented here is a conceptual model specifically
designed to guide the development of software artifacts using a model-driven ap-
proach.

As further work it is planned to extend the GIS prototype in order to achieve
a higher accuracy and to facilitate the sequence input. As a final goal, the GIS
prototype will be tested in a real environment by means of a collaboration with
IMEGEN;, a genomic medicine institute, and a couple of local hospitals.
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Abstract. The vision of the recently started GAMES European Re-
search project is a new generation of energy efficient I'T Service Centres,
designed taking into account both the characteristics of the applications
running in the centre and context-aware adaptivity features that can
be enabled both at the application level and within the IT and util-
ity infrastructure. Adaptivity at the application level is based on the
service-oriented paradigm, which allows a dynamic composition and re-
composition of services to guarantee Quality of Service levels that have
been established with the users. At the infrastructure level, adaptivity is
being sought with the capacity of switching on and off dynamically the
systems components, based on the state of the service centre. However,
these two perspectives are usually considered separately, managing at
different levels applications and infrastructure. In addition, while perfor-
mance and cost are usually the main parameters being considered both
during design and at run time, energy efficiency of the service centre is
normally not an issue. However, given that the impact of service centres
is becoming more and more important in the global energy consump-
tion, and that energy resources, in particular in peak periods, are more
and more constrained, an efficient use of energy in service centres has
become an important goal. In the GAMES project, energy efficiency im-
provement goals are tackled based on exploiting adaptivity, on building
a knowledge base for evaluating the impact of the applications on the
service centre energy consumption, and exploiting the application char-
acteristics for an improved use of resources.

1 Introduction

Over the last years, with the increasing digitalization of the business processes
in many application domains, like online banking, e-commerce, digital enter-
tainment, and e-health, the data centre industry has seen a great expansion
due to increased need for computing capacity to support business growth. As
a consequence, management of IT Processes, Systems and Data Centres has
dramatically emerged as one of the most critical environmental challenges to
be dealt with and new research directions are being taken towards an energy-
efficient management of data centres. An estimation is reported in [I5] that the
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US servers and data centres consumed about 61 billion kilowatt-hours (kWh) in
2006 (1.5 percent of total U.S. electricity consumption). This estimated level of
electricity consumption has been evaluated as equal to the amount of electricity
consumed by approximately 5.8 million average U.S. households.

In the last years, large I'T systems and data centres are moving towards the
adoption of a Service-based Model, in which the available computing resources
are shared by several different users or companies. In such systems, the software
is accessed as-a-service and computational capacity is provided on demand to
many customers who share a pool of IT resources. The Software-As-A-Service
model can provide significant economies of scale, affecting to some extent the
energy efficiency of data centres. The service-based approach is becoming the
most common way to provide services to users, compared to traditional applica-
tions developments. Services and their composition, both at the providers’ side
(to provide new value-added services), and at the users’ side (with mash-ups
of services composed by the users themselves), are becoming more and more
widespread in a variety of application domains. Hence, since the service-oriented
approach is steadily increasing for many application domains, its impact on data
and service centres will become more and more significant. A very similar model
is applied to the provision of services in the High Performance Computing do-
main where users are allocated to these precious resources in a shared way by
using complex scheduling mechanisms.

The EPA report [15] contains a forecast of doubling the energy consumption
estimated in 2006 within five years. In this report it is indicated that there is a
potential of reducing energy consumption with existing technologies and design
strategies by 25 percent or more. However, there is yet a potential for improving
energy efficiency in several aspects of a data centre. In fact, despite the big
effort that has been put for assessing energy efficiency of IT service centres
aiming at the reduction of energy costs [5], the most of these actions have been
concerned with solutions in which energy efficiency leverages only on single, yet
not interrelated factors, such as the identification of good practices for energy
savings based on: (i) the dynamic management of servers according to workload
and servers consolidation and virtualization; (ii) the development of low power
techniques at IT component level; and (iii) the design of energy-effective facility
environments for data centres through reuse of heat or air conditioning. The
analysis of the characteristics of the software applications run in data centres
are just starting to be considered, such as for instance in the EU best practices
for data centres [6].

Mostly, these policies have been implemented in an isolated and fragmented
way, not taking into account all the interrelations between the different decision-
making layers and were unable to evaluate simultaneous trade-off between power,
workload and performance and users’ requirements. In particular, the applica-
tions running in the service centre are usually only analyzed based on their gen-
eral characteristics, such as frequency of execution and requests for resources.
The analysis of applications at the design level, however, could provide useful
information to better manage the resources in the infrastructure. For instance,
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the structure of the application can be a basis for predicting the resources (e.g.,
data) that will be necessary for its execution. Such an information can in turn
be useful for an internal management of storage resources. On the other hand,
information about IT resources can also be used to design energy efficient ap-
plications. In fact, while there has been a focus on optimization and negotiation
of Quality of Service and performances in the past [11J9], very little attention
has been paid to the issues of energy consumption and development of energy
efficient services. A first proposal has been presented in [7], where energy con-
sumption and energy efficiency have been considered in composed services at
the same level of other quality of service parameters. This allows designing ap-
plications that can dynamically adjust to the IT infrastructure state in order to
reach energy-efficiency goals, while keeping the agreed quality of service levels.

The vision of the GAMES (Green Active Management of Energy in IT Service
centres) project (2010-2012) is for a Green, Real-Time and Energy-aware IT
Service Centre. The central innovation sustaining the GAMES vision is that
for the first time, to our knowledge, the energy efficiency of the IT Service
Centres will be considered simultaneously at different levels, trading-off (1) user
and functional requirements and Quality of Services versus energy costs at busi-
ness/application level, (2) performance, expressed as physical resources workload
and Service Level Agreement, against energy costs at I'T infrastructure level, (3)
HVAC (Heating, Ventilating and Air Conditioning) and lighting versus the power
required by the IT infrastructure and the business processes and application, as
received by upper levels, at Facility level.

At design time, the assessment and benchmarking of the energy consump-
tion and efficiency of all the different building blocks composing the GAMES IT
Service Centres energy efficiency (HVAC, lighting at the facility level, servers,
storage, network and processors at I'T infrastructure level, services, applications,
QoS) will be made for each of the sub-optimal configurations. With this re-
gard, what-if simulation analysis will be carried out in order to determine at
design time the best energy-effective distributions of services on the virtualized
machines, what will be the best resource and workload configurations with less
energy costs, and the impact of these configurations on the energy and carbon
emissions balance of the IT Service Centre facility. Historical and required power
information and the energy usage profile, combined with Business Intelligence,
Data Mining and Information Extraction technologies as well as simulation tech-
nologies will be matched with users’ business, functional and applications re-
quirements to align energy demand with availability (energy contracted with
the utility operator) to design energy efficient applications on an energy efficient
infrastructure, able to exploit adaptivity during execution.

The optimized configurations, which will be the output of the GAMES system
at design time, will be continuously monitored and adaptively controlled at run-
time, through a suitable sensing and monitoring technology infrastructure able
to measure temperature, power consumption and humidity of each single IT
device (servers, storage, network). The GAMES co-design methodology will aim
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at co-designing business level applications and services and the IT infrastructure,
to support a global energy-aware adaptive approach.

In SectionPlthe chosen drivers for the design and the validation of the GAMES
approach are described in an abstract way and requirements for the overall
approach presented in the following Section [B] are provided. In Sections [ and
we discuss the co-design approach and the adaptive run-time environment
respectively.

2 Application Scenarios

The GAMES approach is neither targeting for a specific application sector nor
bound to a specific solution for the realisation of the service layer or the applica-
tions hosted by the service provider. In order to drive this generic approach with
requirements and to allow their validation, two major scenarios are targeted:

— High Performance Computing Service Provision addressing the need for large
scale simulations demanding for the co-allocation of a very large number of
computing resources for a single task;

— Cloud based computing service provision where the elasticity and dynamism
of requested amount of the resources is high.

2.1 Specific Challenges of the HPC Scenario

In this scenario users such as computer engineers submit a job request via a Grid
Middleware or directly using an interactive shell environment. Typically such
job requests are expressed using the Job Service Description Language (JSDL)
[2], an XML based schema allowing to express the requirements such as memory
demand, number and speed of CPUs, etc. Such job requests are then either given
to a meta-scheduler per provider that aims to find the appropriate resource or
directly to a batch oriented queueing system for a single cluster system. In order
to allow a differentiation between different consumer types, such requests are
typically further detailed with negotiated Service Level Agreements expressing
non technical requirements and corresponding guarantees from the provider side
as well as penalties in case of violations of the consumer or provider obligations.

From the GAMES perspective, several potentially conflicting constraints need
to be actively managed. On one hand, the Service Level Agreements from differ-
ent customers with different level of importance (in the sense of how important
the customer is from a business viewpoint) and different penalties in case of
violations need to be aligned with policies like “prioritize large jobs compared to
small ones for this resource”, “maximise utilization of the resource” with Green
Performance Indicators such as “reduce workload during days where free cooling
is impossible due to high outside temperatures”.

As a further illustration consider the simplified example of a computing re-
source having 20 nodes. Currently 3 jobs requiring 15 computing nodes each and
a couple of smaller jobs with only 8 nodes each are waiting in the job queue.
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The policy of preferring large jobs would prioritize the two 15 node jobs ahead of
the 8 node jobs. The policy for reducing the workload if the outside temperature
does not allow free cooling (and therefore higher costs) would switch off 12 nodes
during the hot time of the day pushing the 8 node jobs and would move to the
15 node jobs during the evening/night when free cooling is possible again. The
job mix is typically much more varying and the number of nodes on high end
production systems is several thousands.

An additional problem related to this scenario is that many applications
hosted by the provider or provided by the consumer at job submission time
could be even only available in binary form (e.g. provided by an Independent
Software Vendor) and cannot be easily made GAMES enabled to react on com-
mands that are control attempts from the GAMES framework. Consequently, the
GAMES framework can only intervene with the supporting infrastructure such
as the queuing systems and job scheduling frameworks and the SLA assessment
and validation infrastructure.

Nevertheless, by influencing on one hand the underlying provisioning mid-
dleware as well as influencing the queuing infrastructure, a plethora of control
possibilities do exist. For example one can limit access to certain queues allowing
prioritised access to the resources for certain users or jobs, as well as limit the
maximum amount of time one can use a resource demanding a restart capability
of the application developer to continue a simulation after it got canceled at
the last stable state. Additionally, different customer profiles provide additional
control possibilities. Such customer profiles could range from cost optimized
best-effort computing, over time boxed simulations (e.g. in a car design process)
up to urgent computing cases where simulation results are expected to be used
as input to a decision support system for a medical treatment.

2.2 Specific Challenges of the Cloud Scenario

In contrast to the scenario above, the applications hosted in this scenario have
no pre-defined maximum wall clock time or a fixed amount of resources but
demand a dynamically changing amount of resources (commonly referred to as
elasticity) from the provider and do not have the requirement to use several
thousands of computing nodes exclusively at the same time but can operate on
top on a virtualized infrastructure potentially sharing one physical computing
node with several other customers running their own virtual machines. Addi-
tionally, properties like reliability and robustness are of much higher importance
as in contrast to the simulation jobs of the HPC scenario it is not easily possible
to perform a re-start of the simulation at the last checkpoint some hours later
without affecting the Quality of Experience (QoE) of the consumer.

Cousidering that beyond the Infrastructure as a Service (IaaS) paradigm, also
Platform as a Service (PaaS) and Software as Service (SaaS) are becoming more
and more important in the cloud provisioning model (see also [10]), one can also
assume that in this case the applications that are supposed to be provided as
services can be fully GAMES enabled and provide a direct interface from the
cloud operation level over the platform up to the software level.
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However, similar to the HPC use case, the differentiation of the Service Level
for different customers, business policies to prefer specific kinds of applications
(e.g., applications with a high demand or low demand for elasticity) are similarly
conflicting with the demand to save energy.

2.3 Major Requirements Summary

Summarising the major challenges of the two distinct scenarios above, one can
say that the following aspects are currently missing in existing data and com-
puting centre infrastructures:

— A mitigation framework allowing to derive clear policies and actions for
the underlying infrastructure based on the potentially contradictory and
conflicting optimisation goals of the different aspects (e.g., SLAs, Green IT
aspects, Differentiated customer support, and so on).

— A rich sensing and monitoring framework allowing the collection of the neces-
sary information on all levels from the facility and environment, over physical
resources over platform services up to the applications themselves.

— Data Mining and Reasoning elements analysing the historical data collected
aiming for a prediction and derived counter measures to bring the overall
infrastructure back to the desired operational point.

— Actors and control elements on the different levels allowing the counter mea-
sures to be applied on the appropriate level in the necessary short time.

Orthogonal to this more operational oriented requirements, one can clearly re-
alise the need to plan for the monitoring at the design phase of a building,
hardware and the corresponding software services. Similarly, one needs to think
about which elements can be controlled and which hooks need to be designed
into this overall setting. Beside a Runtime Environment aiming for the optimi-
sation of the operation of the application services, similarly the right design of
the overall system from facility and energy provision model up to the service
composition and application layer is of equal importance.

3 The GAMES Approach

In the GAMES approach, we consider a joint management of the applications
and the IT infrastructure on which they are running. Both at the application
level and at the infrastructure level, we assume that the system is adaptive: the
applications can change their modes of operation at run time, and the IT infras-
tructure can be dynamically reconfigured in the service centre. Adaptation is
performed according to a number of adaptation strategies that are encapsulated
in adaptation rules that are evaluated at run time. The adaptation strategies
and their rules are designed for the service centre taking into consideration both
the IT infrastructure and its capability of providing an autonomic behavior and
the characteristics of the applications being executed on the system and their
requirements. We assume that the service centre is exploiting a virtualization of
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the IT infrastructure, so that virtualized IT resources can be associated to each
application, thus application management and IT management can be decou-
pled. The adaptivity of the system is performed considering its general context
of execution, which includes physical environment parameters such as the ex-
ternal temperature and humidity, the parameters of the service centre facility
infrastructure, which include cooling and heating and servers and storage pa-
rameters, and application parameters, mainly in terms of Quality of Service
requirements and utilization rates of infrastructure components assigned to the
application. We propose an adaptive SBA (Service Based Architecture) as the
basis of the energy-aware design and management of service-based information
systems and their IT infrastructure. At the application level, we consider appli-
cations as being executed by invoking services or composite services, which can
be possibly dynamically modified. To each service, Service Level Agreements are
associated, covering Quality of Service requirements, which can be dynamically
renegotiated. Similarly, platform services and infrastructure are all considered as
services in the system, creating a complex environment of service compositions,
where each service is associated to a number of possible adaptation actions.

The goal of the GAMES approach is to realise a self-adaptive data and ser-
vice centre architecture across all kinds of offered resources ranging from IT
infrastructure data and facility over computing up to the service layers. The
conceptual architecture in Figure [l shows the components needed for run-time
management to continously balance the agreed service contracts and to derive
the necessary measures needed based on the monitored values (energy consump-
tion, load situation, risk to fail on an SLA, etc.) as well as the interaction with
the design environment.

In the following, we briefly introduce the main components of the GAMES
architecture:

— the Energy Sensing and Monitoring Infrastructure (ESMI)
— the Run-Time Environment (RTE)
— the Design-Time Environment (DTE)

The Energy Sensing and Monitoring Infrastructure (ESMI) provides ser-
vices to interact with the energy grid, with the environment monitoring infras-
tructure and with the data centre resources, for energy consumption and other
physical measures. The ESMI has an energy service layer providing basic monitor-
ing, messaging, event derivation features, and mining services for analysing his-
torical data targeting the generation of useful adaptation patterns and
knowledge. The ESMI will be partially based on the energy service layer being
developed in BeAware [§]. The sensing infrastructure will be interfaced with mon-
itoring services, which will in addition gather relevant information from the IT
infrastructure and SBA layer, generating relevant events from the sensor informa-
tion. A context management support module will manage context information.
The Run-Time Environment (RTE) provides an energy-aware and self-

* adaptivity controller. It includes functionalities for event analysis, based on
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Fig. 1. GAMES architecture

the general knowledge of the environment and energy characteristics of services,
controlling the adaptivity under a global perspective of a service and an ar-
chitectural level. Control will be also based on a general optimiser and nego-
tiator, which, starting from static tools for architecture optimisation and SLA
templates, will be enhanced with dynamic and energy-aware functionalities, ex-
ploiting also the Energy Practice Knowledge Base. The self-adaptive data centre
architecture module comprises an adaptation of the architectural part and of
the storage-part through strategies and decisions on data placement and storage
quality of service based on access patterns and mapping of application services
to data storage level.

The Design Time Environment (DTE) will support an energy-aware co-
design of service-based information systems and I'T architecture in the data and
service centre. All design choices are driven by users demands expressed as a set
of Key Performance Indicators (KPI) and Green Performance Indicators (GPI)
that are part of the negotiated Service Level Agreements (SLA). Starting from
a static evaluation of existing configurations, optimisation and negotiation tech-
niques for design time, choices will be developed to devise the optimal functioning
points to be exploited for run-time adaptivity. The design will include also the
identification of the observable needs for optimal and efficient run-time event
detection. Users involvement will be considered through test cases and user ex-
perience models. An assessment tool will provide an initial analysis of the users
requirements, service and data characteristics and IT infrastructure and facil-
ity from which the energy-aware adaptive service and infrastructure design will
start.
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4 Designing an Energy-Efficient Service Centre

Energy-aware service-based information systems design will be tackled based on
a three-fold perspective: a) strategic-level decisions in developing green IT service
centres (e.g., identifying Green Key Performance Indicators (GPI) and analysing
the impact of QoS business process levels on energy costs); b) developing con-
trol strategies to evaluate, optimise, and control services and data at run-time
on multiple time scales and adapt them at run time; c¢) realizing technological
mechanisms and tools to reduce the energy consumption of IT service centres
based on self-adaptive services and architectures. Energy savings can be obtained
by exploiting the characteristics of existing adaptive platforms both at the busi-
ness/application level, where adaptive service compositions can be executed, and
at the architectural level, based on adaptation of IT architectures and compo-
nents. The problem to be solved is how to combine the existing approaches in
a layered architecture, considering a large number of information systems using
the same services and sharing the same data centre(s). We propose a combined
design-time and run-time approach. At design time, co-design is proposed to cre-
ate adaptive service-based information systems and self-adapting architectures
based on the requirements. At run-time, we propose an event-based adaptation
process that takes into consideration the run-time context information (energy
consumption) and design-time context information (user and business contexts).

We will focus on the design of energy-aware information systems, in which
the information system functionalities and the IT system architecture are co-
designed to get improved energy efficiency. The energy dimension is currently
not considered in information systems design, where functionality and quality of
service considerations are driving design choices. Based on some research experi-
ments and simulation [1I3], we advocate that considering the energy consumption
dimension, different and more efficient design choices could be performed.

Examples of energy-aware co-design include several aspects at different lev-
els: strategies to minimize the number or similar/redundant services, e.g. by
using virtualisation technologies or a balanced number of servers performing
supporting services operations (e.g., having only a minimal number of authenti-
cation servers); an evaluation of the impact on needed cooling capacities based
on different load scenarios of servers; a focus on business process analysis of
core activities-services-data as shown in [14], annotating business processes with
meta-information useful for performing an energy-efficient management of the
application at run time.

We will develop a cost-based approach to design the system globally and to
select the adaptation strategies that are recommended at run time at the ap-
plication (process/service composition) and at the IT level and to identify the
variables and components which need to be monitored in order to ensure a cor-
rect control of the system. Business processes will be analyzed considering their
quality of service requirements and their needs for IT processing infrastructure.
Process meta-information will include data requirements and task dependen-
cies, the ability to use alternative services in service compositions, and their
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context-awareness, in order to be able to enhance the adaptive capability of the
application itself, both at application management and IT management level.

5 Energy Efficiency at Run Time

GAMES defines a new approach for a run-time, energy-aware adaptive mech-
anism. The basic concept is to consider and use the system context situation
enhanced with energy/performance information for controlling / adjusting /
enforcing the run-time energy efficiency goals. We approach the problem of min-
imizing the energy consumption in a service centre by using Dynamic Power
Management (DPM) and consolidation techniques. In a classical data centre, the
computing resources are over provisioned to handle the peak value. We propose
to minimize the energy consumption by monitoring the service centre servers to
determine the over provisioned resources with the goal of putting them in low
power states.

Layered feedback architecture will be considered for run-time controlling of
systems performance/energy ratio, by combining autonomic and context aware
computing methodologies, techniques, algorithms and tools with methods and
tools specific to the systems and control theory.

We propose the development of two types of control loops that will be used to
adjust and adapt the system execution to the energy efficiency goals established
in the co-design phase: a set of local control loops associated to I'T Infrastructure
servers and one global control loop associated to the whole system.

5.1 Local Control Loop (Server Level Controller)

The local control loops are used to locally optimize the energy consumption at
the level of each server. The controller is developed by using a set of server spe-
cific energy optimization rules, predefined at design time, which can be executed
on a very fine time grain, without affecting the system overall performance.
The main guiding idea of server level energy efficiency is to pro-actively iden-
tify and take appropriate actions to reduce servers resource over-provisioning so
that it matches the application requirements. This way, energy can be saved by
transitioning the over-provisioned resources to low power states while maintain-
ing performance by satisfying the application requirements. For the local loop
controller design we have used server specific DPM and workload allocation
techniques, considering the CPU and external storage as the main controlled re-
sources. The local loop controller takes DPM actions based on the current server
state and on the workload received from the global control loop (see Fig.2). The
local loop controller uses the context model instance, a knowledge-base and a
prediction engine for inferring the most appropriate DPM actions.

CPU management. For the energy-aware CPU management, two workload al-
location strategies and an improved Dynamic Voltage Scaling (DVS) technique
is proposed. The first workload allocation technique distribute as many tasks per
core (allowing the unused cores to be switched into low power states) and per
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CPU (allowing the unused CPUs to stay in idle states as much as possible) while
the second strategy distribute evenly the tasks and obtaining as a result a lower
overall utilization, thus enabling the transition of the entire core / socket system
to lower frequencies. Starting from the observation that service requests are
unpredictable over time and peak loads are orders of magnitude larger than those
in steady states, we have decided to use a fuzzy-logic based control algorithm, by
adapting the work presented in [4] for implementing the DVS techniques aiming
at processor dynamic voltage scaling.

Server storage management. The local control loop also manages the server
HDDs aiming at maximizing energy efficiency. Unlike the CPU which is very
flexible in terms of power management, the state transitions of HDDs are more
rigid, involving significant performance degradation when executing a wrong
power management decision. For HDD management, the local control loop uses
an advanced adaptive algorithm, based on adaptive learning trees [12], aiming at
identifying the access patterns and deciding about the possible spin-down of the
drives. Moreover, the resource management component of the local control loop
will attempt to distribute the incoming workload associated storage requirements
in such a way to maximize the idleness periods of some drives while preserving
the SLA indicators.

Global Control O

Loop @
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Fig. 2. Local control loop

Local control loop architecture for a virtualized server is presented in Fig. Bl
Virtualization allows for better control of energy savings by (i) the fine grain
resource allocation in a per virtual machine policy and by (ii) facilitating server
consolidation by virtual machine migration, leading to the complete shutdown of
unused servers. Local control loop consists of three main modules: the resource al-
locator, the monitoring subsystem and the Dynamic Power Management (DPM)
module. The resource allocator module assigns resources to the virtual machines
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so that it delivers the expected performances while the CPU and HDDs make
low power states transitions as often as possible. The monitoring and analyzing
module analyze the state of the server and the state of the virtual machines and
provides the monitoring data to the resource allocator module and to the DPM
Controller. The DPM module controller enforces the power states transitions
determined by the CPU and HDD prediction engines.

DPM Module Server
—1—
Monitoring |CPU | |HDD | |RAM |
CPU HDD

Prediction Prediction I—
Engine Engine l

Resource
Allocator

Workload and QoS annotations E E E

Fig. 3. Local loop controller architecture

Hypervisor

Knowledge
Base

5.2 Global Control Loop (Service Centre Level Controller)

The objective of the global control loop (see Fig. Hl) is to evaluate the energy
enhanced service center context situation (represented by the context model in-
stance) and determine the most appropriate adaptation decisions to enforce and
realize the Key Performance Indicators (KPI) and GPI (Green Performance In-
dicators) defined in the co-design phase. The context model instance records
current workload and energy data from all service centre individual servers, en-
vironmental data and business process features. The context model used in the
GAMES project is based on the RAP model [I3] which represents the context
as three sets together with their relationships: a set of resources, a set of actions
and a set of policies. Context resources are context data generators or consumers
and can be classified as passive or active context resources. Passive context re-
sources (such as physical or virtual sensors) aim at capturing and storing context
data while active context resources (such as actuators or facilities) can interact
directly with the context and modify the context state. Context policies are used
to represent the set of conditions used to guide and control all interactions within
the context. The set of adaptation actions are specified in design time and are
executed in run-time to enforce the context policies.

The global control loop objectives are implemented as an energy-aware and
self-* controller by using a MAPE cycle paradigm which involves the Monitoring,
Analyzing, Planning and Execution phases. During the monitoring phase, the
context instance is updated with workload and energy related data collected from
service centre computing resources and facility, as well as with QoS and SLA
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related data of the incoming business process requiring execution. In the analysis
phase the context instance is evaluated to determine if the predefined context
policies are fulfilled. If there are no broken policies, the system is considered as
being in an energy-efficient state and no adaptation action is necessary. If one
or more policies are broken, an adaptation plan consisting of a set of healing
actions is generated in the planning phase. The execution phase is running the
adaptation plan actions, aiming at system transition into an energy-efficient
state.

At the global control loop level we have defined three types of adaptation ac-
tions: computing resource oriented adaptation actions, facility resource oriented
adaptation actions, and application oriented adaptation actions. Computing re-
source oriented adaptation actions are executed to enforce the set of predefined
GPI and KPI indicators on the service centre computing resources. We defined
two types of such actions: consolidation actions and DPM actions. Consolida-
tion actions aim at identifying computing resources featuring inefficient workload
distribution and taking balancing actions to distribute it in an energy efficient
manner. Consolidation actions are implemented as activity migration or activ-
ity deployment actions. DPM actions aim at determining the over provisioned
resources with the goal of putting them into low power states for minimizing en-
ergy consumption. Facility resource oriented adaptation actions such as adjust
the room temperature or start the CRAC, can be enforced through the service
centre facility active resources. Application oriented adaptation actions are exe-
cuted upon the GAMES-enabled applications targeting their redesign for energy
efficiency.

The global control loop decisions may also include other energy-aware context-
based adaptivity actions such as minimizing the necessity of calling a remote ser-
vice when one local similar service is available (minimize data/service transfer),
minimizing the substitution of services during maintenance, optimizing the num-
ber of necessary backup operations or favoring the use of services that require
low energy.

To determine the best adaptation actions for a given context situation, the
service centre level controller uses reasoning / learning and data mining tools,
what-if analysis tools and a knowledge base. To derive knowledge about the ser-
vice centre and its energy efficiency, the GAMES framework integrates informa-
tion models that uniformly represent the system historical energy consumption
related data. The general approach is based on extracting domain knowledge
base from large amounts of historical data by using data mining techniques.
The historical energy consumption related data will be also used together with
a traceability model to understand the impact of changes in the provisioning
infrastructure on energy efficiency and service quality, in order to allow both
operators and consumers to select the appropriate mix as needed. With the
GAMES framework it will be possible to align business requirements such as
optimize for low power demand providing response time up to 200ms versus
optimize response time based on historical data and the currently monitored
status. By combining at design and run time the historical, predictive, context
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and the externally available information with the GAMES knowledge base will
allow the selection of the most adequate adaptation patterns and profiles.

6 Conclusions

This paper has presented the GAMES approach to design and manage energy-
efficient service centres. For implementing in a successful way the GAMES con-
cept of energy efficiency, new overall energy efficiency metrics are needed, which
will be able to assess the energy efficiency and carbon emissions in an integrated
way, combining the facility with the business/process and IT architecture lev-
els, while the most popular ones nowadays (PUE and DCIE, defined by the
GreenGrid consortium [5]), are dealing only with the facility level. With this
regard, the GAMES project will define and introduce new energy efficiency and
emissions metrics, the GAMES Green Performance Indicators.

The general approach of co-design and adaptivity both at service and at in-
frastructure layer need validation, both from a theoretical point of view and from
experimentation. Models and tools to be developed must be sufficiently perfor-
mant and the monitoring light enough not to overload the running system. Val-
idation in the project is planned within two large data centres, on experimental
settings.
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Abstract. Deployment comprises installing, activating and updating applications.
The applications to be deployed usually require certain conditions that can refer
to hardware capabilities, other software (dependencies), physical artifacts or
configuration. Deployment planning aims at satisfying the applications’
prerequisites without violating the hardware’s capabilities. This paper presents
the domain-specific language ADeL (Application Deployment Language) that
was designed to describe and validate deployment plans. The ADeLL metamodel
was implemented within the Eclipse Modeling Framework (EMF) and contains
a set of OCL constraints (implemented with the tool Topcased) to enable the
automatic validation of deployment plans.

1 Introduction

As a result of mergers, acquisitions and evolving business needs, the application
software (applications) and the IT infrastructure (hardware, system software and net-
work) of a company change. Typical enterprise architecture (EA) approaches do not
trace in detail the applications to the used IT infrastructure [2]. Such tracing informa-
tion, however, is needed for IT consolidation, dependency analysis and the manage-
ment of application portfolios [2].

This paper tries to close the gap between applications and IT infrastructure by
dealing with deployment planning in data centers. Deployment comprises all activities
that make some released software ready for use, namely installation, activation and
updating [5]. Especially installation plays a key role as it has to obey software
dependencies and sets up the initial relationship between applications and IT
infrastructure. Installation presupposes the selection of the appropriate hardware,
which does not only depend on the software’s requirements, but also on deployment
goals (e.g., performance or failure safety) and deployment restrictions (such as the
current IT resource allocation or co-location constraints). Thus, deployment provides
the basis for IT consolidation from a data center point of view.

Modeling deployment has several advantages: First, all information about the
given hardware and its capabilities as well as about the applications and their
requirements are described. Secondly, model validation can check the modeled
deployment scenarios for realizability before installation starts and, thus, prevent
installation breakdowns or even trigger the provisioning of missing hardware or
software. Finally, software configuration [20], installation guidelines as well as
virtualization layers [21] can be generated from the models.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 253 2010.
© Springer-Verlag Berlin Heidelberg 2010
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As a first step towards putting the advantages listed above into practice, this paper
concentrates on modeling and validating deployment scenarios. In Section 2, the
requirements of deployment planning are sketched; they are derived from real-world
cases of deploying enterprise applications. Section 3 summarizes existing approaches
for deployment modeling. As none of these approaches meets the requirements
gathered in Section 2, Section 4 proposes a new domain-specific language called
ADeL (Application Deployment Language) and applies it to a real-world case. Section
5 reflects on the language design process, and Section 6 contains the overall
conclusions and an outlook.

2 Requirements of Application Deployment

The requirements of planning the deployment of complex applications in data centers
are derived from two real-world cases, namely the installation of SAP SCM in the
SAP UCC in Magdeburg and the installation of the content management system
openCMS  (http://www.opencms.org/) in the VLBA Lab Magdeburg'. During
requirements elicitation, particular system’s instances as well as documents related to
installation were analyzed, and the staff involved in the installation process was inter-
viewed. The complete description of the cases can be found in [17]; only the elicited
requirements are listed in the following.

In detail, an approach that supports the deployment of complex applications in data
centers must be capable to express (expressiveness requirements):

[Rql] The available hardware and its technical characteristics (capabilities). The
most important technical characteristics are CPU type (restricting the operating
system) and CPU count as well as the sizes of random access memory (RAM)
and hard disk (HD).

[Rq2] All that is to be deployed and has certain prerequisites, i.e., application
components, system software or installation media. The prerequisites can refer
to hardware capabilities, other software (i.e., dependencies), physical artifacts
(e.g., executables, configuration files) or configuration activities (defining
ports, IP addresses etc.). The objects to be deployed are called requirement
units.

[Rq3] The direct or indirect assignment of requirement units to hardware; indirect
assignments are realized transitively via intermediate requirement units.

[Rq4] Deployment constraints, e.g., whether or not some software units are allowed
to run on the same server.

[Rq@5] Choices in realizing some functionality (e.g., ‘database functionality’) by
distinct software products (e.g., Oracle, DB2, MaxDB).

Interviews with the staff involved in the installation of complex applications made it
clear that the expressive power reflected by the requirements [Rq1] to [Rq5] should be
realized by a modeling language [Rq6] that is SImple, Extensible and General; I call
this the SIEG principle. Simplicity [Rq7] means that only a small set of well separated

' All names of products are trademarks, service marks or registered trademarks of the
respective companies.
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concepts should be used as the cognitive capacity of humans is limited [3].
Extensibility [Rq8] enables the adaptation of the new approach to specific deployment
situations (by adding metamodel elements) and unanticipated usage scenarios (by
adding (meta-) model transformations in model-driven development). As real-world
application landscapes and hardware are heterogeneous, the new approach should be
general [Rq9], ie., independent of particular hardware, software and software
architecture. Finally, the interviewed staff appreciated checking modeled deployment
plans for their validity [Rq10] prior to installation as an important benefit of modeling.

The next section analyses whether or not the existing approaches in the field of
deployment modeling satisfy the elicited requirements.

3 Existing Approaches in the Field of Deployment

Software deployment has been largely neglected in academic discussions. The earliest
papers, e.g. [5], coin the key terms and classify existing technologies such as installers
or package mergers. At that time, the aim was to automate deployment by tools, and
modeling was just a prerequisite to achieve this aim. In contrast, the primary purpose
of more recent approaches - such as ArchiMate [12] or UML Deployment Diagrams
[15] - is to describe deployment scenario by models. These models are mainly used to
document deployment or to discuss deployment scenarios with stakeholders, but not
for automation.

Table 1 groups the existing approaches according to their (primary) aim. The term
‘approach’ is used as a generic name for tools, modeling languages and standards.
Within each group, the approaches are ordered chronologically. The columns reflect
the expressiveness requirements [Rql] to [Rq4] of Section 2; requirement [Rq5] is
omitted as it is not satisfied by any of the existing approaches. Concerning software,
Table 1 distinguishes between conceptual units, such as components and packages
and their relationships, and physical artifacts, e.g., executables or configuration files.

In the following, it is analyzed how the existing approaches meet the expressiveness
requirements (see Section 2). Afterwards, the requirements related to the SIEG
principle are investigated. Proprietary tools that automate the deployment of particular
applications are disregarded here as they are not general [Rq9] and do not rely on
modeling [Rq6].

The Software Dock framework [9] supports the deployment of software
components via the Internet and assumes that software producer and consumer
negotiate during deployment. The software to be deployed (‘software families’®) is
described by the Deployable Software Description (DSD), a language with textual
concrete syntax that produces hierarchical schemas. The tool ORYA [13] allows the
description and execution of a general deployment process (install, activate, deploy).
Here, the focus is on automating the deployment workflow (involving legacy tools),
but not on matching requirements of the software to the existing IT infrastructure. The
tool ADAGE (a research prototype) can deploy components on grids [11], given that
the components follow the CORBA component model, a distinct programming
model. Only ADAGE satisfies requirement [Rq1] as it provides constructs to describe
hardware; see Table 1.

% The term is not used in the sense of software product lines.
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All automation-oriented approaches naturally have an IT view on deployment, i.e.,
they solely consider software, IT infrastructure and the corresponding assignments. In
contrast, approaches that describe deployment can adopt an IT or a business view. The
business view on deployment starts from business goals and business processes and
links them to types of applications; it is typical for approaches stemming from the field
of enterprise architecture (ArchiMate [12]) or go even beyond (MEMO ITML [8]).
Both approaches provide distinct layers and diagrams; here, only the ones relevant to
deployment are considered; see Table 1. In contrast, UML deployment diagrams [15],
IBM topologies [14], [17] and the Common Information model’ (CIM) [6], which is
implemented in configuration management databases (CMDB), represent the IT view
on deployment. Some approaches support both views, see Table 1.

Table 1 illustrates that all approaches that aim at descriptions of deployment
scenarios use distinct types of units to express the software to be deployed (e.g., UML
[15]: specification, entity, process, service) and the IT infrastructure that is the target
of deployment (e.g., UML [15]: execution environment, application server, client
workstation, mobile/embedded device; ArchiMate [12]: device, system software; IBM
topologies [14]: application server, WINDOWS/UNIX/LINUX/General OS etc.).
Often these types are rather vaguely defined. Moreover, the description-oriented
approaches share the usage of distinct link types (see Table 1), e.g., dependencies
between software components, realization links that connect some conceptual
deployment entity to another unit that will replace it (after deployment) and
assignment links showing the IT infrastructure that will run (host) the deployed
software unit. Often the semantics of the link types overlaps [14], [17]. In the
resulting diagrams, the same units can be connected by several links, which affects
understandability (see [17] for an example).

Altogether, all description-oriented approaches satisfy the requirements [Rql] to
[Rq3] as they can express hardware (IT infrastructure), software and the
corresponding assignments. Minor restraints refer to the representation of artifacts:
Explicitly representing artifacts is only possible with the UML by stereotypes such as
‘script’, ‘source’ and ‘executable’ [15]. In the IBM topologies, artifacts correspond to
either attributes or additional constructs. Gaps exists for the other expressiveness
requirements: The UML relies on the OCL [16] to specify any kind of deployment
constraint [Rq4], whereas the IBM topologies support a limited set of constraint types
by particular constructs [14]. Deployment choices [Rq5] are not covered by the
existing approaches, except for indirect support within the IBM topologies (see [17]).

The postulated SIEG principle ([Rq7] to [Rq9]) is mostly not obeyed: Though the
number of model elements in the approaches that automate deployment is small
[Rq7], only the ORYA approach is general [Rq9]. Extending [Rq8] the automation-
oriented approaches for other deployment situations or usage scenarios is not
possible.

In general, the large number of distinct unit and link types of the description-
oriented approaches interferes with simplicity: In its common part, the CIM consists
of 408 classes and 201 associations and is, thus, not simple [6]. However, because of
being a standard, the CIM is general [Rq7] and adaptable to any deployment situation
[Rq9]. The situation for the UML is analogous - the language is not simple, but both

3 The CIM Specification V2.0 has been available sind June, 1999 [7].
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general and extensible (because of stereotyping and the available tools for model-
driven development). ArchiMate is not really simple and not really general (as it
focuses on ‘service-orientation’ [12]), yet extensible. At the aggregated level, the
number of constructs of the IBM topologies is comparatively small (units,
components, deployment units, nodes, links), but they are broken down into a vast
number of fine-grained, predefined constructs that mostly refer to IBM products.
Thus, the IBM topologies are not general [14], [17], but they can be extended by user-
specific constructs.

Validity checks [Rql0] are inherent in the automation-oriented approaches, but
restricted to the particular tools and technologies these approaches support. Among
the description-oriented approaches, only the IBM topologies offer some form of
model validation by checking the modeled constraints [14], [17].

To sum it up, the main deficiencies of the existing approaches are missing
simplicity [Rq7] as well as lack of support for deployment choices [Rq5], constraints
[Rg4] and model validation [Rq10]. The domain-specific language ADeL proposed in
the next section was designed to overcome these deficiencies.

4 ADeL - The Application Deployment Language

4.1 ADeL Metamodel

The ADeL metamodel consists of the abstract syntax depicted in Fig. 1 as well as a
set of constraints that are expressed by OCL invariants.

The core ADelL metamodel elements are units; each unit can be linked (is-
Linked) to an arbitrary number of other units. As an abstract super class, a unit
defines the common properties of both RUnits (requirement units, see [Rq2] in
Section 2) and hardware: the name, an identifier 1d (if units cannot be recognized
from their names), the type of CPU (CPU_type), the total number of CPU cores
(CPU_count), the sizes of hard disk (HD) and random access memory (RAM). All
properties except for the name are optional.

Attribute | 1 Unit__
name:  String 1 !Lamei ISttrmg
type: Atype wd nteger
value: sn)fmg CPU_type: Integer
O CPU_count: Integer
0. HD: Integer | .

0.1 RAM: Integer
Artifact 0. *| isLinked
path: String 0..
name:  String

RUnit Hardware

type: Gtype
optional: Beolean

Fig. 1. Abstract syntax of the ADeLL metamodel
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Units of the subtype hardware represent physical capabilities [R1] to host some
RUnit(s). Basically, the prerequisites for RUnits can refer to hardware, software,
physical artifacts or configuration (see [Rq2] Section 2). Hardware prerequisites are
expressed by the properties listed above and paths to hardware [Rq3], whereas
software prerequisites (dependencies) correspond to links (isLinked) between
RUnits.

Units of the subtype hardware represent physical capabilities [R1] to host some
RUnit(s). Basically, the prerequisites for RUnits can refer to hardware, software,
physical artifacts or configuration (see [Rq2] Section 2). Hardware prerequisites are
expressed by the properties listed above and paths to hardware [Rq3], whereas
software prerequisites (dependencies) correspond to links (isLinked) between
RUnits.

The predefined properties of units express standard deployment needs.
Unforeseen prerequisites or capabilities can be modeled by attributes [Rq8]. A
unit may be associated with an arbitrary number of attributes.

RUnits have the additional properties type and optional. The property type
indicates whether a RUnit is elementary (GType = E), which is the default, or
groups other RUnits. Groups of RUnits are either conjunctive (GType = A, ie.,
all grouped RUn1its must be deployed), disjunctive (GType = O, i.e., at least one of
the contained RUnits must be deployed) or exclusive (GType = X, i.e., one and
only one RUnit of the group is to be deployed). Often such groups are conceptual,
i.e., serve the purposes of structuring ADeL. models or preparing deployment choices
[Rg5]. The property optional describes whether or not some RUnit must be
deployed at all.

Physical artifacts are needed for deployment execution, IT operations or result from
configuration activities (e.g., configuration files, start profiles). They can be represented
by the metamodel element artifact. A unit can be linked to any number of
artifacts. The location of an artifact must always be given (property path),
whereas the property name as well as associations to attributes are optional.

The ADeL metamodel is supplement by two OCL invariants that are independent
of deployment, namely: (1) A node of the type RUnit must exist that is not the
target of any association isLinked. This node is called the root node. (2) Identical
hardware units agree in the values of their capabilities (CPU type and count as well
as the sizes of RAM and HD).

The ADeL metamodel was implemented within the Eclipse Modeling Framework
EMF 2.4.2 [4] and Eclipse 3.4 Ganymed. The current concrete ADeL syntax consists
in to the graph provided by the EMF.Edit framework [4]; see Fig. 2 in Section 4.3.

4.2 Deployment Constraints

An instance of the ADeL. metamodel, i.e., an ADeL model, corresponds to a deployment
plan that successively assigns the RUnit of the root node (which is to be deployed)
to hardware (leaf nodes); an example is given in Section 4.3. Only valid deployment
plans can be effectuated. To be valid, a deployment plan (ADeL. model) must satisfy



260 S. Patig

all the RUnits’ prerequisites (deployment constraints) without interfering with the
hardware’s capabilities (hardware constraints). Both groups of constraints are specified
as OCL invariants [16] and explained in the following.

Deployment and hardware constraints rely on deployment paths, which exploit the
association isLinked between units: A deployment path always starts at a
RUnit and terminates at a unit of the types hardware or RUnit, respectively. In
the first case, the start node is said to be deployed and undeployed otherwise.

Deployment constraints comprise the invariants [deployed] and [choice].
The invariant [deployed] requires that all RUnits that are not optional must be
either linked to another unit (the child, which can be hardware) or belong to a non-
elementary RUnit:

context Rlnit

hnv deployed :

if self.optional<>true then
zelf.isLinked->=zize()>=1 or

Rlnit.alllnstances|}-rexistsi{r|r.islinked-=includes{selLf
else true endif

The deployment of non-optional, non-elementary RUnits is guarded by the
invariant [choice]: If the group type (GType) of a non-elementary RUnit is
A/0/X, then for all/at least one/exactly one non-optional member(s) of the group a
deployment path ending at a unit of the type hardware unit must exist:

context RUnit
iimr choice
if self.optional<:true then
if type=GType::LA then self.isLinked->forilliu|u.oclisType(RUnit).optional<>true implies u.psath else
if type=GType::X then self.islinked-Fone(u|u.oclisType{RUnit) . optional<>true implies u.path else
if type=GType::0 then self.islinked-:exists(u|u.oclisType(RUnit).optional<>true implies u.path
else true endif)endif
endif
else trues endif

The recursive help function path ()returns true when the last node of a
deployment path is of the type hardware and false otherwise:

context Unit
def: path i Boolean = belf.isLinkEdf>itErate
u: Unic; deployed:Boolean=false|
if u<rnull then
if w.oclIsTypeQf({Hardware) then true else u.path endif
else false
endif

Hardware constraints, which are specified by the invariants [HD], [RAM],
[CPU_count] and [CPU_type], guarantee that the aggregation of requirements along
all deployment paths that target at the same hardware unit observe the hardware’s
capabilities. Consequently, these invariants must be specified in the context
hardware, and navigation occurs along the reverse deployment path, i.e., from the
leafs to the root of an ADeL model. Reverting the deployment path is achieved by
iterating over all instances of the type RUnit and selecting parent RUnits that are
linked with the corresponding (child) RUnit; see, e.g., the invariant [HD] :

context Hardware
inr HD: RUnit.allInstances{)->select{r|r.islLinked->exists{m|m. name=self.name))-»
collecti{u|w.ayyrHD(u. HD) ) ->sum( ) <=self.HD
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All invariants of hardware constraints use help functions for specific aggregations
along the deployment path, i.e., (1) to sum up the required HD size (help function
aggrHD (), see below), (2) to find the maximum required RAM size or CPU count or
(3) to check the equality of the required CPU type. The invariants RAM, CPU_count,
CPU_type and their help functions are specified analogously to the invariant HD.

context RUnit

def: agyrHD{hd: Integer i Integer=
et pv: RUnit =
Rlnit.alllnstances{)->select{islinked->includes{self))-rasCrderediet{)->first in
if pwv=null then hd else pv.aggrHD({hd+pv.HD) endif

All OCL constraints for ADel. models are implemented with the Eclipse-based
toolkit Topcased [22]. Topcased is integrated with the EMF modeling framework,
includes a comfortable OCL editor and can evaluate both descriptive and statistic OCL
constraints. The implemented ADelL. OCL constraints are tied to the ADel. metamodel
only and can be easily attached to all ADeL models. Moreover, standard OCL can be
used to define additional constraints if necessary. Fig. 3 in the next section shows the
result of evaluating the ADeLL OCL constraints for the ADeL model of Fig. 2.

4.3 Application Example

Fig. 2 depicts the ADeL model for the deployment of SAP SCM (a real-world case
investigated in [17]). On the right hand side of Fig. 2, examples for the properties of
each metamodel element are given.

The SAP SCM deployment case has the following characteristics: The application
software to be deployed (SAP SCM) consists of several Runits (SAPKernel, DBSID,
LID, OptID); an additional RUnit ‘Install’ expresses the installation requirements
(installation media, JRE). The rRunit ‘OptID’ is optional. The ‘SAPKernel’ is a
conjunctive RUnit (GType = A) since both the global instance ‘SAPSID’ and the
central instance ‘DVEBMG’ as well as the ‘C++ Runtime environment’ must be
installed. In contrast, the particular software products to be deployed for the Runits
‘DBSID’, ‘LID’ and ‘OptID’ must be chosen from a set [Rq5]; thus, these Runits are
exclusive groups (GType = X).

The graph structure of ADeL. models supports the distribution of some RUnit over
several hardware units, though this did not happen in the real-world case. The
particular deployment of a RUnit is visible from the deployment path to a hardware
unit. For example, the Runit ‘DBSID’ is realized by the Runit ‘Oracle 10.2°
(operating system ‘HP-UX 11.23”) and installed on the hardware unit ‘HP Integrity
rx8620’. The same hardware unit also hosts the Runit ‘LID’ that requires the
RUnit ‘HP-UX 11.23° as operating system. In general, a hardware unit can host
more than one RUnit.

The SAP SCM deployment case in Fig. 2 uses attributes and artifacts. For
example, the attribute ‘SWAP’, which is associated with the Runit ‘SAPKernel’,
expresses the additional requirement of 20 Gigabyte (GB) of SWAP space. (All sizes
are specified in GB in this paper). Moreover, the Runit ‘SAPSID’ is associated with
artifacts that specify the locations (path) of the directory /sapmnt and of the
start profiles; the names of the artifacts help in distinguishing them from each
other.
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Fig. 2. Concrete syntax of the ADeL. metamodel for the example of SAP SCM (extract)

Note that it is not necessary to detail all properties of units in an ADeL model as
the ADelL OCL statements filter out null values. Thus, ADeLL models can concentrate
on the information essential for a deployment scenario.

The results of evaluating the ADeLL OCL constraints for the ADeL. model of Fig. 3
with the tool Topcased are shown in Fig. 3: For the purpose of illustration we assume



Modeling Deployment of Enterprise Applications 263

that the hardware unit ‘HP Integrity rx8620° already hosts other applications so that
only 30 GB HD are available. The hardware unit ‘HP Integrity rx8620’ is the target
of two deployment paths (from the Runits ‘DBSID’ and ‘LID’, respectively; see Fig.
2). Along each path, the required hard disk space HD is smaller than the available HD
of the hardware unit ‘HP Integrity rx8620’, namely 26 GB and 12 GB for the paths
starting from the RUnits ‘DBSID’ and ‘LID’, respectively. However, as both
RUnits are to be installed on the same hardware, the aggregated HD requirement
amounts to 38 GB, which exceeds the HD capacity of the hardware ‘HP Integrity
rx8620°. For that reason the evaluation of the invariant [HD] fails in Fig. 3. All other
ADeL OCL constraints are observed by the deployment plan of Fig. 2.

# Global results 1 files read, 7 rulss evalusted, 0 ruls Faled &
Check rules
Type Hame Pa.. Context| Rule
= [ Deploy
iy deploved  AD...  RUnit if self,optional. < >{true) then self isLinked- »size(). >=(1).0r{ADeLM¥07::RUnit alllnstances()- »exists(r : RUNIE | risLinked-incudes(s. .. 4
e choice AD..  RURt i self.optional. < >(true) then iF self. bype ={ADeLMYOT: :GType::A) then self isLinked->Foraliiu : Unit | u.oclAsTypel ADeLMYOT :RURILY. ., 4
e Hi AD... Hardwars ADeLMVOT::Hardware.slinstancest)->select(s : Hardware | s.id.=(self.id)}->Forali : Hardwars | i.CPU_typs.=(self.CPU_typel.and(i.... 4
iy HD AD,.. Hardware ADELMYOZ::RURE allnstances()-selectir : RURIL | r.isLinked->exists(rm  Unit | m.name ={self name)))- =colleckiu : RURE | u.aggrHDL... X
i RAM AD... =) =foraliu : RUnit | u.checkRA.., o
APPSR ) tvaluation of rule HD X - sforilu : RUnic | u.checkCP... o
inv CPU_type  AD... | pyaluation details )-sforaliu : RURit | u.checkCP... 4
See resu\}’s of this evaluation "Ji
2

TOPCASED

Evaluated model elements :

4 Hardware HP ProLiant BL4S0C
4 Hardware HP ProLiant BL480C
Type 4 Hardware HP Integrity 2620
& Hardware HP Inkeqrity rx2620
& Hardware HP Integrity rx2620
X Hardware HP Inteqrity r«8620
X Hardware HP Integrity r@620

Statistic rules

Fig. 3. Evaluation of the ADeL. OCL constraints for the sample ADeL. model

5 Reflections on the ADeL Design Process

The current version of the ADeL is the result of several major revisions. In this
section I reflect on them as they possibly hint at generic issues in the design of
domain-specific languages.

The advantages of deployment modeling listed in Section 1 call for methods and
tools from model-driven software development. For that reason, the first version of
the ADeL was a UML profile. However, the depth of inheritance within the UML
infrastructure [23] turned out to be burdensome. To get rid of all the unnecessary,
inherited semantics, a distinct, ‘pure’ ADeL. metamodel was built, which can be seen
as a UML profile at the level of Infrastructure::Core::Abstractions::
Classifier [23].

Probably inspired by the existing deployment modeling approaches (see Table 1 in
Section 3), the first versions of the ADeL metamodel were rich in specific types of
units and links. For example, the metamodel element unit was specialized in
abstract and concrete unit. Concrete unit contained the subtypes
hardware and software, whereas abstract unit consisted of the subtypes
concept (elementary unit) and set — to structure deployment plans. Moreover, it
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was distinguished between the link types membership, requires and
realizes. Though facilitating modeling by the specific semantics, the extensive
type vocabulary became heavy in writing OCL constraints: Basically, casting was
possible between types of units, but made the OCL statements rather complicated.
Even more severe were the problems in navigating along deployment paths that rely
on distinct link types. As a result, the final version of the ADeL does not differentiate
between link types and has only one layer of inheritance. Note that no information is
lost by using only the generic association isLinked -as the units that are
connected define the semantics.

Though the OCL is a natural choice to express constraints [Rq4] in the field of
model-driven development, it is probably not the best one for reverse navigation in
graphs: The OCL statements defining these navigations require the usage of the
predefined operation allInstances(), which is deprecated because it makes
navigation difficult to understand [19] and increases the worst case complexity of
OCL evaluation [1]. However, the latter argument can be mitigated by the fact that
the number of instances of each type within ADeL models is small, even in real-world
deployment scenarios.

Altogether, the recursive functions to navigate in the graphs of the ADeL. models are
procedural rather than declarative (see, e.g., the help function path () in Section 4.2).
Eventually this observation indicates that the OCL is not the appropriate means to
validate deployment plans.

6 Criticism and Future Research

Probably the main objection to the ADeL approach is over simplification, as the
abstract syntax is a graph of linked units. However, recent research on enterprise
architecture has shown that linked units are the basis to generate any kind of EA
visualization and to exchange EA models between tools [10].

By using the ADeL language, it is very easy to assign the evolving set of
applications in a data center to the existing IT infrastructure and, at the same time, to
assure the validity of these assignments. In detail, the domain-specific language
ADeL satisfies all the requirements listed in Section 2: The assignment [Rq3] of
software or other units [Rq2] to some hardware [Rql] as well as deployment choices
[Rq5] can be described and validated [Rq10]. To specify other deployment-related
constraints [Rq4], the OCL [22] can be used. Because of relying on just three
mandatory, non-abstract metamodel elements (RUnit, hardware, isLinked), the
modeling language ADeL. [Rq6] is simple [Req7], yet extensible [Req8] — by the
metamodel elements attribute and artifact. Moreover, all metamodel elements
are independent of any real-world entities, tools and modeling languages and, thus,
generic [Req9]. Finally, because of staying within the frameworks of model-driven
software development, the ADeL language can be extended to a full-fledged approach
of model-driven deployment that generates, e.g., installation guidelines and
virtualization layers. Such an extension is a goal for future research.

The application of the ADeL to model and validate real-world deployment plans
was shown. Currently, a more sophisticated editor is prepared to make modeling with
the ADeL. more convenient and appealing.
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In contrast to ordinary (i.e., not extended) feature diagrams, which are validated
based on propositional logic, the validation of ADeL deployment plans by the OCL
introduces the expressiveness of predicate logic. Because of the promising results for
extended feature diagrams [18], we intend to achieve an optimization of deployment
plans by a transformation to constraint satisfaction problems.
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Abstract. In the future vision of an Internet of Services, users take an active
role in service selection and composition. In this context, web services are
mostly interfaces to real services and can be classified as coordination services
with respect to the latter. To enable users to perform service composition, the
effect of the coordination services must be described in such a way that users
are not only able to discover services but also to detect and prevent possible
conflicts in their composition. To meet these requirements, a service description
language for coordination services is proposed based on the REA business
ontology.

Keywords: Internet of Services, service design, REA, IOPE.

1 Introduction

In spite of considerable progress that has been made in the area of Service Oriented
Computing, the impact on society has still been limited. There is not yet such a thing
as an Internet of Services that would allow users to integrate the services they want to
use easily and seamlessly. It has been acknowledged that users must play a more
active role in service composition, if only because of the long tail of specific and
heterogeneous services around [ACO06] that simply cannot be handled all by the IT
departments. Enterprise mashups may provide an instrument to realize this service co-
creation effort of users and developers [HS09]. In this paradigm, software resources
such as web services are embedded in widgets that provide simple user interaction
mechanisms to these resources; these (visual) widgets are combined by the user
himself to create mashups.

However, users are not interested in composing web services as such. To them,
these are merely interfaces to “real” services such as traveling, meeting support, child
care, entertainment or car maintenance. Users have a need to plan and coordinate the
services they use (cf. [Be04]).

Fig. 1 depicts the envisioned user-centric service coordination cycle: users
compose mashups and interact with the widgets in them to access web services. The
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© Springer-Verlag Berlin Heidelberg 2010



268 H. Weigand et al.

web service typically supports the coordination with a service provider who offers a
real-world service as part of a service bundle. The service affects a resource that
concerns the user (the resource could be the user himself, for instance in the case of a
hotel reservation). That web services themselves may be composite software entities
is left out of this figure as being less relevant to the user, but is of course relevant to
the software developer.

W| d get interacts with @ 5 i§ concerns resource
A
Wj in J
COMpases
affects

accesses mas h up
service bundle

composes
contained in

web service A&ﬁ — s service
-~ coordinates with offers -
~ -~

g
described by~ __ - Hescribed by

~3

service description

Fig. 1. User-centric service coordination cycle

Both web services and services need a description, but what should be in this
description? In composing web services, a major challenge is to reconcile
incompatible data representations. In composing services in the real world, a major
challenge is to meet the constraints imposed by the fact that resources are scarce, can
only be in one place at a time and often cannot be shared. For that reason, [PT(09]
argues convincingly that “asset-driven” service modeling will be a central concern in
developing an Internet of Services and claims that “novel methodologies and tools are
needed to support the modeling of the key assets of services”. In our view, this
modeling should support at least conflict prevention and conflict detection.

In order to make conflict prevention and conflict detection possible at all, web
services must provide more information than input and output requirements such as
we find in a WSDL document. What we need is a generic language to describe
services, the resources they use as well as planned and actual events on the type level,
Web services can use this language to represent the preconditions and effects of the
real services they connect to as well as their own semantics. A mashup environment
can collect and combine this information, integrate it with other sources such as the
user’s agenda (that should be represented in the same format) in order to provide the
user with means for conflict prevention and conflict detection. On the basis of
the service description and after instantiating the formulae with actual data, the user
immediately knows the effect of a successful service invocation.

In this paper, we propose to ground the service description language in the REA
ontology [Mc82] where we concentrate on coordination services as being of most
interest to the user. An advantage of REA is that it has a very small set of basic
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concepts, and therefore is relatively easy to understand. For conflict detection and
prevention we propose a small set of coordination services and supporting concepts.
By conflict detection and prevention we mean the following. Let s be a service that a
user U intends to consume and let M be the set of resources and actors involved in the
execution of s. Each m in M has a time-based context A(E,C) where E is a set of
events planned for m and C a set of constraints on E. The goal of conflict prevention
is to ensure that when s is added to the planning of U, all context constraints are still
met, for all m in M. Typical events that stem from the planning of s are the start of the
service execution and its ending. The goal of conflict detection is to check context
constraints when an event e is added. Typical events are contingencies such as a flight
being delayed. We can assume that in a future Internet of Services and Internet of
Things, most of these events are generated without active user involvement. If s is a
composite service, then the check should be done on all the services involved
individually and jointly.

To arrive at rigorous and relevant research results, we use Peffers’ design
science phases [PTO08]. The problem identification and motivation has been stated.
Our solution objective is to develop a coordination service description language based
on REA. In section 2, we position coordination services as the “glue” between
software services and real services. In section 3 we work how to represent services
and the coordination of services in REA. We identify a couple of very common
coordination patterns (design). On the basis of that we show in section 4 how
service descriptions can be developed that enable the required conflict detection
(design and development). This is applied to the well-known hotel reservation case
(demonstration); we adopted this case to facilitate comparison with other solutions.

2 Coordination as a Service

According to the OASIS reference architecture foundation for SOA, it is essential that
participants can use a SOA-based system to realize actual effects in the world
[OA09]. However, when talking about the real world, OASIS makes a sharp
distinction between the social world and the physical world (in line with the
Language/Action Perspective tradition and the communicative theory of Habermas
[Di06]). Many, if not most, effects that are desired in the use of SOA-based systems
are actually social effects rather than physical ones. For example, opening a bank
account is primarily about the relationship between a customer and a bank — the effect
of the opened account is a change in the relationship between the customer and the
bank. For that reason, OASIS talks about social actions that result in social facts. “A
social fact is an element of the state of a social structure that is sanctioned by that
social structure”. Social facts include policies and commitments where “a
commitment is a social fact about the future: in the future some fact will be true and a
participant has the current responsibility of ensuring that that fact will indeed be true”.
A completed business transaction establishes a set of social facts relating to the
exchange; typically to the changes of ownerships of the resources being exchanged.
What remains a bit out of the OASIS picture is that social facts refer to physical
world events, such as the delivery of a product. For a full account of service effects,
this relationship between social facts and the real world must be made explicit (Fig.2).



270 H. Weigand et al.

It is widely recognized that input and output descriptions of web services, or its
operations, are not sufficient for capturing the semantics that users need. Precondition
and Effect descriptions have been added. Although WSDL-S provides a mechanism
to include these attributes, it does not give guidance on how to do specify their
contents. The OASIS reference model views web services as coordination
mechanisms and emphasizes the social effects. How these are to be represented, and
how these social facts relate to real-world business events is still to be worked out. In
the following, we address this research gap by proposing the REA ontology for
coordination service description.

IMPLEMENT COORDINATE

messages commitments

<

COUNT AS FULFILLED BY

Fig. 2. Coordination services are the glue between web services and business services

3 REA - Background and Modifications

3.1 The REA Business Ontology

The Resource-Event-Agent (REA) ontology was first formulated in [Mc82] and has
been developed further, e.g. in [UMO03, GM99, Hr06]. The following is a short
overview of the core concepts of the REA ontology based on [WJABO9].

A resource is any object that is under the control of an agent and regarded as
valuable by some agent. This includes goods and services. The value can be monetary
or of an intangible nature, such as status, health state, and security. Resources are
modified or exchanged in processes. A conversion process uses some input resources
to produce new or modify existing resources, like in manufacturing. An exchange
process occurs as two agents exchange (provide, receive) resources. To acquire a
resource an agent has to give up some other resource. An agent is an individual or
organization capable of having control over economic resources, and transferring or
receiving the control to or from other agents [GLPOS].

The constituents of processes are called economic events. An economic event is
carried out by an agent and affects a resource. The notion of stockflow is used to
specify in what way an economic event affects a resource. REA identifies five
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stockflows: produce, use, consume, provide and receive, where the first three occur in
conversion processes and the latter two in exchange processes. REA recognizes two
kinds of duality between events: conversion duality and exchange duality.

Events can be assigned to a location. Sometimes the acronym REAL is used for
REA plus location [OL99] (Fig. 3).

«locations

ustockflown

at
ustockflows uparticipate»
“resourcen “eConomic events |

wdualityn

weconomic agents

Fig. 3. REA basic categories including location. Events are rendered in white, the other objects
in grey.

3.2 Commitments in REA

Commitments were added to the REA ontology in [GM99] as “important economic
phenomena”, and modeled as the pair-wise connection of requited commitments. The
pair-wise connection is similar to the duality relationship between actual exchanges or
conversions but as it is not between events, REA calls it a reciprocal relationship. In
the following, we refine and extend the commitment concept of REA by adding
explicit commitment events and by rethinking the “reserve” relationship. Starting
point is that we consider a commitment as a special type of resource, so that it can be
handled in the same way, that is, be manipulated and used in exchange and
conversion events using stockflow relationships.

A commitment is a promise regarding the future. Commitments are formalized as
clauses in contracts and those commitments are subsequently fulfilled through
economic events. A distinction can be made between increment commitments (assets
in the agent’s perspective) and decrement commitments (liabilities in the agent’s
perspective) [Hr06]. Figure 4 illustrates this: in an economic event, a provider gives a
decrement commitment that is received by a customer in the same event. He has given
a promise to e.g. deliver a service in the future. Depending on the commitment type
(decrement vs. increment) the relationship to the commitment is characterized as a
give or take stockflow. A customer can, in a decommit event, take a d-commitment
that is received by a provider in the same event. This represents an absolving of a
commitment. The provider did commit to deliver something in the future and this
promise is now considered void by the customer.

A structure involving increment commitments can be constructed as well (not
illustrated here) for the customer’s part of the contract, but still from the provider's
point of view. In a commit event a provider becomes the receiver of an i-commitment
(increment) through a take stockflow. The customer owes the provider. The provider
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can, in a decommit event, give the customer an i-commitment back, thereby
cancelling the debt. Note that the customer cannot cancel this debt himself, but he can
request for it. The exchange reciprocity between commitments reflects an exchange
duality between commitment events.

A FRCRTVE D deconomic events | wproviden

commit

ustockflow:gives

wRCONOMIC agents ad-commitments weconomic agents
customer provider

ustockflow:taken

wprovide»

weconomic events | wreceiver
decommit

Fig. 4. REA commitment pattern for decrement commitment

Thus contract formation can be thought of as giving and taking corresponding d-
commitments and i-commitments (Fig 4).

Commitments can also be returned in a decommit event. Two main types of
decommit can be distinguished that maintain the duality axioms of REA. In the case
of canceling, the commitment is returned in exchange with the reciprocal
commitment being returned. For instance, a purchase order is cancelled and the
payment is cancelled at the same time (of course, the contract may specify a penalty
for the one who requests cancelation or even forbid cancelations altogether). In the
case of fulfillment, the commitment is returned in exchange with some other economic
event being provided, being the content of the commitment. For instance, when a
delivery is made, the purchase order commitment is returned. In the following, we
will adhere to the standard REA fulfill relationship as an abbreviation for this duality.

Committing is modeled as an economic event, rather than as a system event as in
standard REA. An economic event is defined as a change in the value of economic
resources of the enterprise. We claim that this also applies to taking or giving a
commitment, e.g. the commitment to a future payment.

Commitments are most often about resource fypes (e.g. a non-smoking hotel room,
or a certain book title to be delivered), whereas the business transaction itself is about
a resource instance, that is, a specific hotel room or a specific copy of the book. In
some cases, the commitment is about the resource instance itself, e.g. in the sales
contract of a house. In order to handle both commitments in a unified way, we apply
the notion of resource group [GMO6]. Let the object of the commitment be a resource
group of a certain resource type. Cardinality of the set/quantity of the resource is the
most important attribute of resource group, and additional constraints can be
specified. The relationship between resource group and resource type is a policy
relationship [GeMc06]. It specifies the type of resources that may go into the resource
group. Fig. 5 presents our refinement of the REA commitment ontology using
the grouping concept. It works as follows. When a commitment is created, the
commitment always refers to a resource group that is created at that time. However,
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the grouping need not be filled in. In the case that a particular resource is to be
reserved (e.g. a specific house), the grouping relationship is made at commitment
time. In all other cases, it is specified later when the purchase contract is being
executed. For example, a commitment to reserve two hotel rooms is formalized as a
clause in a contract. The object of the commitment is a group. The policy for this
group says that it must contain “double non-smoking rooms”, and 2 of these. In the
economic event that fulfills the commitment two double rooms (resources of the
specified type) are allocated to this group.

party
contract agent
articipate
clause P P
. ulfill
exchang¢ commitment fulf economicevent
reciprocity
reserve stockflow
grouping
resource group resource
policy
typification
resource type

Fig. 5. REA commitment “reserve” revisited

3.3 Capacity Planning

Using the REA model, we can define the notions of capacity and availability. We
take the perspective of the resource manager a (e.g. hotel manager) who has received
or reserved certain resources from another agent x (e.g. hotel owner). He can commit
resources of a certain resource type to another agent x for a certain date. In that case,
there is a specify relationship between the reservation and the resource type. The
commitment/reservation has a cardinality indicating the number of resources
reserved. The actual allocation of resources (instances) to a certain reservation is
usually done later. If we assume the Capacity is stable over time, the following
definitions suffice:

Capacity(a,r) = card(R)
R= {r: resource | typification(r,#) A (Ix:agent received(a,x,r) v
Js:reservation (provide(x,s) A receive(a,s) A specify(s,f) A reserve(s,r)) }
Reserved(a,t,d) =Y card(s), se€RS(a,t,d) where
RS(a,t,d) = {s: reservation | (3x,a-agent provide(a,s) A receive(x,s) A specify(s,?)
A date(s,d) }
Available(a,t,d) = Capacity(a,t) - Reserved(a,t,d)
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The capacity for a resource type ¢ is what the agent has received or that is made
available to him (and that is of the resource type 7). To calculate the availability at
some date/time d, we first sum up the commitments, and detract this number from the
capacity.

3.4 Services in REA

In REA, a service is a kind of resource as it is viewed as valuable by some agent and
can be transferred between agents [WJABO9]. As such, it inherits all features of
resources, in particular that it can be exchanged between agents, that it is governed by
a contract and that it is part of a conversion process chain. As depicted in Fig. 6, the
service is exchanged between agents in return for money (top right cluster). All the
coordination services that can be used within an exchange process apply to service
exchanges as well; we will use this feature below. At the same time, the service is a
resource produced in a conversion process by the provider (top left cluster), and
consumed in a conversion process by the customer (bottom cluster). REA usually
renders only one agent perspective, but for the understanding of the service
interfacing between the provider and customer, we have included both perspectives
(indicated by dotted rectangle) in one figure. Note that Fig. 6 is simplified in order to
reduce clutter. In particular, the usual agent boxes are not present in top left or
bottom.

aresources» weconomic events wreceives

capabilities payment

wstockflow:uses e Al | weconomic agent»

- service provider
“economic events weconomic events

b=t provide service aprovides
I wcanversion dualityn ’—
weconomic (.‘V(:nln. astockflow:produces e 3 astockflow:gives
produce service . i
“resource s
wstockflow:usen Sen{ice ustockflow:corsumen
[ 1 ugoals
«economic events) weconomic events)
«resourcen use service consume service
capabilities ‘ «resource»
| target resource
ustockflow:uses
wstockflow
«economic events “economic events) J produces

use service effect
wconversion duality»

Fig. 6. REA application pattern for Service Exchange. It is assumed that the «goal» stereotype
is defined in the REA meta-model

The economic increment event for creating the service stands in conversion duality
to one or more resource use events. For example, a hotel service is realized by using
the hotel room resources. At the customer side, we distinguish between service use
and service consumption. Both can add value (production event) to some target
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resource, typically in combination of some effort of the customer himself — that is
why we also include a resource use event here. However, in the case of service
consumption, the service is no longer available after the event, whereas service use
draws on the existence of the service without changing its status. The service
consumption may be conceived of as an atomic event or as a process over time. The
latter is especially the case when the service is offered for a certain period. Then for
economic purposes, the amount of service consumption is typically linear on the time
having passed by.

The difference between service consumption and service use can be illustrated by
the example of [FGO9] of a fire brigade. This could be a service hired by a
municipality for a certain period. Service consumption is here a matter of time: at the
end of the period, it is completely consumed. During the period, the fire brigade may
become active in the case of an emergency, as stipulated in the service contract. This
is service use. The effect of service use is a particular house (resource) being rescued,
whereas the effect of the service consumption is the increased security of all houses in
town (resource).

For the user-centric description of a service, the “goal” is important [WJABQ9]. A
service aims to produce an effect on resources of the customer in such a way that the
value increases. If the effect is not reached, this may cause the transaction to fail.
Formally, the goal relationship can be seen as an extension of the REA meta-model.
However, as it can also be seen as a derived relationship, since it is defined as “the
production events at the customer’ side that stands in conversion duality with the
service use and consumption”. When also the consumption events at the customer and
provider side are relevant, we could add a “source” relationship, analogous to the
“goal” relationship. Together, source and goal provide a reference to all resources
affected by the service execution. As the description of all kinds of failures and
exceptions is never exhaustive, we refrain from including that in the effect. It can be
specified in the contract.

For web services and similar software artifacts to deserve the label “service”, the
service model elements should be clear. What is the goal of the web service, that is,
what resources does it create or affect that have value to the client? Who are the actors
involved in the exchange process? In the next section, we will consider coordination
services as one important subclass of web services.

3.5 Coordination Services and Coordination Objects

Coordination services are defined in [WJABO9] as services supporting an exchange
process (a set of events) for a good or a service. Processes like identification,
negotiation, order execution and after-sales take place in a good exchange as well as a
service exchange. We introduce the notion of coordination object for the object of
these processes: what is negotiated and executed? The central coordination object is
the purchase order that is first negotiated, then created, and then fulfilled by the
exchange event. In complex business processes there are more coordination objects.
The following two also reoccur often, especially when services are concerned:
reservation and appointment. The rationale for the latter (appointment) is that the
delivery of a service requiring resources from both the provider and customer to be
present at the same time and place requires more coordination than the delivery of a
good.



276 H. Weigand et al.

The rationale for reservation is the following. Note first that in standard REA, a
reservation is a relationship between a commitment and a resource or resource group
(section 3.2). In the context of coordination, we use the term “reservation” more
specifically for a commitment that precedes the purchase order, which obliges a
provider not to sell a resource to any other agent than the customer for whom the
reservation is created. From an economic point of view, the main objective of this
kind of reservations is to reduce uncertainty about the business transaction — to
mitigate the risks involved, such as items being out of stock or functionality not
available, and to reduce the need for slack [WHO06]. So although the reservation has
some costs in the form of less operational discretion, it increases the total value for
both customer and provider.

Drawing on the REA ontology, coordination objects can be specified in terms of
commitments. Therefore, another way of characterizing coordination services is to
say that these services manipulate commitments: their goal is to provide, receive and
fulfill commitments.

For a better understanding of the three coordination objects and their commitments,
is it good to see how they are related. Although they are applied differently in
different domains, there exist logical dependencies between them. The reservation
always precedes the purchase order. The conversation around the reservation
addresses questions such as: Is the resource available? If so, can I reserve it? How can
I cancel the reservation, if needed? Do I have to pay for the reservation or for the
cancellation? The seller commits himself to make sure that the necessary resources
will be available. Usually, the customer has fewer commitments, but he may commit
himself to the availability of necessary resources (in his case, financial resources) as
well. This can be achieved in practice by providing credit card details, for instance.

The purchase order follows after the reservation logically and in time. A contract is
being formed with terms and conditions. Now the commitments go much further: the
seller promises to deliver the good or service at some moment or period in time, and
the customer promises to pay an agreed upon price. These are firm commitments that
can only be left unfulfilled in exceptional circumstances as specified in general law or
in the contract itself.

We assume that for all coordination objects (so not only for the Purchase Order)
there is an agreement process first followed by an execution and evaluation process,
that is, the coordination process per coordination object takes the form of a
“Conversation for Action” [Di04, Go06]. The message exchange in these
conversations is not in the scope of this paper, but what is important is the effect of
these conversations, since that is directly relevant for a user composing and using a
certain mashup application.

The REA application model in Fig. 7 focuses on the coordination object purchase
order but also specifies how it relates to the coordination object reservation. The
reservation is a commitment that specifies a resource type and there is a “reserve”
relationship with resource, being all resources involved in the fulfillment of the
commitment and set apart for that purpose. In line with [Hr06] we distinguish
between d-commitments (decrement) and i-commitments (increment), for
commitments by or to the service provider, respectively. The fulfill relationship is one
between commitment and economic event. The fulfillment of the reservation is the
accept-order event by which the purchase order is created. The fulfillment of the
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Fig. 7. REA Application Model for purchase order including relationship with reservation

purchase order is the service exchange event. The actual service exchange can be seen
as the ultimate objective of the reservation as well. So in certain sense, this exchange
fulfills the reservation, although indirectly. To capture this notion of fulfillment, we
define a fulfill* relationship being the recursive closure of fulfill-relationships. So the
actual exchange fulfils the purchase order, and fulfils* the reservation.

It should be noted that although the meaning of reservation and purchase order is
quite stable over different domains, these two coordination objects are not always
applied in the same way. This can be confusing, for example when we talk about hotel
reservations and flight reservations in one breath. In the case of a hotel, the purchase
order is created when the customer checks in. At that moment, the reservation, if any,
is fulfilled. In the case of a flight ticket, the purchase order is made when the ticket is
sold, typically long before the check-in at the airport. What happens at the check-in is
the allocation of a specific resource (a chair with a number). Sometimes, it is possible
to take an option on a flight ticket for a few days before buying it. That option is a
case of reservation, but the ticket itself is not.

The complete reservation pattern is represented in Fig.8. It shows the reciprocity
relationships with other commitments that are grouped together in a contract.

An appointment pattern is used when two or more agents want to meet at a specific
location. Appointments can be made for their own sake, but can also be part of a
purchase contract, for example, when customer and provider have to agree on where
to deliver the service or good.

Fig. 9 shows an application model for show-up appointments where the commitment
is from the side of the customer (so it is an i-commitment), typically reciprocal to an
appointment of the other party to be there as well. Since the appointment includes at
least a resource (the customer himself, or some resource related to the customer; and the
location) there are two “reserve” links. In accordance with our “reserve” ontology, these
links point to groups that specify the reservation on an abstract level and that are
populated at some time with specific instances.
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Fig. 9. REA Application Model for (show-up) Appointment

The appointment can be applied throughout the process (for instance, an
appointment to negotiate the purchase order via Skype at some specific hour), but
most prominently at the fulfillment of the purchase order when this fulfillment is not
immediate, as noted above.

We have described three coordination objects corresponding to three coordination
services — reservation, purchase contract, and appointment. On the basis of our
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experience and considering standards such as [UMO3] and the set of patterns
identified by [Hr06], we claim that these are the most prominent ones, but the
question whether more coordination objects exist should be addressed further by both
formal and empirical research.

4 Service Description and Conflict Detection

4.1 Service Description Using REA

Using the REA ontology, service descriptions can be developed for coordination
services either in the form of REA events or REA relations. Table 1 specifies the
basic predicates.

Table 1. Basic REA predicates

RELATIONS EVENTS TERMS

At(Agent,Location) Commit(ld,Agent,Agent,  e(Resource | contract
Type, Time))

Fulfill(Event,Commitment) Cancel(ld, Commitment) commitment

Clause(Commitment, Contract) Purchase(ld,Agent,Agent, Resource)

Available(Agent, Pay(ld,Agent,Agent,Money)

ResourceType,Time): Number

Capacity(Agent , Resource Move(ld,Agent,Location)

Type):Number
PlannedCapacity(Agent, Resource Move(ld,Agent,Resource, Location)
Type, Time):Number

The relations and terms have a direct counterpart in REA or have been defined in
section 2. We use some shorthand for the events. Commit stands for create
commitment, Cancel for withdraw commitment. Purchase and Pay stand for the
standard exchange events. Move stands for the event of changing the location of the
agent or some resource. In both Commit and commitment we make use of an
embedded functor e(x,7) where e is an Event Type, x can be a any object (and there
may be more than one argument x) and 7 is a time reference. Expressions of this form
are called i-events and are used in the same way as actions in the situation calculus
[MH69], where they can be the object of a do-action.

Using these predicates, we define the following list of coordination services (table 2).
Note that they are services in terms of [WJABOQ9]: their goal is an event that affects a
relevant resource. Being coordination services, they manipulate commitments. Table 2
presents the IOPEs (Input/Output/Precondition/Effect) for hotel services but in a quite
general way. As such it can be applied to a flight service or theater service as well.
However, the way the coordination services are bundled in web services may differ. In
the typical hotel case, the Create_Contract and Check_In are one transaction: at the
moment the customer shows up, according to his reservation, a contract is set up and a
specific resource is allocated. In the typical flight case, the Create_Contract is
performed long time before the Check_In.
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Table 2. Generic coordination services

Coordination Input Output Precondition Effect (Goal)
Service
Check_Availability ResrcType R Bool A A= Not a social fact
Time T (Available(Self,R,T)>0)
User U
Create_Reservation Customer C Id Res Available(Self,R,T)>0 commit(i,Self,C, e(R,T)) and
Time T At(Self,L) i=Res and
ResrcType R commit(j,C,Self,
move(C,L,T.start))
Cancel_Reservation Customer C - commitment(i, Self,C, cancel(j,i) and forall j:
Time T e(R,T)) and commitment(j,C,Self,
ResrcType R i=Res and not move(C,L,T.start)) implies
Id Res exist p: fulfill(p,i) cancel(j)
Create_Contract Customer C 1d PO commitment(i,Self,C, commit(j,Self,C,e(Rs,T)) and
Time T Amount e(R,T) ) and i=Res j=PO and typeof(Rs,R)
Id Res F and exist contract(CT)
and clause(PO,CT)
and clause(Inv,CT) and
commitment(Inv,C,Self,
pay(F,T2))
and fulfill(PO.Res)
Check_In Customer C Id Ri commitment(j,C, Self, commit(i,Self,C,e(Ri,T)) and
Time T move(C,L,T.start) and j= realize(Rs,Ri) and
1d PO LRes forall m: move(m,C,L) implies
and at(C,L) and fulfill(m,LRes)
commitment(i, Self,C,
e(Rs,T)) and i=PO
Check_Out Customer C 1dS commitment(i,Self,C, purchase(j,Self,C,Ri,T) and i=S
Id Ri e(Rs,T)) and i=PO and and
realize(Rs,Ri) fulfill(S,PO)
Receive_Payment Customer C IdP exist contract (CT) and pay(j, C,Self, F) and j=P and
Id PO clause(PO,C) and fulfill(P,Inv)
clause(Inv,C) and
commitment(Inv,C,Self,
pay(F.T2))
Cancel_Contract Customer C - commitment(i, Self,C, cancel(j,i) and forall j:
Time T e(Rs,T)) and commitment(j,C,Self, Q,T")
Resource Rs i=PO and exist implies cancel(j)
Id PO contract(C)
and clause(PO,C)

4.2 Conflict Detection

As said in section 1, each resource or agent is assumed to have a time-based context
A(E,C) where E is a set of events planned and C a set of constraints on E. To support
conflict detection and conflict prevention, we should be able to check whether E
meets the constraints C. This applies both to the service provider and the resources
that he manages and to the service user and the resources that she manages. In the
following, we take the perspective of the user and focus in particular on her agenda.

Let M be the set of resources relevant to agent U. To determine the contents of M,
the set of E, of committed events for U is calculated first as follows:

E, = {e: event | dc: commitment A fulfill*(e,c) A participate(e,U)}
Then

M = {m | dee E,: stockflow(e,m) v participate(e,m)}
agents participating, as far as known)

(resources involved and
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For some me M, the context E,, contains the committed events that involve m. Note
that Ue M — by definition, the user herself is also involved and hence the commitment
should be put in her agenda. However, not only the context of U, but the context of
every me M should not violate its constraints. The constraints in the context can be
resource-specific, but a very fundamental constraint is that there can be no “agenda
conflict™:

Ve, e; € E,, e;.time N e,.time = &

Another general constraint is that a physical resource can be at only one place at a
time, and needs time for moving.

Y e, e, € E,, : e;.time.end = e,.time.start = ¢;.]location = e,.location
Y e, e; € B, : next(e;, ;) A e;.Jocation <> ej.location
= (Jde;je E, 1 e;<e;<e; A eitype= move() A e;.object =m
A e;.destination = e,.]location)
where next(e;, ¢,) means that e, is the first event after e;.

To prevent conflicts when considering the use of a service s, the user first adds the
commitments produced by s to his context (using the coordination service effect
descriptions), and then executes the conflict detection process. If a conflict is
detected, the user is informed and/or the coordination service in question is triggered
to find an alternative.

5 Concluding Remarks

From an end-user perspective, coordination services form an important service class
(cf. [Be04]), as these services allow the user to manage real services that matter to
him/her. When using these services, he should be aware of the real-world effects, to
detect and prevent possible conflicts with his own agenda (already existing
commitments) or the agenda of other resources involved. In this paper, we have
explored how REA can be used to describe the effect (IOPE) of a representative set of
coordination services.

The focus of this paper has been on the description of coordination services which
are the services that support an exchange process (a set of events) of a resource.
Creating, executing and evaluating commitments is done in a combination of
informational and material processes. The Language/Action Perspective ([Di06,Go06])
has explored a couple of standard micro-patterns on which the informational processes
can be based. However, we have not focused on describing processes in this paper.

One line of future research concerns the interpretation of commitments in terms of
rights. When an agent commits (d-commitment), he gives away some right on the
resources involved, which assumes that he did hold that right before. REA posits a
“control” relationship between agents and resources. If control is made more precise
in terms of rights (e.g. ownership, access and custody), this can be used in the
specification of commitment preconditions and effects.
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