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1. About This Design Document

1.1 Document purpose

The objective of this document is to provide CSA with detailed design material explaining
how the proposed VC solution will meet the CSA Requirements for a video conference.
This document will act as a project handover document (PHD) for the IT solution project
at CSA. It contains configuration information specifically done to CSA. As such, CSA is
expected to sign off on this project handover document.

1.2 Intended Audience

% CSA Systems and Networking Team.

R/

% CSA Project Management Team.

1.3 Scope

The scope of this document is to provide CSA engineers with detailed VC design and
configurations for all parts of the video conference. It will describe the integration of all
components done in order to provide a complete connectivity.

1.4 Document usage Guidelines
A Project Handover Document (PHD) consists of a number of components. These include

e Best Practice Guidance

1.5 Assumptions

Symbol Technologies project team has successfully installed and configured this video
conferencing solution for CSA based on the high-level design, which was done at the
beginning of the project.

1.6 Naming Conventions

Since network administrators usually access network devices, device naming should be
designed and implemented wisely. It is difficult to know in which device they are logged
in if the naming convention implemented is not clear enough, especially if they are
functionally similar devices. So, device naming must be uniquely identify a device. The
following naming convention has been followed in this design is.

For end points

CSA@*Site name*. Example:- Bahirdar branch VC endpoint is named CSA@Bahirdar

CSA-VC PROJECT 2018 CONFIDENTIAL
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Site Name IP Address
Addis Ababa Main CSA@MAIN 172.16.2.10
Addis Ababa Mini CSA@MINI 172.16.3.10
Ambo CSA@AMBO

Hawassa CSA@HAWASSA

Mekelle CSA@MEKELLE

Bahirdar CSA@BAHIRDAR

Note: the above table is incomplete because at the time of compiling this document only
the above sites with IP were operational. All endpoints have the same credentials for
accessing the web portal.

For Servers

The servers are named using FQDN (Fully Qualified Domain Name) and the naming
convention goes as follows.

Server FQDN IP Address Public IP
Realpresence  Access | csa-rpad.csa.gov.et 192.168.251.10
Director (RPAD) 192.168.100.9 197.156.82.226
Realpresence csa-rprm.csa.gov.et 192.168.251.11
Resource Manager
(RPRM)
Distributed Media | csa-dma.csa.gov.et 192.168.251.12
Application (DMA)
Media Suit (MS) csa-ms.csa.gov.et 192.168.251.13
Realpresence csa-rpcs.csa.gov.et 192.168.251.14
Collaboration Server 192.168.251.15
(RPCS)
DNS Server 192.168.0.119
192.168.0.53
NTP Server 192.168.30.1

CSA-VC PROJECT 2018 CONFIDENTIAL
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2. Server Configuration

2.1 Polycom RealPresence Resource Manager

The RealPresence Resource Manager is an integrated scheduling and management platform
for endpoints and video conferencing infrastructure management. It also functions as the
management and licensing platform for Polycom RealPresence Clariti. RealPresence
Resource Manager includes the following features and capabilities:

e Video Infrastructure Management

e Video Endpoint and Audio Phone Management
e Conference Scheduling

e Directory Services

e Session Border Control Integration

e Programmatic Access through API

2.1.1 Meta Data
e [P address: 192.168.251.11

CSA-VC PROJECT 2018 CONFIDENTIAL
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2.1.2 Configuration
Please note that if a setting is left unmentioned or stated explicitly, it means we have not
made any change to the default setting because it was not necessary for this particular
project. However, if you want to dig more about it you can always refer the official
administrator guide.

2.1.2.1 Configuring Site Topology
A site is a local area network (LAN) that generally corresponds with a geographic location
such as an office or plant. A site contains one or more network subnets, so a device’s IP
address identifies the site to which it belongs. The RealPresence DMA system inherits all
site topology settings from the RealPresence Resource Manager. In CSA’s site we have
created two subnets 192.168.0.0/16 for the servers and 172.16.0.0/16 for endpoints. To
create new site or manage the already created one go to Network Topology -> Site

@ Polycom® | i Add Site x 0 ‘ O admin »
~
Network Toj  ISDN Number Assignment Deseription CSAVC SITE
22+ H.323 Routing
I's) + SIP Routing Enable Mutual TLS O |
| Subnets Override ITU Dialing Rules
site Nami Territory
—1 PBX Access Code
O InternetVl
& Country Code 251 ce
Area Code
43
# Of Digits in Subscriber Num
E Assignment Method No Auto Assignment ~
A Territory Default Resource Manager Territory ~
Location Addis Ababa, Adis Abeba Astedader, ET
E Specify Location...
Q Latitude 9.024 (9 1.439999999999948' 0" N )
Count 1 Longitude 38749 ( 38 44 34000000000014°0"E )
[] Total Bandwidth (Mbps}): 2 v
Help n Cancel
2017 Polycom, In¢
. .
Column Description
Site Name CSA
Description of the site CSA VC Site
Country Code 251
Location Addis Ababa, Ethiopia

CSA-VC PROJECT 2018 CONFIDENTIAL
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|  Add Site
General Info 5
f +| /
Network To] ISDN Number Assignment
n 1P Address Mask Length Max Bandwidth (Mbps) Max Bit Rate (Kbps)
H.323 Routing
x
IZI O + SIP Routing Add Subnet preh
Site Nam IP Address: 192.168.0.0 Territory
]
@ e Mask length 16 :
=N
i Total Bandwidth: [] 3 Mbps
23 Call Max Bit Rate: [] < kbps
. KX -
Count: 1
2017 Palycom, Inc

)
RealPresence® Resource Manager ‘ e ‘ Oadmmv

Network Topology > Site-Links

@ o+
Site-Link Name: Description From Site To Site Max Bandwidth (Mbps) Max Bit Rate (kbps)

-
L}

O CSALINK CSALAN link to internet CSA Internet VPN 2000000 2000000
LY
(]
3

Count: 1

2017 Polycom, Inc. 2014-2017. All Rights Reserved.
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Network Topology > Site-Links Edit Site-Link x
|‘_§| o+ Vd [ Site-Link Name CSA-LINK
Description
Site-Link Name: Description P CSALAN link to intemet | Max Bit Rate (kbps)
-
L} A
® CSALINK CSALAN i Trom Site = 2000000
. To Site Internet’VPN
ia
Max Bandwidth (Mbps) 2000000
3
Max Bit Rate (kbps) 2000000
Cancel
Count: 1 n
2017 Polycom, Inc. 2014-2017. All Rights Reserved.
Q) Polycom"’ | ; Edit Site X 0 ‘ 0 admin »
/I\ General Info (O Internet calls are not allowed
BRRE  'SDH Number Assignment (O Allowed via H.323 Aware Firewall
n H.323 Routing
@ Allowed via H.323 aware SBC or ALG
& ||+ SIP Routing frch
Subnels Call Signaling Address 192168 251.10
Site Nami
— Paort 1720 <
@ CsA er Territory
.——L. O InternetVl
Ja
Count 2

2017 Polycom, Ing felp n Cancel
2.1.2.2 Configuring provisioning profile

Create Video Endpoint Provisioning Profiles Dynamic provisioning enables endpoints to
poll the RealPresence Resource Manager automatically to get provisioning updates
(configuration settings) on a dynamic basis. The provisioning profiles the endpoint receives
are based provisioning rules you define. When you dynamically manage endpoints (have
the endpoint use the RealPresence Resource Manager as its provisioning server), you can
automatically configure them by using provisioning profiles. You need to modify and
create three types of video endpoint provisioning profiles:

e Network Provisioning profiles define Network settings such as security, quality
of service, and gatekeeper address, SIP server address, and so on.

CSA-VC PROJECT 2018 CONFIDENTIAL
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e Admin Config Provisioning profiles define endpoint administrative settings
such as maximum and preferred call speeds for H.323 settings, calendaring
settings, Microsoft Lync settings, and so on.

¢ Bundled Provisioning profiles allow you to control system settings that affect
user experience.

To manage a profile go to endpoints on the left pane -> Dynamic management ->
provisioning profile

Q Polycom® | RealPresence® Resource Manager

Endpoint > Dynamic Management > Provisioning Rules

=
Eé] Monitor View = = X

Endpoint Groups Provisioning Status .
-
[ Peripherals View | Provisioning Rules ~

y Dynamic Management Provis@mg Profiles

Scheduled Management RPAD Server Provisioning Profiles
3 + Phone Management Bundled Provisioning Profiles
m Calendar Connector E.164 Numbering

- Endpoint Naming

A SIP URI
m Software Update Status
e Upload Software Updates
. @

Access Control Lists
Zero Touch Provisioning Bindings

Endpoint Management Settings

2017 Polycom, Inc. 2014-2017. All Rights Reserved.

Once you did the above, you will be redirected to a page that lists four profiles. Two
starting with “Default” and two with “CSA”. We have configured two profile specifically
for CSA VC project named CSA-ADMIN-PROFILE and CSA-NETWORK-PROFILE. The
other two profiles are default profiles that come pre-configured by Polycom. It is
recommended not to alter the default profiles. Any changes that are required to be applied
should be made to the CSA profiles.

CSA-VC PROJECT 2018 CONFIDENTIAL
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General Info Profile Name: CSA-Network-Profile

Endpoint >  Date and Time Settings

Provisioning Profile Type: Metwork Provisioning Profile ~
Firewall Setfings
g; '’ Selectable Provisioning for Group Series

IZI - H.323 Settings
SIP Settings

-

Profile Na

Provisioning Settings
(O Default Ac

= Quality of Service Settings
(O Default N
Security Settings
Security Settings 2
Whitelist
General Settings
Calendaring Settings
Enterprise Directory Settings
Directory Settings
Presence Settings

SNMP Settings

Count 2 Content Settings

2017 Palycom, Inc

@ Polycornﬂ RealPresence® Resource Manager

Endpoint > Dynamic Management > Provisioning Profiles

c=ANESIRE JRE BV ®o ¥
Profile Name 4 Provisioning Profile Type
-
[ ] . ;
Default Admin Config Provisioning Profile Admin Config Provisioning Profile
"_ De'aumer-ur- Prowvisioning Profile Network Provisioning Profile
ADMIN-PROFILE Admin Config Provisioning Profile
43
CSA-NETWORK-PROFILE Network Provisicning Profile
Count 4

2017 Polycom, Inc. 2014-2017. All Rights Reserved.

2.1.2.3 Editing Network Profile

Click on the CSA-NETWORK-PROFILE radio button. Now on top of the profile list the
icons will change into this order

gE 'F:? + f‘ ﬁ © {}g MOR

1
m
|

Click on the pencil icon and a modal with the profile’s setting will be opened.

CSA-VC PROJECT 2018 CONFIDENTIAL
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@) Polycom® | t AddNew Profie x| @ | @mn-
/.\ Profile Name: CSA-Network-Profile
u Emdpownt | EREETIREENES Provisioning Profile Type! Metwork Provisioning Profile ~
Firewall Settings
IZl gz O 525 Settings Selectable Provisioning for Group Series, ?
Profile Na SIP Settings
—1 Provisioning Settings
(O Default Ac
. Quality of Service Seftings
i o) B Security Settings
2 Security Settings 2
Whitelist
E General Setfings
Calendaring Seftings
A Enterprise Directory Settings
E Directory Settings
Presence Seftings
O SNMP Settings
Count 2 Content Settings
Help n Cancel
2017 Polycom, In¢

General Info
Profile Name: CSA-Network-Profile
Provisioning Profile Type: Network provisioning profile

Selectable Provisioning for Group Series: by mark this check box, you can manually select
which settings within the provisioning profile are sent to a RealPresence Group Series
system. Only the selected settings will be provisioned to RealPresence Group Series systems.
Within the provisioning profile, only the settings that you select are set to the RealPresence
Group Series system. For example, if a provisioning setting is blank but still checked, the
blank value is still be provisioned to the system. By default, all settings are checked. If you
don’t want to provision the setting to the RealPresence Group Series system, you must
uncheck the individual settings.

CSA-VC PROJECT 2018 CONFIDENTIAL



@) Polycom® ’ i Add New Profile
/l\ General Info
Endpoint >EEsETEENR TR
ﬂ Firewall Settings
¥ |e H.323 Settings
=]
Profile N SIP Settings
L Provisioning Settings
(O  DefaultAc
Quality of Service Settings
=
L (O  DefaultNi
. Security Settings
22 Security Settings 2
Whitelist
=9 General Settings
A Calendaring Settings
Enterprise Directory Settings
E Directory Settings
Presence Settings
0 SNMP Settings
Count 2 Content Settings

Help
2017 Polycom, In¢

Date and Time Settings

Country: Ethiopia

Date Format: dd-mm-yy

& QE

S}

Country Ethiopia
Date Format da-MM-yyyy
Auto Adjust for Daylight Saving Time

Time Format (Hour) 12

Time Server Manual

Primary Time Server Address 192168.0119

Secondary Time Server Address 192168.0.53

Enable Timezone

Timezone (GMT-12:00) International Date Line W

Symb@| Technologies

b4 o ‘ o adminv

-

Auto Adjust for Daylight Saving Time: check to adjust the endpoint’s system clock for

daylight savings time.
Time Format: 12

Time Server:

Primary Time Server Address: 192.168.0.119

Secondary Time Server Address: 192.168.0.53

Time zone: GMT+3

CSA-VC PROJECT 2018
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General Info

Date and Time Settings
Firewall Settings
v=| |~
& = M H.323 Settings
Profile Na SIP Settings

Provisioning Settings
(O Default Ac

Quality of Service Settings

O Default Ni
Security Settings

Security Settings 2

Whitelist

General Seftings
Calendaring Settings
Enterprise Directory Settings
Directory Settings

Presence Seftings

SNMP Settings

Count 2 Content Settings

Help
2017 Polycom, In¢

H323 Settings
Enable IP H.323: checked

Use Gatekeeper: specify

Enable IP H.323

Use Gatekeeper

Gatekeeper Address

Use Gatekeeper for Multipoint Calls

Gatekeeper Address: 192.168.251.12

Use Gatekeeper for Multipoint Calls: dynamic

Specify ~

-

192.168.251.12

Dynamic ~

n Cancel

@) Polycom® |  EditProfie

General Info
v
¥ ndpo Date and Time Settings
bl Firewall Settings
vz .
v = |° 23 Settiny
prone w [
Provisioning Settings
Default A ) N
5 Quality of Service Settings
. Defauit N
Security Settings
CSA-AD} N
33 urity Settings 2
. CSA-NE1

Whitelist

General Settings

Calendar

[

Enterprise Direct
Directory Settings

Presence Settings

SNMP Settings

SIP Settings

CSA-VC PROJECT 2018

Enable SIP

@
]
@
@

Automatically Discover

Proxy Server

Registrar Server

Transport Protocol

Server Type

Verify Certificate

Use Endpoint Provisioning Credentials

Use Enterprise UR!

Common SIP User Name

Common SIP Password

-

192.168.251.12

192.168.251.12

v

T4 [/\?

11

CONFIDENTIAL

Symb@! Technologies



. Symb@! Technologies

Enagle SIP: checked

Automatically Discover SIP Servers: unchecked
Proxy Server: 192.168.251.12

Registrar Server: 192.168.251.12

Backup Proxy Server: null

Backup Registrar Server: null

Transport Protocol: Auto

Server Type: Polycom

Verify Certificate: unchecked

Use Endpoint Provisioning Credentials: checked
Use Enterprise URI: checked

Common SIP User Name: the user name used to integrate with the SIP server (DMA). We
have created a user for each server that is used for integration purposes.

Common SIP Password: the password used to integrate with the DMA

@) Polycom® |  EditProfie x | @ | @umn-
{ rovisioning Polling Interval (minutes )
= o date Polling Interval (m )

General Info

Provisioning Settings

Provisioning Polling Interval (minutes): 10

12
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Software Update Polling Interval (minutes): 60

2.1.2.4 Editing Admin Profile

Admin Config provisioning profiles, allow you to create provisioning profiles that include
maximum and preferred call speeds for H.323 settings, calendaring settings, Microsoft Lync
settings, and so on.

Click on the CSA-ADMIN-PROFILE radio button. Now on top of the profile list the icons
will change into this order

¢=| 1o+ |72 | 8| @ |Y| | MORE-

Click on the pencil icon and a modal with the profile’s setting will be opened.

) Polycom® | i Add New Profile x | @ ‘ € zamin~
/.\ General Info Profile Name: CSA-ADMIN-PROFILE
Endpoint >
p SREDEEIES Provisioning Profile Type: Admin Config Provisioning Profile ~
n Home Screen Settings
%= Selectable Provisioning for Group Series: -
IZI v= O Call Settings T

Profile s Pudio Settings

Software Endpoint Settings

(O Default Ac
Calendaring Seftings
e (O  Default Ni
e Microsoft Lync Settings
m ©  CSENeM \n ik seftings
Count. 3
2017 Palycom, Inc

General Info
Name: CSA-ADMIN-PROFILE
Provisioning Profile Type: admin config provisioning profile

Selectable Provisioning for Group Series: checked

13
CSA-VC PROJECT 2018 CONFIDENTIAL



Symb@! Technologies

—
@) Polycom® |  EditProfie x | @ | @umn-

General Info Enable Language Setting v
System Settings Language Engiish

Home "Ucf{'}c:lmgs
Call

Profile Ni 0 Settings

Default A dpoint Settings

Lync Settings

VVX/CX Settings

System Settings

Enable Language Settings: checked
Allow Access to User Setup: checked
Allow Directory Changes: checked
Auto-answer Point to Point Calls: no
Auto-answer Multipoint calls: no

Call Detail Report: checked

Maximum Time in Call (minutes): 480
Recent Calls: checked

Screen Saver Wait Time: 15

Directory Search Mode: auto

Maximum Number of Active Web Sessions: 25

CSA-VC PROJECT 2018 CONFIDENTIAL
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@) Polycom® | t AddNew Profie x| @ | @mn-
/.\ General Info Display H.323 Extension
u Endpoint >  system Settings Enable Availability Gontral
o o {ETE SR SRS Address Bar (Left Element) IP Address ~ -
= M Call Settings Y
& Address Bar (Right Element) H 323 Extension o
Profile Na Audio Settings
—1 Software Endpoint Settings
(O Default Ac
Calendaring Settings
e O Default Ni
e Microsoft Lync Settings
@ CSA-Netw
2 VVXI/CX Setlings
Count 3
Help n Cancel
2017 Polycom, In¢

Home Screen Settings

Display H.323 Extension: checked

Enable Availability Control: checked

Address Bar (Left Element): ip address
Address Bar (Right Element): h.323 extension

2.1.2.5 Editing RPAD Server Provisioning Profile

You can use a RealPresence Access Director server provisioning profile to dynamically
manage the RealPresence Access Director system and configure it with the right network
information to allow for firewall traversal in your video infrastructure environment.

You can always create a profile but we have already created a profile with the best possible
setting for CSA VC infrastructure. Therefore, in this document we will see how to edit the
already created profile by name CSA-SERVER-PROFILE. Server Provisioning setting is found
Endpoint->dynamic provisioning->RPAD server provisioning profile.

15
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i Add New Profile x | @ ‘ €9 acin

@) Polycom®

m General Info Profile Name: CSA-SERVER-PROFILE

Endpoint > RPAD Settings 2

Provisioning Profile Type: Server Provisioning Profile ~
m RPAD Settings
v= =
m| 2° ’
Profile Na
(]
(O DefaultRI
LN
(3]
3
Count: 1
Hetp El -
2017 Palycom, Inc
) Polycom® |  Add New Profile x | @ ‘ €9 aamin~
A General Info
Endpoint >Rl | Enable IP H.323, Enable SIP, Directory Server, Verify Directory Server Certificate,
m RPAD Settings
EINES ¥
IZI v J Presence Server, and Verify Presence Server Certificate A
Profile Na
—_ Enable IP H.323
L}
(O DefaultRI
Gatekeeper Address 192168 251 12
LN
0o Enable SIP
22 Proxy Server 192.168.251.12
Registrar Server 192 168 25112
E Transport Protocol TCP ~
A Use Default Directory Server
Directory Server
E Verify Certificate O
G Use Default Presence Senver
Presence Server
Count: 1

Verify Certificate O

2017 Palycom, Inc

Enable IP H.323: checked

Gatekeeper IP Address: 192.168.251.12
Enable SIP: checked

Proxy Server: 192.168.251.12

Registrar Server: 192.168.251.12

16
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() Polycom® | + Add New Profiie x | @ ‘ € zcmin~
0w General Info Time Server Manual ~
m Endpoint >  RPAD Settings 2 Primary Time Server Address 192.168.30.1

o P RPAD Settings Secondary Time Server Address -

¥= L) v
Izl Provisioning Polling Interval (minutes) 60

Profile N Heartbeat Posting Interval (minutes) 10

[

O DefaultR| Server Status Posting Interval (minutes) 10
Ly
L]
J3

Count: 1

2017 Polycom, In¢

Time Server: Manual

Primary Time Server Address: 192.168.30.1

2.1.2.6 Managing Provisioning Rules

You apply dynamic provisioning profiles by using provisioning rules. A provisioning rule
consists of one or more conditions that must be met before the dynamic provisioning
profile can be applied. You can create multiple rules and associate a profile with more than
one rule at a time. For example, you can use provisioning rules to provision different
endpoints within the same site with different network settings. If a dynamically managed
endpoint does not meet any conditions of any rule, it is provisioned with the default
profiles.

To access the rules go to endpoint->dynamic provisioning->Provisioning Rules

Then you will be redirected to a page that has only one rule by the name CSA-
PROVISIONING-RULE. To edit this rule, click on the radio button as shown above and
click on the pen icon above the list. It is recommended not to change the setting of the
rules unless you have to.

17
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X e | O admin

m General Info /
Endpoint >  Endpoint Provisioning Profile
E Rule Name: CSA-RULE
Server Provisioning Profile
's) —+ Active v
IZI Rule Priority(0 - 0): 0
Priority
o Description:
=D
@ 0
L
L]
Condition:
"‘ OR Type Attribute ‘Operator Value
E O site Site = CSA
(O  Device Device Type = GroupSeries
A (O Device Device Type = RP-Deskiop
E O Device Device Type = RP-WMobile
Count: 1

Help Cancel
2017 Polycom, Inc

When you click on the edit button, you will be asked if you are sure to edit it and the rule
will  be  deactivated until edit is over. Press ok and proceed.

Q)Po}ycomo i Edit Rule x o ‘ oadminv

/.\ General Info +| ] vt @

Endpoint > Endpoint Provisioning Profile

m Rule Name: CSA-RULE
Server Provisioning Profile
m 'S —+ Active T
Priority Edit Condition x

-

(]

@ 0
Relation Type Attribute Operator Value
AL
L]
AND - Device ~ Device Type ~ = ~ GroupSeries ~

2

B
A
=]
<

Count 1

Help n Cancel
2017 Polycom, In¢
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Q) Polycom® | 1 EditRule x | @ | @wmn-

~
Fas General Info .
1 /
Endpoint >  Endpoint Provisioning Profile
u Rule Name: CSA-RULE
Server Provisioning Profile
IS + Active ¥
2] Rule Priority(0 - 0) 0
Priority
— Description:
=D
@ 0
]
=
L]
Candition:
42
OR Type Attribute Operator Value
E O site Site = CSA
(O  Device Device Type = GroupSeries
A O  Device Device Type = RP-Desktop
E O Device Device Type = RP-Mobile
Count 1
-
Help n Cancel
2017 Polycom, In¢

Rule Name: CSA-RULE
Active: checked

Rule Priority: O

Condition:

site = CSA or

device type = GroupSeries or
device type = RP-Desktop or
device type = RP-Mobile

We have created four conditions for our rule to be applied. The first one checks if the
endpoint is inside the CSA site. The other three will check if the endpoints belongs to
Polycom Groupseries, Realpresence Desktop or Realpresence Mobile.

You can edit the conditions by clicking on them and the edit button at the top.
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Q) Polycom® | 1 EditRue x | @ | @wmn-

:
® A7) s

Endpoint > Endpoint Provisioning Profile

m Rule Name: CSA-RULE
Server Provisioning Profile
IZl IS} + Active ¥
Priority Edit Condition x

-

(]

@ 0
Relation Type Attribute Operator Value
AL
L]
AND - Device ~ Device Type ~ = ~ GroupSeries ~

42

o na

Count 1

Help n Cancel
2017 Polycom, In¢

@) Polycom® | ¢ EditRule x | @ ‘ € zamin~

A General Info 7
Endpoint >  Endpoint Provisioning Profile
n Rule Name: SERVER-RULE
Server Provisioning Profile
o+ Active: Ad
Izl Rule Priority(0 - 1): 1
Priority
- Description:
=
o o0
"3 ®
i 1
Condition:
L 0 Site.Site Type Attribute Operator Value
E O Site Site = CSA
Count. 2

arpaomi | P El -
Rule Name: SERVER-RULE
Active: checked
Rule Priority: 1
Condition:
site = CSA

After you have created your condition(s), you need to select which provisioning profiles
to associate with this rule. You must have already created the provisioning profiles you
need. A provisioning rule must have at least one profile associated with the rule.
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T

To associate provisioning profiles with a provisioning rule:

1. To associate an endpoint provisioning profile such as a Network Provisioning
profile or Admin Config profile, navigate to the Endpoint Provisioning Profile page
in the Add New Rule dialog box. You can associate one or more profile to the rule.

2. Select the Available Profiles you want to associate with the rule you created and
click the down arrow to move them to the Selected Profiles section. In this example,
you can select the HDX system profile, which is an Admin Config provisioning
profile. 3 You have now finished creating a provisioning rule. Click OK to save the
rule.

Q) Polycom® |+ EditRule

General Info Available
Endpoint > [ o Prcicong P

Server Provisioning Profile

+
-«

NMA-NETWORK-PROFILE Natwork

NMA-ADMIN-PROFILE

The same process is applied for server provisioning profile

Q) Polycom® | | EditRue x| @ | @

Server Provisioning Profile
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2.1.2.7 Define an E.164 Address Scheme

You can define an E.164 address scheme that will be used when provisioning E.164
addresses to all dynamically managed endpoints. This E.164 is used as an extension number
for H323 calls.

To define an E.164 address scheme for dynamically managed endpoints:

1. Navigate to Endpoint > Dynamic Management > E.164 Numbering.

2. Define your numbering scheme according to the options provided. The
administrator has the following options when implementing an E.164 numbering
scheme

e Select Area: When areas are enabled, you can select an area to which you
want to apply this E.164 numbering scheme. This field is only available to
users who manage more than one area. The drop-down list lists only those
areas that the user has permission to manage. Users with the administrator
role can always select an area when areas are enabled.

o Prefix
No Prefix—The system will not append a prefix to create the E.164
assignment.
Number —The system appends the prefix specified to create the E.164
assignment.

Based on Endpoint Type—The system appends an Endpoint Type prefix
to create the E.164 assignment.
e Base Field: You can define a specific number range or indicate that a phone
number be used for the Base Field:
To specify a Number Range:
In the Base Field, select Specify Number Range.
Use the To and From fields to define the number range
o Suffix: No Suffix—The system will not append a suffix to create the E.164
assignment.
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(D "
@ P0|VCOIT1 RealPresence® Resource Manager | Yy ‘ o | oadm'“'

Endpoint > Dynamic Management > E 164 Numbering

=1
Prefi Based on Endpoint Type
Endpoint Type Device Number
RP-Mobile 55
.
[ 1

s|

A CMA-Deskio 2
= VX
=3
RP-Debut
HDX 1
RP-Centro

2017 Polycom, Inc. 20 017. All Rights Reserved.

©) .
@ Po|ycom RealPresence® Resource Manager | Yy ‘ o | Oadmmv

Endpoint > Dynamic Management > E.164 Numbering

™
E=d
HDX 1
RP-Centro
GroupSeries 44
El Base Field Specify Number Range. - b
From 000 To
| Suffix No Suffx

Total Digits Spacified: 6

2017 Polycom, Inc. 2014-2017_ All Rights Reserved

As you can see above we have selected “44” as our prefix for groupseries devices, so our
groupseries endpoints’ extension number start with “44” and polycom desktop “66”
followed by four digits in between 1000 and 9999.
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2.1.2.8 Managing Instances
An instance is a Polycom video infrastructure component (network device) that runs on a
virtual machine or a hardware appliance. When you add a component to the RealPresence
Resource Manager system, you can choose to use RealPresence Resource Manager to
monitor the alarms, manage licensing for the components, or/and integrate this
component with the RealPresence Resource Manager system.

2.1.2.8.1 View Network Device Instance
By default, all the instances that you have added are displayed on the
Instances page. To view network device instances:

1. Go to Network Device > Instances.

2. Click to filter the instances that you want to display. You can filter
instances by Device Type, Device Name, IP Address, or Site.

3. Select an instance that you want to view.

4. Click to display a summary of this instance.

We have integrated the Media Suit, Access-Director and DMA with resource
manager to monitor the alarms and manage licensing. The integration process
is repetition except the values entered are specific to each server. So here we
show you how we added Access Director as a sample.

To add a RealPresence Access Director System by IP address:

Ensure your RealPresence Access Director system is reachable via ping.
. Go to Network Device > Instances and click the plus sign
Select RealPresence Access Director as Device Type.
Select IP or FQDN Address in the Add By drop-down list.
Specify the parameters in the table below
e Name: CSA-RPAD
e Version: 4.2.5
e Management Address: 192.168.251.10
e Admin User: rpad-integrator
e Admin Password: Access Director system user password

VA wN
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’ A®| o ‘ Oaﬂminv

°© + Service Integration Device Name CSA-RPAL z
License Configuration
Status U Version 425 site
-5
L/ Management Address
@ g Admin User
V! ] Admin Password | eseses
© 2
“ = n
Polycom, Ir 17. All Rights Reserve

On service integration pane, the setting might vary depending on the server. Refer the
admin guide for each server for detailed explanation. On the Access Director server all you
need to inter is the internal ip address of the server.

@ Polycom° | RealPresence® Resource Manager ‘ A®| ° ‘ 03"""“'

Device Type Provider-side Proxy IP Address

RO scvcenicoaon | ¥
Serial Number =
L 15e [Rpnfiguratior
Status R ENED - - Site
Last Profile Applied
-
- @
> Provisioning Status
@ 7
Device Managed
oo
® 7
n SR n

At last on the license configuration pane make sure the “Enable licensing with the polycom
license server” is checked ONLY for DMA and Access Director because we use Clariti license
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for those servers including the resource manager itself, which needs to connect with
Polycom licensing server online. But for the media suit we use base license so this setting
has to be unchecked.

‘ A®| ° | Oaaminv

2.1.2.9 Managing users
Creating users is very direct go to User->users and click on the plus icon. However, on this
document we discus on how to manage users that are already created. We have two users
named “admin” and “rprm-integrator”. We use “admin” for server configuration and
“rprm-integrator” for integration purposes.
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@ Polyco m® RealPresence® Resource Manager

A\
Jser > User:
=
==
| he first 500 res re. If 0 n a ase en a
=3
[ ] Search Users Local Users Only
E ¥= R
o ¥ + |/
% US@P First Name Last Name Title Domain E-mail Address Endpoinis
E . &b  admin Admin Admin LOCAL GroupSeries, RPDesktop, GroupSeries2
A @b  rprntegrator rprm-integrator rprm-integrator LOCAL amado@symboltech net
= .
O
S\t

2017 Polycom, Inc. 2014-2017_ All Rights Reserved

On the first tab of editing a user you will find “General Info” this is where you update the
name, password and other information about the user.

Q) Polycom® | Edituser

‘General Info
First Name * dmi
Jse Associated Roles
Last Name dmi
Associated Endpoints
User ID * d
Associated Alert Profile
Password
SIP Dial String Reservations
= Confirm Password ease re-enter the new password
Search Users: H.323 Dial String Reservations P “ :
Email Address
ey @ Contact Number
Title
Department
y es2
Create Password

On the second tab we have settings related to users role. We can assign six kind of role for
the user operator, advanced scheduler, scheduler, view only scheduler, administrator and
device administrator. You can find details about each roles on the official administrator
guide but for this documentation we see only administrator role and device administrator
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=

role. You can add a role to a user using by selecting the role from the upper list and clicking
the down button in between the lists. And vice versa to remove a role.

Q) Polycom® | 1 Edituser x | @ | @

General Info Available Roles

H.323 Dial String Reservations

Role Name Description

Administrator Granted all Administrator permissions

*Inherited Role

2017 Polycom, In

The Administrator role is for those users who administrate the RealPresence Resource
Manager system itself. Users assigned the Administrator role can generally do almost all
system functions, however they cannot schedule conferences, monitor conferences, or
manage endpoints or other network devices.

The Device Administrator role is for those users who administrate endpoints, bridges, and
other network devices. For the areas to which they belong, users assigned the Device
Administrator role can:

1. Monitor endpoints, peripherals, and network devices.
2. Add, edit, and delete endpoints and network devices.
3. Provision endpoints using scheduled management.

4. Update endpoints using scheduled management

2.1.3 Managing license
Polycom RealPresence Resource Manager is available as part of Polycom RealPresence
Clariti, a Polycom collaboration infrastructure offer that features simplified concurrent user
licensing and add-on options. You must use the RealPresence Resource Manager system to
license the DMA, Access Director and Media Suit.

Even though you do not have to do the following licensing procedure, it will be helpful
to know in the end. To license the resource manager with clarit:
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1. go to https://polycom.flexnetoperations.com and login with the credentials that
were sent by Polycom during license purchase.

2. Create a server for the license by clicking on the create a server link on the side
pane. After the license server is successfully created, the View Server page displays
your valid License Server ID, ID Type, and Site Name.

s Jemal Abdella.

O Polycom

HOME > REALPRESENCE LICENSING CENTER > CREATE SERVER

Software & Services

Home Create Server

Product Search

Order History

SearchLine llzms Register a License Server to your Account

Files Not Downloaded

Recent Product Releases .
Required Fields

Recent Files Posted + License Server ID
Recent Emall Notifications * ID Type (Select from drop down list)
PUBLISHER_DEFINED for RealPresence Platform Director version 2.0 and above

Devices VM_UUID for RealPresence Platform Director versions lower than 2.0

Search Devices

Optional Fields: Backup License Server ID, Alias and Site Name:

Search Served Clients

Upload Capability Request License Server ID* I4040454¢UUSE—301U—EU4C—BSCU4F4EI4ESE
Administration & Backup License I

Account Administrators ServerID

Allocation Accounts D Type lm
Account Members

Change Password Alias IRPRM

Email Preferences

Product Preferences Site Name | CSA

Your Prafile

Get Help @

Download Help
Table of Contents
FAQs

Support

© 2018 Flexera. Al rights reserved.  EU Safe Harbor Notice

Field Value Description

License Server ID Copy and paste the System |dentifier number from the RealPresence®
Resource Manager License Setup page.

Backup Device Currently not supported. Leave this field blank.

D Type Select PUBLISHER_DEFIMED Mote: This is a change from previous
versions, which required an D Type of WYIM_ULID.

Alias (Optional) & unigue name for your license server. If your organization
deploys more than one, aliases make it easier to identify each specific
instance.

Site Name (Optional) A descriptive name for your Polycom RealPresence license

management site.

3. After setting up RealPresence Resource Manager as your license server, you must
activate the available licenses. You can manage licenses for individual components
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of your RealPresence systems after those components have been added to the
system. click Map Add-Ons to show a list of available units for features your
organization has purchased

O Polycom

HOME » REALPRESENCE LICENSING CENTER > MAP ADD-ONS

S::nvzare&Services Map Add_OnS

Product Search

Order History Search Add-Ons for Server 4C4C4544-0035-3010-804C-BIC04F 484832

SeardhLing llems Activation Code Entitlement ID

Files Not Downloaded

Recent Product Releases I I

Recent Files Posted Add-On Name Feature Name

Recent Email Notifications I IA”Y 7

Devices

Search Devices

Search Servers

Add-On Name Activation Code Enttlsment License Term Expiration Available Units in Line ftem Total Units in Line tem Qty to Add
Create

SW2REC, 1 LIVE MEDIA C85B-5C1E-125B-AEE4 2100018258-100339015 Permanent 2 2 >
Search Served Clients SUME,PP P
Upload Capability Request CLARIT|USER LIC PP DSDE-2B5F-3A44-CEEE

Permanent 15 15 15
Permanent 15 15 s

Administration &
CLARIT| ENABLE LIC,PP AB21-8109-B711-0686
Account Administrators

Allocation Accounts

SV MEDIA SUTE ENABLEPP  8406-E175-4F56-FCSA Permanent 100 100 00
Account Members
Change Password SV PLATINUM MEDIA SUTEPP  B7CB-3105-31AD-5434 2100018258-100338015 Permanent 100 100 00
Email Preferences B
Product Preferences SW CONVERT SCALABILITY,PP  720C-3759-BES9-32E5 2100018258-100399015 Permanent 100 100 100
Your Profile
SV MEDIA SUTTE PRO PP CO8B-AGET-3802-C2C6 399015 Permannt 100 100 100
Get Help @
Download Help SV ADD STREAM,1 MEDIA CBB7-3A78-3A8C-0F67 399015 Permanent 100 100 100
SUITE PP

Table of Contents

100339015 Oct 23, 2018 1 1 1

CLARITI,ENCRYPT LIC, TERM DDS7-B4DE-7101-364C

Map Add-Ons

© 2018 Flexera. Al rights reserved. EU Safe Harbor Notice

FAQs

Support

Please note that since we have mapped all the add-ons for the server already the map add-
ons page will be empty. However, to illustrate, it is the same as the remove add-on page
except the work “Remove” will be replaced with “Map”.

In the Qty to add column for the available licenses, enter the number to allocate to the
RealPresence Resource Manager instance, which is 15 in this case, since CSA bought license
for 15 calls.

4. Now go to the resource manager license setup page. Select online and click update
to finalize the licensing.
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PN
|
License > Setup
System Identifier 4C4C4544.0052-3010-8039-C8CO4F 333832
E-“‘J Activation Mode ® Online ) Offiine
Status ¥ License Active

»

2017 Polycom, Inc. 2014-2017. All Rights Reserved.

once server instance has been created we have to allocate the licenses to their respective
servers. To do that go to License->Allocation

©)
Q)‘ Poiycon’f'J | RealPresence® Resource Manager ‘ A ‘ o ‘ eadmmv

License > Allocation

Allocate By Type — -
~ ~
] RealPresence® RealPresence Access Director™ (1) CsA RMS_
Status  online Allocated Capabilities (3):
A
! RESET | | SAVE
oo CSA-RPAD (15 / 15) Instance Name CSA-RMS
RealPresence® RealPresence Access Director™ - Type RealPresence Media Suite™
22 192 16825110 IP Address 192.168.251.13 Wax Live Streaming Ports for 2 :
version 2800 RealPresence Media Suite
RealPresence® RealPresence DMA™ (1) Service Group: NIA 0 Available
E Resource Grou Mot Available Max Recording Ports for RealPresence 4 =
P Media Suite
0 Available
A CSA-DMA (15/ 15) Max Streaming Sessions for RealPresence 100 =
RealPresence® RealPresence DMA™ - 192 168.251.12 o
Media Suite
E 0 Available
RealPresence® RealPresence Media Suite™ (1)
RESET SAVE

Other Capabilities(6):

CSA-RMS (106 / 106)

RealPresence® RealPresence Media Suite™ -

192.168.251.13 Base License for RealPresence Media Suite (RPMS)

Perpetual License
PRO Edition Enable for RealPresence Media Suite v v

2017 Polycom, Inc. 2014-2017. All Rights Reserved.

Based on CSA’s purchase here the media suit can be licensed for a maximum of 2 Live Streaming
ports, 4 recording ports and 100 streaming sessions. You can always reduce this number. Once you
are comfortable with the numbers hit save and the licenses will be allocated for the media suit.
Follow the same procedure for the other servers except the RPCS in which the licensing is done
manually.
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2.2 Polycom Realpresence DMA

The Polycom RealPresence DMA system’s Conference Manager facilitates multipoint video
conferencing. A multipoint video conference is one in which multiple endpoints are
connected, with all participants able to see and hear each other. The endpoints connect to
a media server (Multipoint Control Unit, or MCU), which processes the audio and video
from each and sends the conference audio and video streams back to them. Traditionally,
such multipoint conferences had to be scheduled in advance, reserving ports on a specific
MCU, in order to ensure the availability of resources. Conference Manager makes this
unnecessary. Conference Manager uses advanced routing policies to distribute voice and
video calls among multiple MCU:s, creating a single virtual resource pool. This greatly
simplifies multipoint video conferencing resource management and uses MCU resources
more efficiently.

2.2.1 Meta Data
e [P address: 192.168.251.12

2.2.2 Configuration
Please note that if a setting is left unmentioned or not stated explicitly, it means we haven’t
made any change to the default setting because it wasn’t necessary for this particular
project. But if you want to dig more about it, you can always refer the official administrator
guide.

2.2.2.1 Licensing
A Polycom RealPresence DMA system’s license specifies the maximum number of
concurrent calls that can touch the system. CSA has bought a license for 15 concurrent calls.
CSA is Clariti customer so the DMA’s license is managed from the resource manager.

To connect with the resource manager for licensing go to admin-> server -> license and
select licensing server. Then add the ip address of the resource manager, which is
192.168.251.11, with the default port.
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Polycom | RealPresence® DMA® | Monitoring ~  4gfUser v «—Integrations ~ 4§ Senice Config »  GReports ~ @Help~ A ¢ &admin

The RealPresence DMA system can be licensed with activation keys or by accessing the Polycom Licensing Server on the RealPresence Resource Manager system ‘

Activation keys:
Primary key:
DMA system serial number: 34ZMKH2

@ Licensing server:

License server address: 192.168.251.11 | 3333 + |@ (default port 3333)
Last successful connection: 192.168.251.11:3333 on 2018-06-01 05:16:53.706

AM
DMA host ID: 34ZMKH2

Active License:

Licensed calls: 15

End User License Agreement:

Status: Accepted

Date accepted: 2018-05-22 10:49:18.308 AM

User: LOCAL\admin from IP address 172.16.13.56
Automatically send usage data: Me

Update

2.2.2.3 Setup Signaling

Signaling setup includes configuring the following options:

e Enable H.323 signaling so that the Polycom RealPresence DMA system’s call server
operates as a gatekeeper. Go to admin -> server -> H323 setting
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) Polycom | RealPresence® DMA®

H.323 Settings @

¢ Enable H.323 signaling
Status:
H.225 port: =
RAS port:
Dial plan
H.245 open firewall ports
# H.323 multicast
Enable H.323 device authentication

Resto

e Defaulls

Symb@| Technologies

£

{da Monitoring ~ @@ User + e Integrations ~ € Service Config ~ 4@} Reports ~ © Help ~ 2 - & admin

1720
Default Dial Plan v
36000 to 61000

e Enable SIP signaling so that the Polycom RealPresence DMA system’s call server operates
as a SIP registrar and proxy server. Go to admin -> server -> sip setting

"/

) Enable SIP signaling
Enable ANAT support

Ports:

+

Transport

Restore Defaults

CSA-VC PROJECT 2018

Polycom | RealPresence® DMA® [ Monitoring ~

@ user ~  +—integrations ~  €f Service Config ~ 4@ Repoits ~

Certificate Authentication SIP Authentication Dial Plan Enabled

None Default Dial Plan

None
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Polycom | RealPresence® DMA( | Monitoring ~ 48 User ~ ice Config ~  f@Repo & admin
MCUs @ MCU Pool Orders,, MCU Pools
ACTIONS Search
~ MCU Info
=+ Add MCU Name CSA-RPCS
Model: Paol RMX 1800
Status and Alarm State Name = Model Version P Signaling  MCU Site e .E Cgelis
# Edit Address... Type Pools VLT Eri2ed
Aliases: 12
& Delsts Address of record:
[l Connected | Normal | CSARP.. Polycom.. 87346 192165 (ERCTHE CSA Contact address 5ip:192.168.251.15:5060
SIP user name
O Stap Using - CSA-RP... Polycom... unknown  192.168.. m CSA SIP registrar address:
H.323 registrar address.  192.168.251.12
ZE BusyOut Path header:

SIP peer address:

] Quarantine
» Status
@ Block Registrations
~ Capabilities

Q View Call History ®MCU can provide conference recording
S Supports SVC conferences

=l View Details # MCU has entry queues supporting shared number
dialing

Device Info

Port Reservations

Topology

Configuration

2ZMCUs

Edit MCU: CSA-RPC

WCU General Settings
CSARPCS

Direct Access Seftings
Py ucu
Bandwidth and Registration Settings olycom
ISDN Gateway Settings
Integrate with conference manager
Postliminary

Management IP address: * 192.168.251.14
Admin user ID:* rpes-integrator
Password:

Port Reservations

CIF video ports reserved for non-DMA use:

Voice ports reserved for non-DMA use:
Cascade-for-size reserved CIF video poris.

Per-conference:

Overall:

2NCUs
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Edit MCU: CSA-RPCS

MCU General Settings

Enable direct access
Direct Access Settings =

Bandwidth and Registration Settings IP Addresses

ISDN Gateway Settings Signaling IP for H.323: 192.188.251.15:1720
Postliminary
[ Signaling IP for SIP: 192.168.251.15:5060

Transport:

Media IP Addresses

Remove

Prefix settings

Direct dial-in prefix:

Strip prefix:

OK Cancel

2NCUs

Edit MCU: CSA-RPMS

MCU General Settings
Hame: * CSA-RPHS

Direct Access Seftings
: Other MCU
Bandwidth and Registration Settings Type: i
ISDN Gateway Settings
Integrate with conference manager
Fostliminary

Management IP address:

Admin user ID:

Password:

Port Reservations

CIF video ports reserved for non-DMA use:

Voice ports reserved for non-DMA use:

Cascade-for-size reserved CIF video poris:

Per-conference:

Overall:

2NCUs
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Edit MCU: CSA-RPMS

MCU General Settings
Enable direct access
Direct Access Seftings =

Bandwidth and Registration Settings IP Addresses
ISDN Gateway Settings Signaling IP for H.323: 192.168.251.13:1720
Postliminary
[ Signaling IP for SIP: 192.168.251.13:5060
Transport: UDP v
Media IP Addresses

Add

Remove

Prefix settings

Direct dial-in prefix:

Strip prefix:

m Cancel

2NCUs

2.3 Polycom Realpresence Media Suit

As a native part of the Polycom RealPresence Platform, the Polycom RealPresence Media
Suite could participate in the standards-based video and telepresence calls, and record or
live stream the meeting, also could archives, and playback on a variety of client devices
including tablets, smatphones, desktop and laptop computers, and standards-based video
endpoints. By leveraging RealPresence Media Suite with existing video infrastructure we
can easily convert real-time conferences and events into reusable multimedia assets.
RealPresence Media Suite:

e Integrates with Polycom endpoints, conference platforms, and other standards-
based video endpoints for automated recording and playback.

e Supports SIP and H.323 standards for interoperability with third-party conferencing
systems.

e Available with licenses for different recording and streaming ports. Optional licenses
can be added for Pro features and Scalability Mode.

e Can output a maximum stream (live or video on demand) of 1080p HD
(people+content combined).

e Provides access to live and video call archive streams on devices with compatible
browsers including PC, MAC, iOS, and Android devices.

e Enables access to video call archives through any standard-based endpoint.

e Provides REST API support for third-party integrations.
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2.3.1 Meta Data
e IP address: 192.168.251.13

2.3.2 Configuration
For administrative tasks use the 192.168.251.13/admin URL but to view recorded videos
use just 192.168.251.13 URL with the same web portal credential.

For first-time start up, we can use the RealPresence Media Suite Fast Configuration Wizard
to get up and running quickly. If you cannot activate the license, the system will not let
you pass the fast wizard. Since our media suit is part of clarity, we can temporarily add an
ip address from the console so that we can create an instance on the resource manager for
the media suit for licensing purposes. Once we done that the system will be activated. Then
the system will be up and running.

O Polycom | ] ] ] Administrator +
Fast Configuration Wizard

@ Home
Product Activation

License Status: Activated
Peer Recordil
L Call IP Settings 12

Software Version: 28.0.0_31692
T pedia Media Storage Settings Bormation

HostID: EE1717308728DE

Template Signaling Settings

Max Recording Ports:
System Time
Server
Max Live Streaming Poris

User
Max Streaming Sessions:

Media Encryption.

Device Streaming without Recording (Mo Archive):

]
a
I s
& Admin
a
@

Site Topology Timecode Watermark:
Scalability Enabled:
PRO Enabled

Platinum Enabled:

Activation Settings
Inc. Al rights reserved
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Home

Call

Media

Template

Server

User

Admin

Device

@ B M B B H 2

Site Topology

Home

Call

Media

Template

Server

User

Admin

Device

@ B M e B @ B 5 2

Site Topology

Product Activation

IP Settings

Media Storage Settings
Signaling Settings

System Time:

CSA-VC PROJECT 2018

Scalability Enabled:
PRO Enabled

Platinum Enabled:
Activation Settings

Product Activation Mode Polycom License Server
Polycom License Server Connected
Status:

Last Attempt to Connectto 05-24-2018 08:52:55PM
Polycom License Server Time:

Last Successful Connection to  05-24-2018 08:52:55PM
Polycom License Server Time:

Palycom License Server 192.168.251.11
Address:

Polycom License Server Port: 3333

[ Enable Network Separation

Network Settings

O Obtain an IP address automatically using DHCP
® Using the following IP address

IP Address: 192.168.251.13

Subnet Mask:

Default IPv4 Gateway. 192.168.251.1

[] Enable IPVE

Enable ICMP Echo

MTU 1500

LAN Speed: Auto

[] NAT Public (WAN) Address:

CONFIDENTIAL
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Administrator ~

nformation

nc. Al rigr

Administrator ~

nformation

nc. All rig
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Product Activation
[] Enable Network Separation ~
P Settings Administrator ~
ef Seftings General System Network Seftings
& Home Media Storage Settings
O ocal Signaling Seftings Hostname CSA-RMS .
System Time
m Media Domain csa.govet nformation
2] Template
P FODN: 33 83 0ovet
B server
Preferred DNS Server. 192.168.0.119
L User
Alternate DNS Server. 192168 053
& acmin
B pevice
& site Topology Route Setlings:
[0 Destination Gateway Subnet Mask Ethernet
O o000 192.168.251.1 0.0.0.0 ethd

Cancel o I

Product Activation

H.323 =] Administrator ~
IP Settings
@ Home Media Storage Settings Register to Gatekeeper
L9 call Signaling Settings Gatekeeper Type: Polycom ~
m ' System Time Online
Media Primary Gatekeeper: o nformatian
] Template Gatekeeper Address 192.166.251.12 =
B server Gatekeeper Port 1719 *
F 3 User
[ Register Users Information for Gatekeeper:
2
ST Gatekeeper User. =
B peiice
Gatekeeper Password =

Site Topology

Alternate Gatekeeper.

Gatekeeper Address:

Gatekeeper Port: 1719

[0 Register Users Information for Gatekeeper:

nc. All rig
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Fast Configuration Wizard

Product Activation
Home
IP Settings

&l Media Storage Settings
Media Signaling Seftings

Template System Time:
User

Device

@&
L9
m
[E]
B server
1
2
a
@

Site Topology

Symb @l Technologies

Administrator ~

Time Senvice: Caonsole

NTP Senver

Date 05-25-2018

Time 00:00:13 B GMT+03:00 jormation
NTP Server1: 192 168.30.1

NTP Server2:

Server Current Time: 05-24-2018 21:10:42 GMT+00:00

Notice: The system only supports NTP Server with Scalability Mode or Amazon Web Services.

Inc. Al rights reserved

2.3.2.1 Signaling setting

For H.323 and SIP it is possible to register RealPresence Media Suite to the gatekeeper/

registrar to simplify calling.

A gatekeeper/registrar manages functions such as bandwidth

control and admission control. A gatekeeper/registrar also handles address translation,
which allows you to make calls using static aliases instead of IP addresses that may change

each day.

To register the system to a gatekeeper to make H.323 calls:

e Go to Configuration

> Signaling Settings > H.323

o Select Register To Gatekeeper

e Configure the settings listed in the following table. After you finish the
configuration, click OK

CSA-VC PROJECT 2018
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Product Activation
H323 Administrator -
IP Seitings.
ﬁ Home Media Storage Settings Register to Gatekeeper
L9 cal Signaling Settings Gatekeeper Type: Palycom ~
m X System Time Online
Media Primary Gatekeeper. rformation
® Template Gatekeeper Address: 192 168.251.12
B serer Gatekeeper Port 1719 *
2 User
D Register Users Information for Gatekeeper:
Admin Gatekeeper User: *
B pevice
Gatekeeper Password: *
@ Site Topology

Alternate Gatekeeper:

Gatekeeper Address:

Gatekeeper Port 1719

[J Register User's Information for Gatekeeper:

Gatekeeper Type: Polycom

Primary Gatekeeper:

Gatekeeper Address: 192.168.251.12

Gatekeeper Port: 1719

Register User Information for Gatekeeper: unchecked
Gatekeeper User: disabled

Gatekeeper Password: disabled

Fast Configuration Wizard
Administrator «

Product Activation

Home Time Senvice: Console
IP Settings NTP Server
Media Storage Settings Date: 05-25-2018
Media Signaling Settings i
9 9 9 Time: 00:00:13 E GMT+03:00 frormetion
Template System Time
NTF Server1: 192168.30.1 #

NTP Server2:
User

Server Current Time: 05-24-2018 21:10:42 GMT+00:00
Admin

Notice: The system only supports NTP Server with Scalability Mode or Amazon Web Services.
Device

@&
.
m
]
B server
F s
2
A
@

Site Topology
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. . X Administrator ~
Signaling Settings

& Home

Media

pte
Template
Recording Temyg TEMPLATE
Transcoding Tel TEMPLATE

Distribution Tem

B seper
L User

Li] Admin
A Device

Server Domain Name:
@ Site Topology

Register User's Information

Username:

Transport Type: TCP

Enable Certificate Validation: unchecked
Register to SIP Server: checked

Server Address: 192.168.251.12

Server Port: 5060

Server Domain Name: csa.gov.et

Register User’s Information Specify: dma-integrator

Fast Configuration Wizard
Administrator =

Product Activation

Home Time Service Console
IP Settings NTP Server
Media Storage Settings Date 05-25-2018
Media Signaling Settings
g g Io} Time: e E SHT+02.00 nfarmation
Template System Time
NTP Servert 192.168.30.1

NTP Server2

User

X Server Current Time 05-24-2018 21:10:42 GMT+00:00
Admin

Notice: The system only supports NTP Server with Scalability Mode or Amazon Web Services
Device

A
LS
m
(G]
B server
b §
=
a
[

Site Topology

nc. All ights resenved
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2.3.2.2 Configuring templates
A template is used to define a set of basic recording parameters, such as call rate of
recording, video quality, whether to live stream, and streaming rate. All Virtual Recording
Rooms (VRR) are created based on templates. Changing the parameters of a template may
change the corresponding recording policies of the VRR using that template.

2.3.2.2.1 Recording template
This template is used to define the parameters of the record. lts resolution, call rate and so
on. We have created a template called CSA Recording template.

Template Name C3A-RECORDING-TEMPLATE

) Polycom' | RealPresence’ Media Suite

Configuration ~ @ Administrator ~

Enable Live Streaming

& Home Template > |
[] Disable Recording
< o T B
[] Enable PIN
T \edia
[J Name Live Streaming Support
] Template [  Default Rec - = o
Call Arc g Live Streaming (MP4
Recording Templates
Transcoding Templates [ Audio Only
Distribution Templates Max Call Rate (Kbps) 1024 ~
VRRs
Max Resolution (People) 1280x720P (1280x720 v
B server
‘ Enable LPR
User
Indication Tone off 2
2] Admin
B eice Media Encryption Type When Available ~
B sie Topology Max Call Length Auto v
Conference Layout Auto 2

©2015-2016 Polycom, Inc_ All rights reserved

&) Polycom' | RealPresence’ Media Suite Add Recordlng Template e @ Adminstiaior -

Home Template > | 1 piate name CSA-RECORDING-TEMPLATE

Call
Enable Live Streaming

Media
[1 Name [ Disable Recording Live Streaming Support

Template [ Defaul Rec (]
[J] Enable PIN

Recording Templates

Transcoding Templates

Distribution Templaies Ca Archiving

VRRs
Start Recording Immediately

Server
Archive Name Prefix

User
Admin
Notice: Primary (Secondary) streaming file will be created.

Device

Site Topology

Cancel m

©2015- 2016 Polycom, Inc. All rights reserved.
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) Polycom | RealPresence” Media Suite [] Enable PIN

Configuration ~ @ Administrator ~

& Home Template > |
Live Streaming (MP4)

o Q-

Enable H.264 High Profile for Live Streaming
T edia

N: Live St Si it
m] ame Primary Streaming Rate 1024 ~ PR R L
[E] (Kbps)
Tempiate [] Default Rec {Input Streaming Name) ]
Recording Templates Secondary Streaming Rate of -
(Kops) (Input Sreaming Nsme)
Transcoding Templates
Layout Single window with large content (People |+
Distribution Templates
- “
o E
2 User
& admin
B pevice

Notice: Primary (Secondary) streaming file will be created.
® Site Topology

Cancel m ©2015 - 2016 Polycom, Inc. All rights resenved

Template Name: CSA-RECORDING-TEMPLATE
Enable Live Streaming: checked

Disable Recording: unchecked

Enable PIN: unchecked

Call

Audio Only: unchecked

Max Call Rate: 1024

Max Resolution: 1280x720p

Archiving

Start Recording Immediately: checked

Enable LPR: Once this function is selected, in case of packet loss during network
transmission, it can effectively improve the decreased video quality caused by packet loss.

Indication Tone: Indicate that recording is ongoing, and typically the tone is a very short
beep with intervals between beeps, measured in seconds. This is enabled by default.

Live Streaming (MP4)

Enable H.264 High Profile for Live Streaming: checked
Primary Streaming Rate (Kbps): 1024

Secondary Streaming Rate (Kbps): null
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2.3.2.2.2 Transcoding Template
Transcoding template is where you define the format of the video to be recorded and its
format detail. We have setup a template called CSA TRANSCODING TEMPLATE with 1024
bit rate, 720p resolution and H.264 high profile video type.

[
v P0|ycorn ‘ e Configuration ~ @ Administrator ~

Add Transcoding Template
& Home Template > '

Template Name CSATRANSCODING-TEMPLATE =
< ou am=

T Media Media Type P4 -
O] Nam 1 AspectRatio Layout
B tempiate ] Defaut A "=
Recording Templates Video | Snapshot
Transcoding Templates
Bit Rate 1024 v
L —
Distribution Templates 0O |soH e -
VRRS 0O maa Video Type H264 ¥ NA NA
8 server 0 Phone S prame Rate As Source File v “
L user Iphone_S_+ 16:9 ==
o MaxResolution 1280X720F (12803720 v
& Admin []  Iphone_m_ 43
Aspect Rat t v
B peyice [0  Iphone_M_ 169 "
® Layout Single window with large content (People |
Site Topology O lpad_L P& "=
O eadn I i | I oo “I=1
"_ E
Page Size: 11 record(s) / 2 page(s) - 2 == 3

Template Name: CSA-TRANSCODING-TEMPLATE
Media Type: MP4

Video Bit Rate: 1024

Video Type: H254

Frame Rate: As source file

Max Resolution: 1280x720p

Aspect Ratio: auto

2.3.2.2.3 VRR template

A VRR defines recording parameters. You can create a VRR basing on recording templates.
A VRR is identified by digits, and you can directly start recording using a specified VRR by
adding the VRR number to the dial-in number. We have created a template called CSA
VRR with dial-in number 111 based on the above recording and transcoding templates
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Edit VRR Administrator ~

Home
VRR Name CSA_VRR

o J oo
VRR Number 111 )

Media
ite

Description CSARECORDING VRR
Template

Recording Temp ~ Recording Template CSA-RECORDING-TEMPLATE . BTEMPLATE

Transcoding Tel
Distribution Template Default Distribution Template
Distribution Tem

Available Templates Selected Templates

VRRs Transceding Template Add All
~ CSA-TRANSCODING-TEMPLAT

Server
Remove All
User
WRR Auto Publish Onl
Aamin ’

Device Email Address (Separated by}

Site Topology

== o [ ]

Inc. All rights resenved

2.3.2.3 Playing Back and Downloading Records

After your conference has been recorded Polycom Realpresence Media Suit can let you play the
record either to a specific endpoint or to a virtual meeting room. You can also download the
media in 720p or 1080p quality.

To playback the media go to the avatar on the top left and click
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My Media Center Media Events Channel survey & Test Account | Admin ~
Archives 117) 2 upioaamedia = Search Archives Q | sotby Time +

CSA_VC_ROOMSWITCHCSA-MEETING-ROOM-1_20180601085532878

@ Share | W PlaybacktoMestng = Edit v A~ | B

CSA_VC_ROOMSWITCHCSA-MEETING-ROOM-1_20180601083436045

E==
Outside call

Start Playback

Meeting Room
(or Endpaint)

121010

Playback @ Immediately O Manually

Signaling Type O SIP @ H323

Conference Layout Auto E|

Cancel

By default, the media are not downloadable; we have to explicitly make them downloadable

48
CSA-VC PROJECT 2018 CONFIDENTIAL



Symb@| Technologies

|— CSA_VC_ROOMSWITCHCSA-MEETING-ROOM-1_20180601085532878

2 Share M Playback to Meeting A Edit v A E

[ 00:00:08 | Edit Properties

Edit Media
Ii CSA_VC_ROOMSWITCHCSA-MEET 3045
| Manage Closed Captions
Attachment

Edit Cover

Edit Archive

Title: CSA_VC_ROOMSWITCHCSA-MEETING-ROOM-1_2018

Downloadable

Enable Rating

Expiration Date 01-01-2028

lore

Cancel

Now you can download the media

CSA_VC_ROOMSWITCHCSA-MEETING-ROOM-1_20180601085532878

82 Previewinmoblle  &Getlink ¥, Download (default format)y =, Advanced Downioad %0 0

2, Thumbnail

([0 12805720/ 768 Kops 4 30 Tps 1767 kB [ 1920x1080 / 1024 Kops /30 fps 71,181 kB [FEERGI) 12804720 / 1024 Kbps /24 1ps / 2,635 KB

2.4 Polycom Collaboration Server 1800

The polycom rmx 1800 multipoint control unit (MCU) is a high performance, scalable, ip
network and ISDN solution that provides the user with feature rich and easy to use
multipoint voice and video conferencing. It can be controlled via the LAN, by the RMX
web client application, using internet explorer installed on the user’s workstation or the
RMX manager application.

2.4.1 Meta Data
e IP address: 192.168.251.14
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2.4.2 Configuration

The Realprecense Collaboration server alike the others can only be accessed using Internet
Explorer or its own RMX manager software which can be downloaded directly from the
server. It is highly recommended to use the software.

Just like the Media suit there is a fast configuration wizard that can setup our management
interface.

Management Network Properties .-

> 1P A~
3 Routers MNetwark Service Name: Management Metwork
3 DNs
3 Security
> Whits List 1P Version: IPvd -
Control Unit IP Address:

v [192.168.251.14

IPvG:

Subnet Mask: 255.255.255.0

%
& >

Management Network Properties -
3P ~
3 Routers Netwark Service Name: Management Network
5 DNS
3 Security
> White List Default Router 1P Address:
IPvd: 1921682511
Static Routes:
Router IP Address |Remote IP Address | Subnet Mask Remote Type
0.0.0.0 0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 0.0.0.0 Network
0.0.0.0 0.0.0.0 0.0.0.0 Hetwork
0.0.0.0 0.0.0.0 0.0.0.0 Hetwork
v
< >
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il Management Network Properties

3 I I
» FRouters Netwark Service Name: |rv1anagement Network
3 DNS
% Security
% White List
MCU Host Name: PolycomMCU
DHNS: Specify hd
[¥ Register Host Names Automatically to DNS Servers
Local Damain Name: Ccsa.gov.et
DNS Servers Addresses
Primary Server: 152.168.0.119
Secondary Server: /64
Tertiary Server: /64
»
€ >

I TR

2.4.2.1 IP network service and properties

The IP service (Conferencing Service) is used to configure and manage communications between
the RMX and confernecing devices such as endpoints, gatekeepers, SIP servrs, etc. conferencing
related definitions such as environment (H.323 or SIP) are also defined in this service. Cnages made
to any of these parameters only take effect when the RMX is reset. An active alarm is created when
changes made to the system have not yet been implemented and the MCU must be reset.

TP Network Service Properties -
=, Networking ~
> 1P Network Service Name: |IP Network Service
3 Routers
IP Network Type: H3234 SIP -
5 DNS
. Conferencing Signaling Host IP Address:
» Batzkesper e [182.168.251 15
> forts 16
> QoS
s S Servers Mediz 1 1P Address:
% Eacurity P4 [192.168.251.15
5 S5IP Advanced 1Pvé:
Subnet Mask: 255.255.255.0
Service Configuration
-
< >
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Network Service Name:

1P Network Type:

JIP Network Service

IH.323&SIP vl

Service Name (FQDN):

DNS:

PalycomMCU

[specty =]

|¥ Register Host Names Automatically ta DNS Servers

Local Domain Name:

DNS Server Address:

Icsa.gcv.el
|192.168.l].'|'|9

Symb @l Technologies

IP Network Service Properties

Metwork Service Name:

IP Network Type:

JIP Network Service

IH.323&SIF vl

Gatekeeper:
Primary Gatekeaper

IP Address or Name:
Backup Gatekeeper

IP Address or Name:

MCU Prefix in Gatekeeper:

™ Register as Gateway

Service Mode:

Refresh Registration every:

Aliases:

ISPEC'!‘! 'I
|192.168.251.12
|12

board_hunting

|120 seconds

CSA-VC PROJECT 2018
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TP Network Sarvice Dropartias - -

+, MNetwarking

~
1P Network Type: H.323& SIP -

3 P
> Routers SIP Server: ’m
3 DHS
5. Cenfersncing TEETES Generic -
3 Gatekeeper
3 Ports
3 Qo3

SIP Servers
2 Refresh Registration avery: 3600 seconds
3 Security
3 S Advanced Transport Type: UDP hd

SIP Servers: RODP-content data:

Parameter Primary Server Parameter Translatars SIP Proxy
ServerIP Address  192.168.251.12 Server IP Address
Server Domain N csa.gav.et SIP Authorization
Port 5060 Password
Outbound Proxy Servers:
Parameter Primary Server | w
< >
T

2.4.2.2 IVR services

IVR service is a service that a conference participant gets when he joins the conference
and before the conference starts. It guides the participants on what to do next, in other
words it is a reception service for the conference room. It only works if it is connected
with conference profile which will be explained later.

Out of the services you can configure:

e Choose service language. English is the default
e Customize welcome message
e Customize conference chair person settings
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d 1 A 1 .

Polycom RMX Manage

View  Administation Setwp Help RMX IP Address: 152.168.15.14 Signaling Host: 192.168.15.13 MCU Prefix

e — R IRV it biiiiddentei (V2|
e e ——————— & -—‘ 2
1 =T 2 [Tywe Hame

Display Name e =3 Kombolcha

W 192.168.15.1¢ | 2] Weleome Conference IVR Service Name: =) NMA_Black

B 1921681515 fv; Camlsrence Chakpatsos (= HMA_Bole

3 Confarance Password =] —

« » General

EEESEH0MM > Roll Call/Notifications Language: [Bgisn =]

@ % ! [ sentcas External Server Authentication: Never -
- 3 DTMF Codes

ey 3 Operatar Assistance Number of User Input Retries: 3

95:188,55 18 Timeaut for User Input(Sec): -
DTMF Delimiter: -3 -

Ll
o e €
] Resenations
Rarely Used
@@ R Services
@ 1P Nework ¢
@ Recording Lin
@) 1sDN(zudot
) Cooference Pr

Nimbus Screenshot & Screen Video Recorder is sharing a window. [ S d Bl Hide Ld |

] ager EMA AC 2 2 s

Polycom RMX Manager

View Sewp Hep RMX 1P Address: 1921681514 Signaling Host: 192168.15.13
e e —— E = ]

F
o e ——————— o
)~gg“ 2 Name

|

Global =
Display Name Sl =] Kombolcha
W 52168151 | 2] Wekome Conference IVR Service Name: (=) NM2_Black_
B 152.168.15.1: 3¢ Canference Chiskparon (=) HMA_Bole
3 Confarance Password =) S

‘ 3 General
[Conferences (1) | 3 Roll Call/Notifications ™ Enable Welcome Messages

G % 3 Video Services

- > DTMF Codes General Welcome Message: General_Welcome wav A

ey 3 Operator Assistance

192.168.15.14

el
oW
] Resenatons
Rarely Used

B VR Services
€ 1P Nework ¢
@ Recording Lin
@) 15Ot

) Conference Pr
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Polycom ‘ RMX Manager

Vaw Admiistaon Sewp Hep RMX P Address: 192168.15.14 Signafing Host: 192 168.15.13 MCU Prefix in GK: 33
I e — T R o e —— 2
R B A [ 2
aese- 2 [Type Hame
i bolos i, il 1 A
Display Name 78l & Kombolcha
& 192.168.15.1¢ > Welcome Conference IVR Service Name: NMa_Black_
W 192.168.15.15 Emw Gk HMA_Bale
3 Conference Password @ o
« > General
[Conferences (1)} 3 Roll Call/Notifications I Enable Chairperson Messages
TR % gt 3 VideoSenvices
> OTMF Codes Chairperson Identifier Request: Craiperson_identfierway
Meu > Operator Assistance

192.168.15.14 Raquest Chairpersan Password: Chaiperon_Passwordwav =
Retry Chairperson Password: Chaimerson_Password_Failre.
Chairperson Identifier Key: I3 -

™ &illing

K1 I
oW &€

&) Resenatons

Rarely Used
VR Services
G 1P Neswork ¢
@ Recording Lin
@) 1sON(sedai
& Gofernca pr

B Kiibus Scosenshi B Screa Victeo Reccxderio sheripg a indow Hide
| Svstem lorts.

2.4.2.3 Recording link

il CSA Recording Link Properties

Name: JCSA Recording Link

—H.223/5IP

Type: |H.323 -

IP Address: [192.168.251.13

Alias Name [ Type: Iﬂz-l E164 ;I
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Conference running on the RMX can be recorded using the media suit. This feature is
enabled via a recording link, which is a dial-out connection from the conference to the
recording system. Recording can start automatically, when the first participant connects to
a conference, or on request, when the RMX user initiates it. Each recording link can be
associated with one VRR saved on the RMX. The alias that is seen on the above screen
shot is the extension number for the virtual room created on the media suit.

2.4.2.4 Conference Profiles

Profiles stored on the MCU enable you to define all types of conferences. Profiles include
conference parameters such as conferencing mode, conference session type, conference line
rate, people and content resolution and settings, video layout, encryption, lost packet
recovery. They are assigned to conferences, meeting rooms, reservations and entry queues.

We have used CP (continuous presence) as our conferencing mode. CP conferencing is
based on the CP video protocol and SAC audio protocol. CP conferencing offers high
resoultion video conferencing with low end to end latency and improved error resiliency
without video transcoding by the MCU, hence using less video resources.

3 General A
S Aduancer] ey ey s [CSA-PROFILE
3 Gathering Settings Line Rate: 1920 Kbps v
3 Video Quality
3 Video Settings EortranEng nde |CP (Continuous Presence) |
3 Audio Settings
3 Skins
Routing Name: CSA
3 VR
3 Recording
3 Site Names
3 Message Overlay r
3 Metwork Services
-
3 Layout Indications
[~ Operator Conference
L
]
v
& >
C o T o
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C5A-PROFILE Properties

Display Name: |cs.l\—FRoFILE

Line Rate: 15920 Kbps

Conferencing Made: ICF (Continuous Presence) LI

Encryption INO Encryption LI
¥ Packet Loss Compensation [LPR and DBA}

|7 Auto Terminate

Before First Joins: IlO E Minutes
At the End: IO E Minutes

(¥ After last participant quits

{ When last participant remains.
[~ Auto Redialing

[~ Exclusive Content Made

¥ Enable FECC

[~ FW NAT Keep Alive

Io E Seconds

C5A-PROFILE Properties

Display Name: |CSA-PROFILE

Line Rate: 15920 Kbps =

Conferencing Maode: ICF (Continuous Presence) LI

[~ Presentation Made
Telepresence Made:
I~ same Layout Telepresence Layout Maode:

[~ Lecturer View Switching

Auto Scan Interval(s):
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General
Advanced
Gathering Settings
Video Quality
Video Settings
Audio Settings
Skins

VR

Recarding

Site Names
Message Overlay

Netwaork Services

b A S e, T L L L L S L

Layout Indications

Symb@| Technologies

Display Name: [CSA-PROFILE

Line Rate: 1520 Kbps «

|CF’ {Continuous Presence) ﬂ

Conferencing Mode:

MNote: When enabled, Site Names text is displayed without a background.

'CSA-PROFILE Properties

General

Advanced
Gathering Settings
Video Quality
Video Settings

Audio Settings

>

>

>

>

>

>

3 Skins
5 IVR

3 Recording

% Site Names

3 Message Overlay
3 Metwork Services
>

Layout Indications

CSA-VC PROJECT 2018

"~
“
o

Display Name: |CSA—PROFILE

Line Rate: 1520 Kbps =

|CP {Continuous Presence) j

Canferencing Mode:

Conference IVR Service:

|C0nference IVR Service j

|~ Conference Requires Chairpersen

-
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CSA-PROFILE Properties .

3 General A
45 Advanced Hesl i [csa-PROFILE

3 Gathering Settings Line Rate: lm

3 Video Quality

3 Video Settings Conferencing Made: ICF‘ (Continuous Presence) j
3 Audio Settings

3 Skins |¥ Enable Recarding

> MR Dial Out Recarding Link

g Aol [C5A Recording Link =]

% Site Names

3 Message Overlay Start Recording

3 Metwork Services IImmediateh' LI

3 Layout Indications [~ Audio Only

|¥ Display Recarding Ican

¥ Play Recording Message

< >

CSA-PROFILE Properties .

3 General -
= Advancer] iy emars [csA-PROFILE
3 Gathering Settings Line Rate: 1920 Kbps +
3 Video Quality
3 Video Settings Tty oz ICF‘{Continuous Presence) LI
3 Audio Settings
5 Skins Display Mode:
> DR Fant Size:
Recording

= Calor:
lz‘ﬁhﬂanﬁ

3 Message Overlay Display Position: II-EﬂTUD vl

3 Metwork Services |
Harizontal Position: il
3 Layout Indications L Y o
o 50 100
Vertical Position: J
A T R o
o 50 100
1
Background Transparency: J 50
N S T Y
o 50 100

Preview
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'CSA-PROFILE Properties

3 General -

Display Name: |CSA—PROF|LE
3 Advanced
3 Gathering Settings Line Rate: 1520 Kbps -
3 Video Quality

Conferencing Mode: i i
S \irlen Serrings |CP (Continuous Presence) j
3 Audio Settings
3 Skins

IP Network Services:
3 R

Service Name SIP Registration Accept calls
3 Recording
IP Network Servic v v
% Site Names
3 Message Overlay
3 MNetwork Services
3 Layout Indications
W
£ >

I

2.4.2.5 Meeting Rooms

A meeting room is a conference saved on the MCU in passive mode, without using any of
the sytem resoureces. A meeting room is automatically activated when the first participant
dials into it. Meeting rooms can be activated as many as required. Once activated, a
meeting room functions as any ongoing conference.

We have configured a three meeting rooms with 1D 1010,1011 and 1012 respectivly. Any
endpoint can dial any of this rooms and can easily start or join already started conference
without the need for IT personnel. Note: don’t forget to add the prefix extension number
“12” of the RMX given by the DMA during dial. For example to dial room 1(ID 1010) dial
121010.

Each room is configured to last for four hours without any interuption and any conference
hosted on this rooms will be recorded automaticaly.
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CSA-MEETING-ROOM-1 Properties

General
Participants
Infarmation

Media Sources

L

Netwark Services

™~
Display Name: ICSﬁ-MEI:—l—ING-HOOM-'I
Duratian: I 45 :ICIO E [~ Permanent Conference
Rauting Name: JcSA_MEETING
Profile: |csa-PROFILE |
ID: {1010
Conference Password: I
Chairpersan Password: I
Reserve Resources for Video Participants: IU j
Reserve Resources for Voice Participants: IU j
Maximum Number of Participants: IAUtumatic d
[~ Enable ISDN{audiofvideo) Dial-in
ISDM(audio/video) Metwork Service: I[Defauh Service] ;I
Dial-in Number [1}: I
Dial-in Number [2}: I
W
< >

You can set the layout of how the conference should look like here but it is best to leave

it on auto layout.

CSA-MEETING-ROOM-1 Properties

>
>
>
>
>

General
Participants
Information

Media Sources

Display Name:

Duration:

|CSA—M EETING-ROOM-1

| 43. :|oo 3 [~ Permanent Confzrence

~

Network Services

1 Override layout from profile

¥ &uto Layout

[ |

I

v
>

o | o |
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CSA-MEETING-ROOM-1 Properties -

3 General ~
3 Participants Display Name: |CS}-‘\-MEETING-HOOM-1
2 Infermtion Duration: m:,ﬁ [~ Permanent Conference
% Media Sources
3 MNetwork Services
IP Metwark Services:
Service Mame SIP Registration Registration Status | Accept calls
IP Network Servic v Registered ~
L
€ >

Lo | cne

2.5 Polycom Access Director

The RealPresence Access Director system enables users within and beyond your firewall to
securely access voice, video, and multimedia sessions across IP network borders. The system
securely routes communication, management, and content traffic through firewalls without
requiring special dialing methods or additional client hardware or software. Specifically,
the RealPresence Access Director system supports SIP and H.323 video calls (including
H.460 firewall/NAT traversal) from registered users, guests, and federated enterprises or
divisions.

2.5.1 Meta Data
e |P address: 192.168.251.10 for management
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=i
2.5.2 Configuration

2.5.2.1 SIP & H.323 Signaling

The RealPresence Access Director system provides connectivity for SIP (both SVC and
AVC) or H.323 users, enabling them to securely collaborate over video from different
locations and devices. Specifically, the RealPresence Access Director system enables:

e SIP and H.323 remote users (registered/provisioned endpoints) to securely
connect to your enterprise network as managed users, with the same functionality
they would have if they were inside your enterprise network firewall

e SIP and H.323 guest users (unregistered/unprovisioned endpoints, such as
customers, partners, and vendors) to securely connect to your enterprise network

e SIP and H.323 B2B calling through trusted (federated or neighbored) connections
to other enterprises’ networks

e Open SIP and H.323 calling to and from users outside your network

e SIP RealPresence Web Suite guest users with browser-based clients to connect to
RealPresence Web Suite video conferences within your enterprise network (The
HTTPS tunnel proxy does not support SVC video conferencing.)

7y Polycom RealPresence® Access Director™

th User  Configuration  Maintenance  Admin  Diagnestics  Help

You are here: Configuration = SIP Settings User name: LOCAL\admin Friday, June 01,

NAVIGATION

@
Access Proxy Settings
External Port Settings
SIP Settings
T Port name Port number s Transport Require certific Default contacl Dial string polii Prefix of Userii Host
X Unencrypted pori 5060 UDP/TCP false true false

TURN Settings Add

Encrypted port | 5061 TLS false true false —
Media Traversal Settings Beleta

L =EeE )

Federation Settings Edit

Two-bax Tunnel Settings

Internal Port Settings

Unencrypted port: 5070 * (5060 ~ 5100 or 65400 ~ 65439)

TLS port: 5071 * (5060 ~ 5100 or 65400 ~ £5499)

SIP registrar (Next hop) address: Port: Transpart:

SIP proxy (Next hop) address: Port: Transport:
Registration refresh interval: 300 = (seconds)
RFC5626 keep-alive interval: 120 “ (seconds)

Skip validating TLS certificate from remote server

il

63
CSA-VC PROJECT 2018 CONFIDENTIAL



Symb @l Technologies

Polycom RealPresence® Access Director™

a User  Configuration  Maintenance  Admin  Diagnostics o | @

You are here: Configuration = H.323 Settings User name: LOCAL\admin Friday, June 01, 2018 12:18:50 PM

NAVIGATION
@
Access Proxy Settings
Internal port settings
SIP Settings
H.225 RAS port: 1719 * (1700~1800 or 65400~65499)
H.323 Settings

TURN Settings H.225 call signaling port: 1720 = (1700~1800 or 65400~65499)
Media Traversal Settings
External port settings
Federation Settings

H.225 RAS port: 1719 * (1700~1800 or 65400~65493)
Two-box Tunnel Settings
H.225 call signaling port: 1720 = (1700~1800 or 65400~65493)
Gatekeeper (Next hap) address: RAS Port: H.225 call signaling port:
CIDR: I | Add

Bypass H.323 Federation Restrictions
Allow any incoming LRQ

Allow any outgaing LRQ

Enable H.323 guest policy Prefix to dial string:

Enable H.323 default policy

Polycom RealPresence® Access Director™

Configuration Maintenance Admin Diagnastics Help

figuration > TURN Settings s: LOCAL\admin Friday, June 01,
NAVIGATION =
| Enable TURM server
Access Proxy Settings
TURN Settings
SIP Settings
H.323 Settings LEtsninolis
TURN Settings Available 1Ps 192.168.251.10 | v
Media Traversal Settings External NAT address: Add
ieceotiogieattnas Listening IPs: External NAT address:
Two-bax Tunnel Settings 192.168.100.9 197.156.82.226
Delete |
TURN port (UDP): 3478 * (3478, or from 65370 to 65379)
Relay port range (UDP): 49152 - 65535 = (from 32768 to 65535)
Default authentication realm:  polycom.com
TURN Users
Username Realm
Add

Note: the SIP registrar address and the H.323 gatekeeper address is 192.168.251.12.

2.5.2.2 Network settings

We have two network interfaces for the RPAD and we can configure each network
interface for the type of service, or traffic, it communicates. We have set 192.168.251.10
for internal signaling, media relay and management. And 192.168.100.9 for external
signaling and media relay this interface will be translated to 197.156.82.226 during external
communication.
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Configure Network Settings

" User  Configuration  Maintenance

Step 1 of 3: General Network Settings

You are hare: Admen > Network Settngs

S The system's network settings can be changed below.
| e csa-rpad *
Primary DNS:  152.168.0.119 |
| Secondary DNS: 192.168.0.53
Tertiary DNS
Search Domain:  csa.gov.et
Domain csa.gov.et
>
4
Next || cancel || Help

Symb@| Technologies

RealPresence® Access Director™

=
a2l e
SAL\admen

Friday, June 01, 2018 12:24:40 PM

J

Configure Network Settings

Step 2 of 3: Advanced Network Settings

Note: If you change the network interface the static route will be reset.

NAVIGATION - Edit Network Interface

etho

Device:

1Pv4 Address:

192.168.251.10

1Pv4 Subnet Mask: 255.255.255.0

1Pv4 Default Gateway: | 192168.251.1

eth2
oth3

Previous Nt || Cancel | [ Help

RealPresence® Access Director™

ule
\admin  Wedneadey, May 09, 2018 05:52:15 P

Configure Network Settings

Step 2 of 3: Advanced Network Settings

NAVIGATION Note: If you change the networlk interface ct the static route c will be reset.

Edit Network Interface

etho
v eth1

Device: eth1[00:0A:F7:9D:E3:33]

Pv4 Address: 192.168.100.9

1Pu4 Subnet Mask: 255.255.255.0

1Pv4 Default Gateway: | 192.168.100.4

ethz
ethz

| Previeus | Next | Caneel || Hel

&) Polycom RealPresence® Access Director™
®

SAL\admen Friday, June 01, 2018 12:23:34 PM

J
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.1 User Configuration Mantenance

You are here:  Admn > Network Settings
MAVIGATION

Gonfigure Network Settings

Management IP Settings
Management IP: | 192.168.251.10 |v | =

Access Proxy Settings.
Available 1P address External Access Proxy IP

192.168.251.10 > 192.168.100.9

<

Internal Access Proxy IP: | 192.168.251.10 | v | *

NAT Settings

[¥ Deployed behind Outside Firewall with NAT

Signaling Relay Address: 197.156.82.226

Media Relay Address: 197.156.82.226

NOTE: When RPAD signaling relay address is changed and remote endpoint uses IP address rather

than FQDN to establish TLS connection to RPAD, it is necessary to create and install new certificates
into RPAD.

|_Previous | [ Done || cancel || Help

2 Polycom

J

2.5.2.3 Configuring Access Proxy

The access proxy feature in the RealPresence Access Director system provides reverse proxy services
for external devices. You can configure access proxy settings to enable firewall/NAT traversal for
login, registration, and call requests. When the RealPresence Access Director system receives a
request from a remote user, the system accepts or denies the request, based on your basic Access
Control List (ACL) settings. If the request is accepted, the RealPresence Access Director system sends
a new request on behalf of the remote user to the appropriate application server. The RealPresence
Access Director system is configured with three default reverse proxies that route communication
requests based on the type of target application server:

Symb@| Technologies

RealPresence® Access Director™

e
CAL\admin _Friday, May 25, 2018 04:55:12 PH

e HTTPS proxy—HTTPS servers that provide management services. In our case RealPresence
Resource Manager system

e LDAP_proxy-LDAP servers that provide directory services

e  XMPP_proxy—XMPP servers that provide message, presence, or other XMPP services

CSA-VC PROJECT 2018
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Edit Access Proxy
asence® Access Director

Step 2 of 2: Detailed Settings
Enter the proxy settings in the fields below

HTTPS settings

NAVIGAT I
LA Name: HTTPS_proxy = heternal port

External IP address:

External listening port: 443

Internal IP address: 192.168.251.10

[] Require client certificate from the remote endpoint

o - ] verify certificate from internal server

Next hops

Upriority  Name  Type  System  Address  Port Add

Delete

Edit

- Priority Up

Priority Down

ACTIONS

[Prewnus ][ Done H Cancel H Help |

Edit Access Proxy

asence® Access Director™

Step 2 of 2: Detailed Settings

a2l
tednosday, May 23, 2018 04:36:47 PM

Enter the proxy settings in the fields below

HTTPS settings

- heternal port

NAVIGATION
Name: HTTPS_proxy.

External IP address: 192.168.100.5

External listening port: 443

Edit next hop

Internal IP address:

Require client certificate from the remotd : Request-URI | v

wverify certificate from internal server CSA-RPRM
Next hops Polycom Management System | v | 7
’ | =
Priority ey — : 192.168.251.11 =
ACTIONS
1 CSA-RPRM Requd : 80 *

Delete
[

| Previous || Done || cancel || Help |
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Edit Access Proxy

asence® Access Director™
Step 2 of 2: Detailed Settings

[} Usar Configuration | Enter the proxy settings in the fields below sl e

You are hare: Configuration > fednasday, May 23, 2018 04:39:16 PM

XMPP settings

NAVIGATION — .
Name: XMPP_proxy ternal port

External IP address: 192.168.100.9 v | *
External listening port: 5222 =
Internal IP address:

Next hop address: 192.168.251.11

Next hop port: 5222

[] Require client certificate from the remaote endpoint

[] Verify certificate from internal server
ACTIONS

| erevious | [ Done || cancel || el |

Edit Access Proxy

asence® Access Director™

Step 2 of 2: Detailed Settings

[ Usar Configuraton " Enter the proxy settings in the fields below 21 e

You are hare:  Configuration > tednesday, May 23, 2018 04:40:13 PM

LDAP settings

NAVIGATION — ;
Name: LDAP_proxy

peternal port

External IP address: 192.168.100.9 v | *
=

External listening port: 389

Internal IP address:

Next hop address: 192.168.251.11

Wext hop port: 389

[] Require dlient certificate from the remote endpoint

] Vverify certificate from internal server
ACTIONS

| Previeus | [_Done || cancel || Hep |

3 Endpoint Management

Almost no configuration is done on the endpoints, they sync settings from the resource
manager. The only configuration we do is connecting the end point with the resource
manager. To do that login to the endpoint web portal by entering the endpoint’s ip address
and login using the following as the credential:

User name: admin
Password:

Once loged in go to Servers->Provisioning Service and enter the following:
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e Server Type: RPRM

e Domain Name: local

e User Name: rprm-integrator

e Password:

e Server Address: 192.168.251.11

AdminAdminGroupSeries
= PO|ycom RealPresence Group 310

IP Address: 192.168.3.17  H.323 Extension (E.164): 441000
Provisioning Service

Place a Call Enable Provisioning:

System Registration Status: ~ Registered

ServerType | 5

Manage Favorites

Domain Name: [
gl User Name: [l

> General Settings Password:
Server Address:
» Network
» Audio / Video ‘ Save J
» Security
¥ Servers
Directory Servers

SNMP

Provisioning Service
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4 Project Handover Document (PHD) Document Approval Form
Approval Certificate

System Description: CSA-VC Project, Implementation

Document Version 2.0

This Project Handover Document (PHD) document has prepared to make the whole
implementation process meet all the required network services.

For and on behalf of CSA:

Full Name: Signature Date

For and on behalf of Symbol Technologies PLC:

Full Name: Signature Date

Comments, variations or caveats:

This PHD document approval Form is to be signed and returned to Symbol Technologies
PLC.
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